AL HR IR
MDD

ABB CYLON® TECHNICAL BULLETIN NO. 484
Issue Date: 25 April 2022

ASPECT® Suite of Products and INTEGRA™
Niagara Framework are not exposed to
the Spring4Shell Vulnerability

Products Affected: ASPECT® Suite of Products and INTEGRA™ Niagara Framework

The ASPECT suite of products and INTEGRA Niagara Framework, INTEGRA Niagara Enterprise Security have been
evaluated for the Spring4Shell Vulnerability, see the CISA Alert.

All supported versions of the ASPECT suite of products including NEXUS, MATRIX, and Enterprise, and INTEGRA Niagara
Framework and INTEGRA Niagara Enterprise Security are unaffected by this vulnerability.

To ensure the security robustness of their INTEGRA product assets, customers should immediately investigate whether
any modules developed by external or third-party vendors are installed in their stations. If so, please contact those
organizations to see if those modules are affected and develop a remediation plan if necessary.

Cybersecurity is a priority at ABB Building Solutions. We are dedicated to continuously improving the security of our
products, and we will continue to update you as we release new security features, enhancements, and updates.
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https://www.cisa.gov/uscert/ncas/current-activity/2022/04/01/spring-releases-security-updates-addressing-spring4shell-and

