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ABB GENERAL TERMS AND CONDITIONS

FOR PURCHASE OF IT SERVICES (2023-04)

1. DEFINITIONS AND INTERPRETATION
The following definitions and rules of interpretation apply:
1.1 Definitions

“ABB Cyber Security Requirements”: means the security pro-
cedures, policies or standards provided to Supplier by Cus-
tomer Group from time to time, and in particular with the
ABB Cyber Security Requirements for Suppliers as made
available under www.abb.com/Supplying/Cybersecurity
(or new URLs that may be redirected or identified by Cus-
tomer Group), or as otherwise set out in the Contract;

“Affiliate”: means any entity which directly or indirectly con-
trols, is controlled by, or is under common control with a
party, by virtue of a controlling interest of fifty per cent (50
%) or more of the voting rights or the capital, or by means of
controlling the constitution of the board and the voting at
board meetings;

"Annex": means an annex to the Order, which sets out the
Specification or other terms as agreed between the parties;
"Charges": means the charges payable by Customer for the
Services, as set out in Clause 9 and an Order;

"Claim": has the meaning given in Clause 11.3;

"Cloud Software": has the meaning given in the applicable
Service Specific Schedule;

"Contract": comprises the Order, the terms of the applicable
Service Specific Schedule(s), and these GTC;

"Customer": means the customer entity which enters into
the Order with Supplier;

"Customer Group": means (i) Customer; (ii) Customer’s Affil-
iates; and (iii) any additional Customer entities listed in the
Order;

"Customer Materials": means any data, text, drawings, dia-
grams, images, designs, plans, images, documents or other
information tape, disk or other device or record embodying
information in any form which: a) are received, accessed or
acquired by Supplier from or on behalf of any member of the
Customer Group in the course of performing the Services or
otherwise in connection with the Contract; or b) Supplier is
required to generate, process, store or transmit pursuant to
the Contract, and includes any Personal Data for which any
member of the Customer Group is the data controller;
"GTC": means these ABB General Terms and Conditions for
Purchase of IT Services as amended from time to time in ac-
cordance with Clause 20.3. A Service Specific Schedule shall,
if applicable, be part of these GTC and, in case of a conflict,
take precedence;

"Hardware": has the meaning given in the applicable Service
Specific Schedule;

"Intellectual Property Rights" and "IPR": means (a) Patents,
copyrights, derivative works, moral rights, mask work rights,
database rights and rights in trademarks, trade names, de-
signs, Know-how, inventions, and invention disclosures
(whether registered or unregistered); (b) applications for
registration, and the right to apply for registration, for any
of these rights; and (c) all other intellectual property rights

and equivalent or similar forms of protection existing any-
where in the world;

“Know-how”: means all technical, scientific and other infor-
mation, inventions, discoveries, trade secrets, knowledge,
technology, means, methods, processes, practices, formu-
lae, instructions, skills, techniques, procedures, expressed
ideas, technical assistance, designs, drawings, assembly
procedures, computer programs, apparatuses, specifica-
tions, data, results, safety, manufacturing and quality con-
trol data and information (including process designs and
protocols), registration dossiers and assay and methodol-
ogy, in each case, solely to the extent confidential and pro-
prietary and in written, electronic or any other form now
known or hereafter developed;

"Malicious Code": means any computer instruction in soft-
ware that is not intended to provide the agreed functionality
and includes any software program or code intended to de-
stroy, interfere with, corrupt, or cause undesired effects on
hardware, program files, data or other information, execut-
able code or application software macros, and/or reveals or
allows access to data whether or not its operation is imme-
diate or delayed, and whether the malicious code is intro-
duced wilfully, negligently or without knowledge of its exist-
ence and includes computer programs commonly referred
to as virus, worm, Trojan horses, time or logic bombs, back-
doors and disabling codes or routines;

“Modification” has the meaning given in the Software Li-
cense Schedule;

“Output” means all output and results from Customer *s use
of the Services, including, but not limited to any reports,
graphics, data, specification, programs and all other mate-
rial and computer output;

"Order": means an order for Services, including Cloud Ser-
vices, Software and/or Hardware, as applicable, entered
into between the parties in accordance with Clause 3;

“Patents”: means (a) issued patents and utility models, pa-
tent and utility model applications, and future patents and
utility models issued from any such patent and utility model
applications; (b) future patents and utility models issued
from a patent and utility model application filed in any coun-
try worldwide which claims priority from a patent and utility
model or patent and utility model application of (a); and (c)
reissues, confirmations, renewals, extensions, counterparts,
divisions, continuations, continuations-in-part, supple-
mental protection certificates on any patent and utility
model or patent and utility model application of (a) or (b);
“Personal Data”: means information of an identified or iden-
tifiable individual or any other data which is subject to appli-
cable data protection laws and regulations;

"Pre-existing Materials": means all information and materi-
als provided by Supplier relating to the Services which ex-
isted prior to the commencement of the Contract or which
were created outside the scope of the Contract, including
the pre-existing materials specified in an Order;

© Copyright, 2020, ABB. All rights reserved.

ABB

page 1 of 8



http://www.abb.com/Supplying/Cybersecurity

ABB GTC IT Procurement (2023-04) International

“Security Audit” means a verification Supplier’s compliance
with its security obligations under the Contract

"Service Credit": means an amount payable by Supplier to
Customer as a service credit in accordance with Clause 7.4
and the Order;

"Service Level Failure": has the meaning given in Clause 7.2;

"Service Levels": means the service levels, if any, applicable
to the Services, as set out in the Order;

"Services": means the services provided by Supplier under
the Contract, as set out in an Order and may include Soft-
ware, Hardware and other services;

"Service Specific Schedule": means a Schedule to these GTC
which applies only to certain services and/or software and
hardware products provided by Supplier, as identified in an
Order and/or the Service Specific Schedule itself;

"Software": means the computer program (or any subset
thereof) that is either listed in the Order or otherwise deliv-
ered or made available to Customer Group and all user doc-
umentation in respect of such programs and any Modifica-
tion which is provided to Customer during the term of the
Contract;

"Specification": means the specification for the Work Prod-
uct or Services set out in the Order;

"Supplier": means the party to the Order indicated to be the
Supplier;

"Supplier's Team": means all employees, consultants, agents
and subcontractors which it engages in relation to the Ser-
vices;

"Third Party Provider": means any contractor, agent or third
party who provides hardware, software or services to any
member of the Customer Group;

"Work Product": means all materials, deliverables and prod-
ucts resulting from the Services provided or developed by
Supplier or Supplier’s Team under the Contract, or otherwise
provided or made available by Supplier or Supplier's Team
under the Contract, in any form or media (including com-
puter programs, data, diagrams, drawing, map, plan, design,
image, tape, disk, reports, specifications including any
drafts); and

“VAT”: means Value Added Tax.

1.2 Interpretation

1.2.1 A reference to a statute or statutory provision is a ref-
erence to it as amended or re-enacted. A reference to a stat-
ute or statutory provision includes any subordinate legisla-
tion made under that statute or statutory provision, as
amended or re-enacted.

1.2.2 Any phrase introduced by the terms including, include,
in particular or any similar expression, shall be construed as
illustrative and shall not limit the sense of the words preced-
ing those terms.

1.2.3 In the event of a conflict between these GTC and any
other document incorporated into the Contract, these GTC
shall take precedence except that those terms of the Order
that specifically and explicitly amend specific Clauses of
these GTC, shall take precedence over these GTC.

2. TERM

2.1 Supplier shall provide the Services from the date speci-
fied in the relevant Order.

2.2 The Contract shall continue for a period as specified in
the relevant Order, unless it is terminated in accordance
with Clause 18.

3. ORDER PROCESS

3.1 The Order shall reference and incorporate these GTC and
be deemed to be accepted on the earlier of:

3.1.1 Supplier and Customer having issued written ac-
ceptance of the Order; or

3.1.2 any act by Supplier consistent with fulfilling the Order
issued by Customer, at which point and on which date the
Contract shall come into existence.

3.2 These GTC apply to the Contract to the exclusion of any
other terms that Supplier seeks to impose or incorporate
(including any terms or conditions set out in an Annex), or
which are implied by trade, custom, practice or course of
dealing.

4. SUPPLIER RESPONSIBILITIES (GENERAL)

4.1 Supplier shall provide the Services, and deliver the Work
Product to Customer, in accordance with these GTC, the ap-
plicable Service Specific Schedule and the applicable Order,
and shall allocate sufficient resources to the Services to en-
able it to comply with this obligation.

4.2 Supplier shall provide the Services, and deliver the Work
Product, in a timely manner and meet any performance
dates specified in an Order.

4.3 Supplier shall co-operate with the Customer Group in all
matters relating to the Services; and ensure that Supplier
and Supplier's Team uses reasonable skill and care in the
performance of the Services.

4.4 Supplier will use all reasonable endeavors to deliver Cus-
tomer’s Supplier Privacy Notice to its employees that will
be involved in providing the Service for Customer.

4.5 If on-site, Supplier and Supplier s Team shall comply
with, and ensure that Supplier's Team comply with, all health
and safety rules and regulations and any other reasonable
security requirements that apply at any of the Customer
Group's premises that have been communicated to it. In
case Supplier's Team fails to accept or comply with such
rules, regulations or requirements, Customer reserves the
right to refuse Supplier's Team access to the Customer
Group's premises, which shall only be given to the extent
necessary for the performance of the Services;

4.6 Supplier shall notify Customer as soon as it becomes
aware of any health and safety hazards or issues which arise
in relation to the Services or any other issues or circum-
stances which may reasonably be expected to jeopardise the
timely provision of the Services and/or Work Product; and
before the date on which the Services are to start, obtain,
and at all times maintain during the term of the Contract, all
necessary licences and consents and comply with all relevant
legislation in relation to the Services, the Work Product and
the performance of its obligations under the Contract.

4.7 Supplier and Supplier *s Team shall comply with any ABB
Cyber Security Requirements.

4.8 Supplier shall be fully responsible for all acts and omis-
sions of Supplier Teams as if these acts and omissions were
its own acts or omissions.

4.9 In those cases, where natural language processing, text
signal and image processing, machine learning technolo-
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gies, or other cognitive capabilities for analyzing and pro-
cessing data and content are used, Supplier shall use segre-
gated instances of analytics platform for further elaborating
and advancing the capabilities. Any Customer Materials in-
cluding without limitation data used in or with the instances,
processed Customer Materials, output or results based on
Customer Materials, as well as any enhancement or variation
of such capabilities based on or resulting from processing
Customer Materials shall remain at all times the property of
Customer. Supplier will not use or disclose such Customer
Materials, output or results and enhancements or variations
of the instances except as agreed with Customer in writing.

4.10 Supplier shall comply with any additional responsibili-
ties and/or obligations as set out in the applicable Service
Specific Schedule and the Order.

5. ACCEPTANCE OF WORK PRODUCT

5.1 Except where the Order sets out an acceptance proce-
dure in respect of particular deliverables and Services and
subject to Clause 6, Customer shall within a period of four-
teen (14) days following delivery of a Work Product by Sup-
plier, inspect the delivery for completeness and visible dam-
age and notify Supplier if the Work Product does not con-
form with the Specification.

5.2 Within seven (7) days of receipt of notice under Clause 5.1
Supplier (at Supplier's cost) shall repair or replace the rele-
vant Work Product. Clause 5.1 shall apply to any repaired or
replacement Work Product. Without prejudice to any other
right or remedy Customer may have, if Supplier fails or is un-
able to repair or replace the relevant Work Product, Supplier
shall, after expiration of an additional reasonable remedia-
tion period (as reasonably determined by Customer), refund
all monies paid by Customer in respect of such Work Product
and Customer shall have the right to terminate the Contract.

6. WARRANTIES (GENERAL)

6.1 Supplier warrants to each member of the Customer
Group that:

6.1.1 Supplier will perform the Services with reasonable care
and skill and in accordance with best commercial practices
and standards in the industry for similar services;

6.1.2 the Services and Work Products will conform with the
Documentation and all descriptions and Specifications as
set out in the Order; and

6.1.3 the Services and Work Products will be provided in ac-
cordance with all applicable legislation, and Supplier will in-
form Customer as soon as it becomes aware of any changes
in that legislation where it effects Supplier's ability to per-
form the Services.

6.1.4 Supplier will not insert or include, or permit or cause
any person or software to insert or include, any Malicious
Code into the Software as a whole or any individual Modifi-
cation;

6.2 Without prejudice to any other right or remedy Customer
may have, in the event that Supplier commits any breach of
a warranty set out in Clause 6.1 it shall within a reasonable
time, on receiving notice from Customer, re-perform the de-
ficient Service or correct any defect or deficiency in the Work
Product (as applicable). If Supplier fails or is unable to do so,
Customer may terminate the relevant Service and, where
such Service has a material effect on the Contract as a
whole, terminate the Contract for material breach and claim
damages in accordance with Clause 17.

6.3 The provisions of this Clause 6 shall survive any perfor-
mance, acceptance or payment pursuant to the Contract
and shall extend to any substituted or remedial services pro-
vided by Supplier.

7. SERVICE LEVEL

7.1 Supplier must perform the Services so as to meet or ex-
ceed the Service Levels, if any.

7.2 If Supplier fails to provide any of the Services in accord-
ance with the Service Levels ("Service Level Failure"), it must
promptly notify Customer in writing.

7.3 As soon as practicable after notification under Clause 7.2
(and, in any event, within the period specified in the Order),
Supplier must:

7.3.1 perform a root-cause analysis to identify the cause of
the Service Level Failure;

7.3.2 allocate such resources as may be necessary to remedy
the Service Level Failure and any consequences; and

7.3.3 provide Customer with a written report detailing the
cause of, and procedure for correcting, the Service Level Fail-
ure and any consequences.

7.4 If, in any month, a Service Level Failure occurs and the
Order provides for Service Credits to accrue in respect of
such failure, Supplier must deduct those Service Credits
from its next invoice (or, where no further invoices are due,
Supplier must pay an amount equal to such Service Credits
within thirty (30) days after receipt of a written demand for
payment from Customer). The parties agree that the pay-
ment of Service Credits is without prejudice to any other
remedy available to Customer whether under the Contract
or otherwise. Three (3) consecutive Service Level Failures or
three (3) Service Level Failures within a six (6) months period
are deemed a material breach of contract.

8. CUSTOMER’S OBLIGATIONS
8.1 Customer shall:

8.1.1 co-operate with Supplier in all matters relating to the
Services;

8.1.2 provide access to Customer premises and data, and
such office accommodation and other facilities as may rea-
sonably be requested by Supplier and agreed with Customer
in writing in advance, for the purpose of providing the Ser-
vices;

8.1.3 provide the Customer Material, in order to carry out the
Services, as set out in the Order or otherwise within a rea-
sonable time period after Supplier’s timely request;

8.1.4 inform Supplier of all health and safety rules and regu-
lations and any other security requirements that apply at any
of Customer premises; and

8.1.5 comply with any additional responsibilities as set out
in the relevant Order.

8.2 If Supplier believes a failure by Customer to perform its
obligations has an adverse effect on Supplier’s ability to per-
form its obligations in accordance with the Contract, Sup-
plier shall promptly notify Customer. Any such notice shall
include at least a description of Customer’s failure in reason-
able detail and a description of the effects on the Services
and/or the Work Product, in particular the extent of poten-
tial delay and estimated additional costs, if any. Supplier
shall use all reasonable efforts to perform its obligations on
time notwithstanding Customer’s failure to perform and as-
sist Customer to remedy its failure.
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9. BILLING AND PAYMENT

9.1 In consideration for the provision of the Services, Cus-
tomer shall pay to Supplier the Charges in accordance with
this Clause 9 and as set out in the Order.

9.2 Supplier shall invoice Customer for the Charges in ac-
cordance with the relevant Order. Invoices shall comply with
applicable laws, generally accepted accounting principles
and the specific Customer requirements (as notified to Sup-
plier from time to time), and contain the following minimum
information: Supplier name, address and reference person
including contact details; invoice date; invoice number; Or-
der number and Supplier number; address of Customer;
quantity; specification of the Services; charges (total
amount invoiced); currency; tax or VAT amount; tax or VAT
number; payment terms as agreed.

9.3 Invoices must be sent to the billing address specified in
the Contract.

9.4 Customer will reimburse expenses only at cost and to the
extent agreed in writing.

9.5 Services charged on the basis of hourly or daily rates re-
quire written confirmation of Supplier’s time sheets by Cus-
tomer. Supplier shall submit such time sheets to Customer
for confirmation as may be instructed by Customer but lat-
est together with any related invoice. Confirmation of time
sheets cannot be construed as acknowledgement of any
claims.

9.6 If a party fails to make any undisputed payment due to
the other party under the Contract by the due date for pay-
ment, then, without limiting the other party's remedies un-
der Clause 17, if the undisputed payment remains outstand-
ing thirty (30) days from the defaulting party's receipt of a
written reminder by the other party (such reminder not to be
sent before the due date for payment) the defaulting party
shall pay interest on the overdue undisputed amount at the
rate of four per cent (4 %) per annum.

9.7 In relation to payments disputed in good faith, interest
under Clause 9.6 is payable only after the dispute is resolved,
on sums found or agreed to be due.

10. IPR OWNERSHIP

10.1 Subject to anything to the contrary in the applicable Ser-
vice Specific Schedule(s) or as agreed in a particular Order:

10.1.1 as between Customer and Supplier, the Services and
all Intellectual Property Rights in the Services shall be owned
by Supplier and/or its licensors;

10.1.2 Subject to Section 10.1.3 and to the extent that such
rights are not automatically vested in Customer, Supplier as-
signs to Customer and Customer Group with full title guar-
antee and free from all third-party rights all of the Intellec-
tual Property Rights and all other rights, title and interest in
all Work Products and Output from use of the Services by
Customer and/or Customer Group;

10.1.3 Supplier owns all Intellectual Property Rights obtained
by Supplier prior to and without any connection to this
Agreement (Pre-existing Materials).

10.1.4 Supplier licenses all rights in Pre-existing Materials to
Customer and each member of the Customer Group on a
non-exclusive, worldwide, perpetual, irrevocable basis to
use, display, execute, perform, have used, make, have made,
distribute, copy, and modify the Work Product and Output
and to create derivative works and improvements thereof,
alone or in any combination. Such license shall include the

right to have any third party exercise such rights for the ben-
efit of Customer and the Customer Group.

10.2 Use rights for Services

Supplier grants Customer and each member of the Cus-
tomer Group for the term as stated in the Order a right to
use the Services on a non-exclusive, worldwide, basis to such
extent as is necessary to enable Customer and the Customer
Group to have full benefit and use of the Services, including
the right to install, access, display, execute, perform, use,
distribute, copy, integrate in any platform or application of
Customer or Customer Group the Services, alone or in any
combination. Such license shall include the right to have any
third party exercise such rights for the benefit of Customer
and the Customer Group.

10.3 Supplier represent and warrants that, if it has used or
uses open source software or the Software contains open
source software, Supplier has used, modified, and/or fur-
ther developed the open source software in full compliance
with the underlying license terms and conditions and such
open source software: (a) has no viral licensing effect on any
Customer Group’s Intellectual Property Rights, regardless
of how such open source software is utilized, (b) will not
subject Customer Group’s software to any open source soft-
ware licensing terms, regardless of how such open source
software is utilized, and (c) will not include any terms that
restrict Customer Group’s full freedom of action, including,
without limitation, any use restrictions.

10.4 At its own expense, Supplier shall, promptly execute and
deliver such documents and perform such acts as may be re-
quired for the purpose of giving full effect to the Contract,
including, without limitation, securing for Customer all right,
title and interest in and to the Intellectual Property Rights
licensed and all other rights assigned to Customer in accord-
ance with this Clause 10. Additionally, Supplier agrees to
procure all rights necessary from third parties to the extent
required.

10.5 Supplier shall obtain waivers of any moral rights in the
products of the Services (including, without limitation, the
Output and Work Products) to which any individual is now or
may be at any future time entitled.

10.6 The parties acknowledge and agree that at all times the
Customer Materials shall be the property of the applicable
member of the Customer Group. Nothing in the Contract
shall transfer any right or title in the Customer Materials to
Supplier. Customer grants to Supplier a license to use the
Customer Materials free of charge and on a non-exclusive,
term-based, worldwide, basis solely to such extent as is nec-
essary to enable Supplier to provide the Services to Cus-
tomer Group.

11. IPR WARRANTY AND INDEMNITY

11.1 Supplier represents and warrants that the following will
not infringe the Intellectual Property Rights of any person or
entity:

11.1.1 the supply, or use by the Customer Group or any Third
Party Provider, of any Work Product, Software (including for
purposes of this Clause 11 any Cloud Software), Hardware,
Documentation or any other deliverables or content applica-
ble to the scope of the Contract;

11.1.2 the assignment or grant of any licence of any Intellec-
tual Property Rights under the Contract; or
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11.1.3 the provision, or the Customer Group or any Third
Party Provider taking the benefit, of any of the Services.

11.2 Supplier shall indemnify and hold each member of the
Customer Group harmless from and against all costs, claims,
demands, liabilities, expenses, damages or losses (including
any direct or indirect consequential losses, loss of profit,
and all interest, penalties and legal and other professional
costs and expenses) arising out of or in connection with any
alleged or actual: (a) infringement under any law, of any third
party's Intellectual Property Rights (alone or in any combina-
tion) or other rights arising out of the Work Product, the
Software, the Hardware or the Services or use of the Work
Product, the Software, the Hardware or the Services.

11.3 If any third party makes a claim, or notifies an intention
to make a claim, against Customer which may reasonably be
considered likely to give rise to a liability under the indem-
nity in Clause 11.2 (a "Claim"), Customer shall:

11.3.1 as soon as reasonably practicable, give written notice
of the Claim to Supplier, specifying the nature of the Claim
in reasonable detail;

11.3.2 not make any admission of liability, agreement or com-
promise in relation to the Claim without the prior written
consent of Supplier (such consent not to be unreasonably
conditioned, withheld or delayed); and

11.3.3 reasonably cooperate with Supplier and its profes-
sional advisers on reasonable prior notice and at Supplier’s
cost, so as to enable Supplier and its professional advisers
to assess and defend the Claim.

11.4 Supplier shall not have any liability for any claim of in-
fringement of Intellectual Property Rights if and to the ex-
tent the claim arises due to the incorporation of Customer
Material into the Software or Work Product or due to Sup-
plier following Customer specific instructions in developing
the Work Product against Suppliers professional advise .

11.5 If a Claim is made, Supplier may, at no cost to Customer
and without prejudice to Supplier's obligations under Clause
11.2:

11.5.1 procure for the Customer Group the right to continue
to use the infringing Software, Hardware, Work Product or
other material, or continue to take the benefit of any Ser-
vices, that are affected by the Claim in accordance with the
terms of the Contract; or

11.5.2 modify or replace the infringing Software, Hardware,
Work Product or other material or re-perform the applicable
Services so that it becomes non-infringing (provided that
the modified or replaced Software, Hardware, Work Product
or other material, or the re-performed Services, provide the
same performance and functionality and do not adversely
affect the use of the Services, Work Product or other mate-
rial).

11.6 If Supplier is not able to rectify the infringing situation
in accordance with Clause 11.5 within reasonable time, Cus-
tomer shall be entitled to terminate the Contract for cause
and with no liability to Supplier with immediate effect.

12. CONFIDENTIALITY

12.1 Each party agrees that it shall not at any time disclose
to any person technical or commercial knowhow, specifica-
tions, inventions, processes or initiatives or any other infor-
mation or data which are of a confidential nature and have
been disclosed to such party ("Recipient") by the other party
("Discloser") or its agents or subcontractors and any other

confidential information concerning Discloser's business or
its products which Recipient may obtain, except as permit-
ted by Clause 12.3. The parties agree that, where Customer
is Discloser, all Customer Materials and all information con-
cerning any member of the Customer Group's business or
products shall be confidential information.

12.2 Confidential information does not include any particular
information that Recipient can reasonably demonstrate:

12.2.1 was in the possession of, or was rightfully known by,
Recipient without an obligation to maintain its confidential-
ity prior to receipt from Discloser;

12.2.2 was or has become generally available to the public
other than as a result of disclosure by Recipient or its
agents; or

12.2.3 was independently developed by the Recipient or its
Affiliates without use of or reference to any confidential in-
formation of the Discloser.

12.3 The Recipient may disclose the Discloser's confidential
information:

12.3.1 to such of its employees, agents or sub-contractors as
need to know the same for the purpose of exercising its
rights or carrying out its obligations in connection with the
Contract. Recipient shall ensure that such employees,
agents or sub-contractors comply with this Clause 12; and

12.3.2 as may be required by law, a court of competent juris-
diction or any governmental or regulatory authority, pro-
vided that Recipient takes reasonable efforts to limit such
disclosure and to obtain confidential treatment or a protec-
tive order, notifies Discloser (where legally permissible to do
so) reasonably in advance to enable it to participate in such
effort.

12.4 Recipient shall not use Discloser's confidential infor-
mation for any purpose other than to exercise its rights and
perform its obligations under or in connection with the Con-
tract.

12.5 Recipient agrees to apply reasonable safeguards
against the unauthorized disclosure of Discloser's confiden-
tial information in accordance with good industry practice,
or in the same manner and to the same degree that it pro-
tects its own confidential and proprietary information -
whichever standard is higher.

12.6 Upon Customer’s reasonable request, Supplier shall
procure that Supplier and/or individuals of Supplier’s Team
execute and provide to Customer any additional documents
or agreements related to the handling of confidential infor-
mation.

13. DATA SECURITY

Supplier shall:

13.1. take all necessary steps to ensure that Customer Mate-
rial, data and information which comes into its possession
or control in the course of providing the Services is pro-
tected and in particular Supplier shall not: (i) use Customer
Material, data or information for any other purposes than to
exercise its rights and perform its obligations under or in
connection with the Contract; (ii) reproduce Customer Ma-
terial, data or information in whole or in part in any form ex-
cept as may be required by the Contract, or (iii) disclose Cus-
tomer Material, data or information to any third party or per-
sons not authorized by Customer to receive it, except with
the prior written consent of Customer;
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13.2 comply with, and ensure that Supplier's Team comply
with, any security procedure, policy and/or standard pro-
vided to Supplier by any member of the Customer Group
from time to time or as otherwise set out in the Order; and

13.3 notify Customer promptly of any security incidents or
threats relating to the Services and/or Customer Material,
data or information and in accordance with any applicable
law or regulation.

13.4 provide a security point of contact.
14. DATA PROTECTION

14.1. If Customer discloses Personal Data to Supplier, Sup-
plier shall comply with all applicable data protection laws
and regulations.

14.2 Supplier shall apply appropriate physical, technical and
organizational measures to ensure a level of security of Per-
sonal Data appropriate to the respective risk and the ability
to ensure the ongoing confidentiality, integrity, availability
and resilience of processing systems and services.

14.3 Supplier agrees that it will not withhold or delay its con-
sent to any changes to this Clause 14 which in Customer’s or
its Affiliates reasonable opinion are required to be made in
order to comply with applicable data protection laws and
regulations and/or with guidelines and advice from any
competent supervisory authority and agrees to implement
any such changes at no additional cost to Customer.

14.4 Supplier acknowledges that the processing of Personal
Data in accordance with this Contract may require the con-
clusion of additional data processing or data protection
agreements with Customer or its Affiliates. To the extent
such additional agreements are not initially concluded as
part of the Contract, the Supplier its relevant Affiliates or
subcontractors shall, upon Customer’s request promptly en-
ter into any such agreement(s) as designated by Customer
and as required by mandatory law or a competent data pro-
tection or other competent authority.

15. SECURITY AUDIT

Once per calendar year or in case of (i) a security incident, (ii)
Supplier’'s non-compliance with its security obligations or
ABB Cyber Security Requirements and/or (iii) regulatory re-
quirements, Customer may conduct a Security Audit to the
facilities and systems used by the Supplier to process Cus-
tomer Material and the technical and organizational
measures used by the Supplier to ensure the security of the
Customer Material. Such security audit may be conducted by
the Customer or a third-party auditor. Except in case of reg-
ulatory requirements or other circumstances that require
prompt action, Customer shall provide at least thirty (30)
days prior written notice of its intention to conduct a Secu-
rity Audit.

Supplier shall cooperate and provide such documentation
and access as reasonably required by Customer to conduct
a Security Audit. For the avoidance of doubt, Supplier shall
in no event be obliged to provide any information related to
other customers.

Supplier shall comply with the additional security, audit, and
reporting requirements, if any, specified in the Order.

16. INSURANCE

16.1 Supplier shall maintain in force, with a reputable and fi-
nancially sound insurance company, a public general liability
insurance policy in the amount of not less than five million
US dollar (5,000,000USD) per occurrence and ten million US

dollar (10,000,000 USD) per year and a professional indem-
nity insurance policy in the amount of not less than five mil-
lion US dollar (5,000,000USD) per event and fifteen million
US dollar (15,000,000USD) per year, covering the liability
arising out of the Contract and the related Services including
Intellectual Property Rights infringement, computer virus,
confidentiality and data protection. Such insurance policies
shall remain in effect throughout the term of the Contract
and for a period of two (2) years after termination or expira-
tion.

16.2 Supplier shall, on Customer’s request, produce both the
insurance certificates giving details of cover and the receipt
for the current year's premium.

16.3 Nothing contained in this Clause 16 shall relieve Supplier
from its liability. The insured amount cannot be considered
nor construed as limitation of liability.

17. LIABILITY

17.1 Subject to Clause 17.2 and excluding any liability under
Clause 17.3, the total liability of each party in respect of any
losses incurred by the other party or any of its Affiliates un-
der or in relation to the Contract, including liability for
breach of contract, misrepresentation (whether tortious or
statutory), tort (including negligence) and breach of statu-
tory duty, will not exceed the greater of:

17.1.1 five hundred thousand US dollar (500,000 USD); or

17.1.2 (i) a sum equal to the Charges agreed under the re-
spective Contract, or (ii) if recurring Charges apply, twenty
four (24) times the average monthly Charges paid or payable
by Customer under the respective Contract prior to the
event giving rise to the liability.

17.2 Nothing in the Contract shall operate so as to exclude or
limit the liability of either party to the other for:

17.2.1 death or personal injury arising out of negligence;
17.2.2 breach of Clauses 12 (Confidentiality) or 13 (Data Se-
curity) or 14 (Data Protection);

17.2.3 gross negligence, wilful misconduct or fraudulent mis-
representation;

17.2.4 an indemnification obligations pursuant to Clauses 11
(IPR Indemnity) or 19 (Compliance with Laws, Integrity); or
17.2.5 for any other liability which cannot be excluded or lim-
ited by law.

17.3 Subject to Clause 17.2, under no circumstances shall ei-
ther party be liable to the other for any of the following types
of loss or damages arising under or in relation to the Con-
tract (whether arising for breach of contract, misrepresen-
tation (whether tortious or statutory), tort (including negli-
gence), breach of statutory duty or otherwise):

17.3.1 any indirect or consequential loss or damage; or

17.3.2 any loss of profits, business, contracts, goodwill, or
revenue, even if that party was aware of the possibility that
such loss or damage might be incurred by the other.

17.4 Nothing in the Contract shall operate as to exclude any
conditions implied by applicable law.

18. TERMINATION

18.1 Except as otherwise provided in the Order, Customer
may terminate the Contract for convenience in whole or in
part by giving Supplier thirty (30) days written notice. In
such event Customer shall pay to Supplier the value of the
delivered but unpaid Software, Hardware or Services, as ap-
plicable. No further compensation will be due to Supplier.
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18.2 Either party may terminate the Contract for cause and
with no liability to the other party with immediate effect by
giving written notice to the other party if:

18.2.1 the other party commits a material breach of the re-
spective Contract which (in the case of a breach capable of
remedy) it does not remedy within thirty (30) calendar days
of receiving written notice of the breach; or

18.2.2 the other party takes any step or action in connection
with its entering administration, liquidation or any arrange-
ment with its creditors (other than in relation to a solvent
restructuring), being wound up (unless for the purpose of a
solvent restructuring), having a receiver appointed to any of
its assets or ceasing to carry on business or, if the step or
actionis taken in another jurisdiction, in connection with any
analogous procedure in the relevant jurisdiction.

18.3 In addition, Customer shall have the right to terminate
the Contract for cause and with no liability to the other party
with immediate effect if Supplier or its parent company(ies)
undergoes a Change of Control to a competitor of any mem-
ber of the Customer Group.

18.4 The termination of the Contract, however arising, will
be without prejudice to the rights and duties of either party
accrued prior to termination.

18.5 Upon termination of the Contract Supplier shall imme-
diately safely return to Customer all property and infor-
mation of Customer then in Supplier’s possession or under
its control and confirm in writing the deletion of all Cus-
tomer Material from its systems.

18.6 Following termination of the Contract the Clauses
which expressly or by implication survive termination shall
continue in full force and effect.

19 COMPLIANCE WITH LAWS, INTEGRITY

19.1 Supplier shall provide the Services, Software, Hardware
and Work Products, as applicable, in compliance with all rel-
evant laws, regulations and applicable codes of practice.

19.2 Supplier represents, warrants and undertakes that it is
and will remain fully compliant with all applicable trade and
customs laws, regulations, instructions, and policies, includ-
ing satisfying all necessary clearance requirements, proofs
of origin, export and import licenses and exemptions from,
and making all proper filings with appropriate governmental
bodies and/or disclosures relating to the subject matter of
the Contract. If any of the Services, Software, Hardware
and/or Work Product, as applicable, are or will be subject to
export restrictions, it is Supplier’s responsibility to promptly
inform Customer in writing of the particulars of such re-
strictions. Customer will comply with the restrictions to the
extent it has been informed by Supplier.

19.3 Both parties warrant that each will not, directly or indi-
rectly, and that each has no knowledge that other persons
will, directly or indirectly, make any payment, gift or other
commitment to its customers, to government officials or to
agents, directors and employees of each party, or any other
party in a manner contrary to applicable laws (including the
U. S. Foreign Corrupt Practices Act 1977, the UK Bribery Act
2010 and, where applicable, legislation enacted by member
states and signatories implementing the OECD Convention
Combating Bribery of Foreign Officials), and shall comply
with all relevant laws, regulations, ordinances and rules re-
garding bribery and corruption. Nothing in the Contract will

render either party liable to reimburse the other for any such
consideration given or promised.

19.4 Supplier herewith acknowledges and confirms that Sup-
plier has received a copy of Customer’s Code of Conduct and
Customer’s Supplier Code of Conduct or has been provided
information on how to access both Customer Codes of Con-
duct online under www.abb.com/Integrity. Supplier agrees
to perform its contractual obligations in accordance with
both ABB Codes of Conduct.

19.5 Customer has established reporting channels where
Supplier and its employees may report suspected violations
of applicable laws, policies or standards of conduct through
the web portal www.abb.com/Integrity — Reporting Chan-
nels; the contact details are specified on this Web portal.

19.6 Any violation of an obligation contained in this Clause
19 is a material breach of the Contract and entitles the non-
breaching party to terminate the Contract with immediate
effect and without prejudice to any further rights or reme-
dies available thereunder or at law. Notwithstanding any-
thing to the contrary in the Contract, Supplier shall, without
any limitations, indemnify and hold harmless Customer for
all liabilities, damages, cost or expenses incurred as a result
of any such violation or termination of the Contract, or aris-
ing from export restrictions concealed by Supplier.

20 MISCELLANEOUS

20.1 Assignment and other dealings. Supplier shall not as-
sign, transfer, mortgage, charge, declare a trust over or deal
in any other manner with any of its rights and obligations
under the Contract. Customer may at any time assign, trans-
fer, mortgage, charge, declare a trust over or deal in any
other manner with any or all of its rights under the Contract
or the contract in whole or in part.

20.2 Subcontracting. Supplier shall be permitted to sub-con-
tract the performance of its obligations under the Contract,
provided always that it obtains Customer prior written con-
sent. Supplier will be responsible for any acts and omissions
of its sub-contractors as if they were Supplier's acts or omis-
sions.

20.3 Variation. No variation of the Contract shall be effective
unless it is in writing and signed by the parties (or their au-
thorised representatives) or unless it is executed in the
same form as the Contract.

20.4 Waiver. A waiver of any right or remedy under the Con-
tract or by law is only effective if given in writing and shall
not be deemed a waiver of any subsequent breach or de-
fault. A failure or delay by a party to exercise any right or
remedy provided under the Contract or by law shall not con-
stitute a waiver of that or any other right or remedy, nor shall
it prevent or restrict any further exercise of that or any other
right or remedy. No single or partial exercise of any right or
remedy provided under the Contract or by law shall prevent
or restrict the further exercise of that or any other right or
remedy.

20.5 Rights and remedies. The rights and remedies provided
under the Contract are in addition to, and not exclusive of,
any rights or remedies provided by law or otherwise availa-
ble to the parties, except as expressly provided otherwise
herein.

20.6 Severance. If any provision or part-provision of the Con-
tract is or becomes invalid, illegal or unenforceable, it shall
be deemed modified to the minimum extent necessary to
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make it valid, legal and enforceable. If such modification is
not possible, the relevant provision or part-provision shall
be deemed deleted and the Contract will be given effect as
if such provision or part-provision had been replaced by a
term with a similar economic effect. Any modification to or
deletion of a provision or part-provision under this Clause
shall not affect the validity and enforceability of the rest of
this Contract.

20.7 Entire agreement. The Contract constitutes the entire
agreement between the parties and replaces any prior
agreement between them in relation to its subject matter.

18.8 No partnership or agency. Nothing in the Contract is in-
tended to, or shall be deemed to, establish any partnership
or joint venture between any of the parties, constitute any
party the agent of another party, or authorise any party to
make or enter into any commitments for or on behalf of any
other party.

20.9 Third party rights.

20.9.1 Supplier agrees that the Services, Output and Work
Products, as applicable, may be used and received by each
member of the Customer Group subject to the terms of the
Contract. The parties specifically acknowledge and agree
that it is their intention that each member of the Customer
Group shall be entitled: (i) to the benefits of the Contract as
if it were party to it; and (ii) to use any of the Services, Soft-
ware, Hardware and Work Products, as applicable; provided
that any Customer obligations set out in the Contract are
obligations of Customer, not of any other member of the
Customer Group.

20.9.2 The parties acknowledge and agree that: (i) except as
specifically provided in the Contract, no one other than a
party to the Contract, their successors and permitted as-
signees, shall have any right to enforce any of its terms; and
(ii) any liabilities, losses, damages, costs and expenses in-
curred by any other members of the Customer Group under
or in connection with the Contract shall be deemed to have
been suffered by Customer (and shall be recoverable by Cus-
tomer from Supplier in accordance with the terms of the
Contract as if they had been suffered by Customer).

20.9.3 Should a member of the Customer Group cease to
have such status due to a divestiture, such entity shall be
deemed a member of the Customer Group for purposes of
using and receiving Services, Software, Hardware and Work
Products, as applicable, for a transition period of six (6)
months or such other period agreed by the parties.

20.10 Notices. Any notice must be given duly signed and de-
livered by hand, registered mail, courier, or (provided that
the parties have agreed that notices may be sent by email)
by e-mail to the address of the relevant party as stated in the
Contract or to such other address as such party may have
notified in writing. E-mail notices require written confirma-
tion of the receiving party. Supplier’s reply, correspondence,
information or documentation related to the Contract must
be provided in the language used in the Contract. This
Clause does not apply to the service of any proceedings or
any documents in any legal action or, where applicable, any
arbitration or other method of dispute resolution.

20.11 Governing law. The Contract and any dispute or claim
(including non-contractual disputes or claims) arising out of
or in connection with it or its subject matter or formation
shall be governed by and construed in accordance with the
laws of the country (and/or the state, as applicable) where

Customer is registered, however under exclusion of its con-
flict of law rules and the United Nations Convention on Inter-
national Sale of Goods.

20.12 Jurisdiction. If Customer and Supplier are registered in
the same country, any dispute arising in connection with the
Contract which cannot be settled amicably shall be submit-
ted for resolution to the jurisdiction of the competent
courts at Customer’s place of registration. If Customer and
Supplier are registered in different countries, any dispute
arising in connection with the Contract which cannot be set-
tled amicably shall be finally settled under the Rules of Arbi-
tration of the International Chamber of Commerce by one
arbitrator appointed in accordance therewith. Place of arbi-
tration shall be Customer’s place of registration. The lan-
guage of the proceedings and of the award shall be English.

20.13 Electronic signatures. If an Order or any document in
connection with these GTC is signed electronically, the Par-
ties agree that such signature will be legally binding, and no
Party will contest enforceability on the basis of such elec-
tronic signature, including, without limitation, documents
for which the Contract requires written form, or which re-
quire to be signed by the Parties.
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