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ABB i-bus® KNX - IP Devices

Motivation of ABB i-bus® KNX for IP connection

— Connection of other Building Automation protocols like BACnet

— Accessing ABB i-bus® KNX remotely e.g. via Busch-
ControlTouch® App

— Connection of pure IP based KNX devices like IP touch panel
— Remote programming

— To achieve a secured backbone (KNX IP secure)

— To energize devices via PoE

— To access KNX devices like Application Controller AC/S 1.x.1 via
Browser for operation

— Simplification and enhancement of KNX topology with IP Router
instead of Line- and Area Couplers

- ABB i-bus® KNX is not a complete solution without IP
connectivity




ABB i-bus® KNX - IP Devices

ABB i-bus® KNX - Product Range Overview

4 4

™

oy P

L IToe

® g,

g @

_—~. |PRouterIPR/S
KNX and
IP Interface IPS/S

Switch energy with and
without current detection

Switch energy with energy
measurement

Switch, dim and control light

Digital lighting control using
DAL

Control of shutters, blinds
and ventilation flaps with and
without automatic travel time
detection

Heating/cooling
via valve control

Ventilation/climatization

Room solutions with integrated
sensor and actuator functions

- Energy Meter with Meter Interface Module
- Energy Module

- Switch Actuator

- Analogue Input

- Energy Actuator
- Switch Actuator with Energy Function

- Weather Station and
Weather Sensor

- Universal Dim Actuator
- Switch/Dim Actuator 1-10 V.
- Light Controller

= l Remote

A -
- Presence Detector =" 5
- DALI Gateway - Movement Sensor —
- DALI Light Controller - Light Sensor
Lighting
Control

- Blind/Roller Shutter Actuator
- SMi Blind/Roller Shutter Actuator

- Logic Module

- Application Unit Logic
- Application Unit Time
- Time Switc!

- Holistic HVAC solution ClimaECO
- Valve Drive Actuator

- Electromotor Valve Drive

- FAN Coil Controller

- Central HVAC Controller

- Room Thermostat
- Air Quality Sensor

- Blower Actuator
- Fan Coil Controller

- Security Terminal

- Security Module

- KNX Security Panel

- Fault Monitoring Unit
- Monitoring Unit

- Data Logging Unit

Security

Room Master devices with g
different combinations of ~
inputs and outputs and

internal logical connections

Room Controller
with functional
] modules

System
-Room outside sensor
with card reader
- Transponder Card
- Configuration Software D

ETHERNET
Mains Supply o 3 3
| KNXnet/IP, OPC KNX-Main Line/TP Gne 1 2 3 4 .. .. 1314 15
Programming (ETS), =~ 1P Switch PoE Remote access, Power: S - 64 devices/line
— Analysis I Interfacing SUBpH . - 15 lines /area with superordinated main line
(t-buse Tool), | to other PPy e - max. 15 areas with superordinated area line
Visualization L
systems - S 188 5
1 Line Coupler | T TR
L
7 1
Fay consumption Detect and evaluate switching
measurement - Energy Analyzer - Binary Input commands

+ Capture, evaluate and monitor
- physical values

Evaluate and monitor
& meteorological data (wind,
temperature, rain, etc.)

Display operating conditions
and control functions

Detect presence and movement

Measure brightness levels

Perform logical operations
ﬂ- @ and trigger timer-controlled
functions

4 Capture, evaluate, monitor and
control room conditions,
temperature, air quality, etc.

Monitor operating conditions,
signal technical faults,

trigger alarms

Access Control system
for hotel rooms




ABB i-bus® KNX - IP Devices

History of ABB i-bus® KNX IP Interfaces and IP Routers

— 2004: IP Gateway IG/S1.1
 ijETS2 Version 1.3

* Multicast IP address 239.192.39.238 oY = — o
I [ [
— 2008: IP Router IPR/S2.1 1 — g
. ETS 3.0f | g do
* KNXnet/IP protocol “Tunneling” and “Routing” HG ¢ i
[ — — (1
— 2009: IP Interface IPS/S2.1 l ‘:‘- J:,'\.‘ [
* ETS3.0f ) IP Gateway IP Router IP Interface
* KNXnet/IP protocol “Tunneling” IG/S 1.1 IPR/S 2.1 IPS/S 2.1




ABB i-bus® KNX - IP Devices

Overview of ABB i-bus® KNX IP Interfaces and IP Routers

Devices using the KNXnet/IP protocol (standard) for the
communication

— IP Interface IPS/S 3.1.1 standard (2015 to present)
— IP Router IPR/S 3.1.1 standard (2015 to present)

Devices using the KNXnet/IP Secure protocol for the
communication

— IP Router Secure IPR/S 3.5.1 (2019 to present)
— IP Interface Secure IPS/S 3.5.1 (2021 to present)

IP Interface
IPS/S3.1.1

w ©
IP Router IP Interface
IPR/S 3.1.1 Secure
IPS/S 3.5.1

Y

IP Router
Secure
IPR/S 3.5.1
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ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Introduction

— The IP infrastructure plays an important role in the reliability and
availability of all building functions

— Theincreasing dependence on IP infrastructures for the
reliability and availability of the building functionality plays a key
factor in the design of the IP infrastructure

— Building Automation market is increasingly including IP
connections on the field level

— Additionally, the use of PoE technology in field level devices is
rising, e.g. ABB i-bus® KNX IP Router or IP Interface

— Separate technical IP infrastructures or networks are becoming
more common place in buildings

©ABB
April 19, 2023 | slide 8



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Overview

— The ABB IP Switches are two
* Industrial quality standard
* 8 Ports
» fast Ethernet (100 Mbit/s)

[
* unmanaged
switches (with and without PoE) designed for installation in
lectrical distri ion r nd rapid mounting on DIN-Rail
electrical distribution boards and rapid mounting o ails @

B




ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Overview
Escood
sl
" $3essse
[
— 1 The ABB IP Switches are
suitable for all applications,
segments and markets in
< IP Networb which distribution boards
with DIN-Rail devices
== = - ! requiring IP connectivity
= O
e =Voooo =
=0 Z LT
KNX IP ABB EQmatic Circuit monitoring IP Door Entry Other IP devices
Ecosystem Energy Management systems System
A DD
AP



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

ABB i-bus® KNX

— IP Router IPR/S 3.1.1* and IP Router Secure IPR/S 3.5.1*

— |IP Interface IPS/S 3.1.1* and IP Interface Secure IPS/S 3.5.1*
— Logic Controller ABA/S 1.2.1*

— ABB EQmatic Energy Analyzer QA/S x.xx.1

— ClimaECO Application Controller AC/S 1.x.1

— KNX Security Panel GM/A 8.1

— Busch-ControlTouch® CT/S 2.1

— Busch-VoiceControl® VCO/S 150.2

— IPtouch 7 /10 LAN*

— PLC AC500 with KNX communication (former BAC/S)

* Data and PoE

KNXnet/
IP Secure

Y

—

IP Switch

IP Network

—

f IP Switch

.
1
®
) ¢ 4 *
I I : I
1 i i :
00
H ] B [EEes
(=] (T T
L 1] e
1 il 29 n n
IP Router/ Logic Controller Application Energy
Interface Controller Analyzer
? ' !
1
1 1
. ! !
o0 o0 0000
e
(=] [=]
n n 000N
ControlTouch Voice Control Other KNX IP

Devices

Simplifying IP connectivity in your KNX installation



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

General information

— The IP Switches

» are designed for the special requirements of building
automation

* meets the relevant industry standards, provides very high
operational reliability, even under extreme conditions and also
long-term reliability and flexibility

» are designed for installation in electrical distribution boards
and small housings for rapid mounting on a 35 mm mounting
rail in accordance with EN 60715

IP Switch IS/S8.1.1 2CDG120082R0011

IP Switch-PoE  ISP/S 8.1.1.1 2CDG120083R0011

©ABB A
April 19, 2023 | Slide 12 "



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Key Characteristics IP Switch IS/S 8.1.1

@ Industrial quality standard

®

Supports a wide range of
supply voltage 100 - 240 V AC

@ Compact design (8 module width)

@ Plug-and-play

noNNLE
U,=100240V~

©)

LEDs for visualization
of the status

® ®

MDRC device for rapid mounting | —
on DIN rails — T

®

@ DMC code for better

traceability
8 Ports (IEEE 802.3)

Fast Ethernet (100 Mbit/s)



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Key Characteristics IP Switch ISP/S 8.1.1.1

@ Industrial quality standard

®

Supports a wide range of
supply voltage 100 - 240 V AC

@ Power over Ethernet (55 w)

@ Compact design (12 module width)

@ Internal power supply integrated NCNNLL

U, =100-240V=

@ Plug-and-play

©)

LEDs for visualization
of the status

229V
15p/5 8.1.11 s el s

® ¢ -

MDRC device for rapid mounting | {I

on DIN rails

®

@ DMC code for better

8 PoE Ports (IEEE 802.3af) traceability
Fast Ethernet (100 Mbit/s)



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

IP Switch ISP/S 8.1.1.1: Support of PoE

The device supports Power over Ethernet (PoE) in accordance
with IEEE 802.3af

The Power over Ethernet function is activated on the PoE ports
on delivery

The devices are supplied with PoE voltage via the internal
voltage supply

The PoE voltage to the twisted-pair cables is supplied via the
wire pairs transmitting the signal (phantom voltage)

The PoE voltage is decoupled from the power supply

The individual ports are not electrically insulated from each
other

Ensure that the device does not exceed the specified maximum
PoE power output 2 For the maximum power available to PoE
end devices in total, see the technical data

‘‘‘‘‘‘‘‘

Router

Local
Area
Network

IP Secure
= @
IPR/S3.x.1

(standard or secure)

IPS/S3.x.1
(standard or secure)

209 ., -

Logic Controller
ABA/S 121



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

IP Switch ISP/S 8.1.1.1: Support of PoE

— ABB i-bus® KNX devices that can be supplied via PoE
— PoE IEEE 802.3af class 1 (3.84 W)

* |P Router IPR/S 3.1.1

* |P Router Secure IPR/S 3.5.1

* IP Interface IPS/S 3.1.1

* |P Interface Secure IPS/S 3.5.1 > Power loss of a max. of 1.8 W
— PoE IEEE 802.3af class 2 (6.5 W)

* Logic Controller ABA/S 1.2.1 - Power loss of a max. of 3W

* IP touch H8236/H8237

— Note on IP Router IPR/S and IP Interface IPS/S:
If POE and supply voltage are connected at the same time, PoE is
used

ssssssss

Router

Local
Area
Network

IP Secure
-
n ©
IPR/S3.x.1

(standard or secure)

IPS/S3.x.1
(standard or secure)

Logic Controller
ABA/S 121



ABB i-bus® KNX - IP Devices
ABB IP Switches IS/S 8.1.1 and ISP/S 8.1.1.1

Homepage

www.abb.com/KNX

- Products and Downloads
- System Infrastructure and Interfacing
- IP Infrastructure Components

— Product Manual

Technical Data
— Operating instruction
— Engineering Guides

Installation and Operating Instruction

Specification Text

A Ik
AR o o=

System Infrastructure and Interfacing

Couplers and Gateways for communication and integration

ABB i-bus® KNX provides powerful system components for the KNX system

Main benefits

nmissioning
m such as IP, EnOcean or optical fibre

sualization, programming or quick line and
tion with up to 5 IP clients simultaneously

IP discovery and FW update available

Products and Documentation

All products Line Couplers IP Routers and Interfaces P Infrastructure

Components

Filters Search options
N v
3 Results Sort By | Product Page Size| 10
Product Information
15/s8.1.1

S/S8.1.1 IP Swilch. 8 Ports, Fast Ethernet, MDRC

ISP/S8.1.1.1 & Eap, = 25 \W MDR.
ISP/S8.1.1.1 IP Switch PoE, 8 Ports, Fast Ethemet, 55 W, MDRC

—
e oo
o 209207
‘=

SB and Serial I s G

- List M Grid
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ABB i-bus® KNX - IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1



ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

Interfaces - IP and USB

ETS
— An Interface enables communication between ETS and a KNX ABB i-bus® Tool
system (programming, bus monitoring, group monitoring, Visualization Ethernet /
diagnostic tools, ...) Local Area Network I'_“IDL‘I
— Visualization systems, ABB i-bus® Tool, or other clients, can also \I" USB —
. ——)
use the interface to access KNX
— USB Interface USB/S d
« Communication between USB and TP
— IP Interface IPS/S o
« Communication between LAN and TP
* 5 Tunneling Server I
- Built in 5-fold “USB Interface” via LAN
TP I P |
twisted pair KINX
USB Interface USB/S IP Interface IPS/S




ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

KNX IP Interface - Principle

Ethernet /
— An ABB i-bus® KNX IP Interface connects the KNX TP bus to an Local Area Network
Ethernet network ﬁl ]ﬁ
— KNX telegrams can be sent to or received from other devices via
the Ethernet network
— The IP Interface can be used as a programming interface (ETS) o

and clients, e.g. visualizations or tablet/smart phone with App
via Wi-Fi, can access the KNX bus via the IP Interface —

® L/ g

* |IP Interface IPS/S 3.1.1 (standard KNXnet/IP protocol) -

« IP Interface Secure IPS/S 3.5.1
This device uses the KNXnet/IP protocol and the KNXnet/IP
Security protocol from the KNX Association (tunneling) for
communication

— Not for connection of KNX lines and areas over IP
(no routing of KNX telegrams) - KNX IP Router IPR/S 3.x.1 P |




ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard)

KNXnet/IP Capabilities:
— Tunneling (Interface)
* 5 Tunneling Server

* To connecta PCto KNX via IP
- Working with ETS (download, diagnostics,...)
- ABB i-bus® Tool support
- Visualisation
- Tablet/Smart Phone with App via Wi-Fi

-

LAN (PoE)

|‘(
oy PRS314
Pan/ INK

© Telegram

ABB bus® Gy



ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard)

- Hardware
* Network cable connection
* Labelling field
* DIN rail connection
* Cover cap
* Programming button and LED
— Power supply
« 12...30V DC (e.g. separate Power Supply CP-D or NTU/S)
* Power over Ethernet (PoE):IEEE 802.3af class 1

 If PoE and supply voltage are connected at the same time, PoE
is used

P

LAN (PoE)

oy PRIS31

VLAN/ Nk

© Telegram

ABB bus® iy

y
!



ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard)

LED “ON”

— After the supply voltage U, is connected, the LED initially lights 4
up continuously ‘

— After approx. 40 sec., the LED starts flashing until initialization ON -,

is completed
LED “LAN/LINK” o
— Onceinitialization is completed, the LED lights up when the IP O TJW

Interface is connected to an IP network

— The LED flashes when the device detects activity on the IP
network, e.g. when data is exchanged

LED “Telegram”
— The LED lights up continuously when the IP Interface is O
connected to KNX after the startup process is completed Telegram

— The LED flashes when the device detects activity on the KNX
subline TP (twisted pair)

'/
oy PRIS31

ABB bus® iy

LAN/LINK




ABB i-bus® KNX - IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard)

Label carrier

KNX programming LED (red)
KNX programming button
KNX bus connection terminal
Cover cap

Power supply connection U,
Telegram LED (yellow)
LAN/LINK LED (yellow)

ON LED (green)

10. LAN connection

© o N o A WwWDNhHE

0

i
-
e
A

[—
——@®on
——O LAN/LINK
/e Telegram

LAN (PoE)

i




ABB i-bus® KNX - IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard)

Supplied state
— The device is supplied with the individual address 15.15.255

— All five tunneling connection addresses are set to 15.15.100 (only
one tunnel is visible to the outside)

— In ETS, the first five free addresses in the line are assigned
automatically after the IP Interface has been inserted into a line

— The IP address is set to automatic IP assignment (DHCP/AutolP)

— The tunneling connection addresses set in the ETS will be
adopted only after the first download

— The parametrized settings will be adopted after the first
download

Local Interface Settings

P Tunneling
Name
IP Interface
Host Individual Address
15.15.255
Individual Address
15.15.100 Address free?
IP Address
192.168.1,136
Port
3671
MAC Address
00:0C:DE:4B:81:99
Max telegram length (APDU)
254
Serial number:

0002:5E01B750

I
s}

£9 411 1PS/53.1.1 IP Interface, MDRC
{71 4.1.2 Additional individual address
4] 4.1.3 Additional individual address
1] 4.1.4 Additional individual address
{71 4.1.5 Additional individual address

4 ] 4.1.12 Additional individual address

£9 4.1.255 Line 4,100 IP Interface IPS/S3.1.1
171 4.1.250 Tunnel 1 - IPS/S 3.1.1
11 4.1.251 Tunnel 2 - IPS/S 3.1.1
171 4.1.252 Tunnel 3 - IPS/S 3.1.1
11 4.1.253 Tunnel 4 - IPS/S 3.1.1
171 4.1.254 Tunnel 5 - IPS/S 3.1.1




ABB i-bus® KNX -

IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface in the

Ethernet/
m] LAN

ETS !

i- bus
Tool

! visu [[8]]

@

backbone line

S
KNX

IPS/S
0.0.255

0. 0250.

0.0. 251.

0.0.252 =

EEEEEEESN l-l EEEEEEEEESN l.. EEEEEEEER I'I EEEEEEEEEER I EEEEEEEEEEEER Il

Backbone line 0.0.xxx

AC1.0.0

Main line 1.0.xxx

Area Coupler

000

‘ ‘ 00000000

Il

LC1.1.0

Line 1.1.xxx

AC2.0.0

00

0000000000

oo

_E_

nl

il

FEL

LC1.2.0

Line 1.2.xxx

Main line 2.0.xxx

Area Coupler

000

_ﬁ_

n

D s mm o .

0.0. 253'

Smart
phone
(Wi-Fi) I .

0.0. 254.

e e e ]

Connection “KNXnet/IP Tunneling®:
Unicast (Point to Point)
ETS: Group and bus monitor are supported

0.0.255 Individual address of IPS/S

5 Tunneling Server e.g. 0.0.250 - 0.0.254:
- 5 additional addresses (local) for the
tunneling server of the IP Interface

LC2.1.0 Line2.1.xxx

0000000000000000

_ﬁ_

LC 2.2.0 Line2.2.xxx

00000

AC15.0.0

Main line 15.0.xxx

Area Coupler

000 00000000
000080

[m] s momomm m— Coeseesl

n 000 il

LC 15.1.0 Line 15.1.xxx

0000000000000000 f_\
-------- i [-1-}
n :::

LC 15.2.0 Line 15.2.xxx




ABB i-bus® KNX -

Ethernet/

o LAN

IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

ETS !

i- bus
Tool

! visu [[8]]

@

IP Interface in the
main line

10250.

EEEEEEESN l-l EEEEEEEEESN l.. EEEEEEEER I'I EEEEEEEEEER I EEEEEEEEEEEER Il

10251.

1.0.252 = 10253'

000

n

Line 1.2.xxx

D s mmE o .y

Smart
phone
(Wi-Fi) I .

e e e ]

Connection “KNXnet/IP Tunneling®:
Unicast (Point to Point)
ETS: Group and bus monitor are supported

1.0.255 Individual address of IPS/S
5 Tunneling Server e.g. 1.0.250 - 1.0.254:
- 5 additional addresses (local) for the
tunneling server of the IP Interface

0000000000000000

IPS/S
1.0.255 Main line 1.0.xxx
N
KNX
LC1.1.0 Line Coupler LC1.2.0 Line Coupler
§ 000 n S
X . ¢
— Line 1.1.xxx N
o o
c 00 0000000000 A 'E
"—l- = == mn . : : : : M -
oo n n v

00000

LC1.15.0

Line 1.15.xxx

Line Coupler

000 00000000
000080

[m] il P |

n 000 il

Line 1.15.xxx

0000000000000000 f_\
-------- = s m l( oo j
n :




ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

Smart =
h 8° Connection “KNXnet/IP Tunneling®:
Ethernet/ ETS ! 'ngf! VISU @ phone %5 /

. LAN 4= (Wi-Fi) I Unicast (Point to Point)
IP Interface in ] T ETS: Group and bus monitor are supported
aline 11250. 11251. 1.1.252 - 11253- 11254.
lllllllll.llllllllllll.lllllllllll‘lllllllllllllllllllllllllll 1.1.255 |nd-|v-|dua| address oflPS/S

. 5 Tunneling Server e.g. 1.1.250 - 1.1.254:
- 5 additional addresses (local) for the
tunneling server of the IP Interface

Line 1.1.xxx

000

s EEEE [ ] -t LR

ooo 0

oo 0000000000 0000000000000000

8 8 8 8 8 8 s EEEn oo

o —/

FE

oo n n




ABB i-bus® KNX -

IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard) - Setting up a tunnel connection in the ETS

Total 6 Individual addresses

- ABB Factory Heidel... .
KNX [y ABB Factory| s

Edit Workplace Commissioning Diagnostics Apps

O

0 |4.1.255 Line 4.1.0cx IP Interface IPS/S3.1.1

{1 4.1.250 Tunnel 1 - IPS/S 3.1.1

{1 4.1.251 Tunnel 2 -
1] 4.1.252 Tunnel 3 -
1] 4.1.253 Tunnel 4 -
1] 4.1.254 Tunnel 5 -

IPS/S 3.1.1
IPS/S 3.1.1
IPS/S 3.1.1
IPS/S 3.1.1

0 Close Project ¥ Undo
Buildings ~
== Add Channels
ﬁ‘ Buildings
[55 Dynamic Folders
4 [EY ABB Building 11
. Floor no. 01 - Basement

[& Floor no, 02 - Ground floor

4.1.255 Individual address of IPS/S

5 Tunneling Server e.g. 4.1.250 - 4.1.254:
- 5 additional addresses (local) for the

tunneling server

4 M 4.1.255 Line 4.1300¢ IP Interface IPS/53.1.1
[ 14.1.250 Tunnel 1 - IPS/S 3.1.1
[7] 4.1.251 Tunnel 2 - IPS/S 3.1.1
[] 4.1.252 Tunnel 3 - IPS/S 3.1.1
[] 4.1.253 Tunnel 4 - IPS/S 3.1.1
] 4.1.254 Tunnel 5 - IPS/S 3.1.1

[,\:l Training room "Edison”

,_r/J Training room "Hertz"

FVJ Training room "Hugo"
B8 Finnr nn 02

A1TP line

i=3 Reports

v XK Delete iDow"loac ¥

AR Edory e s

! Diagnostics

Workplace v

) Bl © =1
Building  |}:}i| Topology |{]| Devices

~

= =| Catalogs

Highlight Changes

4.1.255 Line 4.1.xxx IP Interface IPS/S3.1.1 > IP settings

IP settings

The device name, IP address and
tunneling servers are set in the
Properties window of ETS.

<--- NOTE

5.1 DALI Gateway,Premium,2f.
5.2 Switch Actuator, 12f, 16A.

v Group Objects Parameters

4.1.255 Line 4.130cx IP Interface IPS/S3.1.1

>

> Eﬂk*"m tic @ @ @
£ Properties

Seftm IP Com \n or...

l @ Obtain an IP zddress automatically

Use a static |7 address

MAC Address
00:0C:DE:25:80:71

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

' Undo History

Automatic IP assignment
(DHCP/AutolP) or
static/fixed IP address

MAC address
(will be displayed after
the first download)



ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard) - Setting up a tunnel connection in the ETS

Py ABB Factory Hei
Topology. Catalog

Edit Workplace Commissioning Diagnostics Apps

=4 ABB Factory He... X

Local Interface Settings

[x) Close Project ¢V Undo Redo ¥=4 Reports Workplace ¥ 57 Catalogs l Diagnostics Building
@ pm & g
o= AddChannels |+ ¥ Delete W Download | v Help Highlight Changes T ste b Line 4150 IP-Router (192.168.1.71:3671 4.1.0) Name
[Tzl Buildi ) ; 28:3671 4.2.0) i
I Buildings 4.1.255 Line 4.1xxx IP Interface IPS/S3.1.1 > IP settings ol Line 42300 IP-Router (1921681783671 4.20) pinehocllntegiace1u5/
/namic Foldk , -
[ Dynamic Folders el Line 4100 IP Interfoce (192.168.1.160:3671 4.1.255) Host Individual Address
4 (@ ABB Building 11 IP settings The device name, IP address and
B 01-8 tunneling servers are set in the <--- NOTE Fthernet 3 (224.0.23.12) 4.1.255
oo 01 =Bassitient Properties window of ETS. e -
4 Floor no. 02 - Ground floor Manzge Configured Connections... ndividual Address
g g
4 T Customer Training Center Description 4.1.250
4 [F] Distribution board The individual address 4.1.250 is not used by another
1] 4.1.1 SV/530.640.5.1 Power Supply, Diagnosis.
101 4.1.2 JRA/S8.230.5.1 Blind/RollerShutterAct T. IFifddisss
1 4.1.3 SA/$8.16.2.2 Switch Actuator, 8f, 16A,... Last Modified 192.168.1.160
11 4.1.4 DG/52.64.5.1 DALI Gateway,Premium 2f. Last Downloaded Port
171 4.1.5 SA/S12.16.6.2 Switch Actuator, 12f, 16A. Sedial Nomber: .5 e
|5 4.1.255 Line 4,100 IP Interface 1PS/53.11 ) Stotus VAC Adress
4.1.250 Tunnel 1 - IPS/S 3.1.1 Unknown -
41.251 Tunnel 2 - IPS/S 3.1.1 00:0C:DE25:80:71
4.1.252 Tunnel 3 - IPS/S 3.1.1 = Max telegram length (APDU):
iF I
41,253 Tunnel 4 - IPS/S 3.1.1 4 Findand Replace i
4.1.254 Tunnel 5 - IPS/S 3.1.1 Workspaces ) )
9 Traiim - - Serial number:
g room “Edison @ Todo Items
r . " . 0002:FC24FF51
T H: = . .
VJ feming, room: Heree © Pending Operations
T4l Training room "Hugo" < X
e 02 o| Giotipobieds, ] paianieters £ Undo History
41 7TP fine 41,255 Line 4100¢ IP Imterface 1PS/S3.11

Address free?

The ETS displays one
of the five Tunneling
Server e.g. 4.1.250
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface IPS/S 3.1.1 (standard) - Setting up a tunnel connection in the ABB i-bus® Tool

® i-bus® Tool 1.9.47.0

Configured connections

Line 4.100¢ IP Interface

Line 4.2.0u¢ IP Interface
KNXnet/IP Tunneling Vv

Connection parameters

Line 4.1.xxx IP Interface IPS v
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IP Interface IPS/S 3.1.1 (standard) — ABB i-bus® Tool: “Discovery” (find and display ABB IP devices in the network)

% i-bus® Tool 1.9.47.0

v Log

/ Line 4150 IP Interface (19, v ¥2 | Disconnected
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KNX IP Secure

Bus safety

Residential and functional buildings have been equipped with
intelligent bus technology for 30 years

Increasing opening towards the Internet and smart devices

This increases comfort, safety and efficiency, but also the risk of
attacks on the building infrastructure

Buildings cannot be made absolutely secure, but the effort of an
attack can be increased and the impact limited locally

There are technical, organizational and planning aspects to be
considered

The most relevant attack scenario on a KNX installation is over
the IP network

P RN

SMART HOME AND BUILDING SOLUTIO:N‘V

GLOBAL. SECURE. CONNECTED.

A
T >
,/ 4

KNX sectre

www.knx.org
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KNX IP Secure

General measures

Cybersecurity must be an integral part of planning and execution
in a facility

Already it is possible to make access via IP (relatively) secure
— To the outside (firewall, VPN, filtering MAC addresses)
- Inside (separate technical IP network, encryption with Wi-Fi)

Prevent physical access to the KNX bus

— Lockable distribution boards

— Devices with dismantling protection

— Separate lines for sensitive areas
— No KNX cable outside the building

- Access-protected installation of the KNX IP Secure devices
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KNX IP Secure

KNX Secure has been developed to respond to the current and
future challenges regarding cyber security in building automation

— Step 1: Securing the IP communication with “KNX IP Secure”

* Implementation of the KNX IP Secure Standard in routers,
interfaces and other IP devices

* Software clients (visualizations) are also affected

— Step 2: Implementation of “KNX Data Secure” in all field devices
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KNX IP Secure (KNXnet/IP Secure Routing and Tunneling) = KNX Data Secure

— TP Telegrams are wrapped in a secure frame on IP — Eachindividual group telegram can be encrypted
— Tunneling connections are secure — Communication between sensors and actuators is secure
— AllIP devices in a project have to speak secure — Data Secure is available for the medium TP and RF
- PC/ .
hecure :$é Visu ETS Visu
@ Ether%/LAN Ethernet/LAN

IP Router

IP Router IPR/S
1.2.0

IPR/S IP Router
X.y.0

....... = ]
00 n \ \ \ e

0] L) U= = o
— -

SEIL

IP Router IPR/S IP Router IPR/S
Secure Xx.y.0 Secure L1.0
Il

mmmmm

IPR/S IP Router IPR/S
1.1.0 Secure 1.2.0

.......

00
HHR

oy - - Data Data - Data
- . - Secure , Secure = Secure "
®  [occocoococoooooe] 0202090 ® |eee | = |00000000 [ ] 0000000000000000 : 000 :
B e D R e T e D b

KNR KnR KnR KNR KN [T
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

KNX Secure Brochures of the KNX Association

— KNX Secure Checklist

— KNX Secure Guide

— KNX Secure Products

— https://knxsecure.knx.org

)

Ny

B

K
""'H
(B

KNX Secure
Checklist

IBSx

KNX Secure Products
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IP Interface Secure IPS/S 3.5.1

The ABB IP Interface Secure IPS/S 3.5.1 has the same properties

as the IP Interface IPS/S 3.1.1 standard

— 5 Tunneling Servers
- parallel access, less hardware

— Power over Ethernet (PoE)
- no additional power supply or 12...30 V DC

— ABB i-bus® Tool support
—-> easier commissioning and diagnostics

-

LAN (Po)

ol el
Goy 'PS/S3s5,
K LAN / LINK

¢ Telegram

it
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IP Interface Secure IPS/S 3.5.1

The ABB IP Interface Secure is a KNX device according to the KNX
Secure Standard “KNXnet/IP Security”

The communication on the IP network is secure
- Al KNX IP Secure devices must support the KNXnet/IP
security protocol

ETS6 or ETS5 (5.7.4 or higher), the current version of the device
application and firmware are required for programming

The device should always be operated in KNX Secure mode
- This ensures security for the tunneling servers

The device can be safely put into operation

All five tunnel connections can be used together encrypted or
unencrypted

Firmware update with ABB i-bus® Tool, available updates should
be loaded into the device promptly

-

LAN (PoE)
(Al ™
IPS/ vind
®on $35.4
t LAN/UNK

¢ Telegram,

o o @
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1

Connection “KNXnet/IP Tunneling Secure*:

Unicast (Point to Point)

ETS: Group and bus monitor are supported

1.4.255 Individual address IP Interface

Tunneling Server e.g. 1.4.250 - 1.4.254:

- 5 additional addresses (local) for the
tunneling server of the IP Interface

IPS/S3.5.1

Smart

00 o000
e/ (B Visw[B] phone Tiblowalz 0
ETS _-_ BMS _-.. Q (Wi-Fi) 135 (Wi-Fi) &
0 TH TH 1]:l TH 1E =
Ethernet/ 1.4.2505 1.4.2515 1.4.252 1.4.253; 1.4.254
LAN .lllllllllﬁllllllllllll'llllllllII'Illlllllllllllll.lllllllllll
= IP Secure
: Communication over
IP network is secure
O_ — O O:ioo:to ;o
=) = e =
1446 ps/s 1.4.5 1.4.18 1411
1.4.255
00
-1 n
1.4.23
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IP Interface Secure IPS/S 3.5.1 - Areas of application

If the existing five tunneling connections are not sufficient of an
IP Router IPR/S

Existing KNX installations with Area/Line Couplers LK/S should
be connected via IP

Connection to IP of new installations that only consist of one
line, for example a residential home

No IP Routers IPR/S are installed and a central system (BMS
server, visualization system, hotel management system)
establishes a connection to each individual IP Interface IPS/S via
the integrated tunneling server, e.g. in a hotel

» Secure tunneling connection from each room to central BMS
* Security by isolated rooms

* It covers the use case ,attack” from the field level

* No directinter-room communication available

* BMS can also monitor the KNX field devices

IP Secure

Y%

PC/ LN J
L ETS
Ethernet/LAN

Visu

L (=

IPS/S IP Interface

1.1.255 Secure plus
5 secure
tunnels

IPR/S IP Router

IPR/S IP Router

1.1.0 Secure incl. x.y.0 Secure

5 secure tunnels

0000000000

. 000

00000

00000000

KNR
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Areas of application

— If the existing five tunneling connections are not sufficient of an
IP Router IPR/S

— Existing KNX installations with Area/Line Couplers LK/S should
be connected via IP

— Connection to IP of new installations that only consist of one
line, for example a residential home

— No IP Routers IPR/S are installed and a central system (BMS
server, visualization system, hotel management system)
establishes a connection to each individual IP Interface IPS/S via
the integrated tunneling server, e.g. in a hotel

» Secure tunneling connection from each room to central BMS
* Security by isolated rooms

* It covers the use case ,attack” from the field level

* No directinter-room communication available

* BMS can also monitor the KNX field devices

Tunneling connections to the backbone line

IP Secure

(Wi-Fi)

000
Tablet o
000

55 ec e pr
Ethernet/ Egrg - (Wi-Fi) =
LAN [—| H b |
| 0.0.250: 0.0.251:  0.0.252 0.0.253:
DEEEEEENEANEEEEIENEEESANEEENEEENEWENEEEEEEEEE Samn
IPS/S
0.0.255 =

Knx

AC1.0.0 ﬁ Area Coupler

_E_D 4[]

55555565
o T = x
-5
S LC11.0 Line 1.1.xxx “;1; LC2.1.0 Line2.1.xxx
2 c
(= -
= ] [0 | E 5666600000000600
c — £
LR I -y
z (o [ 0 00000
LC1.2.0 Line 1.2.xxx LC2.2.0 Line22.xxx
] [ceeseess] 253 |_ [eo555553]
- m LEELR . [=] s man @
& [ o T

LC1.15.0 Line1.15.xxx LC2.15.0 Line 2.15.xxx

Backbone line
AC15.0.0 Area Coupler

X
—] [=]
il

n line 15.0.xxx

LC15.1.0 Line15.1.xxx

ETTTT T S [— XD
2 @
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Areas of application

— If the existing five tunneling connections are not sufficient of an
IP Router IPR/S

— Existing KNX installations with Area/Line Couplers LK/S should
be connected via IP

— Connection to IP of new installations that only consist of one
line, for example a residential home

— No IP Routers IPR/S are installed and a central system (BMS
server, visualization system, hotel management system)
establishes a connection to each individual IP Interface IPS/S via
the integrated tunneling server, e.g. in a hotel

» Secure tunneling connection from each room to central BMS
* Security by isolated rooms

* It covers the use case ,attack” from the field level

* No directinter-room communication available

* BMS can also monitor the KNX field devices

Tunneling connections to each main line - less bus traffic on backbone line

IP Secure

Smart [z

E]EIE PC/ phone
Ethernet/ Egrg — (Wi-Fi) T
LAN | | i |

#EsEsEEsESEsEEsEEEsEsEuEsEEssEssskEsEssEEAEsEEEEEAREEEEEEEEE"”
H 1.0.250 1.0.251 1.0.252 1.0.253 1.0.254
2.0.250 2.0.251 2.0.252 2.0.253 2.0.254
15.6:é50 15.8:.ZSI 15.0.252 15.0.253 15.0.254

@ -----
AC1.0.0 AC2.0.0 AC15.0.0
Area Coupler Area Coupler Area Coupler
] 555 550
""‘E Wi _E_D L [ | o =— [l
Lol [ o 2.0.255 o 15.0.255 it 22 0

LC2.1.0 Line2.1.xxx

Backbone line 0.0.xxx

IPS/S
1.0.255

Main line 1.0.xxx
Main line 2.0.xxx
Main line 15.0.xxx

il
LC22.0 Line2.2.xxx

LC15.2.0 Ling15.2.xxx
.

= .
. .
— e ] fa— [cecec0co]
— —— oomoe
(| B SRR [=] | | | ] ssmn —..---E
Lol [ o n Lol — L

LC1.15.0 Line1.15.xxx LC2.15.0 Line 2.15.xxx LC15.15.0 Line15.15.xxx
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IP Interface Secure IPS/S 3.5.1 - Areas of application

IP Secure

— If the existing five tunneling connections are not sufficient of an @
Smart % 000
IP Router |PR/S El% PC/ Visu Q phone TaI‘o-Ie.t °l388

[

3 . . . . . Ethernet/ ETS —— ——— (W'l Fl) (WI F‘) - @
— Existing KNX installations with Area/Line Couplers LK/S should LAN ] H JH JH! '| L 1E o
be connected via IP 1.1.250% 112517 L1252 & 1.1.253" 112545

— Connection to IP of new installations that only consist of one
line, for example a residential home

— No IP Routers IPR/S are installed and a central system (BMS
server, visualization system, hotel management system) -
establishes a connection to each individual IP Interface IPS/S via —_— LE e il
the integrated tunneling server, e.g. in a hotel 1155
» Secure tunneling connection from each room to central BMS = oo 1156
« Security by isolated rooms — e =
It covers the use case ,attack” from the field level L3 T -

* No directinter-room communication available

« BMS can also monitor the KNX field devices

m 000
oo o

E T =
0
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Areas of application

IP Secure

Ethernet/ Building
— If the existing five tunneling connections are not sufficient of an LAN Management || ()

IP Router IPR/S . Pt

MMM — . A &
— Existing KNX installations with Area/Line Couplers LK/S should | | T — @

be connected via IP

---------------------------------------------------------------

— Connection to IP of new installations that only consist of one
line, for example a residential home

—] IP Interface i IP Interface

—| IP Interface
Secure IPS/S P Secure IPS/S ||

Secure IPS/S

|
B

— No IP Routers IPR/S are installed and a central system (BMS
server, visualization system, hotel management system)
establishes a connection to each individual IP Interface IPS/S via
the integrated tunneling server, e.g. in a hotel

» Secure tunneling connection from each room to central BMS
» Security by isolated rooms

* It covers the use case “attack” from the field level

* No directinter-room communication available

* BMS can also monitor the KNX field devices TN, | e ——————— N T——— -

D

D
G

1
1
1
11 0000000000
1
1

i .o .o
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Commissioning

— When commissioning a KNX secure device (first download) a
commissioning key — “Device Certificate” - is required

— The “Device Certificate” consists of

i " ™
» FDSK = Factory Default Setup Key Device Centiicas (FDSK&]" o
. . S AABLS7-PTKAAA-
* Serial number of IP Secure device 23 ¢ CAQDAQ-COMBYH-
. 25 i g;? 2 BEFAWD-ANBYHT O
— ABB secure devices: 4 § §§§ % k
The “Device Certificate” is placed ona sticker on the left side of 88 ; %% 2 Device Certificate (FDSK)
the device and must be imported into the ETS s OREHD|
. . . | B ——
— One sticker can be usgd for project documentation, the other L Elt\ ol o I
can be left on the device & ReEEt
R iR
April 19, 2023 | Slide 46 RpD
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IP Interface Secure IPS/S 3.5.1 - Commissioning

The FDSK is only required for initial commissioning
After that, the ETS creates new “Tool Keys”

The “Tool Keys” are transferred via the bus with encryption

- " ™
based on FDSK to the IP Interface Defvics Corifiosie (FDSI%]" &
=% AABLS7-PTKAAA-
— Further device configuration is encrypted based on the “Tool §§ g ggg Z CAQDAQ-COMBYI-
Key” E § §g§ : BEFAWD-ANBYHT Ofs
5§ %3¢
- The .FDSK is only needed again after a device reset to factory 88 3 Device Certificate (FDSK)
settings s [ PE— (=] 36, (]
T fie impdnt CAQDAQ-COMBYH
EE EE BEFAWD-ANBYHT wif
- 2
©ABB ' iR
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Commissioning

How to enter the “Device Certificate”?
— When inserting a KNX Secure device, you will be asked for it
— The ETS asks for the key when programming for the first time
— Click on “Add Device Certificate”
* Properties = Settings - Selected device
* ETS main menu “Security”
— The reading can be done offline

— The keys are assigned automatically to the IP Interface Secure
by ETS

. ABB Factory Heidel...
KNX' [ ABBFactory|

=4 ABB Factory He... X

Edit Workplace Commissionin: g Diagnostics Apps

@ Close Project Undo

Buildings ¥

4 AddChannels |~ X Delete W Download

ﬁ Buildings
[5 Dynamic Folders
4 (@9 ABB Building 11
B8 Floor no. 01 - Basemen t

4 P 421 Line 42:0c¢ IP Interface IPS/S3....

“@ 4.2.250 Tunnel 1 - IPS/S 3.5.1
@ 4.2.251 Tunnel 2 - IPS/S 35.1
“@ 4.2.252 Tunnel 3 - IPS/S 3.5.1
@ 4.2.253 Tunnel 4 - IPS/S 35.1
“@ 4.2.254 Tunnel 5 - IPS/S 3.5.1
T Training room "Hertz"
T4 Training room "Hugo"
8 Floor no. 03
8 Floor no. 04

X Trades

Redo | §=% Reports Workplace ¥

=2 Catalogs [l Disgnostics

Highlight Changes  Default Paramete

= — ==
[E8 suilding Il Topology  [{3| Devices

Serial Number 0002:5€018750
Factory Key ~ 9FFO1761E5FB70DEIEIFO90043635015

=
4.2.1Line 4.3 :
E_I%E! Adding Device Certificate
P setting] =0 E b e
This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it now
AABFAA - NXKCPT - AF3B4X - 5XBXQS - DBMQAQ - 3DKAKT &/

Cancel

Group Objects  Parameters

421 Line 4250 IP Interface IPS/53.5.1

A

> & [OJR SN0

i Properties >
P Com... Infor...

Name

Line 4.2.xxx IP Interface IPS/S3.5.1

Individual Address

42 T3S Park
Description
Last Modified 28.07.2022 09:44

Last Downloaded -
Serial Number =

Secure Commissioning

/-~ Find and Replace
Workspaces

@ Todo Items

[~} Pending Operations

#' Undo History
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Commissioning B Adding Device Certiicate -
. . %@ 421|PS/S3.51 IP Interface
HOW to enter the “DeV]Ce Cert]f]cate”? This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it now.
— The key can be
* Entered via the keyboard
 Read in with a QR code scanner
* Read with the webcam of laptop
ice Centificate (FDSK)
ey (=] 36 (=]
CAQDAQ-COWBYI- Gacel
BEFAWD-ANBYHT E r
Device Certificate (FDSK)
AABLS7-PTKAAA- E" @
CAQDAQ-COMBYI-
BEFAWD-ANBYHT
e (=]
AL HR B
oy 4|



ABB i-bus® KNX - IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Commissioning

— The ETS generates separate passwords for each tunneling
server

— The passwords of the tunneling server can be changed if
necessary

— Atunnel address can be passed to a client (e.g. BMS or Visu)
with the password

— The keys are generated and managed by the ETS
— If necessary, keys and passwords can be exported

. ABB Factory Heidel...
KNX' [ ABBFactory|

Edit Workplace Commissionin: g Diagnostics Apps

@ Close Project Undo R =% Reports

X Delete ¥ Download | ~

[ Buildings
[55 Dynamic Folders
4 [y ABB Building 11
B Floor no. 01 - Basemen t
4 [ Floor no. 02 - Ground floor
T Customer Training Center
4[] Training room "Edison”
4 [{ o8
4 48 42.1 Uine 42.0¢ P Interface IPS/S3..
4 42250 Tunnel 1- IPS/S 35.1

O 42 = o
@ 42252 Tunnel 3 - IPS/S 3.5.1
@ 4.2.253 Tunnel 4 - IPS/S 3.5.1
@ 42254 Tunnel 5 - IPS/S 3.5.1

P settings

%4 ABB Factory He... X

Workplace ~

- = — —
Cetelogs | [ Diegrostics  [B8 suilding [l Topology [i0] Devices

Buildings ¥ A O X

Highlight Changes efal aramete

Parameters

T 4.2.1Line 4.2.xxx IP Interface IPS/S3.5.1 > IP settings

<--- NOTE

-

> linedioxl. v @ & @

i Properties >

o
Settings Corgn;s Informati
Name
Tunnel 1-IPS/S 351
Individual Address

42 250 3

Description

QA&-Y/n)

W Password ]

Secure Group Addresses
Supported -

* Export Interface Information

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

Undo History
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IP Interface Secure IPS/S 3.5.1 - Commissioning

First download of IP Interface Secure
— The IP Interface is in the delivery state (e.g. after a factory reset)

-

— The device is connected to KNX TP (twisted pair)

LAN (Pog)

- The 1nd1v1dua.l ad.dress and application program can be % —
downloaded in different ways

V

ULAN/ ng

« Another programming interface which supports KNX “long 9

frame” telegrams (APDU > 15)
- USB Interface USB/S 1.2 i
- IP Router IPR/S via KNXnet/IP Routing or KNXnet/IP Tunneling :
* Itself with one of the integrated tunneling servers
USB Interface USB/S 1.2 IP Interface IPS/S 3.5.1 @
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IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Setting up a tunnel connection in the ETS

Total 6 Individual addresses

[55 Dynamic Folders
4 [EY ABB Building 11
. Floor no. 01 - Basement

“@ 4.2.251 Tunnel 2 - IPS/S 3.5.1
“@ 4.2.252 Tunnel 3 - IPS/S 3.5.1
“@ 4.2.253 Tunnel 4 - IPS/S 3.5.1
“@ 4.2.254 Tunnel 5 - IPS/S 3.5.1

Floor no. 02 - Ground floor
tomer Training Center

4 r,/;l Trainindygoom "Edison”

40.5.1 Power Supply, Diagnosis.
0.5.1 Blind/RollerShutterAct,T.
.2 Switch Actuator, 8f, 16A....

.1 DALI Gateway,Premium 2f.
101 4.2.5 SA/S12.16.6.2 Switch Actuator, 12f, 16A.

-IPS/S$35.1

@ 4.2.251 Tunnel 2 - IPS/S 3.5.1

@ 4.2.252 Tunnel 3 - IPS/S 3.5.1

i 4.2.253 Tunnel 4 - IPS/S 3.5.1

@ 4.2.254 Tunnel 5 - IPS/S 3.5.1

,_r/J Training room "Hertz"

4.2.255 Individual address of IPS/S

5 encrypted Tunneling Server e.g.
4.2.250 - 4.2.254:

- 5 additional addresses (local) for the
tunneling server il

B Finarnn 02

A1TP line

@' Py Tﬁggga’zg”eidel"' . ABB Factory He.. X (&S = (=} X

Edit Workplace Commissioning Diagnostics Apps ey
[x) Close Project |y Undo ¥=4 Reports Workplace ¥ :7 Catalogs ! Diagnostics Building ‘-I.Ia Topology ;;E]. Devices > Lb Line 4.2.x O & ®
{ﬁ L1.2.255 Line 4.2.xx IP Interface IPS/S3.5.1 Buldings - 5 2. Properties >
. = AddChannels |+ 3 Delete W Download | v Highlight Changes = Default Parameters & S8 —
n )
C - 2 e - o g @
. 4-2-250 Tunnel 1 IpS/ S J-5-1 ﬁ‘ Buildings 4.2.255 Line 4.2.xxx IP Interface IPS/S3.5.1 > IP settings Settin... IP Com... Infor..

© Obtain 2n IP zddress automatically

The device name, IP address and
tunneling servers are set in the
Properties window of ETS.

IP settings

Use a static I? address

<--- NOTE

MAC Address
00:0C:DE:4B:81:99

Commissioning Password
07A%N,3h

Authentication Code
k/&"2Kow

A Find and Replace
Workspaces
@ Todo Items

‘ © Pending Operations
>

Parameters Undo History

v Group Objects

42255 Line 420 IP Interface IPS/S3.5.1

Automatic IP assignment
(DHCP/AutolP) or
static/fixed IP address

MAC address
(will be displayed after
the first download)

Commissioning
password (can be
adopted like this)

Authentication code
(can be adopted like this)



ABB i-bus® KNX - IP Devices

IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - Setting up a tunnel connection in the ETS

Py ABB Factory Hei
Topology. Catalog

Edit Workplace Commissioning Diagnostics

0 Close Project ' Undo

ﬁ Buildings
[55 Dynamic Folders
4 (@ ABB Building 11
. Floor no. 01 - Basement
4 . Floor no., 02 - Ground floor
[,;_l Customer Training Center
4 r,/;l Training room "Edison”
4 [ ps
101 4.2.1 5V/530.640.5.1 Power Sup..
10 4.2.2 JRA/S8.230.5.1 Blind/Roller
1 4.2.3 SA/$8.16.2.2 Switch Actuat,
10 4.2.4 DG/S2.64.5.1 DAL! Gatewa.
11 4.2.5 SA/512.16.6.2 Switch Actu..
[ 4 i 42.255 Line 4200 IP Interface |]
4.2.250 Tunnel 1 - IPS/S 3.5.1
@ 4.2.251 Tunnel 2 - IPS/S 3.5.1
'@ 4.2.252 Tunnel 3 - IPS/S 35.1
@ 4.2.253 Tunnel 4 - IPS/S 3.5.1
@ 4.2.254 Tunnel 5 - IPS/S 3.5.1
,_r,J Training room "Hertz"

FVJ Training room "Hugo"
B Finnr nn 02 b

A1TP line

+ Add Channels | v ¥ Delete ¥ Download | ~ Help

=4 ABB Factory He... X
Apps
¥=4 Reports Workplace ¥ 57 Catalogs l Diagnostics

Highlight Changes T

4.2.255 Line 4.2.xxx IP Interface IPS/S3.5.1 > IP settings

IP settings The device name, IP address and
tunneling servers are set in the
Properties window of ETS.
Group Objects Parameters

42255 Line 420 IP Interface IPS/S3.5.1

Building

<--- NOTE

I, <« -

ology E‘Dewces > cglined2xxl. > @ ©

el Line 41 IP-Router (192.168.1.71:3671 4.10)

ol Line 42500 IP-Router (192.168.1.78:3671 4.2.0)

v ‘Pi Line 4.2.0 IP Interface IPS/ (192.168.1.136:3671 4.2.255)

Ethernet 3 (224.0.23.12)

Manage Configured Connections...

Description

Last Modified 28.07.202210:10
Last Downloaded 28.07.2022 10:22
Serial Number ~ 0002:5E018750

Secure Commissioning
. Activated

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

' Undo History

Local Interface Settings

Name

Line 4.2.xxx IP Interface IPS/
Host Individual Address
4.2.255
Individual Address

Can only be set by downloading the interface device.
|P Address

192.168.1.136

Port
3671

MAC Address
00:0C:DE:4B:81:99

Max telegram length (APDU):
254

Serial number:

0002:5E01B750

n
0

Encrypted tunneling
connection




ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1 - ABB i-bus® Tool: “Discovery” (find and display ABB IP devices in the network)

i-bus® Tool

.@

% i-bus® Tool 1.9.47.0

KNX Secure

Active

KNX Secure is active

. Detailed data

nt method = DHCP
.1.136 Subnet = 255.255.255.0  Gateway = 192.168.1.1

00025E01B750

v Log

/ Line 4.1.0x IP Interface (19, V



ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Interface Secure IPS/S 3.5.1

Summary

KNX IP Interface Secure IPS/S 3.5.1 fulfills the KNX Secure
Standard “KNXnet/IP Security”

Communication from ETS and tunneling servers are secure

After commissioning, an IP Interface Secure behaves like a
standard IP Interface

All functions from standard IP Interface IPS/S 3.1.1 are available
The ETS requests a password for the project

The “Device Certificates” of all IP Interfaces Secure and other IP
devices Secure must be entered

The ETS generates and works with many keys — but there is no
need to change them

Access-protected installation of the KNX IP Secure devices

[ Device Centificate (FDSK)

AABLS7-PTKAAA- E E]
CAQDAQ-COMBYH-

BEFAWD-ANBYHT Er
Device Certificate (FDSK)
AABLS7-PTKAAA- E E
CAQDAQ-CQMBYH-

BEFAWD-ANBYHT Er

-

LAN (PoE)
‘?
®on PS/S35,

LAN/ g

\ Telegram

s
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1



ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Coupler - IP and TP (twisted pair)

— A coupleris usedin larger installations to connect KNX lines or

areas Ethernet /

. . Local Area Network m|
— Telegrams can be filtered to simultaneously reduce the telegram 0

traffic between lines or areas
— Line Coupler LK/S

* Communication between TP main/backbone line and TP

subline T
— IP Router IPR/S Co— | —
« Communication between LAN and TP subline o

The KNXnet/IP protocol is used for communication
» 5additional Tunneling Server for programming with ETS and

further clients —. i g

- Built in 5-fold “USB Interface” via LAN |
TP

twisted pair

: KNX
Line Coupler LK/S IP Router IPR/S




ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

KNX IP Router - Principle
Ethernet /

— An ABB i-bus® KNX IP Router connects the KNX TP bus to an Local Area Network
Ethernet network ﬁl ]ﬁ

— KNX telegrams can be sent to or received from other devices via
the Ethernet network - routing of KNX telegrams
— This allows data exchange between KNX and IP networks o

LAN (Pog)

— The IP Router can be used as a Line Coupler or Area Coupler and
complies with the specifications of the KNXnet/IP standard il

® Lan/

* |IP Router IPR/S 3.1.1 (standard KNXnet/IP protocol)

« IP Router Secure IPR/S 3.5.1
This device uses the KNXnet/IP protocol and the KNXnet/IP
Security protocol from the KNX Association (routing and
tunneling) for communication

/

— Furthermore, the 5 tunneling server can be used in parallel for
working with the ETS, access from the ABB i-bus® Tool, S I

connection to a visualization, etc.



ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

KNXnet/IP Capabilities:

— Routing (Coupler) d
e Connection of KNX Lines and Areas over IP network

LAN (Pog)
* Routing of KNX telegrams
— Tunneling (Interface) e

v LAN/ LINK

* 5 Tunneling Server ® Toegray

/
IPR/S 3.1.1 .

 To connecta PC to KNXviaIP BB gt o
- Working with ETS (download, diagnostics,...)
- ABB i-bus® Tool support
- Visualisation — N
- Tablet/Smart Phone with App via Wi-Fi )

AL b D
rFAErmw



ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

— Default multicast IP address 224.0.23.12 and port 3671 for
communication on IP network according to the KNXnet/IP

routing protocol

-

— Unicast communication possible with up to 10 IPR/S 3.1.1 LAN (Pogy
(not according to the KNXnet/IP standard) ‘ ‘
PR/ /

— ETS parameter from KNX to LAN and LAN to KNX Son TS

Y LAN / LINK

* “Filter”, “Route” or “Block” for all main groups 0...31 or group
addresses 1...65,535 with free group address view

8 T
¥ Telegrayy

B8 ous® iy

» “Filter” or “Block” of physically addressed telegrams
(e.g. download of application program, diagnostic)

» “Route” or “Block” of broadcast telegrams
(e.g. download of individual program, diagnostic)

AL b D
rFAErmw



ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

KNX telegrams in the network - Multicast

Multicast designates communication of a transmitter with a
group of receivers = Point to Multipoint

The IP Router sends the KNX telegrams packaged as UDP/IP
telegrams on the IP network, and all IP Router devices
parameterized with the same multicast address receive and
evaluate these telegrams

If a telegram is intended for the corresponding subline, the IP
Router routes the telegram into the line — otherwise, it is rejected
The IP Router sends telegrams from the KNX to the IP network in
accordance with the KNXnet/IP protocol specification

This multicast IP address 224.0.23.12 port 3671 is the defined
address for the KNXnet/IP from the KNX Association in
conjunction with IANA for KNX IP devices

In order for several IP Router devices to communicate with one
another in a network, multicast communication must be possible
between the devices (e.qg. routers, switches or firewalls)

Multicast

Broadcast



ABB i-bus® KNX - IP Devices

IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Internet Assigned Numbers Authority (IANA)

The Internet Assigned Numbers Authority (IANA) is responsible for
the global coordination of the Domain Names, IP addressing, and
other Internet protocol resources

— Internet Protocol v4 Multicast Address Assignments
— AD-HOC Block (224.0.2.0 - 224.0.255.0)

Address(s) Description References

+ 224.0.23.10 Telefeed

« 224.0.23.11 SpectraTalk

« 224.0.23.12 KNXnet/IP (EIBnet/IP)

* 224.0.23.13 TVE-ANNOUNCEZ2

« 224.0.23.14 DvbServDisc

v = m] X
@ t Assigned Numbers Aut X +
& > C @ ianaorg © % @ »» 0 2 :
1/
/
@
her Internet
Domain Names Number Resources Protocol Assignments
Management of the DNS Root Zone Coordination of the global IP and AS The central repository for protocol name
(assignments of ccTLDs and gTLDs) along number spaces, such as allocations made to and number registries used in many
with other functions such as the .int and Regional Internet Registries. Internet protocols.
.arpa zones.
= [P Addresses & AS Numbers = Protocol Registries
= Root Zone Management = Network abuse information = Apply for an assignment
= Database of Top Level Domains = Time Zone Database
= .int Registry
= .arpa Registry
= IDN Practices Repository
EnHANCED BY Google




ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

- Hardware
* Network cable connection 4
* Labelling field —

* DIN rail connection :
®oy PRSI, .

* Cover cap e
* Programming button and LED a W:’wi

— Power supply BB bus® Gy
« 12...30V DC (e.g. separate Power Supply CP-D or NTU/S)
* Power over Ethernet (PoE):IEEE 802.3af class 1

 If PoE and supply voltage are connected at the same time, PoE
is used




ABB i-bus® KNX - IP Devices

IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

LED “ON”

— After the supply voltage U, is connected, the LED initially lights
up continuously

— After approx. 40 sec., the LED starts flashing until initialization
is completed

LED “LAN/LINK”

— Onceinitialization is completed, the LED lights up when the IP
Interface is connected to an IP network

— The LED flashes when the device detects activity on the IP
network, e.g. when data is exchanged

LED “Telegram”

— The LED lights up continuously when the IP Interface is
connected to KNX after the startup process is completed

— The LED flashes when the device detects activity on the KNX
subline TP (twisted pair)

O

LAN/LINK

O

Telegram

<

LAN (Pog)

®on PRSIy

CLAN/ g

C Telegrary

A88 ous® Gy

/
/



ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

Label carrier

KNX programming LED (red)
KNX programming button
KNX bus connection terminal
Cover cap

Power supply connection U,
Telegram LED (yellow)
LAN/LINK LED (yellow)

ON LED (green)

10. LAN connection

© o N o A WwWDNhHE

0

i
-
e
A

[—
——@®on
——O LAN/LINK
/e Telegram

LAN (PoE)

i




ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

Supplied state

The device is supplied with the individual address 15.15.0

All tunneling connection addresses are set to 15.15.100 (only one
tunnel is visible to the outside)

The device is supplied with the option “Group telegrams -
Route”

- This is not the default setting in the application, but it
simplifies commissioning

In ETS, the first five free addresses in the line are assigned
automatically after the IP Router has been inserted into a line

The tunneling connection addresses set in the ETS will be
adopted only after the first download

The IP address is set to automatic IP assignment (DHCP/AutolP)

The parametrized settings will be adopted after the first
download

£9 4.1.0 IPR/S3.1.1 IP Router
1] 4.1.1 Additional individual address
1] 4.1.2 Additional individual address
11 4.1.3 Additional individual addres
1] 4.1.4 Additional individual address
1] 4.1.5 Additional individual address

£5 2.1.0 Line 4.1.500¢ IP Router IPR/S 3.1.1
471 4.1.250 Tunnel 1 - IPR/S 3.1.1
471 4.1.251 Tunnel 2 - IPR/S 3.1.1
471 4.1.252 Tunnel 3 - IPR/S 3.1.1
471 4.1.253 Tunnel 3 - IPR/S 3.1.1
471 4.1.254 Tunnel 5 - IPR/S 3.1.1




ABB i-bus® KNX - IP Devices

IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard)

Total 6 Individual addresses

£5.1.0 Line 4.1.0¢ IP Router IPR/S 3.1.1
471 4.1.250 Tunnel 1 - IPR/S 3.1.1
471 4.1.251 Tunnel 2 - IPR/S 3.1.1
171 41.252 Tunnel 3 - IPR/S 3.1.1
171 4.1.253 Tunnel 3 - IPR/S 3.1.1
171 4.1.254 Tunnel 5 - IPR/S 3.1.1

4.1.0 Individual address of IPR/S
(Coupler)

5 Tunneling Server e.g. 4.1.250 — 4.1.254:
- 5 additional addresses (local) for the
tunneling server (Interface)

. ABB Factory Heidel...
KNX [y ABB Factory|

>, ABB Factory He... X +

Edit Workplace Commissioning Diagnostics Apps

[x) Close Project ¢V Undo

+ X Delete W Download | ~

. Floor no. 01 -]
4 . Floor no. 02 -

4 [F] Distribution board

¥=4 Reports Workplace ¥

Highlight Changes  Default Parameters

" 410 Line 4.1.xxx IP Router IPR/S 3.1.1 > KNX->LAN

KNX->LAN

LAN->KNX

IP settings

4 1M 4.1.0 Line 4.1:00¢ IP Router IPR/S 3.1.1

4.1.250 Tunnel 1- IPR/S 3.1.1
10 4.1.251 Tunnel 2 - IPR/S 3.1.1
101 4.1.252 Tunnel 3 - IPR/S 3.1.1
10 4.1.253 Tunnel 3 - IPR/S 3.1.1
11 4.1.254 Tunnel 5 - IPR/S 3.1.1
4 rm] Training room "Edison”

[ s

T Training room "Hertz"

,_r,J Training room "Hugo"
- Floor no. 03
B Floor no. 04
X Trades

A1TP line

Group Objects

Group telegrams
main groups 0..13

Group telegrams
main groups 14..31

Physically addressed telegrams
Broadcast telegrams

Telegram confirmation
for group telegrams

If free group address structure is used:

Main group 0..13 =>1..28,671
Main group 14..31 => 28,672..65,535

Parameters

4.1.0 Line 4.1.0¢x IP Router IPR/S 3.11

= = =
= = Catalogs ! Diagnostics B..\!dng |:ké| Topology  [f]| Devices

>

= o X

~
(& Automatic " @
i Properties >

@ 5 @

Set... B Co.. Inf..

@ Obtain an IP address auto..

Use & static 1? address
MAC Address
00:0C:DE4A:0:F2
Multicast Address
22402312

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

' Undo History

Automatic IP assignment
(DHCP/AutolP) or
static/fixed IP address

MAC address
(will be displayed after
the first download)

Multicast address
224.0.23.12
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard) — ETS Parameter “KNX - LAN”

ABB Factory Heidel b,

[ Buildings 4.1.0 Line 4.1.xxx IP Router IPR/S 3.1.1 > KNX->LAN

Edit Workplace Commissioning Diagnostics Apps
e Project " Undo Redo ¥=4 Reports Workplace ¥ Catalogs . Diagnostics
A X Delete W Download | ~ Help Highlight Changes

———
pology L[] Devices

Building

A
> (& Automatic O & ®
i Properties >

is downloaded into

[ s
[,;_l Training room "Hertz"
,_r,J Training room "Hugo"

- Floor no. 03
. Floor no. 04
X Trades
Group Objects Parameters
A1TP line 410 Line 4.1.00x IP Router [PR/S 3.11

[55 Dynamic Folders Name >
Fi v
4 (Y ABB Building 11 l KNX->LAN | Group telegrams o iiter e R e e the device
main groups 0..13 Route
. Floor no. 01 - Basement \OLRE Individual Address
LAN->KNX Group telegrams a
4 [ Floor no. 02 - Ground floor main groups 14..31 Filter Block 41 0 . Park
4 [,;_l Customer Training Center 7 N\ Descripti
Lassiins Physically addressed telegrams O Filter Block IpRon
4 [F Distribution board
4 .0 Line 4.1.0c¢ IP Router IPR/S 3.1. Broadcast telegrams O Route Block
41250 T 11-IPR/S 3.1.1 ele A i
o unne! R/ :.I.gram c<:|'\ irmation © Only if routed Always
10 4.1.251 Tunnel 2 - IPR/S 3.1.1 \ Torgroup delegrams J Last Modified ~ 28.07.2022..
{3 4.1.252 Tunnel 3 - IPR/S 3.1.1 If free group address structure is used: Last Downloaded 28.07.2022.
{0 4.1.253 Tunnel 3 - IPR/S 3.1.1 Main group 0.13 = 1..28,671 <--- NOTE Serial Number 0002:2942...
4 4.1.254 Tunnel 5 - IPR/S 3.1.1 Main group 14..31 => 28,672..65,535
e S Status
4 [,;_l Training room "Edison” Unknown -

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

' Undo History

Name of the IP Router
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard) — ETS Parameter “LAN - KNX”

Edit Workplace Commissioning Diagnostics Apps

e Project " Undo Redo

X Delete W Download |
ﬁ Buildings
[55 Dynamic Folders
4 (# ABB Building 11
. Floor no. 01 - Basement
4 . Floor no. 02 - Ground floor
4 [,;_l Customer Training Center
4 [H Distribution board
.10 IP Router IPR/S 3.1.
4 4.1.250 Tunnel 1 - IPR/S 3.1.1
100 4.1.251 Tunnel 2 - IPR/S 3.1.1
10 4.1.252 Tunnel 3 - IPR/S 3.1.1
1 4.1.253 Tunnel 3 - IPR/S 3.1.1
100 4.1.254 Tunnel 5 - IPR/S 3.1.1
4 [A] Training room "Edison”
[ s

[,;_l Training room "Hertz"

.0 Line

,_r,J Training room "Hugo"
- Floor no. 03
. Floor no. 04
X Trades

A1TP line

i=3 Reports

Workplace ¥ | = =| Catalogs

Helf Highlight Changes

4.1.0 Line 4.1.xxx IP Router IPR/S 3.1.1 > LAN->KNX

. Diagnostics

=

Building pology L[] Devices

KNX->LAN

> (& Automatic O & ®

IP settings €

i Properties >

Name

Line 4.1.xxx IP Router IPR/S 3.1.1

~
=

Grqup telegrams Filter Filter v
main groups 0..13 Routs
gt 3 B Block
Physically zddressed telegrams O Filter Block )
Broadcast telegrams O Route Block
In case of errors repeat telegrams Yes Yes

ol €53 /

<--- NOTE b

Main group 0..13 => 1..28,67
Main group 14..31 => 28,

Group Objects Parameters

4.1.0 Line 4.1.0¢x IP Router IPR/S 3.11

User-defined

Individual Address
41 0 - Park
Description
v
tt Modified 28.07.2022...
t Downloaded 28.07.2022.
ial Number 0002:2942...
Status
Unknown -

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations

' Undo History




ABB i-bus® KNX - IP Devices
IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router IPR/S 3.1.1 (standard) — ETS Parameter “IP Settings”
aperSa ~ o x

Edit Workplace Commissioning Diagnostics Apps ey
Building > (& Automatic O & ®

f propertes >

[x) Close Project ¢V Undo Redo ¥=4 Reports Workplace ¥ EV Catalogs ! Diagnostics

X Delete W Download | ~ Helf Highlight Changes ~ Default Parameters « } l—_\f\ @ UnlcaSt Commun]cat]on
[ Buildings 4.0 Line 4.1.xxx IP Router IPR/S 3.1.1 > IP settings Set. | P Co. Inf. - Solution if Multicast
[55 Dynamic Folders Name : :
4 [y ABB Building 11 KNX->LAN I Type of IP communication O Multicast Unicast I Line 4.1.xxx 1P Router IPR/S 3.1.1 1S nOt pOSS] ble
B Floor no. 01 - Basement LAN->KNX The device name, IP 2ddress and Individual Address (a. g rou p Of max. 10 I P
4 . Floor no. 02 - Ground floor tunneling servers are set in the <--- NOTE 41 0 3 Park R
window of ETS. |
4 [,;_l Customer Training Center Properties window of ETS Description OUter)
4 [H Distribution board
4 N 4.1.0 Line 4.1.0c P Router IPR/S 3.1.1
4 4.1.250 Tunnel 1 - IPR/S 3.1.1
4 4.1.251 Tunnel 2 - IPR/S 3.1.1 Last Modified 28.07.2022...
10 4.1.252 Tunnel 3 - IPR/S 3.1.1 Last Downloaded 28.07.2022.
£ 4.1.253 Tunnel 3 - IPR/S 3.1.1 Serial Number 0002:2942...
4 4.1.254 Tunnel 5 - IPR/S 3.1.1
Status
4 rl/;l Training room "Edison” Unknown -

[ s
[,:l Training room "Hertz"

O Find and Replace
,_r,J Training room "Hugo" < &

8 Floor no. 03 Workspaces
. Floor no. 04 @ Todo Items
R Trades © Pending Operations
Group Objects Parameters ' Undo History
41 TP fine 41,0 Line 4.1.00x IP Router [PR/S 311
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IP Router IPR/S 3.1.1 (standard) - ETS “Preview Filter Table”

Filter table (group addresses) is
calculated automatically by the ETS

The filter table can be displayed by
right-clicking on the IP Router

KNX B AB Factory Holiel = [ ABB Factory He... X

Edit Workplace Commissioning Diagnostics Apps

' Undo Red

[x) Close Project

Buildings ~

Add Rooms | * 3K Delete
@ Buildings
[55 Dynamic Folders
4 (# ABB Building 11
. Floor no. 01 - Basement
. Floor no. 02 - Ground floor

[,;_l Customer Training Center
‘ [5] Distribution board

4 1M 4.1.0 Line 4.1300¢ IP Router IPR/S 3
11 4.1.250 Tunnel 1 - IPR/S 3.1.1

¥

Download
Unlozd
nfo
rt Device
i

Preview Filter Table

Print Labels

Unlink
100 4.1.251 Tunnel 2 - IPR/S 3.1.1 >
041252 Tunnel 3- IPR/S 3.1 | =2 Add To Device Templates
11 4.1.253 Tunnel 3 - IPR/S 3.1.1 Delete Del
1 4.1.254 Tunnel 5 - IPR/S 3.1.1
4 [A] Training room "Edison” oS Lut et
[ os Copy Ctrl+ C
[,;_l Training room "Hertz"
,_r,,] Training room "Hugo"
. Floor no. 03
. Floor no. 04
X Trades
Properties Alt = Enter
Group Objects Parameters
41TP line 410 Line 4100 P Router [PR/S 311

[ Seve = Print

Preview Filter Table

4.1.0 Line 4.1.00¢ IP Router IPR/S 3.1.1

~ [£2] Group Address Filter Table

~ B8 3 Floor No. 03 - Guest rooms

hting

3/1/1 Guest room 3-001: Light entrance area on/off

3/1/4 Guest room 3-001: Light entrance area status on/off
3/1/11 Guest room 3-001: Light ceiling bathroom on/off
3/1/14 Guest room 3-001; Light ceiling bathroom status on/off

3/1/21 Guest room 3-001: Light wall bathroom on/off
v B8 2 Shutter
B 3/2/21 Guest room 3--01: Blinds baicony move up/down

3/2/24 Guest room 3--01: Blinds balcony stop/slats adj.

© Pending Operations

¥' Undo History
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Topology with TP Area and Line Couplers LK/S

I

Backbone line 0.0.xxx

000

KNX
EEEER D
il
1.0.0 Area Coupler 2.0.0 Area Coupler 15.0.0 Area Coupler 0.0.XXX
LK/S LK/S LK/S o
00000000 000 000 00000000
oo oo |m mumun be] (] L EER § —— O LR 44444 |
§ § o 000
X ooo 0 o. il o‘ I il
3 1.1.0 Line 1.1.xxx ai 2.1.0 Line 2.1.xxx = 15.1.0 Line 15.1.xxx
2} Line Coup. é Line Coup. ..GE, Line Coup.
E [-1-] 0000000000 _% 0000000000000000 D E 0000000000000000 D
"'E = s mnn s e e e o o 8 o o efmEEEER iEEEEER 'E — o o 0 0 0 0 0 epmEER L]
= oo n n b3 n 00000 p3 o \_—
C 1.2.0 Line 1.2.xxx 2.2.0 Line2.2.xxx 15.2.0 Line 15.2.xxx
co |— N : .= == Line Coup. &
- . Line Coup. - ! Line Coup : 1 P -
1.0.xxx - . 15.0.XxX  »

00000000
Py | e =
X 000 n

LC1.15.0
Line Coup.

Line 1.15.xxx

0000

00000000
S
X

I

2.15.0 Line 2.15.xxx

Line Coup.

00000000

ooco
il

15.15.0
Line Coup.

Line 15.15.xxx
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Topology with TP Area and Line Couplers LK/S 0
Backbone line 0.0.xxx 260
(\X EEEER D
o
2.0.0 Area Coupler 15.0.0 Area Coupler
ﬁ LK/S 0.0.xxx

1.0.0 Area Coupler
LK/S

C 1.2.0
é Line Coup. *

00000000
lllllll I AN NNN
o~ ] |esecse.
X 000 n

Main line 1.0.xxx

00000000
oo o0
ocoo n

1.1.0
Line Coup.

Line 1.1.xxx

-1

0000000000

oo

nl

il

Line 1.2.xxx

LC1.15.0
Line Coup.

Line 1.15.xxx

LK/S
Max. 15 Area Couplers
Max. 15 Line Couplers per area

- Max 225 Couplers per ETS
project are possible !

| Line Coup. :

00000000 D
I EEEE oo
IR oo ¢ -

2.15.0 Line 2.15.xxx
Line Coup.

E

15.0.xxx

Main line 15.0.xxx

K

Q00 00000000

.......
T D i P11 1
n (113 il

15.1.0
Line Coup.

Line 15.1.xxx

©0000000000000000 D
——|  m=le e s s s e s = EE oo
] :::::

15.2.0

-

Line Coup.

Line 15.2.xxx

00000000

ooco
il

15.15.0

Line 15.15.xxx

Line Coup.
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Topology with IP Router IPR/S as Area Coupler and TP Line Couplers LK/S

p_Ethernet/LAN N Unacknowledged data exchange Connection “KNXnet/IP Routing“:
oo Multicast (Point to Multipoint)
1.0.0 Area Coupler 2.0.0 Area Coupler 15.0.0 Area Coupler
IP Router IPR/S IP Router IPR/S IP Router IPR/S
00000000 000 000 00000000
>< 000080
XEXE_EEEEER bo] (] R EERE — O LR 44444 |
§ ﬁ § ‘ ‘ § @ ooo
><. ooo n o. n q o n
3 1.1.0 Line 1.1.xxx i 2.1.0 Line 2.1.xxx = 15.1.0 Line 15.1.xxx
2 | Line Coup. .g Line Coup. 21 Line Coup.
i [-1-] 0000000000 A "_E 0000000000000000 "—; 0000000000000000 D
= SRR RE - R "-M ] e e o o 8 o o efmEEEER iEEEEER 'E — o o 0 0 0 0 0 epmEER L]
m * e LN ] z z
= oo n ol |w n 00000 n —
C 1.2.0 Line 1.2.xxx 2.2.0 Line2.2.xxx 15.2.0 Line 15.2.xxx
Line Coup. °© ine Coup. : = ine Coup.
- o p. - Line Coup. : Line C :
1.0.xxx - . 15.0.XXX o
00000000 000 00000000 D | 00000000
:::::::I.....-D N B EEE oo N ENNN_
ﬂ 000 n n I{\X 0000 n G ﬂ ocoo n
LC1.15.0 Line 1.15.xxx 2.15.0 Line 2.15.xxx 15.15.0 Line 15.15.xxx
Line Coup. Line Coup. Line Coup.
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Topology with IP Router IPR/S as Area Coupler and TP Line Couplers LK/S

Ethernet/LAN L Unacknowledged data exchange Connection “KNXnet/IP Routing“:
oo Multicast (Point to Multipoint)
1.0.0 Area Coupler 2.0.0 Area Coupler 15.0.0 Area Coupler
IP Router IPR/S IP Router IPR/S IP Router IPR/S
(3 Q00 00000000

) == With IPR/S as Area Coupler " _ﬁ_n I

§. ooo n g n 000 n

Sl 110 Linellxxx up to 15 IPR/S per 9] 1510 Line15.1xxx

2} Line Coup. 21 Line Coup.

= 00 0000000000 ° ° = 0000000000000000

£ R ETS project are possible ! . £ _ﬁ__g

>3 T ol 1wl - Lol | ol [o9999 | >3 0 —
N 1.2.0 Line 1.2.xxx 2.2.0 Line2.2.xxx 15.2.0 Line 15.2.xxx
é " Line Coup. E ! Line Coup. E —1 Line Coup. E
1.0.XXx . - 15.0.XXX |

00000000 000 00000000 D 00000000
:::::::I.....-D I EEEE oo N ENEN__
ﬂ ‘ é‘ o000 0 I I{\X ‘ é‘ 0000 o G ﬂ 0000 .
LC1.15.0 Line 1.15.xxx 2.15.0 Line 2.15.xxx 15.15.0 Line 15.15.xxx
Line Coup. Line Coup. Line Coup.
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Topology only with IP Router IPR/S as Line Coupler — no Area Couplers!

m) Ethernet/LAN

oo

All IP Router as Line Couplers

00000000

_ﬁ_

LC1.1.0

Line 1.1.xxx

o000
oo oo [Ny umw O I .
ooo n il

Multicast (Point to Multipoint)

All IP Router as Line Couplers

—
KNX

LC 5.9.0 Line 5.9.xxx

-1

0000000000

_ﬁ_

0000000000000000
........ 0
n 00000

oo n

LC4.3.0

42D

il

Line 4.3.xxx

LC 7.2.0 Line 7.2.xxx

g : ;

00000000

|_§_

ooo mn

LC8.1.0

200 00000000 D
D L oo
. oo T —

Line 8.1.xxx

LC 9.8.0 Line 9.8.xxx

Connection “KNXnet/IP Routing“:
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Topology only with IP Router IPR/S as Line Coupler — no Area Couplers!

m) Ethernet/LAN

oo

LC1.1.0

LC4.3.0

All IP Router as Line Couplers

max. 15 x 15 = 225 IPR/S per

_E_Em ETS project are possible !
oo I_IZIJ Ill Lol

Line 4.3.xxx ‘ LC 7.2.0 Line 7.2.xxx

D

Multicast (Point to Multipoint)

All IP Router as Line Couplers

_E_E With IPR/S as Line Coupler

S
X

XXX

L g

LC8.1.0

[ ] u [ ]
[ ]
00000000 000 0000000
-------- -
------- ] il | |
ooo n n [1-1.1.]

I

n_....
-

Line 8.1.xxx LC9.8.0 Line 9.8.xxx

Connection “KNXnet/IP Routing“:
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Mixed Topology with IP Router IPR/S as Area Coupler and Line Couplers

m) Ethernet/LAN

oo
AC1.0.0
X
X
]
For example: 3
Existing 2
building part i
‘®
=
/N
KNX

_ﬁ_

IP Router as Area Coupler

00000000

ooo n

LC1.1.0

Lin

e 1.1.xxx

-1

0000000000

_ﬁ_

oo n

LC1.2.0

Lin

il

42D

e 1.2.xxx

00000000

-IIII-D

ooo mn

LC1.15.0

Line 1.15.xxx

Connection “KNXnet/IP Routing“:
Multicast (Point to Multipoint)

All IP Router as Line Couplers

—
KNX

000
[

il

LC5.9.0

Line 5.9.xxx For example:
New part of

..... ceeed [ ] to be built

©000000000000000 the bu1|d1ng
e e 0 p—
n 00000

LC7.2.0

Line 7.2.xxx

I EEEE oo

00000000 D
0000 n D

LC9.8.0

Line 9.8.xxx
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IP Router: Routing = Coupler

m) Ethernet/LAN

224.0.23.12 <2/3/46 “0”">

oo

Connection “KNXnet/IP Routing“:
Multicast (Point to Multipoint)

224.0.23.12 <2/3/46 “0”">

3|

pPC N
Filter table:
2/3/46 Eo D
‘ — 2/3/46 —
S EERER D
E = “04m p
IPR/S No Wind alarm:
1.2.0 2/3/46 “0”
Filter table:
x/y/z
00000000 D
BHHH | oo
000 n A U
IPR/S X
1.15.0

il

224.0.23.12 < 2/3/46 “0”>

Filter table:
2/3/46
2/3/46 A
ceceit =M
-uon 200 0 n v
IPR/S Object
7.2.0 “Wind alarm”
2/3/46 “0”
Filter table:
: x/y/z
| 00000000 @
0000 n U
P
KNX
IPR/S
9.8.0
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router: Routing - Interface

— Additional routing interface “KNXnet/IP
Routing”

» Working with ETS (download, diagnostics,...)
* Access from the ABB i-bus® Tool
* Connection to a visualization, etc.

— Communication via IP network!
- Sending and receiving of KNXnet/IP
multicast telegrams on the network

— Note: Filter table of IPR/S

- Recommendation: Use of tunneling server
instead of routing interface

ETS bus Visu -

= Tool | KNXnet/IP Routing:
D D EmEEm . . . .
Ethernet/ 0.0..251 0.0.252 0.0.253 0.0.254 Multicast (Point to Multipoint)
LAN
IPR/S , . IPR/S ) "
1.4.0 Filter table! 2.7.0 Filter table! Connection “KNXnet/IP Routing“:

Multicast (Point to Multipoint)
o Sec00000 500 KN ETS: Group monitor is supported
Note: Filter table of IPR/S

e oo =] - j—

S 0 0.0.251 Local address of the ETS connection
1.4.5 1.4.18 2.7.11 0.0.253 Local address of the Visu connection
0.0.... Local address of the ... connection
00 0000000000 A
P =M
o o i lw
1.4.23 2.7.19
e
000 il
1.4.38
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IP Router: Routing - Interface — Setting up a routing connection in the ETS

Py ABB Factory Heidel...

Buildings, Catalog

Q Close Project Undo Redo ¥=4 Reports

ngs v
+ Add Building Parts | ¥ XK Delete * Download | v 0 Info v
ﬁ Buildings 2

[55 Dynamic Folders
. Floor no. 01 - Basement
4 . Floor no. 02 - Ground floor
4 [,;_l Customer Training Center
[F Distribution board
[A] Training room "Edison”
T Training room "Hertz"
r,/;| Training room "Hugo"
. Floor no. 03
B8 Floor no. 04
R Trades

o sl s o v s o s s s

<

Devices

44 TP fine (Project)

Workplace ¥ | = =| Catalogs ! Diagnostics

¥) Restart Unload ¥ &3 Print

Se: Addres Product
410  IPR/S3.1.1IP Router MDRC
41100 SV/S30.640.5.1 Power Supply,Diagnosis, MDRC
41111 SA/S12.16.6.2 Switch Actuator, 12f 16A-C, Energy, MDRC
4112 JRA/S8.230.5.1 Blind/RollerShutterAct, TD,M,8f230V
431713 SA/S8.16.2.2 Switch Actuator, 8f, 16A, MDRC
41114 DG/S2.64.5.1 DAL! Gateway,Premium,2f MDRC
421 SV/530.640.5.1 Power Supply,Diagnosis MDRC
422  JRA/S8.230.5.1 Blind/RollerShutterAct, TD,M 8230V
423 SA/58.16.2.2 Switch Actuator, 8f 16A, MDRC
424 DG/S2.64.5.1 DAL Gateway,Premium,2f MDRC
425  SA/S12.16.6.2 Switch Actuator, 12f, 16A-C, Energy, MDRC
426  IPS/S3.1.1IP Interface, MDRC

Functions Building Parts

488 Building 11

= ABB Factory He... X
Edit Workplace Commissioning Diagnostics Apps Y / -

———
pology LE] Devices

@ A

b Line 410 IP-Router (192.168.1.71:3671 4.1.0)

>  EBEthemet3 2. v

«

Application Program
IP Router/2.0a
Power Supply, Diagnosi

=

Line 4.2« IP-Router (192.168.1.78:3671 4.2.0)

b Line 41300 IP Interface (192.168.1.160:3671 4.1.255)

Switch Energy Function] /E8  Ethernet 3 (224.0.23.12)
Blind/Shutter 8 230VTr

—
Switch Standard 8-folg - W2nage Lonfigurad Connections...

DALI Premium 2/2.0a
Power Supply, Diagnosis, 640..

|
Blind/Shutter 8f 230VTravelDe... | Number
Swiitch Standard 8-fold 16A/1.1 |
ALl Premi 4 |
DALI Premium 2f/2.0a Statiag
Switch Energy Function 12-fol... | -
Unknown

IP Interface/2.1a
| Current Line

None

A Find and Replace
Workspaces

@ Todo ltems

o Pending Operations

#' Undo History

Local Interface Settings

B |P Routing
Name

Ethernet 3

Individual Address

The individual address 0.0.255 is not used by another

device
Multicast Address

224.0.23.12
MAC Address
3C:E1:A1:B6:CE:DO

Address free?

B |P Routing
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IP Router: Tunneling - Interface

— Furthermore, the 5 tunneling server can be Tool

ABB Smart (=
ETS i-bus Visu ® phone

- = : (Wi-Fi)
d' ” If UDU = - I. lllll#
usedIn para’el for Ethernet/ 1.4.251. 14252 .  1.4.253: 1.4.254: 1.4.255 =
o WOrk'ingW'ith ETS(download’diagnostics, LAN lllllllllllllllllllllllllllllllll=llllllllllll-llllllllllllll-.
group and bus monitoring, ...)
3 ® IPR/S E
* Access from the ABB i-bus® Tool 1.4.0 . Connection “KNXnet/IP Tunneling“:
« Connection to a visualization, etc. aet Unicast (Point to Point)
KNX 56560000 500 ETS: Group and bus monitor are supported
- Built in “IP Interface IPS/S” TET = 1.4.0 Individual address IP Router
] ] . 90 n Tunneling Server e.g. 1.4.251 - 1.4.255:
— Setting up a tunnel connection in the ETS: 1.45 1.4.18 1.4.11 - 5 additional addresses (local) for the
See chapter “IP Interface IPS/S” tunneling server of the IP Router
00 0000000000 A
2 :=M
00 n n v
1.4.23 1.4.19
it ]
000 il n
1.4.38 1.4.56
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

IP Router: Tunneling - Interface

— Furthermore, the 5 tunneling server can be
used in parallel for

* Working with ETS (download, diagnostics,
group and bus monitoring, ...)

* Access from the ABB i-bus® Tool
* Connection to a visualization, etc.

— A tunnel connection must be created in the
ETS, ABB i-bus® Tool, visualization for each IP
Router IPR/S, e.qg.

* Tunnel connection to line 1.1.xxx via
tunneling server 1.1.251 of IPR/S 1.1.0
* Tunnel connection to line 4.3.xxx via
tunneling server 4.3.251 of IPR/S 4.3.0
* Tunnel connection to line 8.1.xxx via
tunneling server 8.1.251 of IPR/S 8.1.0
* Tunnel connection to line ...

ABBE'TSI; o Ethernet/LAN
i-bus I I
Tool’ I n l.- lllllllllllllllllllllllllllllllllllllllll ..
visualization, . .
: - oe |pmumu nmm : - [
: 000 n :
. LC1.1.0 Line 1.1.xxx - LC 5.9.0
E [ [ RN l: 00 ‘0000000000 A : pEEEE -: 0000000000000000
- = mmmm hd :
: oo 0 ol v :
g LC4.3.0 Line4.3.xxx . LC 7.2.0
%; :::::::I lllll L D
000 n n
LC 8.1.0 Line 8.1.xxx LC 9.8.0

n

Line 5.9.xxx

Line 7.2.xxx

00000000

0000

il

Line 9.8.xxx

Each IP Router works simultaneously as a coupler (KNXnet/IP Routing)
and interface (KNXnet/IP Tunneling).

00000

C

[-X.]

—
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IP Router Secure IPR/S 3.5.1

Situation 5
e 2 v i
. i ioni visu |LB |
— The most relevant attack scenario on a KNX installation is over ETS -
the IP network ‘
— But access over TP is of course also possible and relevant for Ethﬁemet/
Building Automation en
IPR/S 5 1P Router IPR/S = |p Router
1.1.0 X.y.0
o bo]
x x o e
: : 1 [0
- l 2 i I%
2 | | | qc) - —_[
= 5
sesedeel] freeeeene
000 n n
]
P g Py [ ] s
KNX G




ABB i-bus® KNX - IP Devices
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IP Router Secure IPR/S 3.5.1

Threat scenarios
IP network
— Local (Wi-Fi/LAN)

* Often no separate technical network; therefore, users have
direct access to IP communication

— Remote access / Internet:
* Network Routers are often “open” visible on the Internet

« High number of potential attackers Ll
Fieldbus “
— Private housing -

* KNX cable outside the building E

— Commercial buildings

» Access to the bus via any node (especially in the hotel)
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Attack types (examples)

Impacts

Denial of Service Attack (DOS)

— Telegram flood on KNX (IP) device, as a result the deviceis
temporarily unavailable

Doing unwanted functions

— Driving blinds, switching lights, ...

Sabotage

— Change set points, reprogram devices, short circuit bus
Espionage

— Spying on user profiles

Deceive, intrusion

— Opening a door, disabling/unset security systems

Possible impacts

- Image damage (manufacturer, system integrator, end
customer)

— Dataloss
— Reduction of comfort
— Security loss

— Economic damage

- There are already ways to prevent / significantly hinder access
to the system

- Due to the current enhancements of the KNX standard ("KNX
Secure"), additional security mechanisms are possible

- KNX Secure alone does not make the system secure!

AL b D
rFAErmw
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The “entire chain” must be taken into account

Manufacturer

— (Product) security standards (cyber security, robustness),
updates

— Specification of standards (KNX Secure)

— Provision of checklists, training, ...

System integrator, installer

— Safety concept for planning, installation and operation
— Risk analysis

End customer, operator of the building

— Access control, security concept

— IT security (current security settings ...)
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General measures

Cybersecurity must be an integral part of planning and execution a
facility

Already it is possible to make access via IP (relatively) secure
— To the outside (firewall, VPN, filtering MAC addresses)

- Inside (separate technical IP network, encryption with Wi-Fi)
Prevent physical access to the bus

— Lockable distribution boards

— Devices with dismantling protection

— Separate lines for sensitive areas

— No KNX cable outside the building

©ABB AL
April 19, 2023 | slide 89 "~
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. . . : Building
Special solution for the attack scenario from the field level Management B
. System —
— Standard IP Interfaces connect hotel rooms with a central 'I—TI % Ethf;’;ft/
system (BMS Server) X
— Tunneling connection from each room to central BMS * * * X
— Security by isolated rooms — no KNX Secure! A Room 1} | Room2; I Y1 =~ Roomn|
i IP Interface . IP Interface b IP Interface i
— It covers the use case “Attack” from the field level ; IPS/S | | ﬁ IPS/S | ﬁ IPS/S ;
— No direct inter-room communication available
— BMS can also monitor the KNX field devices el O -
—->ABB “Hotel IP Link Bundle” HIL/S 20.1.1 i - ——) Semesss] ) | | somsesasms] ) |
T E B T E |
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Special solution for the attack scenario from the field level

ABB “Hotel IP Link Bundle” HIL/S 20.1.1 >

— The Hotel IP Link Bundle is consisting of a KNX IP Interface
(IPS/S) and a KNX Power Supply (SV/S)

— The IPS/S supports the KNXnet/IP protocol (tunneling) from the
KNX Association

— A central system (BMS server, visualization system, hotel
management system) establishes a connection to each
individual IP Interface IPS/S via the integrated tunneling server

— The SV/S generates and monitors the KNX system voltage for
up to 20 KNX TP (twisted pair) devices via an integrated choke

— The additional 30 V DC voltage output is used to power the
IPS/S 2.1

— Order number: 2CDG110237R0011 ) e
IP Link Bundle HIL/S 20.1.1

e
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Measure KNX Secure

KNX Secure has been developed to respond to the current and
future challenges regarding cyber security in building automation

— Step 1: Securing the IP communication with “KNX IP Secure”

* Implementation of the KNX IP Secure Standard in IP Routers,
Interfaces and other IP devices

* Software clients (visualizations) are also affected

— Step 2: Implementation of “KNX Data Secure” in all field devices
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KNX Secure offers maximum protection

— Home and building automation with KNX is secure
— KNX Secure guarantees maximum protection

* KNXIP Secure extends the IP protocol in such a way that all
transferred telegrams and data are completely encrypted

+ KNX Data Secure effectively protects user data against
unauthorized access and manipulation

— The KNX technology is standardized according to EN 50090-4-3,
which means that KNX successfully blocks hacker attacks on the
digital infrastructure of networked buildings

— Thus minimizing the risk of digital break-ins

— Moreover, KNX Secure meets the highest encryption standards
(according to ISO 18033-3, such as AES 128 CCM encryption) in
order to effectively prevent attacks on the digital infrastructure
of buildings and to achieve the highest level of data protection
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KNX Secure Brochures of the KNX Association

— KNX Secure Checklist
— KNX Secure Guide K’ x“ ﬁ
— KNX Secure Products m

ﬂ} q ;I,‘
- https://knxsecure.knx.org s

& . bl

KNX Secure KNX Secure

Checklist e KNX Secure Products



https://knxsecure.knx.org/
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Conclusion

— There is no 100% security

— Manufacturers, KNX Association, associations and the system
integrators are pushing the issue of safety to make the building
(even) safer

— Safety, comfort and economy have to be balanced against each
other

— In each project, it must be weighted how much security is
necessary

— The entire lifecycle of a building must be taken into account

- Integrators with the appropriate know-how have a competitive
advantage and should use it

Elbphilharmonie (Hamburg)
Concert hall/Stadiums and recreation

©ABB AA
April 19, 2023 | Slide 95 "
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IP Router Secure IPR/S 3.5.1

The ABB IP Router Secure IPR/S 3.5.1 has the same properties (ETS
parameter, filter table, ...) as the IP Router IPR/S 3.1.1 standard

— Routing of telegrams
- connection of KNX Lines and Areas over IP network

— Support of full filter table for all main groups 0...31
- no restrictions for usage of the extended group address range

— Power over Ethernet (PoE)
- no additional power supply or 12...30 V DC

— ABB i-bus® Tool support
—-> easier commissioning and diagnostics

— Unicast communication
- solution if Multicast is not possible

— 5 Tunneling Servers
- parallel access, less hardware
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IP Router Secure IPR/S 3.5.1

The ABB IP Router Secure is a KNX device according to the KNX
Secure Standard (KNXnet/IP Security)

— The communication on the IP network is secure
- Al KNX IP Secure devices must support the KNXnet/IP
security protocol

— ETS6 or ETS5 (5.7.4 or higher), the current version of the device
application and firmware are required for programming

— The device should always be operated in KNX Secure mode
- This ensures security for the tunneling servers

— The device can be safely put into operation

— All five tunnel connections can be used together encrypted or
unencrypted

— Firmware update with ABB i-bus® Tool, available updates should
be loaded into the device promptly
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IP Router Secure IPR/S 3.5.1

KNX IP Secure (KNXnet/IP Secure Routing and Tunneling)
— TP Telegrams are wrapped in a secure frame on IP
— Tunneling connections are secure

— AIlIP devices in a project have to speak secure

PC/

IP Secure ETS

Gl

Ethernet/LAN

V_|

IPR/S IP Router
1.1.0 Secure

IPR/S IP Router
1.2.0 Secure

IPR/S IP Router

0000000000

il

mmn
o
[~}
o

00000

x.y.0 Secure
00000000
HHHH]
- l-1.]
oo
: 00000000
-
000 n
N
KNX
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IP Router Secure IPR/S 3.5.1 - Commissioning

When commissioning a KNX secure device (first download) a
commissioning key — “Device Certificate” - is required

The “Device Certificate” consists of

i " ™
» FDSK = Factory Default Setup Key Device Centiicas (FDSK&]" o
. . S AABLS7-PTKAAA-
* Serial number of IP Secure device 23 ¢ CAQDAQ-COMBYH-
. 25 i g;? 2 BEFAWD-ANBYHT O
— ABB secure devices: 4 § §§§ % k
The “Device Certificate” is placed ona sticker on the left side of 88 ; %% 2 Device Certificate (FDSK)
the device and must be imported into the ETS s OREHD|
. . . | B ——
— One sticker can be usgd for project documentation, the other L Elt\ ol o I
can be left on the device & ReEEt
R iR
April 19, 2023 | Slide 99 RpD
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IP Router Secure IPR/S 3.5.1 - Commissioning

The “Device Certificate” is only required for initial commissioning
After that, the ETS creates new “Tool Keys”

The “Tool Keys” are transferred via the bus with encryption based

- " ™
on FDSK to the IP Router Defvics Corifiosie (FDSI%]" 0l
=% AABLS7-PTKAAA-
— Further device configuration is encrypted based on the “Tool §§ g ggg Z CAQDAQ-COMBYI-
Key” E § §g§ : BEFAWD-ANBYHT Ofs
5§ %3¢
- The .FDSK is only needed again after a device reset to factory 88 3 Device Certificate (FDSK)
settings g5 [ P =] 544 =]
T fie impdnt CAQDAQ-COMBYH
EE EE BEFAWD-ANBYHT wif
- 2
©ABB ' iR
April 19, 2023 | slide 100 APD
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IP Router Secure IPR/S 3.5.1 - Commissioning

How to enter the “Device Certificate”?
— When inserting a KNX Secure device, you will be asked for it
— The ETS asks for the key when programming for the first time
— Click on “Add Device Certificate”
* Properties = Settings - Selected device
* ETS main menu “Security”
— The reading can be done offline

— The keys are assigned automatically to the IP Router Secure by
ETS

@v j», ABB Factory Heidel...

Buildings, Catalog

11 4.2.5 SA/S12.16.6.2 Switch Actuator, 12f, 16A,
] Training room "Hertz"

T Tezininn ranm "Hina®

41TPline

=~ ABB Factory He... X

v Group Objects

Parameters

420 Line 42:00¢ IP Router 1PR/S3.5.1

Edit Workplace Commissionin: g Diagnostics Apps
@ Close Project Undo Redo | =4 Reports Workplace v | =2/ Catalogs [l Disgnostics  [E8] Bui > @a
Buildings v i Properties >
X D ¥ Download Highlight Changes ~ Default Paramste « ) ) e
T Buildings " 420 EiyE P Co. Inf.
[55 Dynamic Folders c?ﬁ Adding Device Certificate Name -
4 [Ey ABB Building 11 K ’ : : = Line 4201 IP Router IPR/S3.5.1
B8 Floor no. 01 - Basemen t i ks appeasssansmpisiig Individual Address
4 B Floor no. 02 - Ground fioor . Ifyou have the certf 7 42 0% | Pak
ini H Description
4 1P 420 Line 420 [P Router IPR/S3.5.1 Last Modified ~ 01.08.20.
@ 4.2.250 Tunnel 1 - IPR/S 35.1 Last Downloaded -
<@ 4.2.251 Tunnel 1 - IPR/S 3.5.1 Seristfnber. -
‘9 4.2.252 Tunnel 3 - IPR/S 3.5.1 AABOUC - NWKACK - Z737AT - 2VNNI3 - ZJFTOS ' v Secuire: Commissioning
“@ 4.2.253 Tunnel 4 - IPR/S 3.5.1 Serial Number 0002:EA098650 ‘ W Activated -
‘@ 4.2.254 Tunnel 5 - IPR/S 3.5.1 Factory Key  O4ACFF7FO4F556B51BCA4837498102EE
101 4.2.1 SV/530.640.5.1 Power Supply,Diagnosis,
101 4.2.2 IRA/58.230.5.1 Blind/RollerShutterAct,T. il
11 4.2.3 SA/58.16.2.2 Switch Actuator, 8, 16A,.. K Workspaces
11 4.2.4 DG/52.64.5.1 DALI Gateway,Premium,2f, @ Todo Items

\, Pending Operations

' Undo History
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IP Router Secure IPR/S 3.5.1 - Commissioning E%E; ——

How to enter the “Device Certificate”?

This device supports secure commissioning.
If you have the certificate of the device availzble, you can scan the QR code or enter it now.

— The key can be
* Entered via the keyboard
* Readin with a QR code scanner
* Read with the webcam of laptop

I ice Certificate (FDSK)
 — AABLS7-PTKAAA- E E
— ‘ CAQDAQ-COUBYI- Concel
e 9 BEFAWD-ANBYHT
(' . (=
Device Certificate (FDSK)
\ — AABLS7-PTKAAA- E" @
;‘ﬁ CAQDAQ-COMBYI-
=R BEFAWD-ANBYHT
9 Of
AL HR B
oy 4|
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IP Router Secure IPR/S 3.5.1 - Commissioning

— The ETS generates separate passwords for each tunneling
server

— The passwords of the tunneling server can be changed if
necessary

— Atunnel address can be passed to a client (e.g. BMS or Visu)
with the password

— The keys are generated and managed by the ETS
— If necessary, keys and passwords can be exported

. ABB Factory Heidel...
KNX [ ABBFactory|

Edit Workplace Commissioning Diagnostics Apps

Close Project Undo
Q J]

[& Hoor no. U1 - Basement

4 [ Floor no. 02 - Ground floor

4 ] Customer Training Center
[ Distribution board
4[] Training room "Edison”

4 [{ o8

4 {34.20 Line 4.2.xxx IP Router IPR/S3.5.1

%y 4.2.250 Tunnel 1- IPR/S 3.5.1
“@ 4.2.251 Tunnel 1- IPR/S 35.1
@ 4.2.252 Tunnel 3 - IPR/S 3.5.1
". 4.2.253 Tunnel 4 - IPR/S 35.1
“@ 4.2.254 Tunnel 5 - IPR/S 3.5.1

%4 ABB Factory He... X

Reports Workplace ~

Highlight Changes

4.2.0 Line 4.2.xxx IP Router IPR/S3.5.1 > KNX->LAN

KNX->LAN

LAN->KNX

IP settings

1 42.1 SV/530.640.5.1 Power Supply,Diagnosis,

1 4.2.2 JRA/58.230.5.1 Blind/RollerShutterAct,T.
101 4.2.3 SA/58.16.2.2 Switch Actuator, 8, 16A,..

1] 4.2.4 DG/S2.64.5.1 DALI Gateway,Premium,2f,
10 425 SA/S12.16.6.2 Switch Actuator, 12f, 16A.

4[] Training room "Hertz"

4 [34.3 255 Line 4.2000¢ IP Interface IPS/53.5.1

@ 4.3.250 Tunnel 1-1PS/S 3.5.1
“@ 4.3.251 Tunnel 2 - IPS/S 3.5.1
“@ 4.3.252 Tunnel 3 - IPS/S 3.5.1

41TPline

v Associations

42250 Tunn,

Parameters

el 1- PR3

51

Group telegrams
main groups 0..13

Group telegrams
main groups 14..31

Physically addressed telegrams
Broadcast telegrams

Telegram confirmation
for group telegrams

If free group address structure is used:

Main group 0..13 =>1..28,671
Main group 14..31 => 28,672..65,535

- = — —
Cetelogs | [ Diegrostics  [B8 suilding [l Topology [i0] Devices

Buildings ¥ ARG %\ Properties >

X Delete ¥ Download | ~

Filter

Filter
O Filter Block
O Route Block

© Only if routed

<--- NOTE

> Mavomstc *~ @ & O

=

Always

@ 5 @

Settin Com. Infor.
Name
Tunnel 1-IPR/S 35.1
Individual Address

42 250 3 Park

Description

W Password
TR*5Kswz.
Secure Group Addresses

Supported -

* Export interface Infor..

A Find and Replace
Workspaces

@ Todo Items

@ Pending Operations

Undo History
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Situation 1 - Attack over the IP network

No IP Secure

— Record and send KNX telegrams with ETS group monitor

— Record and analyze IP telegrams with special software,

e.g. Wireshark

M Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
A= @® BRE Re= SEE AR
[ [source=192.168.0.106
No. Time Source Destination Protocol Length Info
‘ 92 5.488252 192.168.0.109 224.0.23.12 KNXnet/IP 6@ RoutingInd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $01
93 5.539876 192.168.0.107 192.168.0.1 DNS 96 Standard query @xb6c8 A culpehnswss@l.servicebus.windows.net
94 5.560845 192.168.0.107 192.168.0.1 DNS 88 Standard query @xfc35 A parental.rest.gti.mcafee.com
95 5.561666 192.168.0.108 224.0.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.1.10->1/4/2 GroupValuelWrite $81
H 96 5.895736 192.168.0.107 192.168.0.1 DNS 86 Standard query @x52ec A updatekeepalive.mcafee.com
L 97 6.281394 192.168.0.109 224.9.23.12 KNXnet/IP 6e Routinglnd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $@0
98 6.361176 192.168.0.108 224.0.23.12 KNXnet/IP 6@ RoutingInd L _Data.ind 1.1.18->1/4/2 GroupValueWrite $00
99 6.368691 WistronI_4c:1f:49  Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
100 6.403460 192.168.0.107 192.168.0.1 DNS 73 Standard query @x4013 A www.google.de
101 6.672286 192.168.0.107 192.168.0.1 DNS 87 Standard query @x7be4 A inference.location.live.net
102 6.746145 HewlettP_Sb:ec:8a AbbStotz_4a:8@:f2 ARP 42 Who has 192.168.0.1082 Tell 192.168.0.107
Frame 97: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
Ethernet II, Src: AbbStotz_08:80:58 (00:0c:de:08:80:58), Dst: IPv4mcast_17:0c (01:00:5e:00:17:0c)
Internet Protocol Version 4, Src: 192.168.0.109, Dst: 224.9.23.12
User Datagram Protocol, Src Port: 3671, Dst Port: 3671
KNX/IP Routing Indication
CEMI L _Data.ind, P=Low, H=5, Src=1.2.6, Dst=1/4/1, GroupValueWrite $0@

IPR/S
1.1.0

Line 1.1.xxx

KNR

PC/
ETS

LAN

IP Router

00000000
. o0
000 n
|
00
o0 il
L}
L] 000
.
=]
o

1.1.10

Switch Actuator
A-Switch:1/4/1
A-Status:1/4/2

- Visu

IPR/S IP Router

1.2.0
o
% £t 3%
X
\Y} 0 Q
— 1 -
2 -,
5

" R1-LED: 1/4/2

KNR

1.2.6 Control Element
u Ri-Switch 1/4/1
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Situation 1 - Attack over the IP network

No IP Secure: Record and analyze IP telegram with special software, e.g. Wireshark

M *Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe

dm @0 IBRB Icss=F 85 Eaaan

1y

[ [source=192.168.0.106

No. Time Source Destination Protocol Length Info
’ 92 5.488252 192.168.06.109 224.9.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $01
i 93 5.539876 192.168.0.187 192.168.0.1 DNS 96 Standard query @xb6c8 A culpehnswss@l.servicebus.windows.net
E 94 5.5683845 192.168.0.107 192.168.0.1 DNS 88 Standard query @xfc35 A parental.rest.gti.mcafee.com
; 95 5.561666 192.168.0.108 224.09.23.12 KNXnet/IP 60 RoutingInd L _Data.ind 1.1.18->1/4/2 GroupValueWrite %01
i 96 5.895736 192.168.0.1087 192.168.0.1 DNS 86 Standard query ©x52ec A updatekeepalive.mcafee.com
[97 6.281394 192.168.08.109 224.0.23.12 KNXnet/IP 60 RoutingInd L _Data.ind 1.2.6->1/4/1 GroupValueWrite $@0 ]
98 6.361176 192.168.0.108 224.0.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.1.1@->1/4/2 GroupValueWrite %00
99 6.368691 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
100 6.403460 192.168.0.107 192.168.0.1 DNS 73 9
101 6.672286 192.168.8.107 192.168.0.1 DNS 874 |P address of IP Router: 192.168.0.109
102 6.746145 HewlettP_Sb:ec:8a AbbStotz_4a:80:f2 ARP 42 .
= = Multicast address: 224.0.23.12 =

Frame 97: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on in cd
Ethernet II, Src: AbbStotz_©8:80:58 (©0:8c:de:@8:80:58), Dst: IPv4mcast c (

User Datagram Protocol, Src Port: 3671, Dst Port: 3671

Value: “0”

Internet Protocol Version 4,(Src: 192.168.8.109, Dst: 224.0.23.12 ] KNX telegram;

KNX/IP Routing Indication IndiViduaI address 1.2.6
CEMI L_Data.ind, P=Low, H=5,[Src=1.2.6, Dst=1/4/1, GroupValueWrite $06] ‘ Group address 1/4/1
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Situation 2 - Attack over the IP network

IP Secure
— The complete KNX telegram is encrypted

— An IP telegram with the same KNX group address and the same
value is different for each transmission
- No replay attack possible!

— The ETS has assigned a “Backbone Key” for multicast
communication on IP to all KNX IP Secure devices in the project

M “Ethernet
Datei i Ansicht igati i Analyse istil
TS IEaa’an

i Wireless Tools Hilfe

Destination Protocol Length Info
138 28.949368 192.168.0.107 192.168.1.39 SNMP 88 get-request 1.3.6.1.4.1.236.11.5.1.1.9.15.0
139 28.988366 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
140 29.108397 192.168.0.1067 192.168.0.1 DNS 84 Standard query @x6a3c A sls.update.microsoft.com
141 29.2406720 192.168.0.105 224.0.23.12 KNXnet/IP 97 SecureWrapper $@0@00006102E .00027BE4B550.0008
142 29.326881 192.168.0.106 224.0.23.12 KNXnet/IP 97 Securelirapper $00000206108D.020027C08B550.0069
143 29.344683 Avm_4c:eS:6a HewlettP_Sb:ec:8a ARP 60 Who has 192.168.0.1072 Tell 192.168.0.1
144 29.344703 HewlettP_Sb:ec:8a Avm_4c:e5:6a ARP 42 192.168.0.107 is at a@:d3:cl: c:8a
145 29.654080 192.168.0.107 192.168.0.1 DNS 83 Standard query @xc348 A offic i
146 29.847150 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
147 30.847166 WistronI_4c:1f:49 Broadcast ARP 6@ Who has 192.168.1.12 Tell 192.168.0.100
148 30.948341 192.168.0.107 192.168.0.1 DNS 90 Standard query @xb6ed A mobile.pipe.aria.microsoft.com

Frame 141: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface @

Ethernet II, Src: AbbStotz_88:80:de (@0:0c:de:88:80:de), Dst: IPvamcast_17:0c (91:00:5e:00:17:0c)
Internet Protocol Version 4, Src: 192.168.0.105, Dst: 224.0.23.12

User Datagram Protocol, Src Port: 3671, Dst Port: 3671

KNX/IP Secure Wrapper, Seq Nr: $00000006102E, Ser Nr: $0@027BE4BS50, Tag: $0008 (no key available)

N

IP Secure

IPR/S
1.1.0

Line 1.1.xxx

KNR

Ers

LAN

IP Router
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.o e
000 n
|
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o0 0
: 000
(=]
i
| |
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Situation 2 - Attack over the IP network

IP Secure: The complete KNX telegram is encrypted

‘ *Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
AR 2@  IDRE eI =EQAQAQH
| i l.&.f‘:zexgeﬁlter anwenden ... <Ctrl-/>
No. Time Source Destination Protocol Length Info
! 138 28.949368 192.168.0.107 192.168.1.39 SNMP 88 get-request 1.3.6.1.4.1.236.11.5.1.1.9.15.0
; 139 28.988866 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12? Tell 192.168.0.100
i 149 29.188397 192.168.0.107 192.168.0.1 DNS 84 Standard query @x6a3c A sls.update.microsoft.com
L[ 141 29.24@720 192.168.0.105 224.9.23.12 KNXnet/IP 97 SecureWrapper $00000006102E.00027BE4B550.0008
142 29.326881 192.168.0.106 224.8.23.12 KNXnet/IP 97 SecureWrapper $00000006108D.00027C03B550.0069
143 29.344683 Avm_4c:e5:6a HewlettP_Sb:ec:8a ARP 6@ Who has 192.1638.0.107? Tell 192.168.0.1
144 29.3447@3 HewlettP_Sh:ec:8a Avm_4c:e5:6a ARP 42 192.168.0.107 is at a0:d3:cl:5b:ec:8a
145 29.654080 192.168.0.107 192.168.0.1 DNS
146 29.84715@ WistronI_4c:1f:49 Broadcast ARP IP address Of IP ROUter' 1921680109
147 30.847166 WistronI_4c:1f:49 Broadcast ARP Multicast address: 224.0.23.12
143 30.948341 192.168.0.107 192.168.0.1 DNS |
|
> Frame 141: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) c’erfa :
» Ethernet II, Src: AbbStotz 88:8@:de (@@:@c:de:83:80:de), Dst: IPvAmcasWP17:Ggm(d Comp|ete encrypted KNX te|egram
» Internet Protocol Version 4, Srcy 192.168.0.105, Dst: 224.0.23.12
» User Da ram Protocol, Src Port: 3671, Dst Port: 3671
KNX/IP Secure Wrapper, Seq Nr: $20820806102E, Ser Nr: $80027BE4B55@, Tag: $@008 (no key available) ]
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Situation 3 - Attack over the IP network

No IP Secure Pc/ :
IPgec ETS Visu
— Unload and download an IP Router with the ETS is possible &
Han (L))
El_i‘ Topology v Number Group Add Name ,
[55 Dynamic Folders
4 1} 1Areal
E 1.1 Line 1.1.abc
IPR/S IP Router IPR/S IP Router
4 [F 12 Line 1.2 def
1.1.0 1.2.0
» "W 12.01PR/S3.1.1 IP Router MDRC
4] 1.2.6 DAL-Gateway, DG W Download 4 00000000 1'1"10
. 5 = Switch Actuator ¢ ——
] 1.2.7 Fan Coil Controller » ( Unload Application X A-Switch: 1/4/1 § A
1.2.8 Smart Touch 7, 61 i 0 i 0
- e e : Info * | Unload Application and Address  Ctrl = U : I A-Status: 1/4/2 g | D
4] 1.2.9 Power Supply,Diac ) h )] ¥ 1] =2
4] 1.2.10 Switch Actuator4 ¥J Reset Device Ctl+R £ = = —
C Devi
e e o0 1.2.6 Control Element
Do . R1-Switch1/4/1
- - R1-LED:1/4/2
[m]
Aﬂ
KNX KRR
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Situation 4 - Attack over the IP network

\ e/ |
IP Secure IP Secure ETS Visu

— Unload and download an IP Router with an “Attack ETS” is not E,% &
possible @ ‘ LAN 2

- No “BackboneKey”t | e SUIIWW
IPR/S IP Router IPR/S IP Router
1.1.0 Secure 1.2.0 Secure
i.1.10
00000000
¢ = Switch Actuator ¢
S — A-Switch: 1/4/1 S
. % A-status:1/4/2 o (-
S = 2 -
4 4
© o 1.2.6 Control Element
550 . R1-Switch1/4/1
" R1-LED:1/4/2
]
0
|
KNX (T
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IP Router IPR/S 3.1.1 (standard) and IP Router Secure IPR/S 3.5.1

Situation 5 - Attack over the IP network

IP Secure
— Replacing the IP Router Secure with an IP Router standard

— This does not pose a security risk because the device is not a
part of the secure system
- No multicast communication to other IP Router Secure
possible!!!

\

IP Secure

@_

PC/
ETS

ElE

Visu

IPR/S IP Router
X.y.0 (standard)

Ethernet/LAN
IPR/S IP Router IPR/S IP Router
11.0 Secure 1.2.0 Secure
g I
|
00
o0 i il
©000000000000000 ol
oooooooo -]
n
KnX ] R —

00000

KNX

IP Router
Secure

00000000

ooo n

A
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Situation 6 - Attack over the IP network

\ e/ |
IP Secure IP Secure ETS Visu

— Factory reset can be done directly on the IP Router Secure @ oaa
— This does not pose a security risk because the device is no Ethernet/LAN

&
(L))

‘ I_ [ Factory

longer part of the secure system @ At
- No multicast communication to other IP Router Secure @
possible!!! IPR/S =] IP Router  IPR/S = IP Router IPR/S [=]IP Router
1.1.0 Secure 1.2.0 Secure Xx.y.0 Secure
— Despite existing FDSK there is no access to the system (e.g. the
sticker with the FDSK is still on the device)
— For commissioning and operation in KNX Secure mode, the : I |_|
“Backbone Key” and “Tool Key” is required! 5 00000
........ ) D s e
e j —




ABB i-bus® KNX - IP Devices
IP Interface IPS/S 3.1.1 (standard) and IP Interface Secure IPS/S 3.5.1

IP Router Router Secure IPR/S 3.5.1 - ABB i-bus® Tool: “Discovery” (find and display ABB IP devices in the network)

i-bus® Tool

% i-bus® Tool 1.9.37.10

KNX Secure

Active

Welcome

ABB IPR/S3.5.1 DB 4C: Line 1.2.x: ABB IP Rout e 2. 0. 00:0C:DE:88:80:DE < Active v Up to date KN X Secu re ]s aCt1ve

Filter Detailed data

Detailed data Unicast configuration
osace Firmware = 0.3.662
IP address assignment method = DHCP
1P address = 192.168.0.106 Subnet = 255.255.255.0  Gateway = 192.168.0.1
BaseT = 100 MBit/s
Serial number = 00027C08B550

Physical address = 1.1.0
Programming mode = Off

Bus state = Ok

Routing multicast = 224.0.23.12
Secure mode = Enabled

Copy to dlipboard
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IP Router Secure IPR/S 3.5.1

Summary

— KNX IP Router Secure IPR/S 3.5.1 fulfills the KNX Secure Standard 4
“KNXnet/IP Security”

— Communication on IP network, tunneling servers and ]
commissioning from ETS are secure don PRSI

LAN (Pof)

0N, UNK

— After commissioning, an IP Router Secure behaves like a
standard IP Router and has the same parameters

{ Te\ieg,;_‘.,}

[ Device Centificate (FDSK) ABB i-bus® KN @

— All functions from standard IP Router IPR/S 3.1.1 are available s s OETD)
. BEFAWD-ANBYHT E
— The ETS requests a password for the project oevicemmcamsx,r
— The “Device Certificates” (FDSK) of all IP Routers Secure and Exonocman 8
| -ANBYHT r

other IP devices Secure must be entered

— The ETS generates and works with many keys — but there is no
need to change them
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Tips & Tricks — IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

No ETS access to the IP Network possible

ETS programming, diagnostics,... is not always possible with the
IP Router IPR/S or IP Router Interface, e.g.

— The firewall, virus scanner, ... on the laptop is blocking a
download

— Multicast communication (Point to Multipoint) is not possible in
a network (blocked by network admin)

— External System Integrator does not have access to the
company IP network

- Always have a USB interface with you

- So you always have access to KNX

¥ McAfee Host Intrusion Prevention

[E]'-c,o-l-

Application Infarmation | Connection [nformation ]

Metwork Application Alert
Application attempting to access the Network.

Selecting “allow'" wall create a new permizsion rule for this application.

Selecting Deny will create a new block mile for this application.

Infarmation

Event Time : 03.04.2012 10:30:26
Product Hame : ETS4
Application HName : ETS4 EXE
Application Path : C:MPROGRAM FILESWETS4METS4.EXE
Vendor Name : KM ézgociation cvba
Yersion : 4.0.2504.18738
Optionz

Allow

Deny

USB Interface
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Filter tables

— The filter tables of IP Router IPR/S are generated by ETS
automatically in the background

- If “KNX” devices (ABB Busch-ControlTouch®, BMS, visualization,
tablet apps, ...) are parameterized outside of the ETS, the ETS
does not know these devices and cannot adapt the filter tables g
accordingly e — BMS,

- Manual editing of the tables may be necessary visualization,

* When communicating via a tunnel server, there is a direct
connection to the line 2 no editing of the filter tables required

* In the case of communication via Multicast, the connection is on
the IP network and the group addresses must be added to the
filter tables manually IP Router IPR/S

incl. filter table

ABB Busch-
ControlTouch®
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Tips & Tricks — IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Filter tables — Manual editing of the filter tables (1)

Set the ETS parameter of IP Router IPR/S to “Route”

— All group telegrams from the main line to the line and from the
line to the main line are forwarded

— The group telegrams are thus also forwarded to all other lines

— This can lead to a high bus load in all lines and possible
communication problems

— Note:

 If thereis no acknowledge (ACK) of the group telegram, it will
be repeated up to 3 times —in all lines!

- Not recommended - except during initial commissioning !!!

@' Py 32::‘“"7 Heidel... ABB Factory He... X

Edit Workplace Commissioning Diagnostics Apps

@ Close Project =% Reports Workplace v |2/ Catalogs [ Diagnostics
Buildings ¥
C X Delete W Download | v - Highlight Changes  Default Parameters
[ Buildings " 41,0 Line 4.1.xxx IP Router IPR/S 3.1.1 > KNX->LAN
[55 Dynamic Folders
4 [E9 ABB Building 11 KNX->LAN Group tel s
Floor no. 01 - Basement
LAN->KNX
4 [ Floor no. 02 - Ground floor

4 T Customer Training Center

IP settings
4 [ Distribution board
19 4.1.0 Line 4,130 IP Router IPR/S 3.1.1

v, 4.

€ co..
If free group address structure is used:
Meain group 0..13 => 1..28,671
Main group 14..31 => 26,672..65,525

Group Objects Parameters
A1TP line 41,0 Line 4.1.00¢x P Router IPR/S 3.11

© Route Block

© Onlyifrouted  Always

<--- NOTE

Line 4.1.x0¢ 1P Router IPR/S 3.1.1
Individual Address
41 o

Description

Last Modified 29.07.2022...
Last Downloaded 29.07.2022...

Serial Number ~ 0002:2942..

Status
Unknown -

A Find and Replace
Workspaces

@ Todo Items

&9 Pending Operations

Undo History
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Tips & Tricks — IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Filter tables — Manual editing of the filter tables (2)

Add group addresses to the filter tables manually

— You can manually add group addresses by clicking on a line or
area (not IP Router) in the topology window

— Then select the “Information” tab in the navigation bar
— You have the option there to add and remove group addresses

— The group addresses automatically generated by the ETS and
manually added are then listed in the “Manual filter table
entries” dialog window (= right mouse click on IP Router)

— Note:
* The filter tables of all IP Routers must be edited

* If an address of a group address is changed, this manually
added group address is not updated in the filter table!

- Not really recommended!!!

Edit Workplace
@ Close Project Undo
Topology ¥
o= AddDevices | v ¥ Delete
TIT Topology Backbone

[%5 Dynamic Folders

[&] 3 1P area

4 [E] 41Parea

|

ne 4.2 IP Router IPR/S3.5.1

101 4.2.1 5V/530.640,5.1 Power Supply,Diagn..
1 42.2 JRA/S8.2305.1 Blind/RollerShutterA.
101 42.3 SA/S8.16.2.2 Swiitch Actuator, 8f, 16..
10 424 DG/52.645.1 DA
10 425 SA/S12.16.6.2 Switch Actuator, 12,
19 4.2.6 Line 41300 IP Interface IPS/S3.1.1

S 43 TPline

y,Premiu..

i=% Reports Workplace ¥

ABB Factory He...

Commissionin g Diagnostics Apps

Application Program

IP Router Secure/1.0a

 Supply,Diagnosis MDRC
RollerShutterAct TD,M,8£ 230V
£ 16A, MDRC
mium,2f MDRC

Power Supply, Diagnosis, 640.
Biind/Shutter Bf 230V TravelDe..

IP Interface/2.1a

Descript Room
DB
DB
D8
DB
DB
DB

Training reom "H

> (@ Avtomatc ~ @

i Properties

From 6/1/47 To

Add

Remove

A Find and Replace
Workspaces

@ Todo Items
Pending Operations

Undo History
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Tips & Tricks — IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Filter tables — Manual editing of the filter tables (3)

Dummy device in ETS

— Add an additional KNX device (dummy) to the ETS and link the
required group addresses

— The ETS recalculates the filter tables of all IP Routers and
automatically adds these group addresses

— However, this “dummy” device only exists in the ETS

- Recommended!!!

-

0000000000

s Output A: 2/3/46,

al -

oo (/07
Tablet Visu/ > 0 ¢
i- BMS
(Wi-FD) 2/3/46 Filter table:
oes =l ’ IPR/S 2/3/46,
N (= s 510 [ o/arre
T x/y/z X/y/2 ’
. ~ 1/ s
Ethernet/LAN
Filter table: . )
IPR/S 2/3/46, IPR/S Filter table:
1.3.0 2.7.0 0/4/78,
.3. x/y/z . X/y/2
camms 00000000 9
6 ooo n D
* R

00

o0

n
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Tips & Tricks — IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Filter tables — Manual editing of the filter tables (3)

Dummy device in ETS

— Add an additional KNX device (dummy) to the ETS and link the
required group addresses

— The ETS recalculates the filter tables of all IP Routers and
automatically adds these group addresses

— However, this “dummy” device only exists in the ETS

- Recommended!!!

@' Py :22::"“'7 Heidel... . ABB Factory He...

Edit Workplace Commissionin g Diagnostics Apps

@ Close Project Undo

i=% Reports Workplace v |2

X Delste W Download * @ Info v €) Restart Unload * &% Print

TIT Topology Backbone Name
&5 Dynamic Folders 4/1/3 4/1/60, 4/71/81 4/1/91 Dummy 1-bit
B 11 2 4T3, 41170, 47195 y
3 417103 4/1/47 e
[&] 2 Area 2xx ‘ T
(5] 3 Area 3:xx 5 2/4/89,3/4/14
[%] 4 Area 4.xx 0/2/198, 7/4/87 Dummy Voltage

ytes
[4 [&] 15 Dummy Area 15.x.x 502 Device clock 1bit
4 |2 15.1 Dummy Line 15.100¢ H 503 Device clock 3 bytes
= = Device clock 3 bytes
» W 15.1.1 Dummy device (ABA/S1.2.1 Logic...
Device clack 8 bytes

Group Objects Parameters

41TP line 1511 ABA/S1.21 Logic Controller

=

stics | [E8] Building i To y Devices Automatic ¥
Topology ~ & i Properties >
A D earc >~

¢ B O O
Setti P Com. Infor.
Name

Dummy device (ABA/S1.2.1 Logic Controlle
Individual Address

) 151 iis Park
ct - Description
trigger s Low
date R Low
+ of da £ B W L
15.1.1 ABA/S1.2.1 Logic Controller *
File Edit Monitor Simulation Help
=Y - OBP‘V«,_IH.—*@ 101 |100% | |54
= 7 | WorksheetX |4
4 KNX1/O N
Dummy 1-bit
1bit e

Example:
“Dummy” area 15 and line 15.1.xxx

Logic Controller ABA/S as a “Dummy device”

-

Dummy 1-byte %
8 bits.
-

om

Dummy Temperature Dummy Lux
16 bits ol 6ot oM
- -
Dummy Power Dummy Voltage
32 bits C o 32 bits
= =
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Unicast Communication

— Solution if Multicast communication is not possible

— Up to 10 IP Routers IPR/S can be combined to form a “Unicast
group”

— Each IP Router IPR/S is then assigned 9 IP addresses to which it
sends its telegrams (Point to Point)

- Itis also possible to link a client (e.g. a visualization or BMS) with
this unicast group

— Configuration of unicast groups is simple with the ABB i-bus®
Tool

— Many Unicast groups are possible at the same time, but
communication is feasible only within the same group

— Network telegrams are acknowledged and repeated if necessary

Note: This special communication type does not comply with the
KNXnet/IP specification

]
oo l I
Visu/
P 102168012 ! A Tesicaos o
.168.0. |4 192.168.0.36
: 192.168.0.36 | IPR/Sﬁlt 192.168.0.47 |
| 192.168.0.88 | 1.5.0 L 192.168.0.88 | NAS | 2
192.168.0.47 192.168.0.12 I _____ I e
Unicast group: Acknowledged Ethernet/LAN
192168.036 |  — — — — — 1 dataexchanoe - |1921680.88
192.168.0.12 | 192.168.0.12
IPR/S II 192.168.0.88 | 192.168.0.36 I;F}z/os
1.3.0 |V 192.168.0.47 | 192.168.0.47 h
—————— L - s s e el
Q0 oo
| -

00000000

000

il

0000000000

il
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Unicast Communication - Configuration of unicast groups with the ABB i-bus® Tool

-bus® — —
tutted % = e N —
A a . - Pdm
" Home Hel Refresn Group/devices Create unicast
P g
- ? Unicast group group

ABB

ABBIPR/S3.1.1 ABB IP Router 1.5.x - DB Floor 1.5.0 192.168.0.12

ABBIPR/S3.11 ABB IP Router 2.7.x - DB Floor 2.7.0 192.168.0.88

IPR/S 3.1.1
IPR/S 3.5.1

E‘i ‘ Unicast group

Detalied data VLY

S bus calculation Unicast state Unicast is active
Number of supported unicast addresses 9

Unicast group name

Unicast addresses table 1: 192.1680.88 2: 192.168.0.12

Refresh mode Automatic i-bust
ABB C

vf) Disconnected Telegrams per second 6
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Attacks from outside via the Internet

— Many KNX installations everywhere can be at risk now. It is
necessary to protect this installations

* Never open ports or using port redirection of network routers
- This makes the KNX communication visible via the Internet

* Using secure access via specific devices, VPN or a portal
(ABB “myBuildings” portal)

— Current situation
* In the past, remote access via the Internet was desired
» Ports (e.g. 3671) were opened and they are still open!

* KNXinstallations have already been “attacked” (use of open
vulnerabilities) from outside and KNX devices have been
reprogrammed, unloaded, ...

- Without the right security measures your KNX project could be
open to attack from automated bots

NOT RECOMMENDED

KNXnet/IP Mgssages

KNXnetAP Router or
Tunneljhg \erver(s)

Line Cougler

End Device

RECOMMENDED A
KNXnet/IP Messages
through VPN connection

Router with VPN functionality
or Router + VPN server

KNXnet/IP Router or
Tunneling Server(s)

Line Coupler

End Device

RECOMMENDED B

http access to object data via
manufacturer specific solution
or via KNX Web Services

Manufacturers specific device
connected to Internet
reflecting status of

(some) group objects —
manufacturer specific
security measures

Line Coupler

End Device

Access to KNX installations via Internet
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Communication via IP and TP of KNX devices

Ethernet/LAN IP touch 7/10 LAN PLC AC500 with KNX
— There are KNX devices with an IP connection [jD[j
' ' ) ) . I IP Router ‘l
— However, communication takes place via twisted pair TP IPR/S
|
— The filter tables of the IP Routers IPR/S must be observed and, L ' Filter
if necessary, edited manually table
— The IP connection is e.g. only for web access with a browser | entries e
* Logic Controller ABA/S
+ ABB EQmatic Energy Analyzer QA/S KNX
* ClimaECO Application Controller AC/S rﬂ/:/ —
. - T
* ABB Busch-ControlTouch® and Busch-VoiceControl® g SO
— KNX devices communicating via IP pE=e:. » T
- IP touch 7 / 10 LAN ‘I ‘I
« PLC AC500 with integrated KNX interface (former BAC/S) Logic Controller Busch-
ABA/S ControlTouch® GM/A
A DD
AP
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IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Overview
2CDG 110177 ROO11  IP Interface IPS/S 3.1.1 - | -
2CDG110204R0011 IP Interface Secure IPS/S 3.5.1
2CDG 110175 RO0O11 IP Router IPR/S 3.1.1 o o
2CDG 110176 ROO11 IP Router Secure IPR/S 3.5.1
IP Interface IP Router IP Interface IP Router
IPS/S3.1.1 IPR/S 3.1.1 Secure Secure
IPS/S 3.5.1 IPR/S 3.5.1
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Further information

— www.abb.com/KNX

* Products and Downloads
- System Infrastructure and Interfacing
- IP Routers and Interfaces

* Product information (manual, software, ...)

Training & Qualification Database
* https://go.abb/ba-training

— YouTube

System Infrastructure and Interfacing

Couplers and Gateways for communication and integration

Products and Documentation

oL |L|L| L

* Channel “ABB Home and Building Automation”
https://www.youtube.com/user/ABBibusKNX

— KNX Association

* https://secure.knx.orqg/

_—

Wéslnar “KNX Secure and ABB IP Router Secure IPR/S 3.
Competence Center Europe - Smart Buildings
Thorsten Reibel Xegen Schider,

ABB Home and Building Automation



http://www.abb.com/KNX
https://go.abb/ba-training
https://www.youtube.com/user/ABBibusKNX
https://secure.knx.org/

ABB i-bus® KNX - IP Devices

IP Router IPR/S 3.x.1 and IP Router Interface IPS/S 3.x.1

Further information

Training & Qualification Database: https://go.abb/ba-training

— The database contains extensive training content

 Webinar, Learning Sessions, ... slides and videos

* Video tutorials

* and more....

 KNX Secure and ABB IP Interface Secure IPS/S 3.5.1,
including detailed commissioning
—->Link PDF - Link Video

* KNX Secure and ABB IP Router Secure IPR/S 3.5.1;
including detailed commissioning

- Link PDF - Link Video
* |P Router IPR/S 3.1.1 and IP Interface IPS/S 3.1.1
->Link PDF - Link Video

* Advanced features of IP devices: IP Router IPR/S 3.1.1 and IP
Interface IPS/S 3.1.1
—-2>Link PDF - Link Video

= B3 Youlube™ Search

Webinar about KNX Secure and ABB IP Router Secure IPR/S 3.5.1

(=

A



https://go.abb/ba-training
http://search.abb.com/library/Download.aspx?DocumentID=9AKK107991A8355&LanguageCode=en&DocumentPartId=PDF&Action=Launch
http://search.abb.com/library/Download.aspx?DocumentID=9AKK107991A8355&LanguageCode=en&DocumentPartId=MP4&Action=Launch
http://search.abb.com/library/Download.aspx?DocumentID=9AKK107492A2065&LanguageCode=en&DocumentPartId=.PDF&Action=Launch
http://search.abb.com/library/Download.aspx?DocumentID=9AKK107492A2065&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK2017-107521&LanguageCode=en&DocumentPartId=1&Action=Launch
https://www.youtube.com/embed/L85fwGYN3dw?html5=1&rel=0&wmode=transparent&autoplay=1
https://search.abb.com/library/Download.aspx?DocumentID=9AKK106713A1445&LanguageCode=en&DocumentPartId=&Action=Launch
https://www.youtube.com/embed/CbsniDjGb9E?html5=1&rel=0&wmode=transparent&autoplay=1

Disclaimer

The information in this document is subject to change without notice and should not be construed as a commitment by ABB. ABB
assumes no responsibility for any errors that may appear in this document.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any nature or kind arising from the use
of this document, nor shall ABB be liable for incidental or consequential damages arising from use of any software or hardware described
in this document.

© Copyright [2023] ABB. All rights reserved.

AL b D
rFAErmw






