This webinar brought to you by the Relion® product family
Advanced protection and control from ABB

Relion. Thinking beyond the box.

Designed to seamlessly consolidate functions, Relion relays are
smarter, more flexible and more adaptable. Easy to integrate and
with an extensive function library, the Relion family of protection
and control delivers advanced functionality and improved
performance.
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ABB Protective Relay School Webinar Series

Disclaimer

ABB is pleased to provide you with technical information regarding protective
relays. The material included is not intended to be a complete presentation of
all potential problems and solutions related to this topic. The content is
generic and may not be applicable for circumstances or equipment at any
specific facility. By participating in ABB's web-based Protective Relay School,
you agree that ABB is providing this information to you on an informational
basis only and makes no warranties, representations or guarantees as to the
efficacy or commercial utility of the information for any specific application or
purpose, and ABB is not responsible for any action taken in reliance on the
information contained herein. ABB consultants and service representatives
are available to study specific operations and make recommendations on
improving safety, efficiency and profitability. Contact an ABB sales

representative for further information.
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Presenter
Howard Self, P.E.
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Howard is a 1987 Graduate of Clemson University, where he received his
Bachelors of Science in Electrical Engineering. He has over 28 years
experience in protection, control and automation in utility transmission and
distribution systems.

He spent his first 12 years of his career as a Substation Relay, Protection and
Control Engineer for Santee Cooper. Howard was involved in Engineering,
Operations, maintenance and Design of Transmission, Distribution, and
Generation substations while there. Howard has worked the next 15 years as
both an Engineering Manager for Substation Automation Systems and Product
Manager for Transmission and Distribution Automation Products.

Howard has experience in delivery of systems using both DNP and IEC61850.
He has been active in CUEPRA, IEEE, UCA, and DNP users groups.. Howard
is presently a member of SGIP.

Howard joined ABB in 2011. He is currently the Program Manager for ABB’s
Distribution Automation Smart Grid Center of Excellence. Howard is
responsible for helping close the product gaps through R&D and product
development in ABB’s DA Smart Grid Portfolio,as well as, leading the NAM
Distribution Automation Verification Center(DAVC).



ABB Protective Relay School Webinar Series
Contents

- IET600 - Integrated Engineering Tool main features
- ITT600 - SA Explorer main features
- SDM600 — System Data Manager

= Questions
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ABB Protective Relay School Webinar Series

Overview
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ABB’s SA tool landscape
Tool suite for engineering, integration and testing

System Engineering
IET600
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IET600 Integrated Engineering Tool

A comprehensive engineering tool to design and
configure the complete IEC 61850-based
substation automation system

Graphical editor for specification of
substation topology

Graphical editor for specification of physical
communication network topology

Import, utilization and creation of SCL
conform files

1 1 N - Configuration of communication
ERSa-TE N - = TR subnetworks

Flexible configuration of datasets, Report
Control Blocks (RCB) and Goose Control
Blocks (GCB)

Define dataflow and RCB/GCB clients

% } % « Generate a complete description of the

‘ I substation (SCD file)
Generation of XLS Signallists documenting
the complete IEC 61850 dataflow
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IET600
Editors for Design & Engineering of IEC 61850 SAS
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IET600
Graphical Editor to Define Substation Topology

- Easily define the substation
topology, including substation,
voltage level, bays and primary
equipment

= Graphical single line
representation of the
substation

= Map primary equipment to
IEDs according to IEC 61850

AA1.D1.Q01 AA1.D1.Q02 AA1.D1.Q03
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IET600 — Overview
Engineering Tasks

Network Control Centre

sas Nl @4 StationComputer | (i
e 1" i ient-Server
| g'le"t “server. Gateway .= ' communications are
| Commands, e | . .
| Reporting, Log, =P f ,’J Master Clock i point to point
| Directory Fa | _
| services, File / entena \ | Real-time
itransfer L/ Station Bus \ | communications are
i 7 v broadcast
___J___ ?f _________________________________________ o
\
e Al [TmEEm=m= . e - e _ ST T T T __ 1
i , b Real time: GSE | -+ Y-y Network traffic
¥ t1 I e | ¥ i1 . il | performance can be
I Protecg:c.:_:r; C':mtrglz?llEE i ______ I Protecgj:g? C"’“‘EF;’.';; i optimized by using
i | i | “managed Ethernet
| i | i switches”
: Frocess Bus I : |
I IECE1850-9-2 : : :
' Merging Unit | | |
I S I IBayN !
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IET600
Configure Communication Networks

Communication 3 x

= Clear overview of communication
-1 % DEMO1

- vv IS parameters and settings
o5 AA1D100241 (51)

s AATD1G014T (51)

T AATOPCT (1) - Easily assign IEDs to subnetworks
Forr AATWAZ

= Versatile filtering functions to quickly
navigate through parameters

(2l IED Name ¥ AccessPointName 7 IPAddress %  Subnetwork® Y Application

P AAIDIG0Z2A1 51 172.16.56.1 AATWAT 8-MMS
Aa1D1001A1 S 172.16.56.3 AATwWa1 8-MMS
A510PC1 51 172.16.0.10 AdTwWa1 8-MMS

© ABB Group
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IET600 - Overview

Graphical Editor to Define Communication Network Configuration

- Easily define the complete
== - substation-wide communication
- m | network configuration

« Use substation tree structure to
e e e e e e (Y navigate/highlight the

E = e e = equipment that belongs to a

. ‘ bay

= Printout diagram for system
documentation

© ABB Group
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IET600

Configure IEC 61850 Dataflow

= il
o ] o
z 5 i3
& v v v 8Y ev ev
= =3 =
- = =
Q Q [=]
- = =
I[EDName LD LN  GCB  AttachedDatasst 3 & 3
> AAIDIO0IAT  LDO LLNO gcb A Interlockingé %
A81D100141  LDO LLND  gcb B Protectiond %
AAID1001AT  LDO LLNO  gcb C ProtectionB %
A41D100281  LDO LLNO  gcb_A Interlockingd, %
AA1D100241 LDO LLNO | gcb B Protectiond, ®
AA1D100241 LDO LLNO  geb C PraotectionB ®
AA1D100341  LDO LLNO | gcb & Interlockingé.
As1D1GQ03481  LDO LLNO  gcb B Protectiond
AA1D100341 LDO LLNO  gcb C PratectionB
& IED ¥ LD ¥ LN ¥ Dataset * ¥ RelatedControlBlocks 7 Status ¥ Description
> AAIDIQOIAT  LDO  LLNO Interockingd ach & ledDefinedConfigurable  Data requied for distibuted interlocking.
AAID1001AT  LDO  LLND | MeasFita 1eh_T ledDefinedConfigurable Al dead-banded measurands used to up
AAID1Q0IAT  LDOD  LLNO | Protection  geb B ledDefinedConfiguiable  Data required for distiibuted pratection fu
4410100141  LDO  LLNO | ProtectionB  geb_C ledDefinedConfigurable  Data required for distributed protection fu
4A1D100141  LDO  LLNO | Statledd rch_U ledDefinedConfigurable Al IED related status data and diagnosti
AAID1001AT  LDO  LLNO | StatledB 1ch_V ledDefinedConfigurable Al IED related status data and diagnosti
441D100141  LDO  LLNO | StatledC e W ledDefinedConfigurable  All IED related status data and diagnosti
AAID1Q01AT LDD  LLNO | StalledD 1ch_X ledDefinedConfiguiable  All IED related status data and diagnostic
4410100141 | LDO  LLNO | StatledE 1eh_Y ledDefinedConfigurable Al IED related status data and diagnostic
441D100141 | DO LLNO | StatledF 1ch_Z ledDefinedConfigurable Al IED related status data and diagnosti
AID100TAT  LDO  LLNO | StatledS 1ch_A4 ledDefinedConfigurable  All IED related status data and diagnosti
4410100141  LDO  LLNO | StatNmla  rcb C ledDefinedConfigurable  Status Data used for event ist enties.
AAID1Q0IAT  LDOD  LLNO | StatNmlB  rch D ledDefinedConfiguiable  Status Data used for event st entries.
4410100141  LDO  LLNO | StaNmiC | rch_E ledDefinedConfigurable  Status Data used for event st entres.
A81D100141  LDO LLNO  StatNmlD ch F ledDefinedConfigurable  Status Data used for event list entries.
AAIDIQ01AT  LDO  LLNO | StalNmE  rcb G ledDefinedConfigurable  Status Data used for event list entries.
4410100141 | DO LLNO | StatNmF  rcb_H ledDefinedConfigurable  Status Data used for event list entries.
AAIDIQOIAT | LDD  LLNO | StatNmiG rch_| ledDefinedConfiguiable  Status Data used for event st entries.
4 [
IED: LD: LN: DObject: DAtr.: FC:
AA1D1G01AT (81) 0c4_1 OC4PHAR1 Mod q[sT] sT v
EF4_1 ~ [Lno Beh ctModel [CF] q
LDo LPHD1 Health q[sT]
0c4_t _ | OC4PHAR1 = |Mod stval [T
ov2_1 | |ocepToct NamPlt t[sT]
ROV2_1 0C4PTOC2 Str
SES_1 0C4PTOC3
w21 ~ | ocapTocs X

© ABB Group
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Powerful editor to easily define IEC
61850 dataflow between IEDs incl. the
HMI

Import from SCD/CID files or create
manually :

= Datasets

Configure communication services
- Report Control Blocks (RCB)
- Goose Control Blocks (GCB)
- Sampled Value Control Block




IET600 — Communication Engineerin
Communication Subnetwork Editor

e = Grid Editor IET600 5.1.13 - B X
JIE'D |
o Home Substation IEDs Communication Grid Editor

Substation WVoltage Bay IED

Level
Build
Communication X
El-4% IETE00_Demo
R AATWAL IED Name ™7 Access Point Name 7 IPAddress "W Subnet 7 | Subnetwork © ¥ Application 7| Desciption 7 | Configuration Version W Manufacturer
95 AALKAL (S1
i 5 51 172.16.201.2 255.255.0.0 | AAIWAL 8-MMS E1Q01A1 €670 1ver1.1.01_IEC
~ien AAIPL (S1)
T AAIPI (1) AAIEIQO2FP1 | S1 TTET 35525500 __ANIWNAL FRVIVE & TETITTverl. 101 IEC ABB
T AAIPA [51) AAIEIQO4FP1 | 51 172.16.206.4 255.255.0.0 | AAIWA1 8-MMS L67I11verl.1,01_IEC ABB
o5 AAITIL (S1) AALE1IQOIAL | 51 172.16.205.2 255.255.0.0 | AAIWA1 8-MMS CaT11ver]. 1.01_IEC ABB
s AATTI0 [51)
AAIE1Q01AZ 51 172.16.201.5 255.255.0.0 | AAIWAIL 8-MMS
T AAITII (1)
AAIE1IQO5FP1 | 51 172.16.207.4 255.255.0.0 | AAIWAIL B-MMS E1Q05FP1 TeTI11verl, 1.01_IEC ABB
- AA1TIZ (51)
% AA1TI3 (51) AAIE1IQ04A1 51 172.16.206.2 255.255.0.0 | AAIWAIL B-MMS
- TF AA1TIA (51) AA1KD1 51 172.16.0.140 255,255.0.0 | AAIWAL 8-MMS Define Subnetwork properties-
..... - )
iwp AALTS (S1) AATKAL 52 172.16.0.102 255.255.0.0 | AAIWAL amms | IP Address
AAIOPCI 51 172.16.0.100 255.255.0.0 | AAIWAIL 8-MMS
AALEIQO1FPL | 51 172.16.201.4 255.255.0.0 | AATWAL avws | * Subnetwork name IP Address
AAIEIQO5A1 | S1 172.16.207.2 255.255.0.0 | AAIWAL MMS | o App”cation type
AAIE1Q02A1 51 172.16.204.2 255.255.0.0 | AAIWAIL 8-MMS . . .
» Configuration version
Substation IEDs Commun..
Properties o ox e
4 [ »
Subnetworks | Datasets RCB Data RCB Clients GCB Data GCB Clients Inputs
E Identification -

Subnetwark AATWA1 Output rox
F1_Rehavi TA| 2011-04-158 12:25:04,079 INFO The GCB default rules are up-to-date, -
Subnetwork =
The name of the subnetwark 4 | | 3

Qutput| Error List

© ABB Group
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IET600 — Communication Engineering
Dataset Editor

Datasets can either be either imported with an IED or created manually

IWFD E = Grid Editor IET600 5.1.13 -2 X

- Home Substation IEDs Communication Grid Editar

Substation Voltage Bay
Level
Build
Communication o= -
Drag a column header here to group by that column. 0 TR EE) (Rt
=} IET600_Demo
2R A A1 WAL & Ep ¢ 7LD T|LN 7 |Dataset / T|Related Control Blocks ¥ Status 7 | Desaiption B | Dataset Entries i
TS AALKAL (51
- i~ ) AAIEIQOIA1 D0 LLNO  Interlocking gcb_A ledDefinedConfigura e e
~its AALPL(S]) LD0.5XCBR1.Pos.q ST
% AALF3 (51) AAIEIQO1AL1 | LDO LLMO MeasFItA reb_D IedDefinedConfigura  All deadbanded measurands used to . R
% AALP4(5]) AAIEIQO1AL1 | LDO LLMO StatledA reb_E IedDefinedConfigura  AIIIED related status data and diagno BTG LR a el | S
<5 AAITI (51) AAIEIQDIAL LLNO | StatNormal | rcb_B ledDefinedConfigura | Status data used for event list entries e =
s AALTILO (52) AAIE1QDY LLNO | StatNgrmalB yrcb_C IedDefin dConflg sdatausedf re\rentllstentrles (RISl | S
i Al d t&Bglow th
AALTIZ2 [51) AALELIQ S& OW e IS dateprocess p LD0.5XSWI3.Pos.q
AA1TI3 (51) AATE1Q01FP1 LLM@ MeasFItA rcb_F ledDefinedConfigura | All deadbanded measurands used to Cdﬁxsmﬁs sw&fi
AAITIA (51) AAIEIQO1FP1 | LDO LLMO StatledA reb_G IedDefinedConfigura | AIlIED related status data and diagno o
..... -
s AALTIS (51) AAIEIQDIFP1 LDO | LLMO | StatledB reb_H IedDefinedConfigura  AIlIED related status data and diagno LB i%“ swa
AAIEIQOIFP1  LD0D LLMO StatMormal | rcb_B IedDefinedConfigura Status data used for event list entries o
X X . . XSW’IG Pas. st\J"aI 5T
AAIEIQOIFP1  LD0D LLMO StatMormalB | rcb_C IedDefinedConfigura Status data used for event list entries ase
AAIEIQOIFP1  LD0D LLMO StatMormal | rcb_D IedDefinedConfigura Status data used for event list entries A
- R - . . - o - AT LD0.SXSWIT.Pos.stVal | ST
il 3
LD0.SXSWIT.Pos.g 5T
IED: LD: LN: DObject: DALtr.: FC: e R
AAIE1Q01A1 (51) || LDO LPHD1 PhyHealth stval [ST] ST - e B o
Remove | LD0.QCRSV1.Rsv.stWal | ST
IEC6.1850 Madeltd.select.datasét ent
: el-té.select datasét en rlt,—:-sm weackvima ST
Substation IEDs | Commun.. SE5_2 LLMO Proxy t[sT] LD0.SPGGIOL.Ind. stvVal ST
GG T % LPHD1 . LD0.5PGGIOL.Ind.g 5T
ol |J 4 i »
Subnetworks | Datasets RCB Data RCB Clients GCBData GCB Clients Inputs
E Identification -

Subnetwork AATWA1 Output Box
[F_Rehavinr 2011-04-15 12:28:04 079 INFO The GCB default rules are up-to-date. -
Subnetwork hd
The name of the subnetwork. 4 | | 3

Qutput| Error List
AL Ey Y
MAmn

© ABB Group
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IET600 — Communication Engineering
Create new datasets

Drag a column header here to group by that column.

@ IED A LD W LM W | Dataset © ¥ Related Control Blocks 7 | Status W | Description -
AAICIQ05A2  REGD1 ATCC1 | MX urcbMx IedDefinedFix
AAICIQ05A2  REGD1  ATCC1 5P urcb5P IedDefinedFix
AAICIQ05A2  REGD1  LLNO 5T urcb 5T IedDefinedFix
AAICI10Q05A2  REGD1 LPHD1 5T urcb 5T IedDefinedFix
AA1CIQ05A2  REGD1 GGIO1  ST2 urcb ST IedDefinedFix
AAICI0Q05A2  REGD1 ATCC1 | 5T3 urcb 5T IedDefinedFix
AA1CIQ05A2  REGD1 GGIO2  5T4 urcb ST IedDefinedFix
P AAICIQO02AZ REGD1 LLMNOD Mx1 ManuallyCreated

[created on Maon, 18 Apr 2011 09:52:23 G

Insert new row

}( Delete rowis)

4

IED:

1 attributes of 78 used,

@ Dataset Entries

P REGD1.GGIOLIndl.stVal

LDx LM: DObject: DrAttr.: FC.
AM1CI1002A2 [P1) REGD1 GGIOT Indl stval [5T] 5T &7
| Remaove |
REGD1 ATCC] « | Beh “ | qg[5T] stval
GGIO1 Health stval [5T] | == Ardd |
GGIO2 Indl t[5T]
LLMO Ind10
- -
S i— Rl | r
IED Status IED Capabilities Subnetworks | Datasets RCB Data RCB Clients GCB Data GCB Clients  Inputs
© ABB Group
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IET600 — Communication Engineering
RCB Editor

RCBs can either be either imported with an IED or created manually
Show dataset entries for each RCB

.' JIEE’I) [=

Home

Substation

IEDs

| &"

L

|

Communication

Grid Editor

Grid Editor

View/configure RCB properties:
* IED/LD/LN for RCB

MeasAita N « Status
- [ ]
&8 | Dataset Entries Name of attached dataset
: % » Conf. Rev
T b [ IDUCVMMAULTowW 2o commniests b o oo oo Buffered
H H [ ]
H @ IED SW|LD W LN W |RCB V| Status W | Attached Dataset / V| Conf.Rev. V| Buffered 7 Buffe u ere
[]- LD CVRMXLL, TotVAr .
H )  AAIEIQUIAl DO  LINO  rcbD  IedDefinedCo MeasFItA 2 sw | * Buffer Time
-- LO0, O], TotVA AAIE1IQO1A1 | LDO LLNO | rcb_E IedDefinedCo | StatledA 2 v 500 . Number Of Enabled Clients
AAIEIQOIAL (DO LINO  rcb B | ledDefinedCo  StatMarmalA 2 v 500
. L]
LDO.CYMMXU1. TotPF AAIEIQOIAL (DO LINO  rch € | ledDefinedCo StatMormalB 2 v 500
__ LD0, CVRMXLUL . H AAIEIQ0IAL (DO LINO  rch A | ledDefinedCo StatUrgentA 2 v 100 5 7]
AAIEIQOIFP | IDO0  LINO | rcb F  ledDefinedCo MeasFItA 2 500 6 v
[+]- LOO.CVMMEUL. Amp Aa! AAIEIQOIFP (DO LINO | rch G | ledDefinedCo StatledA 2 v 500 6 v
: AAIEIQOIFP | IDO  LINO  rcb H | IedDefinedCo StatledB 2 v 500 6 v
- LD0.CVMMXU1 Val ¢ -
ID0 | LINO  rcb B | ledDefinedCo StatMaormalA 2 v 500 6 v
[]- LDO.CMMEUL. A AAIEIQOIPANDO  LINO | rcb C  IedDefinedCo StatMNormalB 2 v 500 6 7
AAIEIQOIFP | LD LINO  rcb D IedDefinedCo StatMarmalC 2 v 500 6 i
[]- LDOVNMMELL PhY
T AAIEIQOIFP | DO 2 v 500 6 v
.. LDOVHNMMELZ. PRY AAIEIQOIFP | LDO | LLNO Insert new row 2 v 100 6 v
AAIEIQOZA1 | LDO | LLND 2 500 5 v
[+ LDOVNMMELS.PRYV AAIEIQOZA1 | LDO | LLNO v 500 5 v
- LD VMNELL PPV AAIEIQOZA1 | LDO | LLNO 2 v 500 5 v
AAIEIQOZA1 | IDO | LLNO  rcb_C 2 v 500 5 v
- AAIE1Q0ZA1 (DO LINO  rch A | ledDefinedCo StatUrgentA 2 v 100 5 v
- AAIEIQOZFP | IDO  LINO | rcb E  ledDefinedCo MeasFItA 2 500 6 v
B AAIEIQOZFP | (D0 LINO | rcb F | ledDefinedCo StatledA 2 v 500 6 v @
4 I 3
o= 2+ |5 Subnetworks Datasets | RCB Data| RCB Clients GCB Data GCB Clients Inputs
E Identification -
Subretwork AATWA1 Output rox
F1_Rehavil 2011-04-18 12:28:04 079 IMFO The GCB default rules are up-to-date, -
Subnetwork hd
The name of the subnetwork 4 | 3
© ABB Group Output| Error List
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IET600 — Communication Engineering

RCB Clients

]I@ | -

Home Substation

IEDs Communication

58 o [

Substation Voltage Bay

Level
Build
IEDs o =
B4} ETE00_Demo
AAIE1QO1A1
AAIE1QD1A2

AALE1Q04FPL
AATE1Q05A1

AATKAL
AALKA2
) AA1KD1
o AA10PC1

-

Substation IEDs = Commun..

Properties o =

=43

El Configuration -
|z Library | Falze —
Sinale | ine ANSI hd

Is Library

Defines whether this Project is a

Librany

=
IED

Grid Editor

Grid Editor

" “Dlag a column header here to group by that column.

IET600 5.1.13

There are Client IEDs in this project
that are not connected to a
subnetwaork, They will not appear as
columns.

= -
)
. -
E2 v - s
=] =
-
IED Name LD LN RCB Attached Dataset :
b AAIEIQO1AL
AAIEIQOIAL LD0 LLNO rch_D MeasFItA 1
AAIEIQO1AL LD LLMD rch_E StatledA 1
AAIEIQO1AL LD LLMD rch_B StatMormalA 1
AAIEIQ01AL LD0 LLNO rcb_C StatMormalB 1
AAIEIQO1AL LD LLMD rch_A StatUrgentA 1
waaew: - Sander Recei
i ecelvers
AAIEIQOIFP1 | LDO LLNO rch_F MeasFIta 1
AAIEIQO1IFP1 | LDO LLMD rch_G StatledA 1
AAIEIQOIFP1 | LDO LLNO rch_H StatledB 1
AAIEIQOIFP1 | LDO LLNO rcb_B StatMormalA 1
AAIEIQOIFP1 | LDO LLMD rcbh_C StatMormalB 1
AAIEIQOIFP1 | LDO LLNO reh_D StatMormalC 1
AAIEIQO1IFP1 | LDO LLMD rch_E StatMormalD 1
AAIEIQOIFP1 | LDO LLNO rch_A StatUrgenta 1
AATEIQO2A1
nn-iﬂn-‘ |rm ||nu Ly v E—n 4 ~
IED Status IED Capabilities Subnetworks Datasets RCB Data RCB Clients GCB Data GCB Clients Inputs

@ Show All ") show RCBs only
) Show IEDs only

IED Default Clients:

| Clear All

| Configure Empty

| Configure All

RCE Clients:
| Clear All

| Configure Empty

| Configure All

© ABB Group
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Output

1]

2011-04-15 12:25:04,079 INFO The GCB default rules are up-to-date,

Cutput| Error List




IET600 — Communication Engineering
GCB Editor

GCBs can either be either imported with an IED or created manually
Show dataset entries for each RCB

/- = Grid Editor ET6005.1.13 =
=r) B
. IEDs Communication Grid Editor
Interlockingh |

|ja_:| Dataset Entries FC | Ala

b LDOSXCBR1.Pos.stWal ST
LD0.5SXCBR1.Pos.q 5T
et - IDlagawl"mn =oAL e _
LD0.5SXCBR2.Pos.q 5T =
# |Ep AW LD Y|LN V| GCB V| Status W | Attached Dataset * ¥ Hmin) (ms) W t{max)(ms) 7 ConfRev.  GCBType ¥ MAC Address
(POEF AU EEadilel | &U b AAIEIQO1A1 DO LIN0  gcb A IedDefinedConfigurable Interlockingh ] 0 1 GOODSE
LD0.5XSWI3.Pos.q 5T AAIE1IQO2A1 | LDOD LLN0  gcb A IedDefinedConfigurable  InterlockingA 0 0 1 GOOSE
LDO.SXSWI4.Pos.stVal | ST AAIE1IQO3A1 | LDO  LINO | gcb A | IedDefinedConfigurable | InterlackingA 0 0 1 GODSE
LD0.5XSWI4.Pos.q ST AAMIE1IQO4A1 | LDO LLNO gcb_A IedDefinedConfigurable | InterlockinghA 0 [} 1 GOOSE
AALE1IQOSAL1 | LDO LLNO gcbh_A IedDefinedConfigurable | InterlockingA 0 0 1 GOOSE

LD0.SXSWIS. Pos.stVal | 5T

LD0.5X5WIS.Pos.q 5T

LD0.SXSWIG.Pos.stVal | 5T

View/configure GCB properties:
* IED/LD/LN for GCB

* Status

* Name of attached dataset

» Conf. Rev.

LD0.5X5WI6.Pos.q 5T
LDO.SXSWIT.Pos.stVal | 5T

LD0.SX5WIT.Pos.q 5T

LD0.SXSWIS.Pos.stVal | ST Insert new row

LD0.SX5WTE.Pos.q 5T [elete row(s

LDO.QCRSW1.Rswstval | ST 1 ° t(maX)
Show Dataset Entries
IDL.QERSVLRsv.g ST 1 * MAC Address
LDO.SPGGIOL.INd stval | 5T 1 . APP |D
-
4 o ""’“H""‘ T - [ 3 L4 -
Froperes
,8_-Al ‘ =| b i 3
G2 IED Status IED Capabilities Subnetworks Datasets RCB Data RCB Clients GCB Data GCB Clients  Inputs
El Configuration ;I
ls Library  Fale —i | Output X
Sinnle | ine  ANSI Y| 2011-04-18 12:28:04,079 INFO The GCB default rules are up-to-date, -
Iz Library -
Defines whether this Praject is a 4 | | »
Library -
Output | Error List
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IET600 — Communication Engineering
GCB Clients

_ B Grid Editor IET600 5.1.13 -8 X
.___.,;@ =]
o Home Substation IEDs Communication Grid Editor

Substation Voltage Bay
Level
Build

IEDs X
Drag a column header here to group by that column.

7 AALE1Q01A1
70 AALE1QD1A2
AAIE1QOIFP1
AAIE1Q0ZA1
AAIE1QOZFP1
H-fl AAIE1IQO3AL IED Name LD LN GCB Attached Dataset
& AalE1Q03A1

AAIE1IQO4FP1 :
1 AA1E1Q05A1 AAIEIQO2AL LD0 LLMO gch_A InterlockingA

[].. AAIE1QOSFPL AAIEIQO3AT1  LDO LLMO gch_A InterlockingA x x
[]--EI AAIKAL AAIEIQO4A1 | LDO LLMO gcb_A Interlockingh X X X X X X X X x x x

<
AAIE1QO1AZ (S1)
<
AAIEIQOIFPI (S1)
<
AAIE1IQO2A1L (S1)
<
AAIEIQO2FP1 (S1)
<
AAIEIQO3A1 (S1)
=
AAIE1Q04A1 (S1)
=
AAIE1QO4FP1 (S1)
<
AAIE1QO5AL (S1)
<
AAIE1IQOSFP1 (S1)

<

AAIKAL (S2)
=]

AAIKD1 (S1)
=]

£
£
[
&
&
&

AAIEIQD1AL (S1)

» | asiE1Qo1A1  LDO LINO  gcb A InterlockingA

=
=
=
=
=
=
%
%
=
=
=

=
=
=
=
=
=
=
=
=
=
=

3
3
3
=
E3
E3
=
=
=

’ AAIE1QO5A1 LDO LLMND gch_A InterlockingA X X X X
- AA1KD1

X X X X

v miopcy Sender Receivers
-6 AA1P1

i AA1IP2

AAIP3

AAIPA

AAITHI

AAITI]

AAITIIO

A81ITI1

= an1m2 -

Substation IEDs | Commun...

Properties o

IED Status IED Capabilities Subnetworks Datasets RCB Data RCBE Clients GCB Data GCB Clients| Inputs

B Configuration ﬂ
Is Library | False —| | Output T

i i T U 2011-04-1% 12:42:33, 240 INFO Finished update of inputs external references) for IED "AA1KD1' i
v

Iz Library
Defines whether this Project is a 4|
Library

-

Output | Error List
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Integrated Engineering Tool IET600
Feature Overview

Oct.2013

Eunctions IET600 IET600

v.5.2 v.5.3

IED related SCL file handling

* ICD -import/ export o/e o/e

* |ID* -import/ export o/e o/e

* CID -import/export °/- °/-

System related SCL file handling

o SSD - ImpOI’t/ export (optional feature acc. IEC 61850) - /' - /'

+ SCD -import/ export o/e o/e

+ SED* - import / export -/ - o/e

IEC 61850 Data flow engineering
» Dataset - manual creation / import o/e o/e
» control blocks - MMS / GOOSE / Sampled Values e/e/e
* Substation to substation communication -

Define Substation section
* Primary equipment (S/S,VL, Bay, EQ) °
« Functions & Sub-functions -

Grafical Editors
» Substation Single line diagram °
* Physical communication network -

Logical Node mapping to primary objects in substation section °

XLS Export IEC 61850 Dataflow Signallist °

Supported IEC 61850 SCL versions
+ 2003 Rev.A °
+ 2007 Rev.B* -

© ABB Group
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* |[EC 61850 Edition 2 conformance tests pending Sept.2013



Integrated Engineering Tool IET600
Summary

© ABB Group
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Latest generation of ABB IEC 61850 system integration
tool reflecting all experience and knowhow gathered during
standardization and project execution.

Robust tool implementation, hardened in hundreds of IEC
61850 based SA Systems engineered by ABB and
partners.

Proven system integration capabilities of various
conformance tested 3rd party IEDs.

Future proof implementation incl. preparation for upcoming
standards.

Built on state of the art software technology with support
for Windows 7/8 native 64Bit and multi-core CPUs.

Key system integration tool used in the UCA certified
conformance test center — «<ABB System Verification &
Validation Center».

A 1
Mmmw



Substation Automation Products

Overview

© ABB Group
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ITT600 SA Explorer

Explore IEDs

© ABB Group
October 29, 2015 | Slide 226

= Import and visualization of SCL files
= Auto detect IEDs using online network scan

= Full fledged IEC 61850 client supporting simultaneous connection to multiple

IEDs
- |[EC 61850 not only a MMS browser

= Browsing of IEC 61850 IEDs, inspect IED data model and save to SCL
file

- Enable Report Control Blocks - receive Reports
= Process Event list

- SCADA like switch control dialogs for direct and select before operate
commands

- |[EC61850 System Consistency Checker based on SCD

» Quick Station Overview

= Documentation in Microsoft Excel© file

= |ED simulation for 61850-8-1 based on the loaded SCD file

- Graphical Data Flow display



ITT SA Explorer

Explore IEDs

Explore Models :

VAl e 1T

Tope M e Ty : ST i
7 T ie
PR —— /| -
> { - .
- - .
i i D110MUODO1
.

SEEA SRR | &
f

TR R & DR

o
H

5 [t KE KR T TV oy IFL CHN_WAORL sl CADSWSECHITA . Vet _onks 009_D10_cearCoiFes. iid

[mEaE. Jowrn |
TR [T I8
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ITT600 SA Explorer
Reduce overall testing and commissioning time

- Diagnosis and troubleshooting of IEC 61850-based substation
automation systems and applications.

= With or without SCD - Connect any IEC 61850 IED

- System wide data consistency checks by comparing SCL file
values with online value from IEDs and communication
equipment.

- Analyze and decode IEC 61850 Ethernet traffic

= Visualize GOOSE and Sampled Value process bus data
- |ED simulation for client testing

= Display application values in IEC 61850 language

© ABB Group
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ITT600 SA Explorer
Independent IED testing

ITT600 SA Explorer

il
.

& - With or without SCD - Connect any IEC 61850 IED
_J - 7 IEC 61850-@-1
—l'l_ l ‘ J - Exploration of the complete IEC 61850 Data Model from multiple
?_ - l s IEDs

3 : Pio:m - Send commands with SCADA like command dialogs
g = - Receive & display IEC 61850 reports in the embedded process event
o list

'NCIT! i iti

_ « Advanced functionalities such as

L

= Editing Setting Group values

= Creation of dynamic Datasets

© ABB Group
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ITT600 SA Explorer
Independent IED testing with Explore IEDs

TR - Eigore KD 18 E
e m T — fe G T

Fle £ Took o .|
% & si(rnamat
T TTR0OWATEMMS o 8 wiconm
1=} out @ @ sacigmar
s o i
oo 1)C t IED '
) Connec : :
- 4 e
Capture Neswork Traffic $ B [T AN AT Fen e Covee
[ Ecit SERVER - Ak an [TIANCI ORI S st
2 g R —
%X Rem: SERVER ?m‘j 0 o g
[ o= Connecting the s=lzcred SERVER 4 § REER \ Gl
Connect this SEAVER (no reports are ena @ on O e ncn =
‘ e i3 w T —————
- it | | e
- - fvesnacmim Coneo
;§ w o | et s

| rabled BECES: 1
”g A Bemove SERVER DUT AXICIGOIAILDOALNG b A
(2] OUT ANKCIGOTATLOGA LNO b 8
@  Disableat Blockng Yolues OUT ANCIGINATLOGA LN b C S d SBO d
b e 4) Sen cmds.
| ® X
L@ Daconnectthis SEAVER BT A IOIAIL O Nt
! “; £ e this SERVER's contents %ﬁﬁ:g‘?‘l:t %: -
| gt M Disableat spons %x?$:u umn:jx
T T 1GNATLDGLLN
] ug. Enable recorts » | Ensble sll possitie RCB: -
| Bl i Erabled URCBY 1 -
[ @"0 Remd VMO Maiétiss DUT AAICIGOTAILOGA LNGsch |
H
|
N F= s |

2) Enable reporting (1 click)
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ITT600 SA Explorer

System
Engineering
IET600

Station Bus

System Testing
ITT600 SA Explorer

Process Bus

Process
Interface Interface

protection and cdptrol IEDs

Compare Configurations

g(ﬁoBbBerG 29, 2015 | Slide 31 AL D ED



ITT600 SA Explorer
Ensure data consistency

- Ensure data consistency before starting with
FAT

= System wide data consistency checks can be
done by comparison of offline data (SCD file) with
online data on IEDs and communication
equipment.

ITT600 SA Explorer

—— J ‘ | = Are all IEDs loaded with the same revision of the
3 ‘ \E SCD file?

« |s the communication equipment configured as
designed?

IEC 61850-9-2 LE

.....

- = Are the physical communication connections
correct?

© ABB Grou
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ITT600 SA Explorer
Check system wide data consistency with Explore IEDs

e 4R Took Mep

1) Load SCD T S
W T AANRASIRCION
# i TEDs wibost reference te Commasicatio
= @ Once -
e s Ratun Desowbon Ceck Carfgurstinaismstches
¥ T i) ™ 4
® [Aaamr 0] THE &
® [as1gsqoerer 0] GoeerFy o
& [aaiores ] [ v
® [AA1g300:0P2 ] £101082 i
# | AMELQOIFPY L&) EIQNFFL i
® | Aaigiqonas ol €198141 w
®[amcigirar i C1007A1 £
@ [aaiciqisat n Frratss ]
X = [aaciones Updatiag..
® [Aacionen
» [Smicionac HENRENNEEEENN
Towof 12
L F— p— ’
[ Show ory 850 Netrarks
B — o
\ By Sebretworks { By Sutatation / \ 4 Process Evests | ty AL )
T =3 AAL_eomrpieacd Ane

fe (de Took Hep

W 7T AATARIAMNS
H Y AATWASIECIDN % Owline (ED Status Chock
1§ g 1Ds whkost reference t> Commanicstio)

| <8 [ @ Once v

EDNere Ratus. Descpton Creck CorfigurationMonstches |
M ] T e [] e
= [Aacianar E | L& In ]
)
57 Serverhane Sanes
S—— 3) Receive current vﬂues laeens 1@ ‘
l} % LONsTe Fatus L
And show difference S U |
5 Namestae
frem Orfirerasue x SCLvalie
vendor - ans
[coenighey 11753087 100 savsr | L3
# ResertCartoBioas
LONave Reten
,\ul“lClQOl‘lSﬁ,l Q
Access Panls
IEDNare Statvs Desouton Creck Corfguratoromiatches
& | Aairws o) ™ W O ire
L 9 ™ * Ofire
® | as108088871 ceceers: i O*ire
= [aasoses &) oect W |oire
w [AEIQOIFRR EIQI1P72 ) Ctine
® [AAIELQOLFPT ﬂ}h > ¥ hre
« " o » & |aaiEsQoIAl EiQual o O*ire
[ Show orly 1661030 Netersria = [Aaiciqizar C200741 7 C#fire -
\ By Sebretnorks statios |\ Nade Informaetion « Process Sxeals . Secarity Everes |\ Quick Checker | Dita Mow View /
up\s \as Ass
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ITT600 SA Explorer
Simulate IED

- Independently test an IEC 61850 device

= One IED of the loaded SCD file can be
simulated

ITT600 SA Explorer

- GOOSE messages are sent and received

= Full MMS simulation including support for
Reports

- Generic application logic to process
commands

]
| | | ] T¢
N e, [~ ]
gy [~ 2 ET 1| ED
al

] = Test GOOSE reception of an IED

IEC 61850-9-2 LE

,,,,,

- All Values of a simulated IEDs are changeable
(also Quality attributes)

© ABB Grou
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ITT600 SA Explorer
Simulate an IED with Explore IEDs

1) Load SCD

2) Select IED to
be simulated

3) Start Simulation
4) Change Values

© ABB Group
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ITT600 SA Explorer

System Substation Automation System

Engineering
IET600

Station Bus
£

™

System Testing
ITT600 SA Explorer

Process Bus

e
Process Process
Interface Interface

= —e—————  Analyze SA Protocols

Managing Relion
protection and control IEDs
PCM600

fle Vs Tosh  Hel

Baow

12 Tt kund Hatwed 06478 WIWAE) | MRS | 2B2BZD | 20 GOOSE GOOSE #£AD 001 ecks NIT Ok

£ Nattard | Wothess FEE ARSI | JEIRREERE [JEIEEEEE |4 GOCSE [GOUSEAAD B arde
2 ol et bund 2% |aaeaseats | %) GOCE

= E T T T T T Goo=

3 1296012 E] 3

= | Nt foured | AAICIQLALSE 2006-07-8 1436586510 | 17216265284 17216212 |

oo oL 3 VNS DU NWS0d, CHOCE. um@um
= Generd | 1 B 10 = Clomas (] | RS g
eCirysi T p 3 n ot v oo 50
[——— '
S mox
=
[T e pr——
£
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ITT600 SA Explorer
Inspect SA Ethernet traffic

ITT600 SA Explorer

-‘ - Identify the root cause of application problems

“;‘_ - Updated value not shown in the SCADA?

= Is it sent by the IED?

= Is it a configuration issue in the SCADA?

- Analyze Substation Automation related
network traffic

= Concentrate on the application and not the
communication protocol details

IEC 61850-9-2 LE

_____

- = Unique built in consistency checks

© ABB Grou
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ITT600 SA Explorer
Inspect SA Ethernet traffic with Explore Ethernet

7 TTTE0 - Eplor Ethamat1 & ==
File View Took Help

aaowm

13 Mot fourd AAICIO01ALS] 20080718 14:36.56. W06E = 172162013
200E-I7-16 14:35.57 4305 | 255755255 55

TCP Kaep zlve
Spaming Tree message: BFOI 2 = RapidNulliple 2

| aaciamais | ~ |mevwemmesm mEMm: | msmam s |rrrespaie
17 ALICIO0IANST | Notlound 0080718 14: 3550 2618 | 17216200 2 17216266264 B MME MMS Corfinmed responee [0751)

1 Wt lourd ot oundd TOE-07-18 14650 2601 a0 GODSE GOCEE AP lx 31 Checks HOT Ok
0E-17-16 14:3556.2663 GOTSE AFAD: D301 Checka: NOT Ok
E-07-16 14:35.88 2737 388 38K A 20 40 GOCESE APPID: Du300 1 Checka: NOT Ok

MM POU: NMSpdu CHOICE]
== NMS Ieita antrieg

laCampleie T Domain [ : A41C1QMAILDD
meeaageCount 1 ConriObj : {847 C1.Q00 QAT - (QAT] - Cosmand ssect J
MMS vt (207} - . ESOrVaishie SEQUENCE OF)
£ MMS -
bk Spaaciiaiion VadabkSpaciicaion |
rarmn ObiectHomnl
= AAICICO1ATLD0
iwnlD dartfier = SC5
Test: Fase }’
Chack : 11 = ayrchrochack, madock_chack }:
{2
1

" ITTE00 - Explors Etharnet 1.2

le=lk
File View Taals Help
[+ R
1% it Foeined Mot fourad Z008-07-1B 14:36:58 7663 240 GOOSE GOOSE APFID: 043007 Chatka: MOT Ok
o Nt foend Mot found Z00E-07-1E 14.36:58 3737 20 GOOSE GOCSE AFFID Da3007 Choska: MOT Ok
n Hot foend Hot found ZO08-07-18 14:36: 52 3% 0 25 I 240 GOCSE GOCSE APFID: 03007 Checks: HOT Ok
z Hotfoend Matfound 206-07-10 14 365040% | 256,256,286, 25 e GOGSE GOCSE APFID: D401 Checks: NOT Ok
) ot found RACICUIATS] T00-07-10 14 56 0428 | 172 1B 0665 [ (] (5 TCP Weep dive.
= Hatfoune REICIDOIATE FO00-07-10 14204 | 17216265, TILIE2N2 E] WNE TCP Feeg tive.
3 [ARTCIGILAIST | Motfun | 2008718 14 SAET0_| 17216012 17116 256,05 28 [[5 WM rapart
= T WNE FOU. MEpdu CHOICE] NS POU: Wiioo CHOREL
. N ServCe
BAT 1N QAT - (QAT) - [ST)AAMCIGAL LRSS Pos sivel [Position mdicabion] : 19 = Closed | et e Fepor mcmso-Flepnd |
u ICompak Tns — DATC1 G001 QAT - [GAT) - [5T] A%1C1G01ATLDOSEC Swill. Foa 4 © 0000000000000 = Sood T S )
L} s messsgeCn ! A1 C1 Q0N QAT - (TN - [ST] LA1CHO0 121 LDUSCSA Fost : J006-07-18 12:36:36 343000 variobie ListHame Chiecthlane]
= MUS repat A1 1001 A1 - QA1) - [ST] ASTCIGETAILDVEE S Pos stCekd {Commend encbled] - True e peie
FMHZed) CHOKED unzorfmeza RCE Rference | A41CTQ0ILILDOLLNDBA 1ok 4 M SECLENCE_CFI
Fo & Fu |[
wooen Data|
o Vet = A ICIGDTATL
1
soess Dual

brtetrna BIT STRAG « DI0MI0D DB
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Inspect SA Ethernet traffic
MMS Report in Wireshark

© ABB Group
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File Edit Yiew Go Capture Analyze
Sesee "EAXRS

Filter: l:zliwu\. Clesr Apply
No. Time Source Destination Protocol

47 0771030  1/2.10.204.¢ 1/4.40.£25. 224 LN

8 71898 t dus_06:30:f Iec-TeS57_01: GOOSE
6129 ) J fe 57_01
783461

_06:30:fe
172.16.255.254
172.16.201.2
172.16.255.254
172.16.201.2 172.16.255.254

Oa:bb:fe _GOOSE

"% Frame 24: 152 bytes on wire (1216 bits), 152 bytes captured (1216 | 0000
(¥ Ethernet IT, Src: AbbIndus_06:30:fe (00:00:23:06:30:fe), Dst: Inte °g
| & Internet Protocol version 4, Src: 172.16.201.2 (172.16.201.2), OsT

0030
1 Transmission Control Protocol, Src Port: iso-tsap (102), Dst Port: poa0
(@ TPKT, version: 3, Length: 98 0050
% IS0 8073 COTP Connection-Oriented Transport Protocol 0060
% IS0 8327-1 0SI Session Protocol 83:3
@ IS0 8327-1 OSI Session Protocol 0090
¥ ISO 8823 OSI Presentation Protocol
= MMS

& unconfirmed-PDU
= unconfirmedservice: informationreport (0)
& informationReport
# variableaccessspecification: variableListname (1)
Le. 4 (rﬂ
(2 Accessresult: success (1)
& success: visible-string (10)
visible-string: AALCIQO1ALLDO/LLNOSBRSrcb_A
i AccessResult: success (1)
= success: bit-string (4)
Padding: 6
bit-string: 0000
£l AccessResult: success (1)
= success: bit-string (4)
Padding: 1
bit-string: 80000000
[ AccessResult: success (1)
= success: structure (2)
£ structure: 4 items
= Data: bit-string (4)
Padding: 6
bit-string: 80
@ Data: bit-string (4)
Padding: 3
bit-string: 0000
= Data: utc-time (17)
utc-time: Jul 18, 2008 12:36:36.849000036 UTC
= pata: boolean (3)
boolean: True

‘ 1 j »

Qaen aemE &

ength Info
B) CONTIrmea-Kesponservy

240

54 gds-db > iso-tsap [ACK] Seq=114
152 unconfirmed-PDU

54 gds-db > iso-tsap [ACK] Seq=114
149 unconfirmed-PoU

Ack=33 win=65409 Len=0

00 . .

80 03 52 50 54 a0 41 8a 1b 41 41 31 43 31 51 30 ..RPT.A. ,AALCLQD

31 41 31 4c 44 30 2f 4c 4c 4e 30 24 42 S2 24 72 1;1-.00/-. LNOSBRSI
A

Pure Protocol Analysis
» No semantics

» For experts only

© ! File: "C:A\DevProjects\TTT_MAIN\Setup\ITTS_.. | Packets: 133 Displayec: 133 Marked: 0 Load time: 0:00.013

Profile: Default




Inspect SA Ethernet traffic
See the difference in Explore Ethernet

‘;m"ma"’u'"’ -Eﬁ olore Ethemet 18
File View Tools Help
0

21 Not found Not found 2008-07-18 14:36:5 | 255255255255 | 255.255.255.255 | 00:00:23:06:30:FE | 01:0C:CD:01:00.00 | 240 GOOSE GOOSE APPID: 0 | GOOSE Ethernet
2 Not found Not found 2008-07-18 14,365 | 255.255.255.255 | 255.255.255.255 | 00.00:23:06.30FE | 01:0C.CD:01:0000 | 240 GOOSE GOOSE APPID: 0 | GOOSE Ethernet
AAICIQOIATST 2008-07-18 14:365 | 17216255254 | 172.16.2012 001B21:0AEBE | 00:0023.06:30FE TCPKeepalive | IP:
1Q0 ) Not found 2008-07-18 14:36:5 1721 00.00 FE 8
Not found AAICIQO1ATST 2008-07-18 14365 | 17216256254 | 172.16.201.2 00 E | 00.00220630FE |54 MMS TCPKeepalive | IPv4 CP
% AAIC1Q01AY/ST | Notfound 2008-07-18 14365 | 172162012 17216255254 | 00.0023.06.30FE | 00:1B21.0AEBEE | 149 MMS MMS report 1Pvé CP
27 Not found Not found 2008-07-18 14365 | 255255265255 | 255.255.255.255 | OABBFE:10.C90 | 01.0C:CD:01:00.00 | 245 GOOSE GOOSE AFPID: 0 | EAFS Ethernet
3 Not found AAICIQOTAYSY | 2008-07-18 14:365 | 17216255254 [ 172.162012 00.1B210AE8E | 00:002206:30FE |54 MMS TCPKeepalive | IPv4 cP
3 AAICIQOTAYST | Notfound 2008-07-18 14365 | 172.162012 17216255254 | 00.002306:30.FE | 00:1B:21.0AEBEE | 241 MMS More than one Me. | IPvé TCP
) Not found Not found 2008071814365 | 255255255255 | 255.255.255.255 | 00:00:23.06:30FE | 01:0C:CD:01:00.00 | 240 GOOSE GOOSE APPID: 0 | GOOSE Ethernet
3 Not found AAICTQO1ATST 2008-07-18 14365 | 17216255.05¢ | 172.16.2012 00.1821.0AES8E | 00:002206:30FE | 167 MMS MMS write (40792 | IPva TCP
2 AAICIQOIAUST | Not found 2008-07-18 14365 [ 172 162012 (1721625625 | 00002306 30FF | 00-1R210AFRFR |60 [MMS TCPKeenalive | IPvd 1CP ¥
o1 4] MMS P y CHOICE] WMS POU: MMSpdu CHOICE A
&l Report DataSet entries unconfimed-PDU Unconfimed-PDU{ =
5 General || | - AA1.C1.Q01.0A1 - (QAT) - [ST] ARICTQOTATLDOISCSIIT Pos sl {Position ndication!: 10 = Closed (on) b q
e informationReport Information Repodt|
d AA1.C1.Q01.QAT - (QAT) - [ST) AATCIQOTAILDOISCSIN1 Pos.q : 0000000000000 = Good riableAccessSpechication VaiableAccessS
messageCount 8 AAT.C1.Q01.QAT - (QAT) - [ST] AATCIQOTATLDO/SCSIWI1 Pos. : 2008-07-18 12.36:36.848000 variableListName ObjectName{
——-— MMS report | AA1.C1.Q01.QAT - (QAT) - [ST] AAICTQOIAILDOSCSWT.Pos. stSeld {Command enabled) : True )MW'"T
’)";’YSDdUCHOKE: unconfimed POU || RCE Reference - AA1C1Q§141LDOLLNO.BR rcb_A ] ‘ , Lawsmuw_op(
2% AccessResut{
success Datal
o )mmmm-wcmmwmmm_
(] )
K AV Q AcosssResut]
*' 40 0 success Data(
© @’b ) S (%) g B_STRING - 0000000008
NN &\\\ & O 06\ )
o @ oLy S AcosssResut{
X0) ) o) Q'b success Data(
N @ .(\Q N {5' btstring BIT_STRING = 10000000 00000000 00000000 000
&V SRS 2 }
5O K o? & )
S8 X9 S e -
\ . . ‘ m ’
Raw Network Data | Substation Automationrel é\@ \4 6&\0 6\ 09 900 Abs
Stopped Capture Filter: None C:\Prograr 0 3 OQ A SA Bxplorer\S- & \QIC) ample_MMS_Cmd- q}\\ 60 Bytes/Packet: 193 Bytes: 25729 Packets: 133 21:26
D & @ ¢
9 Lol *®
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ITT600 SA Explorer
Analyze distributed applications

ITT600 SA Explorer

- .- _;——-'*’:"_"-_ = Analyze distributed applications
| [T using GOOSE

IECGOB70-5-IO%DNP3,I.:“ \{b\\/]/e " Wlth or WIthOU'[ SCD - dISplay
@ N any GOOSE message
3 W graphically
l - |EC 61850-8-1 . . . .
—|-|—~~ Iv-“ ;-'I—I- - Debug distributed applications
. ~1 el using GOOSE communications
! = Check time & performance
1 L& - Online and offline
= Visualize correlations
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ITT600 SA Explorer

Analyze applications with ITT600 — Explore GOOSE

IEC 61850-8-1

REXB70 |
Protection & Control

Ilg\ Hardwired Station Bus {1 e

Multimeter or oscilloscope for
conventional hard wired solutions
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ITT600 SA Explorer
Visualize Process Bus

ITT600 SA Explorer

© ABB Group
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= Visualize your analog process bus values.

Display up to two IEC 61850 9-2 (LE)
streams simultaneously in a phasor
display

Compare phase shift between two
streams

Analyze waveforms in offline mode

Log process bus data into a file



ITT600 SA Explorer

Visualize Process Bus with ITT600 — Explore SV

Conventional

© ABB Group
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ITT600 SA Explorer
Features and customer benefits

« |EC 61850 troubleshooting made easy
= Isolating the root cause of the problem.

= Significantly reduce overall testing and commissioning time

« Ensure system consistency
« Make sure all individual components of the system are configured with the same revisions

= Do not start testing if different versions are used.

« Standalone IED testing
= Individually test components before they are connected together

= Pre-test individual work

© ABB Group
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ITT600 SA Explorer
Features and customer benefits cont’d

- |EC 61850 intelligence

= Translating the complex communication protocols into substation
automation system terms

= Anybody can use the same tool regardless of their level of knowledge of
IEC 61850 communication.

» |[EC 61850 Visualization
- Show GOOSE and SV graphically

= Focus on the application behavior not protocols

= One tool not many

- The ITT 600 SA Explorer toolbox provides everything you need to
effectively troubleshoot your SA applications.

= No reason to have several individual tools with own licenses and
updates

© ABB Group
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System Data Manager — SDM600
See the unseen from a new perspective

A comprehensive software
solution for automatic
management of service and
cyber security relevant data
across your substations

© ABB Group
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System Data Manager — SDM600
Product overview

Cyber Security Service and

Data Management Management Maintenance

Disturbance
Recorder Data
Management

Tracking IED
Software Versions

entral User Acount
Management

Tracking IED
Configuration
Revisions

Disturbance
Recorder Data
Evaluation

Central Cyber
Security Logging

Automatically collect, store Provide centralized User Documentation of

and provide evaluation for Account Management and Firmware and

disturbance recorder files. security logging configuration revisions of
the supervised IEC 61850
IEDs

© ABB Group
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System Data Manager — SDM600
Application areas

Optimal product functionalities for:

= Substation Automation

- Transmission and distribution management

© ABB Group
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System Data Manager — SDM600
Management of disturbance recorder data

Independent and automatic

Automatic upload of disturbance
( recorder (DR) files from IEDs

A
=1 |
Supported protocols: IEC 61850
= = = 5 MMS), FTP and Windows File
2 B o (MMS),
_ ﬁlﬁt |.liilg --%flﬂr @ 4 System access
LT = = - Polling the IEDs for new files
= }
C == ={F No IEC 61850 engineering required
FRIEE R & No Interaction with an existing SAS
Suns|] [Eane)) [EueE]) [Eurs]) [EueE]) [Eu] F ©
Ea ER N EEREANEAREE =" @ system
i ) _ : :
) — — — - — p—— — S Seamless integration also into

existing substation automation
system

Visualization of DR Data

© ABB Grou

October 29, 5015 | Slide 52 "l‘====



System Data Manager — SDM600
Disturbance recorder data management features

» Automatic IED vendor independent DR file collector for

Collect BSuines

* Windows File System

» Short Report for any DR file
* Embedded ABB WaveWin application for DR Analysis
+ Alternative application can be configured by the user

Analyze

» Send DR info and Short Report via emalil

I t f » Export DR files to file system for integration into
n er ace another system

© ABB Group
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System Data Manager — SDM600
Disturbance recorder data visualization

jd N
Short report Evaluation software
For any uploaded DR file - For any uploaded DR file
Fast evaluation of disturbances - Detailed analysis using integrated
PDF format - easy to annotate, ABB WaveWin application.

email etc.
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Cyber security
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System Data Manager — SDM600
The cyber security process

Protect Manage

Is my system protected
against an attack?

Protect

v,

/% Can | sustain the security
R.& of mysystem?

SDM600 centrally manages
your user accounts

Active protection includes
physical security, virus
scan, etc.

Monitor
p Do | know what happens on my system?

SDM600 monitors the security
related events of the system

© ABB Grou
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System Data Manager — SDM600
System wide cyber security event logging

T—IT Monitor your system

Securely store all user activities
and other security events from
IEDs or system level components

g

Integration of devices using
Syslog protocol (UDP and TCP)

Built in visualization and reporting

el
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Integrate SDM600 into an existing
event logging system
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System Data Manager — SDM600
Central user account management

Manage your users
System wide user management

—1) = = Role based access control
(RBAC) according IEC 62351-8

Enforce password policies

For Windows PCs, MicroSCADA
Pro and RADIUS or LDAP
enabled devices.

In accordance with NERC CIP
and BDEW whitepaper
requirements
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Service data

© ABB Group
October 29, 2015 | Slide 59




System Data Manager — SDM600
Track service relevant data

—— Collect service data

Reading of service relevant
data from supervised IEC
61850 IEDs

Monitor deployed IED
software versions and serial
numbers*

]
1
i
|

I

|

|
L

Track IED firmware versions

Track IEC 61850
configuration revision
information
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Technical solution
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System Data Manager — SDM600

Web based application

SDM600

Substation

© ABB Group
October 29, 2015 | Slide 62

Web based client server
application
Installation of SDM600
Server

User Interface via Web
browser

Multiple users can access
SDMG600 at the same time

Encrypted communication
between web browser and
SDM600 server



System Data Manager — SDM600
Standalone installation within a station

No interaction with
—TT operational SAS

SDM600

— Direct access to IEDs

Bay/Feeder




System Data Manager — SDM600
Installation within RTU500 series based systems

Available on the RTU560
PC board 560HMRO01
— - running Windows

Al | Embedded Standard 7
| || _ _
‘ SDM600 functionality for
L — = L N i *
5 7 T I RTUS60 based Solutions
D 888 M
(ab]
L = .
> 1 Direct access from
(38
m 560HMRO01 to IEDs
required.
Setober 29-5015 | Slide 64 *) Number of supported IEDs is limited compared to standalone installation "l‘====



System Data Manager — SDM600
Side by side installation with MicroSCADA Pro

Running on

¥ i MicroSCADA Pro
T 1T
= =11 wicroscaDA pro SYS600 or SYS600C
e— SDM600 ' 1
Installations
[Te= [

0 . = r—a 1 Shared hardware
S L === [ e (D]
i ~
> — -
o
sopn ADD



System Data Manager — SDM600
Hierarchical installation

Consolidate data from

gl several SDM600 installations
L = at a central point
l
Clear overview
T T l
e ] ] Central data and user
management
| - |
Ll + el -
— — — Encrypted communication
Station A Station B Station C
ke PN AL IbED
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System Data Manager — SDM600
User interface

SDM600 Overall state ® | License: adm rl Logout

Structure | Devices @echboard | Disturbance Records | Device Overview | Configuration | Security Events | SDM&00 Supervision
v [ sDMB0D System [/] @ Disturbance Records || ® Cenfiguration Changes  [¥] ® Security Events | Filter by event category... x|
v T Region & a
T Substation A1 = = = =
? S m User activity and configuration changes
v T Substation 1a =
S
v 150KV T 150kv . . . e . . . O
b [ saden £
0
b [ Qo3 .
8 o - DR Event representation
> [ Qos
» [ qos CD
> B o Q. “
> [ qo7a o 5
> [ qos cs | 150kV . . .
2
> [ Qo9 @ =
e [ Correlations
I3
-yl || =
® satpiQoskes = &
» T Substation 2 §
» & Substation 3 C E 150kv oo 2 G = o L = = o = =
. — o
© <
=
2
B
B 16kV . . - . . . . .
(I) |
5
| — n
m 60kv - - - - -
e B
<
c
g
; i
a
= 14
5 w
£
3
£ . .
@ When did it happen -
™SNerview | Disturbance record statistics Security event statistics l
(T ——— A aiangs25 |~ |
- L L B R L LR L LA L - v v - v v v v - v v v v - v v v v - v - 'kb
20 |3-El4-28 2013-05-26 2013-06-23 2013-07-21 2013-08-18 2013-09-15 2013-10-13 2013-11-10 2013-12-08 2014-01-05 2014-02-02
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Benefits and summary
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System Data Manager — SDM600
Your benefits

© ABB Group
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= Vendor independent

- Based on international standards (IEC 61850, IEC 62351)

- Every compliant device is supported

- Efficiency improvement in disturbance recorder management

- Automatic DR file collection, representation, and evaluation

= Monitoring IEC 61850 configuration changes

= Tracking and visualization of IED configuration and HW
information parameters

= Efficient monitoring of user activity and cyber security events

- System wide security event logging
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System Data Manager — SDM600
Your benefits

=" . Optimized user management

= Coherent users in the SA system

- System wide role based user account management
- Automatic and intuitive graphical event correlation

= Unique visualization of events in the dashboard
= Minimal configuration effort

- Re-use of already engineered data by IEC 61850
configuration file import

- Flexible and remotely accessible system architecture
- Hierarchical SDM600 using lean, web based technology

= Scalable product

= Functionality controlled only with the license key

gcAmeBeerrg,ugom | Slide 70 ‘l l.
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System Data Manager — SDM600
Summary

Features

= Automatic disturbance recorder file
handling & report creation

- Centralized user account
management and security logging

s irEIne for station and bay level products

Monitor service data from IEDs

szt - Scalable system with hierarchical
' data collection

W - Minimal configuration effort

e - Lean, web-based technology
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Thank you for your participation

Shortly, you will receive a link to an archive of this presentation.
To view a schedule of remaining webinars in this series, or for more
information on ABB’s protection and control solutions, visit:
www.abb.com/relion
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