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CP600 MQTT

Disclaimer

A. For customers domiciled outside Germany /
Flr Kunden mit Sitz auBerhalb Deutschlands
»Warranty, Liability:

The user shall be solely responsible for the use of this products described within this file. ABB
shall be under no warranty whatsoever. ABB's liability in connection with application of the
products or examples provided or the files included within this products, irrespective of the
legal ground, shall be excluded. The exclusion of liability shall not apply in the case of inten-
tion or gross negligence. The present declaration shall be governed by and construed in ac-
cordance with the laws of Switzerland under exclusion of its conflict of laws rules and of the
Vienna Convention on the International Sale of Goods (CISG)."

»Gewahrleistung und Haftung:

Der Nutzer ist allein fiir die Verwendung des in diesem Dokument beschriebenen Produkte
und beschriebenen Anwendungsbeispiele verantwortlich.

ABB unterliegt keiner Gewahrleistung. Die Haftung von ABB im Zusammenhang mit diesem
Anwendungsbeispiel oder den in dieser Datei enthaltenen Dateien - gleich aus welchem
Rechtsgrund - ist ausgeschlossen. Dieser Ausschluss gilt nicht im Falle von Vorsatz oder gro-
ber Fahrlassigkeit. Diese Erklarung unterliegt Schweizer Recht unter Ausschluss der Verwei-
sungsnormen und des UN-Kaufrechts (CISG)."

B. Nur fir Kunden mit Sitz in Deutschland
»Gewahrleistung und Haftung:

Die in diesem Dokument beschriebenen Anwendungsbeispiele oder enthaltenen Dateien be-
schreiben eine moégliche Anwendung der AC500 bzw. zeigen eine mogliche Einsatzart. Sie
stellen nur Beispiele fiir Programmierungen dar, sind aber keine fertigen Losungen. Eine Ge-
wahr kann nicht dbernommen werden.

Der Nutzer ist fur die ordnungsgemaBe, insbesondere vollstandige und fehlerfreie Program-
mierung der Steuerungen selbst verantwortlich. Im Falle der teilweisen oder ganzen Uber-
nahme der Programmierbeispiele konnen gegen ABB keine Anspriche geltend gemacht wer-
den.

Die Haftung von ABB, gleich aus welchem Rechtsgrund, im Zusammenhang mit den Anwen-
dungsbeispielen oder den in dieser Datei enthaltenen Beschreibung wird ausgeschlossen.
Der Haftungsausschluss gilt jedoch nicht in Féllen des Vorsatzes, der groben Fahrlassigkeit,
bei Anspriichen nach dem Produkthaftungsgesetz, im Falle der Verletzung des Lebens, des
Korpers oder der Gesundheit oder bei schuldhafter Verletzung einer wesentlichen Vertrags-
pflicht. Im Falle der Verletzung einer wesentlichen Vertragspflicht ist die Haftung jedoch auf
den vertragstypischen, vorhersehbaren Schaden begrenzt, soweit nicht zugleich ein anderer
der in Satz 2 dieses Unterabsatzes erwihnten Fille gegeben ist. Eine Anderung der Beweis-
last zum Nachteil des Nutzers ist hiermit nicht verbunden.

Es gilt materielles deutsches Recht unter Ausschluss des UN-Kaufrechts."
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2 Introduction

2.1 Scope of the document

This application example describes the possibility to connect with an CP600 HMI to a MQTT
broker.

2.2 Compatibility

The application example explained in this document has been used with the below engineer-
ing system versions. They should also work with other versions, nevertheless some small ad-
aptations may be necessary, for future versions.

e CP600

e Panel Builder V4.5.0 or newer

Note: MQTT is supported only in Linux HMIs, not WinCE HMls.
MQTT is supported with Panel Builder V4.0.1 and above
Note: The MQTT status and further debugging possibilities are only availa-
ble with Panel Builder V4.5.0 and above.

2.3 Overview

Publish

v

A

Subscribe

MQTT Broker
MQTT Client
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CP600 MQTT

Broker configuration

Mosquitto

A detailed description how to set up a Mosquitto broker can be found in the application ex-
ample linked below.

AC 500 MQTT with Mosquitto

MS Azure

A detailed description how to set up a MS Azure broker can be found in the application exam-
ple linked below.

AC500 MQTT & MS AZURE
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file:///C:/Users/DEU219191/AppData/Local/Downloads/3ADR010385,%203,%20en_US%20(1).zip
file:///C:/Users/DEU219191/AppData/Local/Downloads/3ADR010385,%203,%20en_US%20(1).zip
file:///C:/Users/DEU219191/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/CW3HNOWI/3ADR010344,%202,%20en_US%20(1).zip

Panel Builder MQTT Interface configuration

Open the MQTT interface in the “ProjectView” by clicking > Configuration > Interfaces >
MQTT.

The interface will open with default settings.

ProjectView o x

+ M
v [ mgtt panel builder 4.5
@ Project properties
P Pages
v | Configuration
€\ Protoccls
=_| Tags
E Trends
# Reports
__l Alarms
ﬂt Events Buffer
Tf Scheduler
QJ MuliLanguage
m Scresn Saver
iy Datsbase Links

E Data transfers
v | 4R Interfaces
A OPC UA
W morr |
;::__] Security
¥ Recipe
"™ Dicticnaries
@ Keypads
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CP600 MQTT

4.1 Features

The following picture shows the “Features” inside the MQTT interface in Panel Builder.

Features
Enable MOTT interface

Enzable alarms

e Enable the checkbox “Enable MQTT interface” to use the MQTT interface.

e Enable the checkbox “Enable alarms” if alarms should be sent to the MQTT Broker.

4.2 Tags configuration

The following picture shows the “Tags configuration”. The area “Tags configuration” allows
the user to manage which tag groups should be published.

Tags configuration

Default push policy | OnChange -

Enzble Tag Group QoS Retsin Persistence

g
|

|:| OnChangeTempl

&l

Mqtt_1 0

Mgtt_2 /] I:‘ |:| OnChangeTemp2

&l

Mgtt_3 /] I:‘ |:| OnChangeTemp3

n
&l

e Default push policy: Publishing of tags is possible either on change or on specified
time interval.

e Select either all Tag Groups or required Tag Groups which shall be published.
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4.3 Broker settings

The following picture shows the “Broker settings”. In this area the communication settings
for the required broker must be set, that the panel will be able to connect to the broker.

Eroker Generic MQTT broker A

Broker address | 192.168.15.253:1883 | ©
Client ID | CPE00 | @
Username | | ‘O
Password | | ‘D
Kesp-alive time () _

Use clean session [

Use legacy O

e Broker: Select required broker. Some communication settings for common brokers
are predefined.

e Broker address: Enter the corresponding broker address and port number. Also, host-
names like: broker-loTHub.azure-devices.net are supported.
e Client ID: Enter desired name as Client ID.

e Username and Password is needed for Authentication, if Broker requires it.

4.4 TLS settings

The following picture shows the “TLS settings” which enable the user to manage the en-
crypted communication.

Enzble TLS

CA certificate }ddaaaya?d%;?e?&%ed&aaeeﬂcsﬂ] ACED0 valid from Mo 17, Okt 10:03:02 2022 to Mi 23, Sep 10:03:02 2122 | D Claar
Client certificate | | 5 Clear
Client key | | 55 Clear
TLS version thswl.2 =
Insecure I:‘

e Enable the checkbox “Enable TLS” if encrypted communication is required.
e CA certificate: Enter CA certificate to certify communication.
e Client certificate and key: is needed for Authentication, if Broker requires it.

e Client certificate: Enter public certificate of the HMI Device. Must be signed from any
CA.

e Client key: Enter private key associated with the client certificate.
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4.5

CP600 MQTT

Message settings

The following picture shows the “message settings”.

ill Diata [Pub) Data [Sub) Alarm
Topic |CP603,-'5{tagGroup}-,-‘da‘ta-'5{tag MarekTemp/"s{valus}” Select keyword Reset
Payload |{tag "gtagMams}”, " { "W "s{valug}”, " TS {timestamp}”, "g": "${gquality}” ]—}l Select keyword Edit Reset

Topic: Enter the required topic levels, where the message shall be published to.

Payload: Change the payload format for each topic if required. The payload defines
the structure of the associated value for each topic.

Placeholders: Definitions can be used as placeholders.
Birth: This topic is published only one time when the HMI device starts.

Will: This topic is published when device starts but stored and kept hidden by the
MQTT Broker. This Topic will be published by the MQTT Broker if it detects that the
client has disconnected ungracefully.

Data (Pub): This topic is used to publish the tags' values following the transmission
policies associated with tag groups.

Data (Sub): This topic is used to subscribe to tags. The payload is the template used
to recognize the values of the received tags.

Alarm: This topic is used to publish alarms.

Note: Predefined placeholders can be found in the dropdown box “Select Key-
word”.

Note: In this example the value is not only included inside the payload but also

inside the Topic, this is used to see the changed values directly from the topic

without the need to read the payload. In a regular application the topic will not
contain the value itself.
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5 CP600 MQTT project

- Onthe page “Temperatures” you can change the Temperature values. The MQTT in-
terface will publish the values, if enabled.

- On the page “Connection” you can find the connection information.

- On the page “Alarms” you can find the active alarm table.

5.1 Connection

Navigate to “Connection”:

10:02:47

admin 14-Nov-2022

|~ Enable @
O S

Mgttt Status: Connected
Mgqtt Messages send: 16

Mgqtt Last Error:

Temperatures [Connection] Alarms Mgqtt Status: Connected Alarms | 1

e Click the button “Enable MQTT” to enable the MQTT interface.

e  “MQTT Status” shows the status of the MQTT connection: Connected, Discon-
nected, Connecting or Disconnecting.

o “MQTT Messages send” shows the number of messages that were sent.

e “MQTT Last Error” shows the way the connection got cut, or the reason why the
connection cannot be established.
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5.2

CP600 MQTT

Data Publishing

Navigate to “Temperatures”:

Data will be published when values are changed.

admin

| Control |

‘Temperature Drive1(°C): 1000 ‘ Alarm when Temp less than 100 and greater than 1000

‘Temperature Drive 2 (°C): 50.0‘ Alarm when Temp less than 50 and greater than 100

‘Tempera‘ture Drive 3 (°C): 10.0 ‘ Alarm when Temp less than 10 and greater than 50

Message to Send via Mqtt
#Halarm#CP600 - This is an alarm from the CP6407

Current timestamp
2022-11-14-11:31:38.000

Temperatures | Connection | Alarms Mgtt Status: Connected Alarms | 1

Edit values as desired.

Control |

Temperature Drive 1 (°C): - Alarm when Temp less than 100 and greater than 1000
Temperature Drive 2 (°C): - Alarm when Temp less than 50 and greater than 100
Temperature Drive 3 (°C): - Alarm when Temp less than 10 and greater than 50

Data is published and received by the broker.

v

Received PUBLISH from CP6@@ (de, q@, ro, m@,
Received PUBLISH from C (do, g0, ro, mo,

C 'All/data/Temp_Drive_1/Temp/95",
"CPe 11/data/Temp Drive 2/Temp/40',
CP6oR/All/data/Temp_Drive_3/Temp/5",

v

Received PUBLISH from CP6@® (d@, q@, ro, m@,
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5.3

12

Data Subscribing

If data shall be received by the panel from the broker, the data needs to be published accord-
ing to the Topic and Payload syntax which is chosen in the MQTT interface of the panel.

Topic and Payload from “Data (Sub)” of the panel:

Topic: CP600/${tagGroup}/data/${tagName}

Payload: {"tag": "${tagName}", "v": { "v": "${value}", "ts": "${timestamp}", "q": "${quality}" }}
Topic and Payload published by the broker:

Topic: CP600/All/data/Tagl

Payload: {“tag”: “Temp_Drive_1", “v”: {*v”: 455, “ts”: “2022-11-11T15:00:11.2852", “q”:192} }

The following picture shows Topic and Payload from Data (Sub) of the panel.

Birth Wil  Dasta(Pub)  Data(Sub)  Alarm

Topic | CP&00(s{tagGroup}/data/ s tagMame]}

Payload |{tag "gltagMame}", "v": { "v": "S{value}”, "t5": "s{timestamp}”, g™ "S${guality}" 1 }

The following picture shows Topic and Payload published by the broker.

The value 455.0 °C is the new value for the tag “Temp_Drive_1".

# | CPe00/All/data/Tag -

{"tag™ "Temp_Drive_1", "v": { "v": 455, "ts" "2022-11-11T15:00:11.285Z2", "g™: 192 } }

The following picture shows the overwritten value on the panel on page “Temperatures”.

Control

Temperature Drive 1 (°C):  455.0

Temperature Drive 2 (°C): -
Temperature Drive 3 (°C): -
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