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AC500 V3 - SEQUENCE OF EVENTS (SOE)

Disclaimer

A. For customers domiciled outside Germany /
Flr Kunden mit Sitz auBerhalb Deutschlands
»Warranty, Liability:

The user shall be solely responsible for the use of this products described within this file. ABB
shall be under no warranty whatsoever. ABB's liability in connection with application of the
products or examples provided or the files included within this products, irrespective of the
legal ground, shall be excluded. The exclusion of liability shall not apply in the case of inten-
tion or gross negligence. The present declaration shall be governed by and construed in ac-
cordance with the laws of Switzerland under exclusion of its conflict of laws rules and of the
Vienna Convention on the International Sale of Goods (CISG)."

»Gewahrleistung und Haftung:

Der Nutzer ist allein fiir die Verwendung des in diesem Dokument beschriebenen Produkte
und beschriebenen Anwendungsbeispiele verantwortlich.

ABB unterliegt keiner Gewahrleistung. Die Haftung von ABB im Zusammenhang mit diesem
Anwendungsbeispiel oder den in dieser Datei enthaltenen Dateien - gleich aus welchem
Rechtsgrund - ist ausgeschlossen. Dieser Ausschluss gilt nicht im Falle von Vorsatz oder gro-
ber Fahrlassigkeit. Diese Erklarung unterliegt Schweizer Recht unter Ausschluss der Verwei-
sungsnormen und des UN-Kaufrechts (CISG)."

B. Nur fir Kunden mit Sitz in Deutschland
»Gewahrleistung und Haftung:

Die in diesem Dokument beschriebenen Anwendungsbeispiele oder enthaltenen Dateien be-
schreiben eine moégliche Anwendung der AC500 bzw. zeigen eine mogliche Einsatzart. Sie
stellen nur Beispiele fiir Programmierungen dar, sind aber keine fertigen Losungen. Eine Ge-
wahr kann nicht dbernommen werden.

Der Nutzer ist fur die ordnungsgemaBe, insbesondere vollstandige und fehlerfreie Program-
mierung der Steuerungen selbst verantwortlich. Im Falle der teilweisen oder ganzen Uber-
nahme der Programmierbeispiele konnen gegen ABB keine Anspriiche geltend gemacht wer-
den.

Die Haftung von ABB, gleich aus welchem Rechtsgrund, im Zusammenhang mit den Anwen-
dungsbeispielen oder den in dieser Datei enthaltenen Beschreibung wird ausgeschlossen.
Der Haftungsausschluss gilt jedoch nicht in Fallen des Vorsatzes, der groben Fahrlassigkeit,
bei Anspriichen nach dem Produkthaftungsgesetz, im Falle der Verletzung des Lebens, des
Korpers oder der Gesundheit oder bei schuldhafter Verletzung einer wesentlichen Vertrags-
pflicht. Im Falle der Verletzung einer wesentlichen Vertragspflicht ist die Haftung jedoch auf
den vertragstypischen, vorhersehbaren Schaden begrenzt, soweit nicht zugleich ein anderer
der in Satz 2 dieses Unterabsatzes erwihnten Fille gegeben ist. Eine Anderung der Beweis-
last zum Nachteil des Nutzers ist hiermit nicht verbunden.

Es gilt materielles deutsches Recht unter Ausschluss des UN-Kaufrechts."
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2.1

2.2

Introduction

Scope of the document

A lot of Installations mainly in Buildings, Infrastructure and especially Power-generation- pro-
jects need the Sequence of Event (SoE) logging for effective root-cause analysis. SOE means
the order of incoming events on 10 in the control system must be registered in a way that
they are in the same order (timestamped) as they physically have occurred.

The following document shows how we can achieve this with AC500/S500 with an applica-
tion program, as the S500 IO Modules don’t have the functionality built-in to create a
timestamp and transfer it with the event directly at the |0 Channel.

Compatibility

The application example explained in this document have been used with the below engineer-
ing system versions. They should also work with other versions, nevertheless some small ad-
aptations may be necessary, for future versions.

e AC500V3PLC

e Automation Builder 2.4.0 or newer

3ADRO010782, 1, en_US



2.3

AC500 V3 - SEQUENCE OF EVENTS (SOE)

Overview

Gateway (Aux)
PMS5670

NTP Server
IEC6870
~Control Stat
-Substation

Data
Collection Unit
PM5670

NTP Client
IEC6870
-Substation

Generator
PMS650
NTP Client
|IEC6870
-Substation

The configuration used for this example consists of three PLC systems:

Data Collection Unit detects changes on digital inputs (= events) and sends event telegrams with
timestamps to the

Gateway which has two functions: 1. it detects changes on digital inputs and sends event telegrams with
timestamps to SCADA System. 2. it receives telegrams with time stamps from the Data Collecting Unit
and forwards them to the SCADA System.

The Generator creates test signals (=events) on its digital outputs.

3ADRO010782, 1, en_US 5



3

Boundary Conditions

Based to the fact that the 10 channels have no timestamp, the system must be con-
figured in a way that 10’s come fast to the PLC Task and get their timestamp in this
task.

In addition to get an exact timestamp within one PLC we must ensure that we have
the right timestamp independent of the PLC where the Event appear.

Same time in all PLC’s will be achieved with NTP synchronization. NTP (Network Time
Protocol) means an accuracy of Ims. In our example the Gateway PLC act as an NTP
Server and the other PLC’s have an NTP Client. In a plant AC500 can also be synchro-
nized from a Time Server with NTP Protocol.

In order to combine value and timestamp, we need a fast task to recognize change in
10 and save the Time Stamp in a common structure.

For same reason as above, we need the synchronization between 10 Bus and fast ap-
plication task to avoid a jitter.

Time Stamp in our case consists of DT time Format and in addition the Milliseconds
in a separate Value. This is necessary to transfer the Data via IEC60870 protocol, be-
cause the protocol need these two values. An own FB deliver this data.

One AC500 V3 PLC act as a Gateway between SCADA/DCS/HMI and collect the Data
from the Data Collection Units (AC500 V3 PLC) via IEC60870 Protocol. Gateway has
for each Unit a dedicated Control Station and in each Unit is the Substation. Gateway
PLC has also the opportunity with own local IO’s.

To transfer the Data to SCADA/DCS/HMI the Gateway is Substation. Inside of the
Gateway PLC will be mapped from the Control Stations (for each Unit) to the Substa-
tion.

3ADRO010782, 1, en_US



4.1

4.2

AC500 V3 - SEQUENCE OF EVENTS (SOE)

Realization

NTP

NTP protocol has an inbuild drift correction, that means every time the Client get the time
from the NTP Server he compares the time with the time at the server and calculate the devi-
ation. This value will be used to correct the time at the Server also between the NTP requests.

Depending on the deviations the NTP server can change the cycle for NTP requests within the
window defined by minimum and maximum polling rate.

Time Synchronization

In this example the Gateway PLC will act as NTP Server. Time on Gateway will be set via Auto-
mation Builder.

Devices > o X 5 NTP_Server [T PLC_ACS00 V3 1 70 X
=5 AC500_V3 SOE IEC60870_Frofi 241 x|
# [T PLC_AC500_v2 (PM592-ETH - TBS21-ETH) I S e e SR Date and time
=[] PLC_ACS00_V3_1_70 (PM5675-2ETH - TB5620-2ETH]
[ pLc_acs00_v3_1_70 (P ) PLC Settings Current PLC Date and time: 1970-01-0101: Set PLC to PC Time
=&l PLC Logic

=% Application
2 Digital_value (STRUCT)
@# Dv_ausw (STRUCT) Statistics
+ [ Diagnosis

Version information [[] Show PLC tima in UTC

Qverview resource usage

+ 5 rous Files Will be updated after executing Build > Generate code
@ 1EC50870_5_104_Command_GVL
@ 1EC50870_5_104_Connection_GVL Log

i) Library Manager

]

hBB ACS500_V3_SOE_IECGD8TO_Profi_241.project” - Automation Builder 2.4 - Premium
File Edit View Project Build Online Debug Tools [ECE1850 Window  Help

BEd S # 2 O | | o8
Devices - B x | NTP_Server x PLC_ACS00_V3_1_70
S DI524 1 (DI524) -~
= B Interfaces Access Contral
+-CJ com_1(com 1)
K CAN (<Empty>) © Enable
= E Ethernet o Networkaddress /m_

O e o @ skt CE—
m MetConfig_2 (NetConfig)
TH [EC_60870_5_104_Controlstation (IEC
|3 NTP_Server (NTP Server)
TH [EC_60870_5_104_Controlstation_1 {{

=-f ETHz (P Settings)
m MetConfig_3 {(NetConfig)

@ Protocols (Client Protocols)
= ‘ﬂ Extension_Bus

9 Enable local server

Data Collection Units by connecting as NTP Client to the NTP Server
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4.3

Devices

* 3 X

@ ECE0870_5_104_Command_GL
ﬂ [ECB0870_5_104 Connection_GVL
m Library Manager
] 1ECs0870_Sub (PRG)
[] MTP_Diag (PRG)
PLR_PRG (FREG)
R:%et‘ﬁmefms (FB)
= Task Configuration
=8 Task

) PLC_PRG
+ 10_Bus

3 ' Interfaces
4 .ﬂ Extension_Bus
= PLC_ACS00_V3_75 (PM5675-2ETH - TB5620-2ETH)
=20 pLC Logic
= I} Application
ag Analog_Value (STRUCT)
92 Digital_Value (STRUCT)
+-I) Diagnosis
@ [EC60870_5_104_Command_GVL
H [EC60870_5_104_Connection_GVL
m Library Manager
[ 1Ecs0870_5ub (PRG)
PLC_PRG (PRG)
RtcGetTime_ms (FB)
= @ Task Configuration
=g Task
] PLC_PRG
+ - 10_pus
= . Interfaces
+- [ coM_1(coMm 1)
£ CAN (<Empty>)
= a Ethernet
+-@ ETH1 (P Settings)
+-f] ETH2 (P Settings)
= ﬂ Protocols (Client Protocols)
| NTP_Client (NTP Client)

- A

5 NTP_Server PLC_AC500_V3_1_70

Server 1
o 1P address

0 Minimum polling rate (= 64 5)

0 Maximum polling rate (= 1024 5}

Server 2

o Enable
0 IP address
0 Minimum polling rate (= 64 s)

g Maximum polling rate (= 1024 5)

Time jumps

g Time jump threshold (s)

Max change
0 Maximum change offset (s)

Q Start after (clock updates)

g Ignore after (clock updates)

= NTP_Client x

ER . 153, 0 . 70

L0

IIi I i Dﬂ

Minimum Polling Rate of 6 mean 2° sec =64 sec (Default Value, mainly used for con-

nections to Internet based NTP servers. Internet based servers very often do not ac-
cept shorter polling rates. For Local NTP Server polling rates can be faster, but please
take in consideration that this increase the Load at PLC and Network)

Maximum Polling Rate of 10 mean 2'° sec =1024 sec (default value, see above)

e Time Jump Threshold of 1 mean change time in steps of max. 1 sec

drifted, clock will not be synchronized

set is exceeded

Task and 10-Bus

Maximum change offset of 3600s (1 hour) mean if Clock of PLC is more than 1 hour

Ignore after (Clock Update) of -1 means protocol is always active even if the max. off-

Important for exact Time Stamp is that 10 Bus Cycle and the IEC task are synchronized. This
is the case at AC500 V3. Relation between 10 Bus and IEC Task will be configured in PLC Set-

tings
Communication Settings
| PLC Settings

Version inforh@tion

Application for If0 handling

PLC Settings
[] Update 10 whilein stop

Behaviour for outputs in stop

Application

Set all outputs to default

Statistis Always updatevariables Disabled {(update only if used in a task) ~
Files Bus Cydle Options

Bus cycle task <unspecified > V
Log

Addtional Settings
PLC Shell

Users and Groups

Generate force variables for I0 mapping

[] show 1/0 warnings as errors

3ADRO010782, 1, en_US
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4.4

AC500 V3 - SEQUENCE OF EVENTS (SOE)

In our case we have only one IEC Task in the real time range. That mean IO Bus will synchro-
nized with this Task. If more than one Task is there, then one (fastest) Task should be chosen.

Creating Time Stamp

In Data Collection Units and Gateway PLC (Aux) incoming IO Signals get a timestamp with the
help of an FB which deliver DT format and MS as two Variables. This is necessary to transfer
the Values incl. timestamp.

Digital Input

Change =t input

Yes

Task [also To Auxiliary
responsible for 10 IECE0E70-3ubst
Update) create FB with external
timestamp and put timestamp
in a struct

FB to get the Time

488 AC500_V3_SOE_IECE0370_Profi.project - Autemation Builder 2.4 - Premium
File Edit WView Project Build Online Debug Tools BACMet [ECE1850 Window  Help

e & RN B B B R =R S R ®
Devices w B X | IEC_60870_5_104 Controlstation_t @ Task  [[g] IECG0870_Control_Gen B Arays S0E_Stamps @  IEC60870_5_104_Command_GL
=5 ACS00_V3_SOE_IECE0570_Froff -l A G 5
+-[T] PLC_ACS00_| (PM532-ETH - TB521-ETH) : /
= {7 PLC_ACS00_¥3_1_70 (PM5675-2ETH - TBS620-26TH) °|  FUNCTION BLOCK RecGetTime ms
=-E1l) PLC Logic 5 ¢ verooTROT
= ) Amplication s drctualTime: DT:
E uikctualTime ms: UINT;
3 Digital_value (STRUCT) i p——
% DV_Ausw (STRUCT) 3 8| wvar
% ) Diagnosis B plimeStamp: SysTimeRtc.SYSTIME;
=22 Pous 10 uliZctualTime_seconds: ULINT:
=) LOG_IFCE0870_L1B 11|  END_VAR
2 internal subroutines :
=
RicGetTime_ms (FB) 1| sysTimeRtcHighResGet (pTimeStamp);
@ 1EC60870_5_104_Command_GVL 2|  uikctualTime ms := ULINT_TO_UINT (pTimeStarp MOD 1000);
@ 1EC50870_5_104_Connection_GVL 3| ulikctuallime seconds := plimestamp/1000;
1 Library vanzger 4| deictualTime := ULINT TO DT{uliActuallime_seconds):
Auswertung (PRG)
[] recenszn_control (PRG)

Data Structure for Values

Devices » 0 X frolstation_1 @ Task @ IEC608:
=[5 ACS00 V3 SOE IECE0870 Frof | A 1| TYPE Digital Value

+ PLC_ACS00_V2 (PM592-ETH - TES21-ETH) 8 2| STROCT

- PLC_ACSU%@_?U (PM5575-2ETH - TB5620-2ETH] : Input :BOOL;

= B0 PLE Logic Time_DT:DT;
“ Time MS:UINT;

=} Application ¢| Ewp sTRUCT
< Digital_Value (STRUCT) 7|  END TYPE

[

¢ Dv_Ausw (STRUCT)

L WP o io

3ADRO010782, 1, en_US 9



4.5

10

Sequence to save Values and Time

IEC_60870_5_104_Controlstation_1
PROGRAM PLC_FRG

1

=
4

=]

g 12

g 14

@ Task @ IECE0870_Control_Gen @ Arrays

Local DI_0O: ARRAY([0..19] OF Digital Value;
Local DI_l: ARRAY([0..l15] OF Digital Value;

IECE08T0_Control()r
IECE0370_Control_Gen();
Ruswertung () ;
SOE_stamps () ;]

Gettime () :

Local DI_O[n].Input
Local DI_O[n].Time DT
Local DI_O[n].Time M5
Local_DI_0_0ld

n
IF n=20 THEN
n:=0;
END_IF
END_IF

IF DI524_0_I0 <> Local DI O 0ld THEN

:=DI524_0_I0;
r=Gettime.dthctualTime;
i=gettime.uilfctualTime_ms;
:=DI524_0_I0;

:=n+l;

S0E_Stamps

Use of IEC60870 to transfer Data to Gateway

At each Data collection Unit an IEC60870 Substation is working to transfer the values incl.
timestamps to the Gateway (Aux)

WRE

END VERE

PROGERM IECE0ETO_Sub

Send_SP_1:IECE0BT0_SEWD M_SP_1 ET:
Send_SP_2:IECE0BT0_SEWD M_SP_1 ET:
Send_SP_3:IECE0BT0_SENWD M_SP_1 ET:

Send SP_4:IECE0BT0_SEWD M SE_1 ET:
Send ME 1:IECEQET0_SEWD M ME 1 ET:
En_Send: BOOL:

En_Cycle: BOOL:

En_RAuto: BOOL := tzue:

Station:ACS00_IECE0ETO_S_L104.IECE0ET0_STATE:
Sub Act: BOOL:
Sub_done: BOOL:

Sub Exz: BOOL:
Sub_Ezno: WOED:
Sub_Hum TH: DWOBD:
Sub_Hum BX: DWOBD:
Sub_Hum_Tout: DWOED:
Sub_Hum Betzys: DWOED:

3ADRO010782, 1, en_US
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AC500 V3 - SEQUENCE OF EVENTS (SOE)

Station

IEC60870 STATE

T Dome
EBA - Sub_Err
ERNO [ Sub_Erno
ACTIVE [ Sub_Zct
NTM_TX - Suk_Num TH
NTM_FX |- Juk_Num_FX
WIM_TOTT [~ Sub_Wum_Tous

NUM_RETRES [ Sub_Num Retrys
WUM_ADDR_ERR |-
NUM_FREME_EES [
NUM_DTYRE_ERE [
WOM_EROT_EER
HUM_SEQ_ERR [
WOM_cos |-
LAST_ERR_GADT! [
LAST_ERR_GADUZ [
LAST_ERR_ADDR1 |-
LAST_ERR_ADDRI [
LAST_ERR_ADDRZ -
REC_C_RE_NA 1|
REC_M _EI_NA_1[-

TR EN
L\) IEC0ETO_S_104_Comnestion GUL_IEC_E08T0_S5_104_Substation — CCH
Send_3B_1
IEC60870_SEND M SP 1 ET
THUE —{ER TONE |—
SinglePointInformaticon_3 —|PINGROTE ERR
En_Send —{SEND ERNO [
En_Cycle —|CYCLE RDE -
En_auto —{ATTO ov -
100 —| SCANDORH
PLC_PRG._Single_Point_1. Input —{IN
v
—HT
-8
—EL
PLC_PRG.Zingle_Point_1.Time DT —{TIMESTAMP
FLC_FRG.Single_Foint_1.Time M3 —MSEC
Smnd_3F_2
IEC60870_SEND_M SP_1_ET
TRUE —{ER TONE [——
FinglePointInformaticn_1 —FINGROTE ERR [~
En_Send —|SEND ERNO [~
En_Cycle —|CYCLE RDE -
En_Autoc —ATTO ov -
100 —| SCANDOWN
FLC_PRG.Single_Poins_2.Input —{IN
v
—{uT
—|sB
—EL
PLC_PRG.Zingle_Point_Z.Time DT —TIMESTAMP
PLC_PRG.Single_Point_Z_ Time M3 —MSEC

3ADRO010782, 1, en_US
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4.6 Transfer Data from Gateway to DCS

Digital Input

No

Change at input

Yes

Task (also
responsible for 10

Update) create
timestamp and put
ina struct

Unit
IEC60870-ContrSt
FB with external
timestamp

Generator
IEC60870-ContrSt
FB with extemal
timestamp

Display and

To Dispatch

compare Values

12
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AC500 V3 - SEQUENCE OF EVENTS (SOE)

Results

Method

Gateway (Aux)
PMS670

NTP Server
IEC6870
-Control Stat
~Substation

Data
Collection Unit
PMS670

NTP Client
IEC6870
~Substation

Generator
PM5650
NTP Client
IEC6870
~Substation

Generator switches 4 Outputs with a dedicated delay time between the Outputs. Gateway
PLC (Aux) and Unit PLC get these signals on their Local IO’s (DI524) parallel.

Generator

. T1
Output No. in
|EC Task DO_0 DO_1 DO_2 DO_3

Generator
Output No at DC523  DO_0 DO_1 DO_2 DO_3

Gateway
Input DI524 DI_O D1 DI_2 DI_3

. | | .
Unit PLC [ Il Il I ms
Input DI524

Gateway DI_O DI_1 DI_2 DI_3
Input IEC Task T4 TS

. | | -
Unit PLC [ ] ] [ ms
Input IEC Task

T1 Time between switching the Outputs

T2 Delay between IEC Task and Output at Generator*.
T3 Delay between Output Generator and Input Aux/Unit
T4 Delay between Input Aux/Unit and IEC Task

T5 Deviation between Auxand Unit

*T2 s half of the time measured between set Output at Generator in IEC Task and visible as input in IEC Task in
Aux/Unit (4ms//2 = 2ms)

Example Project: AC500_V3_SOE_IEC60870_local
The Measurements are made with different Task times

If not only the order of the events is necessary and the absolute time is important, a correc-
tion of the timestamp by subtracting the T3 and T4 from the created timestamp is possible.

3ADRO010782, 1, en_US 13



5.2 Measurement with 1ms Task Time

N

[N

0 I|I I III I III I
1 2 3

BTask Timeinms M®WT1(ms) M®T2(maxms) T3+T4 (ms) MT5 (+/-ms)

With Time differences of 5 and 3ms between the different Outputs/Inputs we have a clear
SOE, with 2ms it’s not sure to detect the right order.

5.3 Measurement with 2ms Task

N

[EEN

0 I|I I III I III I
1 2 3

B Task Timeinms ®T1(ms) ®T2(maxms) T3+T4 (ms) MT5 (+/-ms)

With Time differences of 5 and 3ms between the different Outputs/Inputs we have a clear
SOE, with 2ms it’s not sure to detect the right order.

14 3ADRO010782, 1, en_US



5.4

5.5

AC500 V3 - SEQUENCE OF EVENTS (SOE)

Measurement with 3ms Task

0 I|I I III I III I
1 2 3

BTask Timeinms ®WT1(ms) ®WT2(maxms) T3+T4 (ms) MT5 (+/- ms)

w

N

[

With Time differences of 5ms between the different Outputs/Inputs we have a clear SOE,
with 3ms it’s sure to detect and with 2ms it’s not possible to detect the right order.

Measurement with 5ms Task

12

10

III - IIII
1 2

BMTask Timeinms M®WT1(ms) MT2(maxms) T3+T4 (ms) MT5 (+/- ms)

N

N

With Time differences of 5ms between the different Outputs/Inputs we have a clear SOE,
with 3ms it’s not possible to detect the right order.

3ADRO010782, 1, en_US 15



5.6 Caution

A CAUTION!
The showed project is only an example and the results could be different de-
pending on the complete application project.

Working with this applicative SOE need to have a fast task in your applica-
tion. Please take care that this fit to your application.

16 3ADRO010782, 1, en_US



AC500 V3 - SEQUENCE OF EVENTS (SOE)

6 Additional Measurement with PROFINET

Target is to get delay times from PROFINET IO’s to Local IO’s

Data
Collection Unit
PMS670

NTP Client
|EC6870
-Substation

Gateway (Aux)
PM5670

NTP Server
IEC6870
~Control Stat
-Substation

Generator
PM5650
NTP Client
IEC6870
-Substation

In addition to the local I0’s here are some 10’s via PROFINET connected.

Example Project: AC500_V3_SOE_IEC60870_Profi

3ADRO010782, 1, en_US 17



6.1 Measurements

6.1.1 Measurement with 1ms Task Time

12
10
8
6
4
, N [] []
1 2 3
B Task Time in ms B T1 (ms) B T2 (max ms) T3+T4 (ms)
10 bus
B T3+T4 (ms) B T3+T4 (ms) B T5 (+/- ms)
PROFINFT PROFINFT + 10

With Time differences of 10 and 7ms between the different Outputs/Inputs we have a clear
SOE, with 5ms it’s not sure to detect the right order.

6.1.2 Measurement with 2ms Task Time

1 2 3

B Task Time inms BT1 (ms) B T2 (max ms) = T3+T4 (ms) B T3+T4 (ms) B T3+T4 (ms) HT5 (+/- ms)
10 bus PROFINET PROFINET + 10

12

10

o]

)]

N

N

With Time differences of 10ms between the different Outputs/Inputs we have a clear SOE,
with 7 and 5ms it’s possible to detect the right order.

18 3ADRO010782, 1, en_US
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