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1.1

1.2

Introduction

Scope of the document

The most raised questions, regarding AC500 Cyber Security are listed here. Please check our
Whitepaper for further information. Some additional information can be found in the Auto-
mation Builder documentation:

- AC500 V2 Manual
- AC500 V3 Manual

Be aware than the AC500 V3 provide much for security functionalities than the AC500 V2 PLC.
Therefore, it is highly recommended to continue with AC500 V3 PLC.

Compatibility

The application notes and information’s explained in this document have been used with the
below engineering system versions. They should also work with other versions, nevertheless
some small adaptations may be necessary, for future versions.

e AC500V2PLC (V2.8.5 and newer)
e AC500V3PLC (V3.4.0.304 and newer)

e Automation Builder (V2.4.0.929 and newer)
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2.1

2.1.1

AC500 CYBER SECURITY

FAQs

Here is a list of most asked questions.

Cyber Security - General Requirements

How is Cybersecurity organized in AC500?
We take all necessary measures to continuously improve the security of the AC500.

These measures follow commonly accepted industry standards and practices and include,
where technically feasible:

- Robustness testing, including fuzzing and flooding
- Vulnerability scanning for known vulnerabilities and exploits
- Security testing, including static code analysis or binary code analysis.

The AC500 provides certificates using TLS v1.2 standard to encrypt the connection from the
PLC e.g. OPC UA Server to the OPC UA client.

We highly recommend that all software, firmware, libraries and applications are kept up to
date using the most recent firmware and software updates to keep your system and environ-
ment secure.
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2.2 Cyber Security - Device Security

The following

2.2.1 What security measures are provided

Please find below a list of available features for AC500 V2 and AC500 V3 PLCs. We recommend
using a AC500 V3 PLC. These PLC typed provide more security functionalities than the AC500
V2 PLC range.

e AC500 V2 PLCs (PM5xx):
o Minimal amount of open ports by default

o Secure communication protocols where possible:
=  MQTT with TLS

e AC500 V3 PLCs (PM56xx):
o Digitally signed firmware updates

o Minimal amount of open ports by default
o Secure communication protocols where possible:
=  OPC UA communication with encryption
= FTPS
=  HTTPS (for web visualization)
=  Secure communication between PLC and engineering system
=  MQTT with TLS
= Customer protocols using TLS sockets

Redirect is supported. You can forward for example an incoming connection
from port 80O(HTTP) to port 443(HTTPS)

o Optional user rights management for different aspects of the system (pro-
ject, PLC, Visualization)

2.2.2 User management in the Automation Builder and in the AC500 V3 PLC

Please find a link to the Application Note: User management

2.2.3 Encrypt and Sign your Application in the AC500 V3 PLC

Please find a link to the Application Note: Encrypt and Sign your Application

2.24 What cyber security measurements are taken?

We test all devices in the ABB device security assurance center (DSAC) against various known
vulnerabilities, do robustness testing and fuzzing of all protocols using well-known tools
from different companies.

Please check our Whitepaper for further information.

6 3ADRO010764, 3, en_US


https://search-ext.abb.com/library/Download.aspx?DocumentID=3ADR010315&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=3ADR010707&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=3ADR010317&LanguageCode=en&DocumentPartId=&Action=Launch

2.2.5

2.2.6

2.2.7

2.2.8

2.2.9

2.2.10

2.2.11

2.2.12

2.2.13

2.2.14

AC500 CYBER SECURITY

What default ports are required in the AC500 V3 PLC?

Ports can be configured freely for most protocols. This depends completely on the customer
configuration and intensions.

The device only has a small set of default ports open for initial discovery and setup:
- UDP 24576 (device discovery and IP setup)

- TCP 11740 (communication ports for the engineering tool “Automation Builder”)

Do your devices report physical failures or temporary network
interruptions?

Apart from the physical display and status LEDs, an out-of-band monitoring would have to be
created via another fieldbus or similar communication ports, depending on the use case.

In addition, you can check the HA library:

e PS5601-HA-MTCP (will be installed with AB on local computer)

Do you support TLS?
Yes, we are supporting TLS 1.2 in our AC500 V2 and AC500 V3 PLCs.

Do you support 802.1x?

802.1x is currently not supported.

Do you support SSH access?

SSH is only used for support/developer access. Not enabled by default, protected by device-
unique password.
For further information please check:
e AC500 V3 Manual
Do you support EAP-TLS?

EAP-TLS is currently not supported.

What encryption standards are available?

Current generation supports TLS 1.2 including cipher suites like ChaCha20 etc. With each
firmware update we keep the cipher suites up to date.

Are asymmetric key algorithms supported?

Asymmetric Cryptography is available in AC500 V3 PLC but not for special protocol.

Are symmetric key algorithms supported?

Symmetric Cryptography is available in AC500 V3 PLC but not for special protocol.

Are cryptographic hash algorithms are supported?

Hash algorithms are available in AC500 V3. Please check the following libraries:
e CmpCrypto
e CmpX509Cert

3ADRO010764, 3, en_US 7
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2.2.15

2.2.16

2.2.17

2.2.18

2.2.19

2.2.20

2.2.21

2.2.22

2.2.23

Are Cryptographic algorithms supported that require a
cryptographically secure random number?

Randomness is available but not TRNG (True Random Number Generator).

Do you support MUD?

MUD (Manufacturer Usage Descriptions) is a new proposal by Cisco. Not supported.

Do you support automatic rollback to the previous firmware if the
loaded firmware failed?

Before the update starts, the signature file will be checked. If there is a power loss during up-
dating, this may cause a defect of the PLC. There is no rollback available.

Do you support event logs?

Event logs are limited supported.

Do you support physical intrusion protection system?

No, we do not support this. Be sure the PLC is located in a secure environment, where only
trained persons should have access.
For further information please check:

e  Whitepaper

e AC500 V2 Manual

e AC500 V3 Manual

Does the AC500 has his own PKI?

We are supporting PKI in this way, that we can import/export and create X509 certificates.
The AC500 PLC can integrated and work together with an PKI.

Does the AC500 support OSCP?

The Online Certificate Status Protocol (OCSP) is a network protocol that enables clients to
query the status of X.509 certificates from a validation service.
Certificates will be checked only offline not checked with an external server

How did you determine the required security level for the product?

The required security level of a component heavily requires on the required security level of
the complete automation system (according to IEC 62443-3-3) and of the additional counter-
measures that are implemented in the system. We assume, that for most security require-
ments to the PLC security level 2 is sufficient to achieve the required security level of the au-
tomation system.

Is Automation Builder certified according to IEC 62443-4-2, too?

Automation Builder was part of the IEC 62443-4-2 certification of the PLC, e.g. regarding se-
cure communication or configuration of user managements. It is not certified as a stand-
alone product, as it is typically not required constantly during the operation phase of an au-
tomation system.
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2.2.24

2.2.25

AC500 CYBER SECURITY

Does the IEC 62443-4-2 certificate differentiate the protocols?
For AC500 it includes secure protocols on the onboard interfaces like OPC UA, MQTT or
HTTPS.

If we have ProfiNET or Modbus TCP communication protocol between
AC500 and third-party devices, how to achieve secure communication?

PROFINET and Modbus are typically not secure. We recommend to either isolate the networks
or switch to secure protocols like OPC UA or MQTT, if required.

3ADRO010764, 3, en_US 9



2.3

2.3.1

2.3.2

2.3.3

10

Certification

Information’s about IEC62443-4-1

We are pleased to announce that TUV SUD has certified the site ABB AG in Heidelberg in ac-
cordance with the IEC 62443-4-1:2018 standard. The certificate is a confirmation that ABB
Heidelberg develops Secure-by-design products in accordance with the IEC 62443-4-1 pro-
cess.

Security for industrial automation and control systems - Part 4-1: Secure product develop-
ment lifecycle requirement.
The certificate can be found here:

Certificate
This life cycle includes:

- Definition of security requirements

- Secure design

- Secure implementation (including coding guidelines)
- Verification and validation

- Defect management

- Patch management

- Product end-of-life

Information’s about IEC62443-4-2

We are pleased to announce that TUV SUD has certified the ABB AC500 V3 and AC500-eCo V3
CPUs controller family in accordance with the IEC 62443-4-2:2019 standard.

The certificate is a confirmation that the controllers of the AC500 V3 product family fulfill the
security requirements for components according to the IEC 62443-4-2.

The certificate can be found here:

Certificate
This certificate covers seven foundational requirements:

- Identification and authentication control
- Use control

- System integrity

- Data confidentiality

- Restricted data flow

- Timely response to events

- Resource availability

Information’s about ISO 27001

Bureau Veritas has certificated site ABB AG in Heidelberg accordance with the 1ISO27001
standard.

The certificate can be found here:
Certificate

In addition to this certificate, there is a document available explaining the differentiation of
the IT security standard series ISO 27000 and IEC 62443.

Planners and operators of production facilities are faced with the question of which stand-
ards are to be adhered to for the IT security concepts and, if necessary, also for auditing

3ADRO010764, 3, en_US
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2.34

2.3.5

AC500 CYBER SECURITY

these facilities. Since the responsibility for IT security for operational technology (OT) often
lies in different hands than for information technology (IT), there are occasionally divergent
views as to which standards are to be used as a basis.

Please find attached the whitepaper for differentiate between ISO 27000 and IEC62443:

Differentiation of the IT security standard series ISO 27000 and IEC 62443

Information’s about Achilles

We are testing each firmware accordingly Achilles Level | and Level II
Please check our Whitepaper for further information.
The certificate can be found here:

e Certificate AC500 V2 and AC500-eCo V2 CPUs

e Certificate AC500 V3 and AC500-eCo V3 CPUs is coming soon

Information’s about CSPN

We are following IEC 62443-4-x standard. This covers same scope on international level.

3ADRO010764, 3, en_US 11
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Application

Can data be stored in an encrypted format?
Customers can use crypto libraries to en-/decrypt their own data. Please check the following
libraries for AC500 V3 PLCs only:
e CmpCrypto
e CmpX509Cert
Can we protect the human access to the device?
Access to data memory is only possible via engineering system or custom protocols, which
can be secured using user rights management and secure connections via TLS.
Can we authenticate each device?
Yes, with OPC UA this can be archived. Also some brokers in the internet support bidirec-
tional authorization.
Can we disable unused features and interfaces like FTP or webserver?

By default, all interfaces are disabled. The user customer need to manually activate the web-
server or FTP server. Only Online Access is possible to login to the PLC.

We recommend using secure functionalities. This means use HTTPS instead of HTTP or FTPS
instead of FTP.
Is a firewall implemented in the PLC?

We have no firewall implemented.

Do you support whitelisting and blacklisting?

No, we do not support both.

Do you support Secure Remote Access via VPN?

Please find a link to the Application Note: Secure remote access via Secomea gateway

Do you support configuration versioning?

We are support SVN. This is an additional package, what can be installed via Automation
Builder installation.

Do we have a security risk when we are using Mqtt?

When we are using Mqtt, the PLC act as client, this means, a connection will be established
from the PLC to the broker. There is no open socket from outside, who someone else can con-
nect. The PLC acting as client only in this case. No server functionality.

Can we encrypt the communication between the controller and the

Engineering station in AC500 V3 PLCs?

Please use encrypted communication.

Please find a link to the Application Note: User management
Please find a link to the Application Note: Encrypt and Sign your Application
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2.4.12

2.4.13

2.4.14

2.4.15

2.4.16

2.4.17

2.4.18

2.4.19

2.4.20

AC500 CYBER SECURITY

Can we checking for Integrity and correctness of the information
transmitted? Like IPSEC protocol.

It's recommended to use OPC UA together with TLS encryption.

Are you supporting SYSLOG in order of logging of any security
exception e.g. unauthorized communication attempts?

Syslog’s are supported with AB V2.5.0 and above.

Are you checking the integrity and uniformity of the controller's internal
operating at each startup?

This is supported with AB V2.5.0 and above.

Do you support secure boot?

Secure boot is not available.

Can we check the integrity and uniformity of the application program?

Please use signed boot project.

Please find a link to the Application Note: Encrypt and Sign your Application

Can we block access to ethernet network services like: FTP / HTTP etc.?

Default and simple setting of controller and engineering is for all protocols off/disabled, only
if protocols will be added, the communication port will be enabled.
See also What default ports are required in the PLC?

Can different users be identified and authenticated in AC500 V3 PLCs?

Yes, we can. For further details find a link to the Application Note: User management

Can we adapt the different user permissions?

Yes, we can. Please find a link to the Application Note: User management

Who is responsible when a customer is developing own libraries on top
of your AC500 base offering?

You will have responsible for your self-created libraries. Therefore, they should follow the
rules of IEC62443-4-2 (component) or IEC62443-3 (system).

We are also not certifying our libraries. We just certifying our product the AC500 V3 PLC.

If you sell your “application (libraries and PLC)” as own product/system, then you need to
check with TUV or any other certification agency if you need to certify your product again.

Either for product IEC62443-4-2 or as system for IEC62443-3-1/2/3.

Do we need to do any additional certification steps for the libraries or is
it sufficient that the base platform for AC500 is certified?

This depends on your customer. On our IEC62443-4-2 certificate will be written that our
AC500 V3 PLC with the dedicated firmware version is certified.
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2.4.21

14

If you customer is satisfied with that, everything is fine.

In case your customers want to see a certificate there AC500 EAU is IEC62443-4-2 is certified
you need to do the additional steps.

As mentioned above the libraries itself will not be certified.

What would the additional 4-2 certification mean in terms of transfer
prices? Would you add a library for 4-2 as an add-on layer?

Only the AC500 V3 product get certified. There will be no additional libraries, but we will
check if we could provide some guidance for library development with principals to be con-
sidered.

In general, the IEC62443-3-1/2/3 will describe the need for system.

IEC 62443-1-1 (Ed. 2) IEC 62443-1-2 IEC/TS 62443-1-3 IEC/TR 62443-14
Master glossary of
I

o g IEC 62443-2-1 (Ed. 2) IEC/TR 62443-23 IEC 62443-24 IEC/TR 62443-2-5
-
n
2 % Security program
S8 requirements for IACS Security Protection Patch management in Requirements for IACS Implementation guidance
° 8 q asset owners Rating the IACS environment service providers for IACS asset owners
o~
o
IEC/TR 62443-3-1
E
3 System security
I Security technologies Security risk assessment
6‘ for IACS and system design requirements and
: security levels

IEC 62443-4-2

Secure product Technical security
development lifecycle requirements for IACS
requirements components

| ﬁ !monen(

Link: https://www.hudsoncybertec.com/de/iec-62443/iec-62443-norm/
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