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1.1

1.2

AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

Introduction

Scope of the document

This Application Note describes how to protect the project and the running application in an
AC500 V3 PLC.

To archive this a user management is used, the communication and the boot application are
encrypted with a certificate from the controller in order to prevent unauthorized access and
to make sure that it cannot be exchanged.

In addition, we want to sign the application on the controller.

It is not possible to just sign the application. It’s always required to encrypt the application as
well. It’s possible to encrypt the application without sign it.

To do this, a corresponding certificate must be created on the controller and installed in the
Windows Certificate Store of your computer.

- Note: Be sure you have a battery plugged to you PLC. This is required to re-
store the date and time inside the PLC. Certificates have always an expira-

tion date.

All available certificates are located in the Windows Certificate Store “certmgr” on your com-
puter. There are two types of keys:

e Certificates with private keys
- for file decryption
- for digital signatures

e Certificates with public keys
— for file encryption

- for verifying digital signatures

Compatibility

The application example explained in this document have been used with the below engineer-
ing system versions. They should also work with other versions, nevertheless some small ad-
aptations may be necessary, for future versions.

e AC500V3PLC

e Automation Builder V2.6.0 or newer
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1.3 Overview

88 SecureTheApplication.project - Automation Builder 2.4 - Premium
File Edit View Project Build Online Debug Tools BACNet IEC61850 Window Help

BeE& [ e O | o L
Devices. ~ § x| @ Pcacsoov3 Q Security Screen X
=G Searethedppicaton T veer User Profle and Certificate Sefecton
= PLc_ACS00_v3 (PMS575-2ETH - TBS620-2ETH eUrtsist %
=80 pLC Logic oroject
. (¥ [Apphoation. 3 Digital Signature
@ o8us P ol lesuedfor  lssuedby  Valid from Valid until Thumbprint
* le Interfaces X || myselfsignedcert  Test Test 12.03.202108:21:02  12.03.202208:41:02  947DDAEATCB40D 258ADS 127SEGDF7IETE264EFF2

+ M3 Extension_Bus

Project File Decryption

lssuedfor  lssuedby  Validfrom  Validuntl  Thumbprint
X

Security Level

Activate the Use of Certificates for Enhanced Security
Enforce encrypted communication

[ enforce encryption of project files

[ Enforce signing of project files

Enforce encryption of dov line changes andbo

[ Enforce signing of download: line changes andbo:

[ Enforce signing of compiled libraries

Bootproject
Encrypted & Signed

o =

Authentification &
Encrypted communication

The steps described in this Application Note can be used to protect the Application. In the
first step the communication between computer and AC500 V3 is authenticated and en-
crypted to make sure that no unauthorized person can access the PLC.

In the second step the download and boot application become encrypted and signed to

make sure that nobody can replicate the boot application or load a not trusteed applica-
tion.
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2.1

AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

User management and encrypted
communication

User management

To prevent that any unauthorized person can access the PLC, overwrite the Application,

change the firmware or similar a User Management is needed.

How the User Management can be activated and configured is described in the Application
Note AC500 User Management with V3 in chapter 2.2 in this example the default user Man-

agement is used.

CAUTION!
Please check and remember your Administrator password.

There is also no workaround to login to the PLC without this password. If

this happens, the PLC must be replaced!

Only an Administrator has been added to the user management and the password has been

set.

7 PLC_ACS00_V3 X

Communication settings & [ Device user: Administrator
mod.

ode: Configuration can be changed vithout connection to the device and saved to disk.
PLC Settings Users

Version information =8 Administrator

€3 is member of group 'Admiristrator’
Statistis €3 is member of group Everyone’
Files

Log

PLC Shell

I Usersand Groups

If now a project should be downloaded an authorized user needs to log in.

&

Add.

& Import...

&
Ll

Edit,

Delete

Device User Logon

I and password of an user account which has got the sufficient rights.

>

You are currently not authorized to perform this operation on the device. Please enter the name

Device Name |F‘LC_.-5.C5IIIEI_1.-'3 (PM5675-2ETH)

Devicefddress |

zer Name |.ﬁ.dministrab:|r
Password |uu-|
Operation: View

Object: "Device"

Cancel

If a user who don’t has username and password tries to log in or update the firmware is not
able to as he has insufficient rights. Each successful or failed login attempt will be tracked

inside the Audit Log of the PLC.
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2.2

Encrypted communication

As described in the last chapter only authorized user can log in to the PLC.

To ensure that nobody can read the login data you sent from your computer to the PLC an en-
crypted communication must be used. The steps to archive this are also described in the Ap-
plication Note AC500 User Management with V3 in the chapter 2.2.1.4.

Afterwards go to the Communication Settings.
1. Inthe tab “Device” choose “Encrypted Communication”

PLC_ACS00_V3 x| i Security Sereen

Communication Settings Scan Metwork... | Gateway - || Device -
Options 3
PLC Settings

Rename Active Device...

Wersion information Wink Active Device

Send Echo Service...

Statistics
Encrypted Communication

Files Change Communication Palicy. ..

A= TS L

Now the communication between the PLC and the PC is encrypted so that nobody can get
any log in information or read any system values. This setting is only done locally on your Au-
tomation Builder and will be saved within the project.

- Note: In case you want to login from different computers to the controller,
you will need the appropriate certificate for each computer. Otherwise the
communication from other PCs is not encrypted and attackers could read
confidential data.

In the next step the comunication policy from the device is changed to allow only encrypted
communication. Then it is not possible to log in without an encrypted communication.

2. Click “Change Communication Policy”

~

Communication Settings Scan Metwork | Gateway = || Device -

Options 3
PLC Settings

Rename Active Device...
Version information - Wink Active Device

\ Send Echo Service. ..
Statistics
Encrypted Communication

Files Change Runtime Security Policy...

Security Settings... L'E
Log T IPSRIOTERET

3. Change the communication policy to “Enforced encryption”
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AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

Change Runtime Security Policy *

Communication

Current policy Enforced encryption

Mew policy Enforced encryption o
Mo encryption
Oiﬁonal encriiﬁon
Enforced encryption *

Code Signing

Current policy All

Mew policy All =

All types of application code accepted.

Device User Management
Current policy Optional user management
Mew policy Optional user management i

The user management is optional on the device.
Itis up to the user to activate the user management or leave the device unprotected.

Allow anonymous login

If anonymous login is activated, certain registered components (e.g. OPC UA) can
establish a connection without providing credentials even if user management is
enabled.

Cancel

It is also possible to force the usermanagement here. Then it is not possible to delete the
usermanagement from the PLC. The settings to force the signing of an application is
described in chapter 5.2.

In the next step the communication from another PC to this PLC shall be established.

4. When trying to log in without encrypted communication following error will pop up

Automation Builder 2.4 - Premium X

The device supports only encrypted communication. Please
activate encryption!

5. Use also on the second computer encrypted communication like shown in step 1

6. With the next login the certificate for the encrypted communication will be stored in your
certificate manager on your PC. Click “OK” to confirm

Automation Builder 2.4 - Premium x

The certificate of device 'PM5675-2ETH' is not signed by a
trusted authority,

Thumbprint
[CFSEDSEESDTCBAFF291 DAEE20TES 1A429CTB2ESC]

SERIALMUMBER=0024530D04A95,
OlD.1.2.840.113549.1.9.2=Device: AC500 PM5Gw0c-2ETH,
QID.1.2.840.113549,1.9.2=Vendor: ABE Automation Products,
CN=PM5675-2ETH

Do you want to install it as a trusted certificate into your local
store ‘Controller Certificates'?

o | [ ]
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3

Encrypt the application with certificate

In addition to secure the communication to the PLC also the stored boot application can be
encrypted to make sure that nobody who could access the PLC is able to duplicate the exist-
ing boot application for other PLCs.

In this chapter, the boot application, Download and Online Change gets encrypted.

There is a project with an application that must be downloaded to the controller as an en-
crypted boot application. In the Windows Certificate Store of a computer, the certificate of
this controller for encrypting the application will be installed.

Note: In case you want to download the application to different controllers,
you will need the appropriate certificate for each controller.

1. Login to your PLC

2. Open the “Security-Screen” view by double-clicking the © symbol in the status bar or
by clicking “View = Security-Screen”

M8 Signedroject groject - Automation Bulder 24 - Premeum
Fle Edit View Project Buld Online Debug Tols BACNet Vindow Help

A== el
T

Oevers

=1 Spredraect
- 18 T PLC_ACSIN V3 (PMSTD-2ETH -TBS625-2ETH)

i

ok 00 90 Preorole s [ Sroguam loades Srogram unchangas raget sar (robody

3. Go to “Devices” tab and click the [* button to refresh the list of available devices and

their certificate store
You can see that there are no certificates available. If the certificate already exists,

some of the steps below can be skipped.
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AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

et st Sueation Bt 24 0
Fie G Ve e Bad oo 4
hed
= < K| @ oA @ ety seremn x %
g -

-t nearso v pussme mssmamg || < woed by
Brcjmct x -
] & ]
[
&
e | 32 Omveme
s Lontbst 0050 peoeve o [ e e e ()

4. Open the “Project” tab and double-click the “Application” entry in the area “Encryption
of boot application, download, and online change”

@ PLc_Acs00_v3 @ Security Screen X

FJW Project fle encryption

o encryption

Technology
Froject
Certificates of Users Sharing this Project
Issued for Issued by Valid frem  Valid until  Thumbprint

Devices

Encryption of Boot Application, Download and Online Change

Double-click Applications Belowto Changethe Configuration:
lssued by Valid from  Valid until

Issued for Thumbprint

= [ pLc_acsoo_v3
€} Application (o encryption)

5. The “Properties” dialog of the Application opens

Properties - Application [PM3650_2ETH: PLC Logic] X

Common Information Boot Application SecUrity  Appiication Buid Options  Target Memol |

Protection: |No encryption -

6. Select the “Security” tab and select “Encryption with certificates” as the “Protection”.
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Properties - Application [PM5650_2ETH: PLC Logic] X

Common  Information Boot Application  Security  Application Build Options  Target Memo| + | ¥

Protection: | SRR ATe]

Certificates for enryntion
I Encryption Wizard I

lssuedfor  Issuedby  Valid from  Valid untl  Thumbprint

Signing
[ pigitally sign application code

The certificate used for signing may be configured in the
SecurityScreen at "User - Digital Signature”

Commen

Encryption Wizard *

Encry This wizard will enable encryption of downloads for the current
application and its device.,

Enary Attention: The used certificate wil automatically be added to the

| “trusted certificates” on this machine if neccessary.

Firm| Please press the "Start” Button to go on.

| 0 | status
| | Mot connected
Details
Cerl | Ready
-
pril
Start Cancel
ok Cancel apply

8. Click on “Start” and select the Key Length “4096” and the Validity period in days:

Commen

- <k

Encry This wizard will enable encryption of downloads for the current
application and its device.
FNaTY Attention: The used certficate wil automatically be sdded to the

o “trusted certificates” on this machine if neccessary.

Firm| Please press the “Start” Button to go on.

0
[l _Processing request... L

Certific & B *
Key length (bit) 2095 -

—

]

oK Cancel Apply

9. Confirm with “OK”

10 3ADRO010707, 3, en_US



AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

10. The server certificate on the PLC will be created. Also, the certificate will be installed on
the Cert store in Windows.

Encryption Wizard X

This wizard will enable encryption of downloads for the current
application and its device.

Attention: The used certificate will automatically be added to the
"trusted certificates” on this machine if neccessary.

Please press the "Start” Button to go on.

Status
Wizard finished.

Details

Ready

Checking connected device for certificates...

Calculating new certificate. This might take some time.
Anew certificate has been created by the device.
Adding certificate to the certificate storage if neccessary.
A certificate with thumbprint |
‘BAB908BBE36F6AAE3B35886A80 332220 283E4F 78’ has
been added to the certificates of the application.

Wizard finished.

Close

11. Click “Close”
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12. The certificate is automatically added for the encrypted application. Please remove the
checkbox for “Digitally signing application code” if it is set.
This will be handled in chapter 5.

Properties - Application [PLC_ACS00_V3: PLC Logic] X
Common Information  Boot application ENcryption  Application build options |4 | *

Encryptiontechnology
Encryption with certificates

Firm code Product code

Certificates

[« []Digitally signapplication code

Issued for Issued by Valid f|
5] Encrypted Application  PMSS70-26TH  PMS670-28TH 1103,

<

Encryption Wizard

e | [l

13. Confirm with “OK” and find then encrypted application added

A8 SignedProject project - Autor A - Premium - o x
File Edt View Project wg  Tools BACNe Window Hep Y
EHe=a S IE T S
v B X Q sectyScreen x| 1) W %
FLC_ACS20.13 PMSETD-2TH - TSE2D 2ETH) HE —— o
: .
a
h) & evies
et
bt 0090 pecrpe v b [ Progrom foaded Progn o
« 3 ” 3 & 3 3 3
14. Go to “Devices” tab and click the |“ button to refresh the list of available devices and
their certificate store
You can see that the certificate is available
[Z) FLc_Acsoo_us @ Security Screen x
User @ || Information B3 || Information Issued for Issued by Valid from Valid until Thumbprint
0| = (@ pic_acsoo_vs * » OPCUA server {not avaiiable)
Project N N
S own Certificates = . IoDrvFTPServer {not available)
Devices B3l Trusted Certificates i + CmpMQTTClient (not available)
E Unstrusted Certificates ?’. Encrypted Application PM5675-2ETH PM5675-2ETH 16.03.2021 14:36:22 16.03.2022 14:36:22 9CAA2A1IFB2410936A 1494
EI Quarantined Certificates 9:. Web Server PMS675-2ETH PM5675-2ETH 16.03.2021 14:16:44 16.03.2022 14:16:944 4ACC IES45A26AA4DDS5CF
4ACCIES45A26AA4DDS5CF

1) Encrypted Communication PMS675-2ETH  PMS675-2ETH  16.03.20211%:16:44  16.03.2022 14:16:44
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AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

15. When you go to your certmgr.msc, see chapter 4 step 4, navigate to “Controller Certifi-
cates” you can see the installed certificate on your Certificate Store on Windows

File Action View Help
e pEolaE Hm

certmgr - [Certificates - Current User\Controller Certificates) Certificates]

7 Certificates
_| Trusted Root Certification Authorities
7 Enterprise Trust
7| Intermediate Certification Authorities
~| Active Directory User Object
7| Trusted Publishers
_| Untrusted Certificates
~| Third-Party Root Certification Authorities
7| Trusted People
~| Client Authentication lssuers
“| Other People
~ ] Controller Certificates
1 Certificates
7| Local NonRemovable Certificates
~| LyncCertStore
~| MSIEHistoryJournal
7| Certificate Enrollment Requests

lssued To : Issued By
IPMs&70-2ETH PMSE70-2ETH

Expiration Date
11.03.2022

Intended Purposes

<All>

Friendly Name
Encrypted Application

Controller Certificates store contains 1 certificate.

16. Open the “Users” tab in the “Security-Screen”.
Activate the option “Enforce encryption of downloads, online changes, and boot appli-
cations” in the “Security-Level” area.

(5@ securty screen x| 7] PLC_ACS0_V3

User Profile and Certificate Selection

User

DEU213596
Project Digital Signature
Devices 5| lssuedfor

x

Issued by Valid from  Valid until ~ Thumbprint

Project File Decryption

# || lsuedfor Issuedby  Validfrom  Validuntl  Thumbprint
x
Seaurity Level

Activate the Use of Certificates for Enhanced Security
[ Enforce encrypted communication

[ Enforce encryption of projectfiles

(] Enforce signing of project files

[ ERfareE Eheryptan ofdawnlnads, snline changes andbo

[ enforce signing of downloads, onlinechanges and boot applications

[ Enforce signing of compiled libraries

17. Logout of the PLC

18. Select Build = Clean All

19. Login to the PLC

20.The certificate is now used to encrypt the application.

3ADRO010707, 3, en_US
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4 Create self-signed certificates with Winl10

In the face of increasing security precautions and security issues, it has become of funda-
mental importance to websites and services to be implemented with always activated secu-
rity. Various service providers now need secure connections, also for development environ-
ments. In most cases it is not possible to use cryptographic certificates for the local
development environment any developer, but you can easily get self-signed certificates for
free.

These certificates can be used in local environments and cover the security requirements dur-
ing the development of the solution.

CAUTION!
Self-signed certificates should NEVER be used on production or public
| websites and networks.

PowerShell in Windows 10 includes the command New-SelfSignedCertificate. This command
can be used to create self-signed certificates.

1. Open a PowerShell window in Administrator mode

EX Administrator: Administrator: Windows PowerShell - O X

Copyright (C) Microsoft Corporation. All rights r

2. Enter the following command:
New-SelfSignedCertificate -type CodeSigningCert -KeyLength 4096 -Subject
"E=-test@example.com,CN=Test" -FriendlyName "SelfSignedCertForSigning" -

CertStoreLocation "Cert:\CurrentUser\"

3. The result will be a Thumbprint

EX Administrator: Administrator: Windows PowerShell - ] X

CodeSigningCert
rity\Certificate::Current

B43EFFAIDE19E7DFBF728 mple.com, CN=Test

14 3ADRO010707, 3, en_US




AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

4. Start the certmgr.msc via PowerShell

EN Administrator: Administrator: Windows PowerShell - O X

5. A new window will open
Navigate to Personal-> Certificates
Here you can see the currently created self-signed certificate with private key

& certmgr - [Certificates - Current User\Personal\Certificates]

File Action View Help

e nE B HE

(30 Certificates - Current User A || |ssued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Term...
v [ Personal
9 Certificates

| Trusted Root Certification
| Enterprise Trust
| Intermediate Certification

] Test Test 06/12/2023 Code Signing SelfSignedCertForSigning

6. Select the Test certificate, right click and select:
All Tasks -> Export...

7. Click Next

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect dats or to establish secure network:
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next,

Cancel
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8. Select: No, do not export the private key

X
& L¥ Certificate Export Wizard
Export Private Key
You can choose to export the private key with the certificate.
Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.
Do you want to export the private key with the certificate?
() Yes, export the private key
(®) Mo, do not export the private key
Cancel
9. Select DER encoded binary X.509 (.CER)
X

& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®) DER encoded binary X.509 (.CER)

() Base-64 encoded X.509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (.55T)

Cancel

3ADRO010707, 3, en_US



AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

10. Choose a path and name e.g. MyCertForSinging.cer to store the certificate.
Confirm with Next

& £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\UsersIn s \Desktop My CertForSinging.cer ‘ [

Mext Cancel

11. The final result will be shown:

& £¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have spedfied the following settings:

C:\Jsers\DELI213596 \DesktopMyCert]

Export Keys Mo

Indude all certificates in the certification path Mo

File Format DER Encoded Binary X. 508 (%.cer)

< >

Finish Cancel

12. Confirm with Finish

3ADRO010707, 3, en_US 17



Sign the application with certificate

In this step, boot application becomes signed. Currently AB allows only to sign the applica-
tion, when you also encrypt the application. The encryption of the application was already
handled in chapter 3.

5.1 Import Certificate into Automation Builder

1. Open the “Security-Screen” view by double-clicking the © symbol in the status bar or
by clicking “View - Security-Screen”

lh SgnedProject prject - Automaticn Builder 24 - remium - ok
Fle €6t View Project Guld Online Debug Tools BACMer Window Help Date
Je o 7 »
oevems L -5
= 1) SoredPromt -
(5] PLC_ACED0 43 (HSATO-IETH - TES620-2TH) B
&
o T dby  Veidirom  Vold uhl b F
1406
Issued f d by Valid from lid urtil bpnnt X
x @
Nrou g ven
@
T T tsthui 00 00 preoowie o+ [ program loaded Progrm usckangec Proect user: (son0dy)

2. Inthe “User” tab, select the user profile for which the communication will be en-
crypted. By default, the specified user profile is the one you have used on your com-
puter to sign into Windows.

[¥@ Security Screen x [7] PLC_ACS00_V3

| Vser User Profil and Certiicate Selection
DEU2135%6 v+ X
st Signature

Devices Z | tssuedfor  lssuedby  Velidfrom  Vliduntil  Thumbprint ‘

Project FileDecryption

lssuedfor  lssuedby  Validfrom  Validuntil  Thumbprint
x

Security Level
Activate the Use of Certificates for Enhanced Security

[ Enforce encrypted communication

[ Enforce encryption of project files

[ Enforce signing of project files

Enforce encryption of downloads, online changes andbootapplications
O

[ Enforce signing of compiled libraries

3. Click the | button in the “Digital signature” area. The “Certificate Selection” dialog
opens.
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AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

4. Select the certificate with a private key from the list “Personal certificates” which was
created in chapter 4.
Certificates with a private key are identified by the & symbol.

Certificate Selection [m) et

Select the certificate for your digital signature. You need the private key for this certificate.

Issued for Issued by Valid from Valid until Thumbprint

I selfsignedCertForsigning  Test Test 06/12/2022 10:22:07  06/12/2023 10:42:07 9589829008 12FI209ETI08243FDBSE2FCOA3E5S

< >
EXES
Avallable certificates in the local Windows Certificate Store:
Issued for Issued by Valid from Valid until o

= Fal Personal certificates

il sefsignedCertForsigning Test Test 06/12/2022 10:22:07  06/12/2023 10:42:07

* [ Controller Certificates

5. Click on the arrow up * button to add the certificate to the upper part of the dialog

6. Click “OK” to confirm your selection. The selected certificate is displayed in the “Secu-
rity Screen” in the “Digital signature” area.

7. Activate the option “Enforce signing of downloads, online changes and boot
applications” in the “Security-Level” area.

[T PLc_ACs00_v3 Q Security Screen X
User User Profile and Certificate Selection
Test | X
Project .
Digital Signature
Devices ] Issued for Issued by Valid from Valid until Thumt
x ?:l SelfSignedCer tForSigning Test Test 06/12/2022 10:22:07 06/12/2023 10:42:07 QEEQB*

Project File Decryption

Cl Issued for Issued by Valid from  Valid until  Thumbprint
X

Security Level

Activate the Use of Certificates for Enhanced Security
[ enforce encrypted communication

[] Enforce encryption of project files

[ Enforce signing of project files

Enforce encryption of downloads, online changes and boot applications

[ &1 Enforce signing of downloads, oniine changes and baot applications

[ Enforce signing of compiled libraries

Enfarce timestamping of signed compiled libraries

8. Go to “Devices” tab and click the [* button to refresh the list of available devices and
their certificate store.
Select “Trusted Certificates”

) Security Screen X [[7] FLC_ACS00_U3

User @ || information o | Information Issuedfor  Issued by Validfrom  Validuntil  Thumbprint
| = @ rc_acsoovs x J No certificates found
e [5] Own Certificates =

8 unstrusted Certificates
5 Quarantned Certificates

9. Import the certificate (MyCertForSinging.cer), created in chapter: 4, to the “Trusted Cer-
tificates” in your PLC, using the '8 symbol.

10.Once imported the confirmation screen appears
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20

Automation Builder 2.4 - Premium X

The certificate has been downloaded successfully to “Trusted
Certificates’,

11. The imported certificate is now visible in the “Trusted Certificates” area.

@ Security Screen X (] PLC_ACS00_V3

User @ || Information B3| Information  Issuedfor  Issued by Valid from Valid until Thumbprint
= PLC_AC500_V3 * = Test. Test. 11.03.2021 14:02:04 11.03.2022 14:22:04 6F & 1F794043EFFA 1D8 19ETDFEF 720
P [l Own Certificates
B8 Trusted Certficates ]

Devices =
5 Unstrusted Certificates

3 Quarantined Certificates

12. Logout of the PLC
13. Select Build - Clean All

14.Login to the PLC

5.2 Change policy to signed only

In the last chapter the signing in one project was activated. But another project which is not
encrypted & signed can also be loaded from the CPU. In this chapter it is explained how to en-
force the signing of projects.

1. Open the Communication Settings

2. Click Device - Change Runtime Security Policy...

[T PLC_ACS00_V3 X '@ Security Saeen

Communication Settings Scan Network | Gateway - ||Device -
Options 3
PLC Settings
Rename Active Device...
Version information Wink Active Device
Send Echo Service...
Files

Encrypted Communication
Log Change Runtime Security Policy. ..

Security Settings... :I
=P
localhost

PLC Shell

lears an. A Ceaume

3. Inthe section Code Signing the policy is changed to Enforced signing
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Change Runtime Security Policy

Communication
Current policy

Mew policy

Code Signing
Current policy

Mew policy

Device User Management

Current policy

Mew policy

4. Confirm with OK

AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

Enforced encryption
Enforced encryption ~

The device supports only encrypted communication.

All

Al ~

Enforced signing

Optional user management
Optional user management ~

The user management is optional on the device.
Itis up to the user to activate the user management or leave the device unprotected.

Allow anonymous login
If anonymous login is activated, certain registered components {e.g. OPC UA) can

establish a connection without providing credentials even if user management is
enabled.

Gance

In future, only signed boot applications can be loaded. In case an unsigned application is
downloaded following error pops up.

Automation Builder 2.6 - Standard

The device aborted the download because of security issues.

The device requires downloaded data to be signed but the signature is missing.
Please check the security settings of the application.

Detais...

CAUTION!

A not signed boot application can be downloaded to the PLC which is re-
placing the existing boot application. When trying to load this not signed
boot application the error occurs. Nevertheless, the old boot application
is already replaced so not boot application is available anymore.
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6 Delete certificates and user management

Certificates can be deleted in the “Security Screen” view, either directly on the “User” tab or in
the “Certificate Selection” dialog.

6.1 Delete certificate for signing the application

e Dialog “Security Screen”, tab “User”, “Digital signature”.
Select a certificate and click

@ Security Screen x [[7] PLC_AC500_ V3

| User User Proflle and Certificate Selecton
DEU213596 v X
e Digital Signature
B £ Issuedfor  Issuedby  Valid from Valid until Thumbprint
x T"-b MyselfSignedCert Test Test 11.03.2021 14:02:04 11.03.2022 14:22:04 (CEF 38EAESB25A6 1F 794043EFFA 1D8 19E 7DFEF 720

Project File Decryption

2| lssuedfor  lsuedby  Validfrom  Valid until  Thumbprint
x
Security Level

Activate the Use of Certificates for Enhanced Security

[] Enforce encrypted communication

[ Enforce encryption of project files

[ enforcesigning of project files

Enforce encryption of downloads, online changes andboot applications
[ Enforce signing of dewnloads, onlinechanges andboot applications

[IEnfarce signing ofcompiled [Eraries

Remove the checkboxes in the “Security Level”.

6.2 Deleting a certificate for the encryption of boot
application, download and, online change

1. Inthe “Security Screen” view, on the “User” tab, remove the checkbox for “Enforce en-
cryption of downloads, online changes, and boot applications”

2. Inthe “Security Screen” view, on the “Project” tab, in the bottom view, double click the
entry for the “Application”.

3. The “Properties dialog for the appication opens with the “Encryption” tab.

P

In the “Certificates” group, click =1,
In the “Certificate Selection” dialog, delete the certificate by selecting the certificate
and click
Click “OK” to close the “Certificate Selection” dialog.
The certificate is no longer displayed in the “Properties” dialog.
Remove the checkbox in the “Certificates” section for “Digitally sign application code”
Set the “Encryption technology” to “No encryption”
Click “Apply” and “OK”
10.In the “Security Screen” view, on the “Device” tab, select the PLC and remove the certifi-
cate for “Encrypted Application”

©®~No W

Q) Security Screen x [T PLC_ACS00 V3

User || Information F3| information lssued for  lssuedby  Validfrom  Valid until  Thumbprint
| = @ pLc_acsoo_vz x OPC UA Server {not avallable)
Project FE Own Certificates = IoDrvFTPServer (not avalable)
Devices [# Trusted Certificates i) CmpMQTTClient (ot available)
3 Unstrusted Certificates [ Enarypted Application (not available) ]
[# Quarantined Certificates Web Server (not available)

Enarypted Communication (not available)
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https://help.codesys.com/webapp/_cds_encrypting_application;product=codesys;version=3.5.16.0#id5
https://help.codesys.com/webapp/_cds_encrypting_application;product=codesys;version=3.5.16.0#id5

AC500 V3 - ENCRYPT AND SIGN YOUR APPLICATION

6.3 Deleting a certificate for the encrypted
communication

1. Inthe “Security Screen” view, on the “User” tab, remove the checkbox for “Enforce en-
crypted communication®

2. Inthe “Security Screen” view, on the “Device” tab, select the PLC and remove the certifi-
cate for “Encrypted Communication”

6.4 Delete the user management

1. Login as Administrator
Right click to the PLC_AC500 in the device tree
3. Select reset origin Device

4. Confirm with yes

Automation Builder

Do you really want to perform the operation 'Reset origin
device [PLC_AC500_V3]'?

5. Wait about 30s, you'll be logged out
6. Login Again, you'll be asked for Username and Password

- Device User Logon X

E You are currently not authorized to perform this operation on the device. Please enter the name
and password of an user account which has got the sufficient rights.

Device Name: |PLC_AC5[]D_U3 (PM5650-2ETH)

|
I: Device Address: | |
. User Mame: |.-5.dministrab3r |
Password: |iooooooo |
k Operation: View
Object: "Device”

cancel

7. Typein and confirm. The error message “Too many Tries” is shown
8. Now the user management is deleted and no more password is needed
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FAQs

Q1: What's wrong when | got the Error: Operation aborted, no valid certificate for signing
found

Automation Builder 2.4 - Premium x

@ Operation aborted, no valid certificate for signing found

Al: If you do not want to use Code Signing, it could happen, that you have selected the “Digi-
tally sign application code” is selected

Properties - Application [PLC_ACS00_V3: PLC Logic] %
Common Information Boot application  Encryption  application build options | * | *

Encryptiontechnology

Encryption with certificates

Firm code Product code

Certificates

= [ Digitally sign application code

Issued for Issued by Valid f|
5l Encrypted Application  PMSS70-2ETH PMS670-25TH 1103,

< >

Encryption Wizard

If you want to use Code Signing than, please be sure you have imported your certificate.

5] s§uritv5creen x [l PLc_AC500_v3

| User User Profil and Certificate Selection
DEUZ13556 >l X
R Digital Signature
BEiEs = lssuedfor  lssued by Valid from Valid until Thurmbprint
X || Bl MySelfsignedeert  Test Test 11.03.2021 14:02:04  1103.2022 14:22:04  C6F38EAESB25A61F794043EFF A IDS 19E7DFEF720

Froject File Decryption

Issued for Issued by Valid from  Valid until  Thumbprint
x

Security Level
Activate the Use of Certificates for Enhanced Security

[ Enforce encrypted communication

[ Enforce encryption of project files

[ Enforce signing of project files

Enforce encryption of downloads, online changes and boot applications
[ Enforce signingof downloads, online changes and boot applications

[ Enforce signing of compiled libraries
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