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Disclaimer

A. For customers domiciled outside Germany /
Flr Kunden mit Sitz auBerhalb Deutschlands
»Warranty, Liability:

The user shall be solely responsible for the use of this products described within this file. ABB
shall be under no warranty whatsoever. ABB's liability in connection with application of the
products or examples provided or the files included within these products, irrespective of the
legal ground, shall be excluded. The exclusion of liability shall not apply in the case of intention
or gross negligence. The present declaration shall be governed by and construed in accordance
with the laws of Switzerland under exclusion of its conflict of laws rules and of the Vienna Con-
vention on the International Sale of Goods (CISG)."

»Gewahrleistung und Haftung:

Der Nutzer ist allein fir die Verwendung des in diesem Dokument beschriebenen Produkte und
beschriebenen Anwendungsbeispiele verantwortlich.

ABB unterliegt keiner Gewahrleistung. Die Haftung von ABB im Zusammenhang mit diesem An-
wendungsbeispiel oder den in dieser Datei enthaltenen Dateien - gleich aus welchem Rechts-
grund - ist ausgeschlossen. Dieser Ausschluss gilt nicht im Falle von Vorsatz oder grober Fahr-
lassigkeit. Diese Erklarung unterliegt Schweizer Recht unter Ausschluss der
Verweisungsnormen und des UN-Kaufrechts (CISG)."

B. Nur fir Kunden mit Sitz in Deutschland
»Gewahrleistung und Haftung:

Die in diesem Dokument beschriebenen Anwendungsbeispiele oder enthaltenen Dateien be-
schreiben eine moégliche Anwendung der AC500 bzw. zeigen eine mogliche Einsatzart. Sie stel-
len nur Beispiele flir Programmierungen dar, sind aber keine fertigen Losungen. Eine Gewahr
kann nicht Gbernommen werden.

Der Nutzer ist fur die ordnungsgemaBe, insbesondere vollstandige und fehlerfreie Program-
mierung der Steuerungen selbst verantwortlich. Im Falle der teilweisen oder ganzen Uber-
nahme der Programmierbeispiele konnen gegen ABB keine Anspriiche geltend gemacht wer-
den.

Die Haftung von ABB, gleich aus welchem Rechtsgrund, im Zusammenhang mit den Anwen-
dungsbeispielen oder den in dieser Datei enthaltenen Beschreibung wird ausgeschlossen. Der
Haftungsausschluss gilt jedoch nicht in Fallen des Vorsatzes, der groben Fahrladssigkeit, bei An-
spriichen nach dem Produkthaftungsgesetz, im Falle der Verletzung des Lebens, des Korpers
oder der Gesundheit oder bei schuldhafter Verletzung einer wesentlichen Vertragspflicht. Im
Falle der Verletzung einer wesentlichen Vertragspflicht ist die Haftung jedoch auf den vertrags-
typischen, vorhersehbaren Schaden begrenzt, soweit nicht zugleich ein anderer der in Satz 2
dieses Unterabsatzes erwihnten Fille gegeben ist. Eine Anderung der Beweislast zum Nachteil
des Nutzers ist hiermit nicht verbunden.

Es gilt materielles deutsches Recht unter Ausschluss des UN-Kaufrechts."
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2.1

2.2

2.3

AC500 HOW TO USE OPC SERVER V3

Introduction

Scope of the document

This document refers to an example program named ‘V3_OPC_Example_V2.5.project’ on how to
configure the OPC server for V3 CPU, including OPC DA and UA.

Compatibility

The application example explained in this document have been used with the below engineer-
ing system versions. They should also work with other versions, however some small adapta-
tions may be necessary, for future versions.

e AC500V3PLC

e Automation Builder 2.2.0 or newer

Overview

OPC Unified Architecture (UA) is an open standard created by the OPC Foundation with help
from dozens of member organizations. Although UA intends to provide a platform independ-
ent interoperability standard (in-order to move away from Microsoft COM), it is not a replace-
ment for OPC Data Access (DA) technologies. For most industrial applications, UA will comple-
ment or enhance an existing DA architecture. It will not be a system-wide replacement. OPC UA
complements OPC DA infrastructures in the following ways:

e It offers a secure method of client-to-server connectivity without depending on Mi-
crosoft DCOM and has the ability to connect securely through firewalls and over VPN
connections. For users connecting to remote computers within the corporate network
(inside the firewall) on a domain, an OPC DA and DCOM connection may be satisfac-
tory.

e It provides an additional way to share factory floor data to business systems (shop-
floor to top-floor). OPC UA can aggregate data from multiple OPC DA sources into non-
industrial systems.

For the majority of user applications, the most relevant components of the UA standard are as
follows:

e Secure connections through trusted certificates for client and server endpoints.

¢ Robust item subscription model to provide efficient data updates between clients and
servers

e Anenhanced method of discovering available information from participating UA serv-
ers.

For more information on OPC UA, please search the key words ‘OPC UA’ in

search engine website.
NOTICE

3ADRO010407, 2, en_US 5



How to get and install the OPC Server

This section describes how to install the OPC Server OPC V3 and Gateway V3.

Before you execute the installation, you must close all OPC Client, the ABB OPC Tunnel and
the Gateway (CODESYS gateway server) on your PC. Please check these with the Windows

Task Manage.

1% Windows Task Manager

File Options  View Help

Applications | Processes |Seruices | Performance INetworking | Users |

[=][= ] =]

Image Mame

AutomationBuilder . exe
taskmar.exe
SOClent.exe
shstat.exe
McTray.exe
CodeMeterCC.exe
explorer. exe
dwm.exe
taskhost.exe
VBoxTray.exe
UdaterUI exe
WinCoDeSysOPC.exe
winlogon,exe
CSrss,EXE
GatewaySysTray.exe
jusched.exe

User Mame  Session ID

Test
Test
Test
Test
Test
Test
Test
Test
Test
Test
Test
Test
SYSTEM
SYSTEM
Test
Test

-

O i Y Sy SV WP I I

CPU  Memory (...
03 320.868 K

01 1.804K
al] 2,008 K
0o 2B K
0o 184K
o] 2,660 K
al] 19.808 K
0o 1,108 K
o] 2,800 K
ol 1404 K
al] L040 K
0o 2198 K
o] L4560 K
al] 1436 K
0o 752K
0o 924K

Description

Automati...

Windows ...
OPC Tool...
VirusScan...
McTray A...
CodeMet. .

Windows ...
Desktop ...

Host Proc...
VirtualBox, ..
Common ...
WinCoDe...
Windows ...
Client Ser...
Gateway...
Java Upd...

[ show processes from all users

Processes: 58 CPU Usage: 19%

Physical Memaory: 53%

Figure 1: Windows Task Manager

The Processed of
e Gateway.exe
e CoDeSysOPC.exe
¢ WinCoDeSysOPC.exe
e OCTsvc.exe

e Must have disappeared.

e End the processes with the Windows Task-Manager.
e Stop the ABB OPC Tunnel Windows Component Service, Services (local).

3ADRO010407, 2, en_US




3.1

AC500 HOW TO USE OPC SERVER V3

OPC Server V3 and CODESYS Gateway V3/V2

Install the OPC Server V3 directly from the Additional Tools in Automation Builder. You can
download the installation package from website www.abb.com/automationbuilder or
https://new.abb.com/plc/automationbuilder/platform/software

Automation Builder software download

Automation Builder is available in Basic, Standard and Premium editions meeting the needs of small
projects and managing the challenges of many and large projects for OEM and system integrators.

Start working immediately: After installation, on the first start-up of Automation Builder you can
choose from different licenses:

= Free 30-day trial license — unlocking standard and premium features
= Free Basic edition

Purchased standard or premium license

= Licenses can be activated, removed and transferred anytime
= Availability of network licenses for installation on a license server

Life-cycle support: When installing Automation Builder you can include former version profiles into
your installation to maintain compatibility with projects done in former versions of Automation
Builder. Alternatively you will find installation files for selected former versions in the ABB Library
below.

Are you looking for support or purchase

Programmable Drive support is discontinued with Automation Builder 2.2. But Automation Builder & E
information?

can still be used to access previous versions of drive IEC 61131 programming. The successor
engineering tool for ACS880, DCS880 and DCT880 programming will be the Drive Application
Builder. Planned date of first release is end of March 2019.

Vv Contact us

All tools that are required to configure and commission a drive as a field device connected to the
AC500 PLC will remain integrated part of Automation Builder, mainly:

= Drive Manager

= Drive composer pro

Note: If you want to upgrade projects with third party safety devices we recommend that you create
project archives of your projects BEFORE installing Automation Builder 2.2 (File --> Project Archive
--> Save/Send Archive ...).

Automation Builder 22 downioad  Automat

OPC Server V3 is delivered in the Ssetup from Automation Builder installer. After down-
loading the package, Launch the ABB Automation Builder installation wizard.

Select Install Addition Tools.

AB§ Autpmation% E

Automation Builder
Engineering Productivity

Automation Builder

Version 2.2.0.355 ‘ Installed Version 2.2.0.355 Help

[ Install Automation Builder I \ Links and Information

| Installer Options and Additional tools

Prepare Offline Installation
Automation Builder

{ Install Additional Tools l

Prepare Offline Installation
Additional Tools

Agree to the License terms and click ‘Next’ button.
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Automation Builder
Engineering Productivity

License agreement
Please read the following license agreement carefully.

m|»

END-USER LICENSE AGREEMENT

IMPORTANT - PLEASE READ CAREFULLY: This End-User License Agreement “EULA” is a legally binding agreement between
you (a natural person or individual corporate identity) and ABB Automation Products GmbH, registered in the trade
directory of the Mannheim District Court under HRB 700223, having its business domicile in 69123 Heidelberg,
Eppelheimer Strasse 82, Germany (hereinafter referred to as “ABB”). The cause for this agreement is the “AEB
Automation Builder” software. It encompasses computer software, control software, the associated media, printed
material and electronic documentation (hereinafter referred to as “Product”).

BY INSTALLING, COPYING OR OTHER USE OF THE PRODUCT YOU DECLARE THAT YOU ARE BOUND BY THE CONDITIONS OF
THIS EULA, including all modifications and additions that may belong to the PRODUCT. IF YOU DECLARE YOURSELF NOTTO
BE IN AGREEMENT, THEN YOU ARE NOT ENTITLED TO INSTALL THE SOFTWARE OR TO USE IT.

1. GRANTING OF A LICENSE

ABB grants you the following non-exclusive and restricted rights, provided that you comply with all the terms and
conditions of this agreement.

1.1 Installation and use

If you have acquired a hardware identity based license, you may install and use one copy of the Product on the single
computer for which the license key is issued.

If you have acquired a floating license you may install one copy of the Product on any number of computers but -
| have read and agree to the license terms
’ Previous ] ’ Next > ] ’ Cancel ]

Choose CoDeSys OPC Server 3.5, with this the OPC Server V3 is installed and registered.

Automation Builder
Engineering Productivity

Install Software Packages for: Description | Release Notes Packages
— [ Automation Builder Standalone Tools
_ v ABB License Manager CODESYS OPC Server 3 -
5 = ‘&CSUOIE St - ™ Standard interface to access the IEC 61131-3 process data
DeS e s T S M o AC500 PLCS via OPC (OLE for process control)
v VS erver 2.

& [ IP Configuration Tool
MultiOnlineChange Tool

B — EHM This software package contains the following main components

Panel Builder 600 Runtime for PC and features:

Control Panel - CP600
— [] Safety PLC - Pluto
O

» Multi-client support and multi-PLC support
+ OPC connection to AC500 V2 and V3 PLCs

(¥ Update required == Not Installed

+ Up o date ’ Previous ] ’ menloadandinstall] ’ Cancel ]

CoDeSys OPC Server 3.5 and CoDeSys OPC Server 2.3 can be installed in parallel.

3ADRO010407, 2, en_US



AC500 HOW TO USE OPC SERVER V3

Click ‘Download and install’

888 ABE Autcmation Builder 2.2.0 55 - | loac
m—

Automation Builder
Engineering Productivity

Downloadi 'ABB License M "0 B8.76 Megabytes of 105.86 Megabytes
—

= 11 Automation Builder Standalone Tools
E-Ep ABB License Manager

i..E) ABB License Manager
= L0 ACS00 - Tools
- 11 CoDeSys OPC Server 3.5
- 11 CODESYS OPC-Server V3.55P10
CoDeSys OPC Server 2.3
i [0 CoDeSys OFC Server V2.3
IP Configuration Tool
i b0 IP Configuration Tool
B0 MuttiOnlineChange Tool
L 11 Multi Online Change Tool
=11 HMI
- (1 Panel Buider 600 Runtime for PC
i1l ABB License Manager
: i1 Panel Buider 600 Runtime
- i1 Corttrol Panel - CPG00

i [0 ABB License Manager

Choose the CoDeSys Gateway 3.5. And deselect the features you do not want to install.

ABE ABB Automation Builder 2.2.0 Build 355 - Installation Page | = B P |

Automation Builder
Engineering Productivity

e Installing component "CODESYS OPC-Server V3.55F"...

=@ Automation Builder Standalone Toals
Ba ABB License Manager
Q ABB License Manager
=11 AC500 - Tools
“.®p CoDeSys OFC Server 3.5
5 CODESYS OPC-Server V3.55P10
1 CoDeSys OPC Server 2.3
----- 11 CoDeSys OPC Server V2.3
1 IP Configuration Tool
11 IP Corfiguration Tool
=B MultiOnlineChange Tool
i1 Mutti Online Change Tool

-
CODESYS OPC-Server V3.55P10 - InstallShield Wizard g

Welcome to the InstallShield Wizard for CODESYS
OPC-Server V3.55P10

The InstallShield Wizard will install CODESYS OPC-Server
V3.55P10 on your computer. To continue, dick Next.

Panel Buider 600 Runtime for PC.
Ll ABB License Manager

i1 Panel Buider 600 Runtime
Control Panel - CPE00

11 ABB License Manager

< Back I Mext > I[ Cancel ]

e ——————————————————————————————
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The OPC Server is able to communicate with both, AC500 V3 and AC500 V2 PLCs, at the
same time.

-

488 ABB Automation Builder 2.2.0 Build 355 - Installation Page == = |

Automation Builder
Engineering Productivity

# Installing component ‘CODESYS OPC-Server W3.55P .

Ela Automation Builder Standalone Tools
Ba ABB License Manager

(% ABB Li M s S
=] ACE;?D— TmIscense ereast CODESYS OPC-Server V3.55P10 - InstallShield Wizard u
E‘ﬁ CODSS)I'JSEC;‘F(Z SOeI;:Ie;SIE' V3.55P10 Select Features
: ;ngeSys OFC Sew;rezr\;er : Select the features setup will install,
b 11 CoDeSys OPC Server V2.3

1 IP Corfiguration Tool Select the features you want to install, and deselect the features you do not want to install.

- 11 IP Corfiguration Tool
(1 MuttiOnlineChange Tool Description
e [0 Multi Online Change Tool CODESY OPC Server 3 AE Configurator needs a .NET
CODESYS Gateway V3 installation

Panel Buider 600 Runtime for PC
-1 ABEB License Manager

-i1 Panel Builder 600 Runtime
Control Pane! - CPE00

i [1 ABB License Manager

[¥]cODESYS Gateway V2.3

100,70 MB of space required on the C drive
326250.03 ME of space available on the C drive

Instalishield

[ <Back | next> | [ cancel |

e ————————————————————————————

w

Click “Finish” to complete the installation.

r —
&6 ABB Automation Bl

Automation Builder

F1y |
| Engineering Productivity el
Ela Automation Buider Standalone Tools @ Installation Success
B--Q ABB License Manager
% ABB License Manager Setup has successfully Installed Additional Tool for Automation
=42 AC500 - Tools Builder on your computer.

% CoDeSys OPC Server 3.5
...{Z) CODESYS OPC-Server V3.55P10
) CoDeSys OPC Server 2.3
.- CoDeSys OPC Server V2.3
BQ IP Configuration Tool
Q IP Corfiguration Tool
=-& MutiOnlineChange Tool

Q Mutti Online Change Tool
=& HMI

~.{% Panel Builder 600 Rurtime for PC
i ABB License Manager
- Panel Builder 500 Rurtime
4% Control Panel -CPE00

Show log ‘

l Links And Information ‘
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3.2

3.21

3.2.2

AC500 HOW TO USE OPC SERVER V3

- For using the OPC Server V3 on a Windows Vista system, it’s strongly rec-
@ ommended to run the OPC client in Windows XP SP2 compatibility mode
NOTICE and with extended administrator rights in order to get a continuous up-

dating of the values.

You can install the gateway about the installation of the server OPC V2/V3
(see above). Servers OPC V2 and V3 can be installed in parallel.

It is not necessary to install CODESYS OPC Server V3/V2 if you want to com-
municate PLC with only OPC UA.

Manual Registration and Unregistration

During the installation with Automation Builder 2.2.0, all needed files are installed for OPC
and the OPC Server is registered automatically as user application.

Further on, there is the possibility to register resp. to uninstall the OPC Server manually
either as COM Server (user application) or as service.

Parallel installation and registration
With command
WinCODESYSOPC /RegServer

the server is registered as COM server. Thereby as location path always the current position
of WinCODESYSOPC.exe will be used. Thus, the call only may be done from a local path.

Registration as service
With command
WinCODESYSOPC /Service

WinCODESYSOPC.exe gets installed as system service. Started once, the service will stay
“started” until the system gets terminated. The communication to the configured PLCs
survives.

The service is also installed here at the current position of WinCODESYSOPC.exe.

3ADRO010407, 2, en_US 11



3.23 Uninstalling
With command
WinCODESYSOPC /UnRegServer

All entries of the OPC Server will be removed from the registry. The installed files will not

be removed.

s, Register the OPC server in the registry as interactive software with
command:

TIP e For OPC 3: WinCoDeSysOPC/RegServer
e For OPC2: CoDeSysOPC/RegServer
Register the OPC server as system service with command:
e For OPC 3: WinCoDeSysOPC/Service
Unregister the OPC server from registry and from service entry with
command:
e For OPC 3: WinCoDeSysOPC/UnRegServer
e For OPC 2: CoDeSysOPC/UnRegServer

@ Don't forget to reboot your PC after Registration or Uninstalling.

NOTICE

3.3 Hardware and Software Version requirement

X The following configuration and version are used in this example. Newer
versions of hardware and software should work, however if not mentioned

NOTICE here, it should be tested by the user himself.

Hardware Software

AC500 CPU: PM5650-2ETH, FW: Automation Builder 2.2.0 Build 355

Vv3.2.0

PC Windows 10 (32/64 Bit) Professional / Enterprise
CP6607 Panel Builder 600 4.0.1 build 462

12 3ADRO010407, 2, en_US



AC500 HOW TO USE OPC SERVER V3

34 Overview and connections

The overview of the system is explained in the image below where it is connected to a
SCADA system (Clients) and devices PLCs ( or DCS, remote 10s..).

OPC Classic OPC Unified Architecture

HMI,
MES,
ERP

Proprietary
Protocols

PLC

Figure 2: Simple hardware connection example

PLC PLC PLC PLC CP600

We've seen some of the effort involved in making an HMI tag and historian database

e Build a tag data base

[ * Get the devices to talk to HMI software ]

* Configure an historian to log the data

The one in the red circle involves current OPC DA

The one in the blue circle involves OPC UA

3ADRO010407, 2, en_US 13



Configuration of the symbols in the
programming system

This chapter shows you how to configure the symbols for OPC communication in V3 CPU

(for example, AC500 PM5650).

atwo arface able Te
o ama 2l Base
PM5630-2ETH 8 MB 2 x onboard Ethernet | CAN and COM1 TB56xx-2ETH
PM5650-2ETH 80 MB 2 x onboard Ethernet | CAN and COM1 TB56xx-2ETH
PM5670-2ETH 160 MB 2 x onboard Ethernet | CAN and COM1 TB56xx-2ETH
PM5675-2ETH 160 MB, 8 GB 2 x onboard Ethernet CAN and COM1 TB56xx-2ETH
flashdisc

To add Symbol Configuration, select the Application object in the Automation Builder
2.2.0 device tree and add object Symbol configuration (Project-> Add Object->Symbol
configuration). The symbol configuration editor appears.

VS 03¢ B et Ritorator Batde 71 P

File Edit WView Project Build Onlne Debug Tools Window Help IEC51850
NS H & R o
Devices >~ 0 X [ PLC_ACS00_v3 [#§ Task Configuration
= V3 OPC Example l:J 1 //{attribute 'gualified only'}
= PLC_ACS500_V3 (PM5650-2ETH - TB5620-2ETH) = Z VAR GLOBAL
[0 PLC Logic 3 Var_Word: ARRAY[1..300 ] OF WORD
= u Application END_VAR
@ cv._orcoa
@ cv._orcua
A
m Librar Add object below : Application &J
PLC_P
= @ Task g o 2
o @ 4 ject path:
E PLC_ACH00_V3Ple Logic\Application
10_Bus Object name: Symbals
= Interfaces
- com_1(c - =
m - |Categones v| Search object name X
Em CAN (<Emj) Generic objects Name: Short Description  Version
=g Ethernet - |IEC61131-3 @ Global Varisble List
= - Cther 4
@ em( Serint Image: Pool
m Mal :" Cnptlng o-OIm rf
- Visualization _neface )
=@ emz( @ Network Variable List (Receiver)
[ nep @ Network Variable List (Sender)
@ Protod|l| ‘TI' Persistent Variables
= ﬂ Extension_Bu @POU
£ Siot1 = @ ;OUforrjﬂmDIicﬂ checks E
£ slot 2 (<6 =eipe Hanager
| Script
.
Text List
E,ngace
%Trend recording manager
£33 Unit conversion -
4 m 3
Clese this dizlog after each transaction Display all versions
Reset filter Add object | | Close
\

3ADRO010407, 2, en_US



AC500 HOW TO USE OPC SERVER V3

Check the option ‘ Support OPC UA Features’, then click Add button.

Add Symbol Configuration

5

[ -]
a

Remote access symbaol configuration.
Name:

Symbol Configuration

[] Include Comments in XML

support OPC UA Features

Client side data layout

) Compatibility Layout
@ Optimized Layout

Cancel

add | |

: Symbol includes the Items (variables) which exchanges with PLC, this is
needed for OPC communication.

NOTICE

You can ignore this step if you only want to configure OPC DA communication,
instead of pressing ‘Add’ button with default settings directly.

In Symbol Configuration editor, execute ‘Build’ command to enable the variables selection
(you need an error-free build).

ﬂ Types W= Symbol Configuration B2 Symbol Configuration X
View - | [#¥ Buid | = Settings ~ Tools -

1Execute "Build" command to be able to select variables (you need an error-free build).

{4Build | | Details..
Changed symbol configuration will be transferred with the next download or online change

S:,rmbu:ul[;f' Access Rights

Maximal  Attribute

Type Members  Comment

Then you will see all Items (variables) in the window and select the desired Items which ex-
changes with PLC, these are need for OPC communication.

3ADRO010407, 2, en_US 15



16

i V3 OPC Example

File Edit WView Project Build Online Debug Tools Window Help

e EI& v = %
Devices
=3 WFOPC Example
= PLC_ACS00_V3 (PM5650-2ETH - TBS620-2ETH)
=Bl PLC Logic
= 1"‘_,? Application
@ cvL_opcoa
@ cvL_opcua

m Library Manager
PLC_PRG (PRG)
i Symbol Configuration
= @ Task Configuration
=g Task
& PLC_PRG
10_Bus
= Interfaces
= com_1{com 1)
m CAA_SerialCom (CAA SerialCom)
K caN (<Empty>)
= E Ethernet
=& ETH1(QP Settings)
m MetConfig (MetConfig)
=@ ETH2 (IP Settings)
ﬂj MetConfig_1 (NetConfig)
@ Protocols (Client Protocols)
= @ Extension_Bus
E slot 1 (<Empty>)
E slot 2 (<Empty>)

IEC51850

B2 Symbol Configuration X
View ~ | [#¥ Buld | [ZSettings -

Changed symbaol configuration will be

Symbols

+-[] |E] Constants

5]/ GvL_orcpa
GVL_OPCUA

[l IoConfig_Globals
[ [5] pLc_Pre

[[1 {} BPLog

+-] {} IecvarAccessLibrary
[ {} IoStandard

[} _35_LICENSE

+

T

+

+

™

T

T

Go to Online-> Login, with commanding Login the application will be compiled and down-
loaded.

. Do not configure the program as a cyclic program, please use a task
configuration. Go to the Task Configuration and have a look to the Monitor
NOTICE information. For example the program has a cycle time of 40ms, use a task

time of 50 or 60ms. So the CPU has time to answer the OPC request from the
OPC Server between the tasks.
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5 Configuration of the OPC server v3

For the connection between OPC DA(AE) client and PLCs there are parameters defined in the
file ‘OPCServer.ini’.

The configuration of the OPC Server can be done with the tool OPCconfig.exe and then will be
stored in the OPCServer.ini file.

5.1 Open a particular INI file

Start via 3S CODESYS/CoDeSysOPC Server V3/0OPC Configurator, or start the OPC configurator
by fold-er C:\Program Files (x86)\3S CODESYS\CODESYS OPC Server 3\ OPCConfig.exe directly.

. 35 CODESYS
. CODESYS Gateway V3
. CODESYS OPC Server V3
'@ AE Configurator User Guide
 AE Configurator Default Programs
'EL'] CODESYS OPC Server V3 Benutzert—
'@] CODESYS OPC Server V3 User Guic Help and Support

Control Panel

Devices and Printers

‘& OPC Configurator P
| Gateway V2.3 .l
, 35 Software
. ABB

. ABB Automation Products GmbH
. ABBE Local Applications

. ABEB Standard Applications

. Accessories

. Audic Related Programs

. Business Explorer -

1  Back
- . N (=T e
Search programs and files o | Shut down |

When "OPCConfig.exe" is called, the current configuration of the "OPCServer.ini" is
displayed.
If the configuration is required for other project purposes, also save it under a new name.
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@ DPCConfig - CAProgramData\CoDeSysOPCYOPCServerini =8 B
File Edit ?
=M Server Settings for OPC Server
=-[if§ OPCTEST
gt Connection
B[ PMST30PC | |
[ 'y § S
Lt e ==
i g Connecti [ v Computer » LocalDisk(C:} » ProgramData » CoDeSysOPC 4] se 2|
LB R i
g Connecti Organize New folder =~ @
-
¢ Favorites Name Date modified Type Size
Bl Desktop = 4k | OPCServer.ini 06.02.2017 16:42 Configuration sett... 2KB
4 Downloads 4 | OPCServer HA.ini 02.08.2016 12:00 Configuration sett... 2KB
15l Recent Places 4| OPCServer_ HAL.ini 16.09.2016 14:11 Configuration sett... 2KB
4@ OneDrive - ABB 4k | OPCServerlL.ini 14.09.2016 09:19 Configuration sett... 1KB
#& OneDrive - Personal
- Libraries
%] Documents
.J'- Music
A - o m 3
File name: | [4SRG -
Save as type: [”OPCConf\g Files (*.ini) VI

Settings for OPC server

This dialog is available when the root entry Server is selected in the configuration tree.
Basic update Rate of the OPC-Server in milliseconds. This is the cycle time according to
which all item data are read from the PLC. The data get written into the cash with which
the client communicates with a separately defined update rate.

Normally the default setting would be preferred. However, it depends on the application
how many Items are expected to communicate.

-

.‘;DPCConﬁg - C\ProgramData\CoDeSysOPC\OPCServer.ini = R
File Edit ?
@m Settings for OPC Server

-3 PLCL

- Connection

&I PLC2

o q.P Connection

Update R ate [ms): 200

Sync Init: v
WWiites produce data change calls [
Uze Colon as PLC-name separatar [

Suppress callbacks on add/remove [

Logging
[v Enable logging [Defaultevents)
[~ Log Additional Events

[ Add Debug Events [zlowl)
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Logging
e Enable Logging (Defaultevents): Default: active

If this option is activated, any actions as well as errors on the OPC server will be recorded
in a LOG file. This file will be stored in the installation directory and will be named
OPCServer.log. After a shutdown of the OPC Server the LOG file can be evaluated. The
messages of several OPC sessions are lined up in one LOG file until it reaches the size of 1
MB. Then the current date will be added in the file name (OPCServer<date>.log, e.g.
OPCServerl7.03.2017.log) and the file will be saved. After that a new LOG file
OPCServer.log will be created.

e Log Additional Events: Default: not active
If this option is active, then additional events are written into the LOG file.
e Add Debug Events (slow): Default: not active

If this option is active, then debug events are written into the LOG file.

. Update Rate may not be Oms, The default value of 200ms is suitable value of
many applications. The adjustment for the Update Rate depends on the
NOTICE number of symbols (variables).For a big number of symbols it would be better
to increase the update rate.

Settings for <PLC>

This dialog is available, if the PLC entry is selected in the configuration tree.

® OPCConfig - C\ProgramData\CoDeSysOPC\OPCServer.ini EI@
File Edit ?
23 Server Settings for PLCT

ERE PLC |

© LB Connection Interface: |GaTEWAY3 ~|

EE[EE PLC2 Project name: |

qﬁ Connection

Timeaut [ms]: ’W
Nurnber of Tries: ’37
Buffer Size (Byte} [0
WaitTime (st [10
Beconnect Time [s]: ’157

Active: I

Lagging

¥ Enable logging [Defaultevents]
[v LogAdditional Events

[ Add Debug Events [slow!]

Choose ‘GATEWAY3' as the Interface.

Concerning the Project name, this is only used if interface SIMULATION3 is contemporary
used too. The name of the symbol file has to be set here accordingly.

The checkbox 'Active’ must be checked.
The checkboxes 'Enable logging’, ‘Log Additional Events’ allows a later diagnosis.
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Settings for connection to <PLC>

This dialog will be available if entry Connection below a <PLC> is selected in the configu-

ration tree.

® OPCConfig - C:\ProgramData\CoDeSysOPC\OPCServer.ini =R
File Edit 7
E.g‘. Server Settings for connection to PLCT

-8 PLCL

e Erper

- PLC2

qf' Connection

Gateway: Topdlp Addrezs:  localhost
Part: 1217

Device:

Parameter | *alue Caomment

Address Pr5EE0_A  Address from CoDeSes W3 Device Scan

To create a new communication or to change an existing one, open the CoDeSys address
dialog of the PLC via the Edit button.

& OPCConfig - C\ProgramData\CoDeSysOPC\OPCServer.ini o || = || &
File Edit 7
Elg Server Settings for connection ta PLCT

=-{fE PLC

- Connection Exger

o176 PLC2

c,_l“ Connection

Gateway. Topdp

Address:

localhost

CoDeSys address of PLC

Gateway

|P-Address  [localhost
Port 17

PLC name {recommended) or address
Use Tep/p blockdriver

IP Address of PLC

IP Port of PLC

(=] 7

PM3650 A

-

localhost
11740

3 Device Scan

Enter the IP address and port for the gateway and for identifying the PLC specify either

the name or address.
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Each the settings must correspond to those defined in Communication Settings tab of the PLC.

AC500 HOW TO USE OPC SERVER V3

B v * X @ PmA x| Man (]l Library Manager & mMB x HA_Utiity_Program b webvisu EXAMPLE_HA_PID &) vis
=) HAMODBLISTCR 170309 [=] « ()
= [Z) PM_A (PM5650-2ETH) Communication Settings Scan Network... | Gateway ~  Device ~
=-E PLC Lagic
S0 avea Applications
) Library Manager )
®8 symbol Configuration ErEpTHEEE
= (& Task Configuration
@ < Files ® 0
=& DataSync_Program
Gateway
) patasync .
8 Ha_Utiity_Program ateway-1] - 192.168.0.10 (active) -
-
-y PLC Settings 1P-Address: Device Name:
) Ha_program localhost PM5650_4
= & Main B pLC Shell
& Part Device Address:
| Main_Program 1217 0391.9000.2DDC.COAB.000A

B c152x_Program
=& Modbus
] PRG_CALL
=g VISU_TASK
) visuElems. Visu_Prg
&ff Trace1
= 1] Visualization Manager
& webvisu
&) visualization
10_Bus (1/0-Bus)

Users and Groups

DeviceMaintanance

PM5650-2ETH Hardware

1/0-Bus I/0 Mapping

Task Deployment

—| | | status

Device IPAddress:
192.168.0.10

Target ID:
1020 0700

Target Type:
4096

TargetVendor:
ABBAutomation Products

Target Version:

=Bl Interfaces (interfaces) 3.0.1.0
E  coMi(<Emptv) Information
Alternatively, you can enter the address and port of the TCP/IP blockdriver.
® OPCConfig - C:\ProgramData\CoDeSysOPC\OPCServer.ini (ol =]
File Edit ?
Eg Server Settings for connection to PLC2
B-[{E PLCL :
; g Connection Expert
B-{F§ PLC2
q_l“L Connection

Gateway: Topdp

Address:

CoDeSys address of PLC

Gateway

|P-Address  [localhost
Port 12417

PLC name (recommended) or address
Use Tep/Ip blockdriver

IP Address of PLC

IP Port of FLC

s

PM5650_B

v

|192.163.2.21]
11740

localhost

7

3 Device Scan

After closing the dialog with OK, the settings will be displayed in the main dialog.
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File Edit 7

Eg Server Settings for connection to PLCZ2
E| PLCL

----- Connection =

Gateway: Tcp/lp Addreszs:  localhost
Paort: 1217
Device:
F'ararneterl Value | Carnment

Iptddress 192.168.2.20  Address of CoDeSys: V3 Device

If more than one PLC, repeat the same steps for the other PLCs.

Save as by default “OPCServer.ini” in the installation directory.

‘® OPCConfig - C:\ProgramData\CoDeSysOPC\OPCServer.ini

AV As O
)| File Edit ?
=M Server — [Settinasfou OPC Server — ——
& [ OPCTEST ® SaveAs
,.f* Connection =
- PMST30PC O@‘l 4. » Computer » Local Disk (C:) » ProgramData » CoDeSysOPC v I‘,]\ Search CoDeSysOPC pel
qf Connection 5 o
g pLCL Organize v New folder £ v @
QP Connection “  Name = Date modified Type Size
e-{iff PLC 4 Libraries » . ‘
,j* Connection 3 s @ | OPCServer.ini 06.03.2017 16:42 Configuration sett... 2 KB/
J Masi & | OPCServer_HA.ini 02.08.2016 12:00 Configuration sett... 2KB!
= P:‘m = & | OPCServer_HAL.ini 16.09.2016 14:11 Configuration sett... 2KB
; V!d e % | OPCServerll.ini 14.09.2016 09:19 Configuration sett... 1KB
ideos
|
1% Computer
§» Local Disk (C)
&5 New Volume (D)
G# DEU219619S (\\DE-S-0 ~ « i "G
File name: (SI48 in -
Save as type: ["OPCConfig Files (%.ini) -
‘ Hide Folders [ save Cancel |
~+— 4
Exit
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Check OPC function with AC500

If the PLC(Device)configured in the CODESYS project is not available, the OPC server allow
to work in simulation mode.

It is strongly recommended to check the function of the previous configura-

tion steps.
NOTICE

Check OPC Server V3 without AC500

In the OPC server INI file, a simulation access is configured by selecting the Interface
‘SIMULATION3’ and by setting the name of the symbol file in Project name. The symbol file
is automatically generated by a build command of a V3 project when a symbol configura-
tion exists and is stored with the name extension XML next to the project file. If this file is
stored in the OPC server directory, then only the project name has to be specified here.
But it can also be copied to any location, then under Project name also the directory name
has to be specified.

Dialog with configuration of a simulated access to the stock of symbols of Simulated PLC

&OPCConfig - C\ProgramData\CoDeSysOPCVOPCServer.ini

File Edit 7
Elg Server Settings for SimulatedPLC
2-[if SimulatedPLC
o Connection Interface: |SIMULATIONS |

Praject name: DDEUSTCP_170301 PM_B.APP_A sl

Timeout [ms); (10000

Mumber of Tries: |37
Buffer Size [Byte): lﬂi
wat Time (s [100

s

Beconnect Time [g):

Active: v
-
-

Logging

[w Enakble logging [Defaultevents)
[ Log Additional Eventz
[~ Add Debug Ewents [sloval ]

The directory and the name of the symbol file has to be set. The directory need not to be
set, if the file is stored in the same directory as OPCServer.ini.

Start MatrikonOPC Explorer, Connect CoDesys.OPC.DA, Add Group, Add Items, Select
Available Items in ‘Server CoDeSys.OPC.DA’,Add to Tag List, Close the Item browser...
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:'@ MatrikonOPC Explorer - [Untitled™]
File Server Group ltem View Help

FETRD| T XS D b D0 e

SGroup_2 Contents of ‘$Group_2'
Er-§ Localhost \WEST-PC Item D [ Access Path [ Value | Quality | Timestamp | status
-G CoDeSys.OPC.AE.1 5 PLC L APP_A Types.A... 0,0,0,0,0,... Good, non-spedific 03.17.2017 3:57:42.601PM Active
El-f CaDeSys,OPC.DA 5 PLC 1. APP_A Types.A... 0 Good, non-spedific 03.17.2017 3:57:42.610 PM Active
_ i sGroup 2 W5 PLC 1. APP_A. Types.A... 0 Good, non-specific 03.17.2017 3:57:42.610 PM Active
O Kepware.KEPServerEX.V6 @ PLC 1 APP_ATypes.A. . 0 Good, non-specific  03.17.2017 3:57:42.610PM  Active
o é’%—"mﬁpl:‘:rg':EPShE'VE'E)(—AE'VE @ PLC 1 APP_A Types.A... 0 Good, non-specific 03.17.2017 3:57:42.610 PM Active
Hl- '
i onork Heigharhas ) PLC 1. APP_A.Types.A... 0 Good, non-spedific 03.17.2017 3:57:42.610 PM Active
g Other Netwark Computers 3
. w5 PLC1.APP_A Types.A... 0 Good, non-speific 03.17.2017 3:57:42.610 PM Active
5 PLC1.APP_A.Types.A... ] Good, non-specific 03.17.2017 3:57:42.610 PM Active
85 PLC 1.APF_A. Types.A... ] Good, non-specific 03.17.2017 3:57:42.610 PM Active
W) PLC 1, APP_A Types.A... 0 Good, non-specific 03,17,2017 3:57:42,610 PM Active
) PLC 1. APP_A. Types.A... 0 Good, non-specific 03.17.2017 3:57:42.610 PM Active
) PLC 1. APP_A.Types.A... 0 Good, non-spedific 03.17.2017 3:57:42.610 PM Active
% PLC1.APP_ATypes.A... 0 Good, non-speific 03.17.2017 3:57:42.610 PM Active
EPLC1.APP_A Types.A... 0 Good, non-speific 03.17.2017 3:57:42.610 PM Active
85 PLC 1.APP_A. Types.A... ] Good, non-specific 03.17.2017 3:57:42.610 PM Active
i) PLC 1. APP_A Types.A. .. 0 Good, non-specific 03.17.2017 3:57:42.610 PM Active
T PLC 1,APP_A. Types.A... 0 Good, non-specific 03,17,2017 3:57:42.610 PM Active
) PLC 1. APP_A. Types.A... 0 Good, non-spedific 03.17.2017 3:57:42.610 PM Active
% PLC1.APP_ATypes.A... 0 Good, non-speific 03.17.2017 3:57:42.610 PM Active
EPLC1.APP_A Types.A... 0 Good, non-speific 03.17.2017 3:57:42.610 PM Active
85 PLC 1.APP_A. Types.A... ] Good, non-specific 03.17.2017 3:57:42.610 PM Active
85 PLC 1.APF_A. Types.A... ] Good, non-specific 03.17.2017 3:57:42.610 PM Active
) PLC 1, APP_A Types.C... "1406631,... Good, non-spedific 03,17,2017 3:53:14.679 PM Active
) PLC 1. APP_A. Types.C... 1408631,25  Good, non-specific 03.17.2017 3:58: 14,679 PM Active
H&)PLC1.APP_A. Types.C 13913584 Good, non-spedific 03.17.2017 3:58: 14,673 PM Active 2
Server Info Group Info
roup: SGroup_2
Server: CoDeSys.OPC.DA
‘onnected (Async I/0): Yes (2.0)
‘Connected: Yes
'State: Running - - A e
Groups: 1 ! Items: 37
Total Items: 37 - urrent Update Rate: 1000 ms
‘Current Local Time: 03.17.2017 3:58:15.065 PM Percent Deadband: 0,00%
Update Local Time: 03,17.2017 3:58:14.820 PM ] Data Change Rate: 12,93 Items/Sec
@ MatrikonOPC

If anything is right, then CoDeSys.OPC.DA is connected. The OPC Client is running and the
quality of the items is good.

Connection settings is not necessary for the simulation.
MatrikonOPC Explorer is a free OPC Client packed with functionality for test-

NOTICE ing and troubleshooting OPC servers and OPC connections.

Check Processes with Windows Task Manager

1% Windows Task Manager
File Optiocns View Help

Applications | Processes |5ervices IPerFormance | Networking IUsers |

Image MName User Mame = Session ID CI'JU Memary (... Description
taskmar.exe Test 1 o0 1.772K  Windows Task Manager
shstat.exe Test 1 oo 292K WirusScan tray icon
McTray.exe Test 1 0o 188 K  McTray Application
WinCoDeSysOPC. exe | Test | 1 | a0 | 2.244K | WinCoDeSysOPC.EXE
explarer.exe Test 1 i} 16.408 K Windows Explorer
dwm.exe Test 1 oo 1.068 K Desktop Window Manager
taskhost.exe Test 1 0o 5. 768 K Host Process for Windows Tasks
GatewaySysTray.exe Test 1 oo Te0 K  GatewaySysTray
jucheck.exe Test 1 o0 3.508 K Jawa Update Checker
VBoxTray.exe Test 1 oo 1,408 K VirtualBox Guest Additions Tra...
UdaterUl exe Test 1 0o 1.056 K Common User Interface
jusched.exe Test 1 an 1.300 K Jawa Update Scheduler
winlogon.exe SYSTEM 1 o0 1.500 K  Windows Logon Application
CSISS.EXE SYSTEM 1 v} 1,220  Client Server Runtime Process
CodeMeterCC.exe Test 1 0o 2,668 K CodeMeter Control Center

[ 5how processes from all users

Processes: 56 CPU Usage: 1% Physical Memory: 28%
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- The correct function of OPC Server V3 can be checked without AC500.
With OPC Server V3 with the configuration SIMULATIONS the Project name
NOTICE with the directory name has to be specified. The values of the items can be
read and wrote by one OPC client.

Check OPC Server V3 with AC500

In this section, you will make the configuration for OPC Server V3 and check the communi-
cation with AC500.

On the client computer, launch the application ’'OPC configurator’. After that, select
Edit>Append PLC, a new PLC will be added under the Server tree.

BaTOPCConta - CAProgramDataNCoDeSysOPC\OPCServer.ini C=ren XN
—
File Edit 7
E--g‘. Server Settings far PLCT
[ OPCTEST
" 4P Connection Interface: [GaTEwWAT3 =l
Project name: |
qﬁ Connection Timeout (sl | 10000
- [if PLC2
E E[ﬂ . Murmber of Tries: |3
qf“ Connection
Buffer Size [Byte: |0
‘wait Time [ {10
Beconnect Time [g): |15
Active: i~
~
-
Logging
[v Enable logging [Defaultevents)
[v LogAdditional Events
[ Add Debug Events (slowl) i

Now you need to set the IP address and Port in Connection settings Editor.

EOPCConﬁg - CiProgramDatal CoDe ysOPC\OPCServerini =B &
File Edit 7
E!--.g‘. Server Settings for connection to PLCT
- OPCTEST
>
Gateway:  Tepdlp Address:  localhost
1 Par: 1217
.,Jd Connection Device:
Parameter | Yalue | Comment
Iptddress 192168010  Address of CoDeSys W3 Device
CoDeSys address of PLC I&
I
Gatew:
E" 4
IP-Address  |localhost
Port 1217
PLC name (recommended) or address 0000
Use Tep/lp blockdriver I~
IP Address of PLC 152.168.0.10 3
IP Port of PLC 11740 "

Save and close the OPCConfig Editor.
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Start MatrikonOPC Explorer, Connect CoDesys.OPC.DA, Add Group, Add Items, Select
Available Items in ‘Server CoDeSys.OPC.DA’,Add to Tag List, Close the Item browser...

File Server Group kem View Help

2 e e -
§Group_1 Contents of '§Group_1'
51§ Locahost \DEL-0242757 Ttem ID [ Accesspath [ value [ Quality [ Timestamp | status
B CoDeSys.OPC.02 WHPLC1.APP_A.Types. Application_Data 44,66,88,99,100,11,222,333,444,888,55,66...  Good, non... 03.20.201.. Active
O CoDeSys.OPC.AE.1 EPLC1.APP_A. Types. Application_Data[0] Good, non...  03.20.201L.. Active
-l CaDeSys.0PC.DA WBPLCL.APP_A.Types. Application_Data[10] Good, non...  03.20.201... Active
‘3 sGrowp_L HPLCL APP_A.Types Application_Data[11] Good, non...  03.20.201..  Active

& Network Neighborhood

W PLCLAPP_A Types. tion_Datal
T other Network Computers _A-Types. Application Data[12]

WBPLCL.APP_A.Types. Application_Data[13]
TPLC L APP_A. Types. Application_Data[14] Good, non...  03.20.20L.. Active
WBPLCL.APP_A.Types. Application_Data[15] Good, non...  03.20.201.. Active

+
55
66
77 Good, non...  03.20.201.. Active
88
99
11
TPLCL APP_A. Types. Application_Data[16] 2 Good, non...  03.20.20L.. Active
33
+
55
66
7
]
99

Good, non...  03.20.201, Active

WBPLC1.APP_A.Types. Application_Data[17] Good, non...  03.20.201.. Active
TPLC L APP_A. Types. Application_Data[18] Good, non...  03.20.201
WBPLCL.APP_A.Types. Application_Data[15] Good, non...  03.20.201.. Active
T PLC 1. APP_A. Types. Application_Data[1] Good, non...  03.20.20L.. Active
WBPLC1.APP_A.Types. Application_Data[20] Good, non...  03.20.201.. Active
T PLC L. APP_A. Types. Application_Data[2] Good, non...  03.20.20L.. Active
WBPLC1.APP_A.Types. Application_Data[3] Good, non...  03.20.201.. Active

Active

T PLC 1. APP_A. Types. Application_Data[4] 100 Good, non... Active
WBPLC1.APP_A.Types. Application_Data[5] 11 Good, non... Active
T PLC 1. APP_A. Types. Application_Data[s] 222 Good, non... Active
WBPLC1.APP_A.Types. Application_Data[7] 333 Good, non... Active
TPLCL APP_A. Types. Application_Data[8] 444 Good, non...  03.20.20L.. Active
EPLCL 9] 383 Good, non...  03.20.20L..  Active
WBPLC1.APP_A.Types.CPE00 "679823,9375","1359647,875","2023247,25"...  Good, non... 03.20.201L.. Active
WHPLCL APP_A. Types.CPE00[0] 679823,9375 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.CPE00[10] 6807022,5 Good, non...  03.20.201.. Active
WPLCL APP_A. Types.CPE00[1] 1359647,875 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.CPE00[2] 2023247,25 Good, non...  03.20.201.. Active
WHPLCL APP_A. Types. CPE00[3] 2719295,75 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.CPE00[4] 3392416,5 Good, non...  03.20.201.. Active
WPLCL APP_A. Types. CPE00[S] 8057964,5 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.CPE00[5] 4317621 Good, non...  03.20.201.. Active
HPLCL APP_A.Types.CPE00[7] 934424 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.CPE00[8] 5551227 Good, non...  03.20.201.. Active
WPLCL APP_A. Types. CPE00[S] 6168030 Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.HA_A_PRIMARY True Good, non...  03.20.201.. Active
TPLCL APP_A.Types.HA_B_PRIMARY False Good, non...  03.20.20L.. Active
WBPLCLAPP_A.Types.fG_HA_PRim_Mod_OF... True Good, non...  03.20.201.. Active

Server Info Group Info
Group: $Group_1
Server: CoDeSys.OPC.DA MatrikonOPC
SGlobal 24/7 Supp Connected (Async I/0): Yes (2.0)
Connected: Yes
State: Running
Groups: 1
Total Items: 37 Current Update Rate: 1000 ms

‘Current Local Time: 03.20,2017 12:22:22.156 PM X
Update Local Time: 03.20.2017 12:22:22.027 PM 13,14 Items/Sec

—
@ Matrikan0PC

Now the variables will be shown and automatically updated.

If anything is right, then CoDeSys.OPC.DA is connected. The OPC Client is running and the
quality of the items is good. The values of the items can be read and wrote by one OPC client.
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OPC UA Client for test

This section describes how to connect between AC500 V3 and OPC UA Client, for example,
‘Unified Automation UaExpert’, which you download from Unified Automation GmbH
company.

The configuration Tools is used to configure the UaExpert’s runtime settings. It is a spe-
cialized UA-Client, capable of the OPC UA DI Profile. The configuration Tool connects to
the UaExpert using an OPC UA connection. To use the Configuration Tool, the UaExpert
has to be started and running.

On the first start, the configuration tool will create a UA application instance certificate.
Therefore, several information is requested and must be set in the dialog.

I Mew Application Instance Certificate @

Subject:

Common Mame: PLC_Supportt@DE-0242757

Organization: ABB

Organization Unit: b4
Locality: Heidelberg

State: Baden wirttemberg

Country: DE

(Two letter code, e.q. DE, US, ...)
OPC UA Information

Application URT: [n:DE-L-0242757:UnifiedAutomation:UaExpert@DE-L-0242757

e el 'L L-0243757
IF Addresses:
&
= ]
Certificate Settings

RSA Key Strength: |2048 bits v | Certificate validity:

|| Password protect private key
Password: b4

Password (repeat): b4

[ OK ” Cancel ]

(%

After all sections are filled out, the application instance certificate can be generated by
pressing the ‘OK’ button.

To add and connect a UA Server to the UaExpert. Click on ‘Add Server...’ to add a connec-
tion to a new UA Server.
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. Unified Automation UaExpert - The OPC Unified Architecture Client -

File Server Document Settings Help
(P PPE &= pes an .
B Add Server [l =
Project N 1 =19 i
4 A Project Configuration Name OPCUA_Test L]
0 servers ; ™
4 [ Documents Discovery Advanced
3 Data Access View Endpoint Fitter: [No Filter -
2 Local
4 % Local Network
> & Microsoft Terminal Services
b &3 Microsoft Windows Network
1> & Web Client Network
4 §® Custom Discovery
ddress 5 4 < Double click to Add Server... > e
|(2) Recently Used
3 | Forward ~ [+]
il Target DisplayName
Authentication Settings
Loy i @ Anonymous o x
®# B  Username | |
Timestamp Source Server " password | | O store e
20032017 14:52... DiscoveryWidget E
20032017 14:52... DiscoveryWidget | Certficate | | =)
20032017 14:52... DiscoveryWidget ® -
20.03.2017 14:52... DiscoveryWidget Private Key | =
20032017 14:41... DiscoveryWidget
20.03.2017 14:41... DiscoveryWidget Flc T ——
20.03.2017 14:15... UaExpert eI g
20032017 14:12... DiscoveryWidget e ]
2003.201714:12. DiscovervWidnet s

A dialog ‘Add UA Server’ appears where all need information about the target UA Server
has to be configured. To find the remote UA Server, you can browse the network and dis-
cover individual computers, or double click on ‘Double click to Add Server...” and enter the
remote address of the targeted UA Server.

This can be done in different ways
opc.tcp://<hostname>:4840
opc.tcp://<IP Address>:4840

4 @ Custom Discovery
4 < Double dlick to Add Server... »
() Recently Used

i
”
- Enter Url M

Enter the Url of a computer with discovery service running:

o< [ concel |
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Concerning the Security Settings, choose ‘None’ at Security Policy for the moment.

r - = R
Bl Server Settings - OPC UATEST Bl

Server Information

Endpoint Url opc.tep: /192, 168.0. 10:4840
Security Settings

Security Palicy

Message Security Mode

Authentication Settings
@ Anonymous

_ Usermame | |
I" \I

' password | | [] store

} Certificate | | Izl

' Private Key | | (oo |

Session Settings

Session Mame 757:UnifiedAutomation:UaExpert@DE-L-0242757

_oc || conl

To check if the connection has been established, right click on the server in the ‘Address

Space’ and click ‘Rebrowse’. The displayed connection status of the server should now
show ‘succeeded’.

Drag the desired Items to the Data Access View.
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B8 Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject® - - [E=RE

File Server Document Settings Help

DWBE = MG LB K|
Project B X|| Data Access View © |Attibutes &

4 1 Project i MNode Id Display Name Value Statuscode

4 [ Servers _ || nsa|String|lvar.. Application_Data {44,66,88,99,100,1... Good U | Attribute Value
2, CODESYS OPC_UA Server - None - None (uatcp|~ || NS4[String]|var... CPG00 {1.45446e+006,29... Geod Fl
. D ||| Ms4[String|jvar.. HA_A PRIMARY true Good B{ | 4 Modeld Nodeld
3 Documents NS4|String|jvar.. HA_B_PRIMARY false Good B Namespacelndex 0
. [ Data Acce”srswew || NS4|Stringjvar.. fG_HA_PRim_Med_.. false Geod B IdentifierType  Numeric|
‘ : Identifier T 3
Address Space NodeClass Object
7+ [No Highlight BrowseName 0, "Root’
DisplayName

_@ Root

De tion i
+ 5 Ohjers mﬁ% s
4 % DeviceSet al il o

4 & ACS00 PMS5B50-2ETH
4 J Resources References & X
@ APP_A s Flal®Fowed -] ©
@ DeviceM |
© DoneoReroaon Reference Terget DisplayNar
4 & Globalvars Organizes Views
4 B2 Types Organizes Types
\ @ Application_Data Organizes Objects
Nale - - HasTypeDefiniti... FolderType
o @ HAA_PRIMARY
» @ HA_B_PRIMARY
48 fG_HA_PRim_Mod_OPCUA
# HardwareRevision
@ Manufacturer < m 0
4 Aol b4
Log 8 %
80
Timestamp Source Server Message E
20,02.2017 16:12:05.108 Attribute Plugin - CODESYS_OPC_... Read attributes of nede 'NSO|Numeric|84' succeeded [ret = Good]. [
20.02.2017 16:12:05.104 Reference Plugin  CODESYS_OPC_... Browse succeeded.
20.02.2017 16:10:51.458 AddressSpaceM... CODESYS_OPC_... Browse succeeded.
20.02.2017 16:10:50.493 AddressSpaceM... CODESYS_OPC_... Browse succeeded.
20.03.2017 16:10:47.660 AddressSpaceM... CODESYS_OPC_... Browse succeeded.
20.03.2017 16:10:46.387 AddressSpaceM... CODESYS_OPC_... Browse succeeded. hi

The values of the items can be read and write by one OPC UA client.
For more detailed descriptions please refer to the website

www.unifiedautomation.com.

Regarding the OPC UA Client test tool, you can also choose the OPC UA Client

from Kepware (Download Free Demo), ... etc.
NOTICE
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Connection AC500 V2 and OPC UA Client

This chapter describe an opportunity to connect AC500 PLC with standard OPC Server
and an OPC UA Wrapper to an OPC UA Client.

Unified Automation OPC UA Client

Matrikon OPC UA Wrapper

CoDeSys OPC-DA Server V3.5

Configure your AC500 with Symbol file in the same way you do it for all projects with OPC
Access. Repeat the same for the OPC Server with the OPC Configurator.

Please install the Matrikon OPC UA Wrapper (for example) as Administrator and refer to
the instructions provided by the OPC UA Wrapper accordingly.

Behavior of the OPC UA with CP600

With Panel Builder 600 Version 2.4.0.89 and onwards, the CP600 has the OPC UA
Server/Client communication driver. The OPC UA Client is designed to connect HMI de-
vices to OPC UA Servers (e.g. AC500 V3 PM5650-ETH in the application example ‘V3 OPC
Example_V2.5.project’).

OPC UA Server can be from 3rd-party devices or another CP600 as OPC UA

Server.
NOTICE

In this chapter, adding the OPC UA Server and PLC configuration will be explained as well.
The diagram below shows the layout of this system.
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PM56xx-2ETH

CP600

L
EIC
Ethernet
Switch
Automation Builder
(bAAC) address Dewvice Port Serial number Dewvice D IP Address

= 00-24-59-00-03-54 PM3E50-2ETH ETH1 00000259 <00 192.165.22.10
00-24-59-00-03,,, PM3650-2ETH ETHZ2 00000259 000 192.168.2.10

9.1 Protocol Configuration in Automation Builder

9.1.1 Create new project

Select the ‘New project...’ from the Menu> Files in Automation Builder. At the New Project
dialog, select the ‘AC500 project ‘and name your project file.

|=] Mew Project .
Cateqgories Templates
| Libraries --
] Projects T |
s iRl CI52%-MOD... Empty project Motion
Configurati. .. Soluti. ..
L 4 >
A project containing one AC500 PLC |
Mame |'I.-' 3_OPC_Example_¥2.5 |
Location |C:\.USEFS\DEUZIBGIQ‘I,DHEDFWE - ABB\OPC UADA e |

Click OK to continue and choose the AC500 CPU according to your equipment and click
‘Add PLC’ to proceed.
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Mew project >
Ohbject path:
C:AUsers\DEU215619OneDrive - ABBVOPC UADANWI_OPC_Example_V2 project
Object name: PLC_ACH00_ W3
Categories ~ | |Search object name... -
- PLC - ACS00 V2 Name Short Description
- PLC - AC500 V3
ﬂ PM5012-R-ETH  AC500 CPU 1ME, Ethemet, 6D1/4D0-R
ﬂ PM5012-T-ETH  AC500 CPU 1ME, Ethemet, 6D1/4D0-T
[5] PM5032-R-ETH  ACS500 CPU 2MB, Ethemet, 12D1/600-]
[5] PM5032-T-ETH  ACS00 CPU 2MB, Ethemet, 12D1/8D0-
E PM5052-R-ETH  AC500 CPU 4MB, Ethemet, 12D1/6D0-]
ﬂ PM5052-T-ETH  ACSD0 CPU 4MB, Ethemet, 12D1/8D0-

£l PM5072-T-2ETH

PM5630-2ETH

I PM5E50-2ETH

PM5670-2ETH
PM5675-2ETH

£

ACED0 CPU 8MB, Ethemet, 12D1/800-
ACEDD CPU BME, Ethemet

ACEDD CPU B0MB, Bthemet

ACH00 CPU 160MB, Ethemet

ACH00 CPU 160MB, Ethemet

[] Close this dialog after each transactic [_| Display all versions

Add PLC | | Close
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9.1.2 Add OPC UA Server

Right-click at the “ETH2 (IP Settings)” under the “Ethernet” and select “Add object”.

Devices *+ o X
=] VR OPS Sxampla K250 4
= PLC_ACS00_Y3 (PMSE50-2ETH - TESE20-2ETH)
=Bl PLC Logic
+ "j Application
10_Bus

= Intetfaces
£ COM{<Empty=)
£ CAN(<Emptys)
= E Ethernet
=@ ETHI (IP Settings)
ﬁ MetZonfig (MetConfig)
=@ ETHz (1P Settings

By Co
[l metConfig_t Py
ﬂ Protocols (Client A Paste
= M7 Extension_Bus & Cut
L slot_t (<Empty>) | 3 Delete
K Slot_2 (<Empty>) Rename
Refactaring 3
Properties..,
| Add object

Update objects

Scan for Dewvices.,
Add Falder...

Edit Object

Edit Object wifith..,

Lo b

Compare Objects

Check confiquration

Select the “OPC UA Server” and click the “Add object” button to continue.

Add ohject below : ETH2 X

Object path:
PLC_ACHDD_V3\Interfaces\EthermethETHZ2

Object name: OPC_UA_Server

Categories ~ |Sear-:h object name... L
- Ethernet pratacals Warne Short Description Version  Orde
- Scrip
o K4 BAChet IP datalink 1610
o Unzategorized
[ EtheNet/P Adapter 41.00
[ EtheNetAP Scanner 4100
12| FTP Server 3500
TH IEC BO870-5-104 Controlstation 3600
=7 |EC BOS70-5-104 Substation 3500
[ ke 4020
13 Modbuz TCPAR Server 3500
[ MetConfig 2600
|E| MTP Server 3500
: ) 3500
L] Script
|3 Wweb Server 3500
< >
[] Cloge this dialog after each transaction  [] Digplay all wersions
Fiezet filker Add object Cloze
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You now have the OPC UA Server on ETH2, if you need the OPC UA Server on ETH1, please
repeat the step and select ETH1.

Devices * o X
=Gl V7 OPC Exampia K250 -
= PLC_ACS00_Y3 (PMSES0-ZETH - TES620-ZETH)
=B PLC Lagic
+.1CF application 4
I0_Bus

= Interfaces
E oM (<Empty=)
E  CAM(<Empty=)
= E Ethernet
=@ ETHI (IP Settings)
ﬁ MetConfig (MetConfig)
= ETHz (IP Settings)
[ MetConfig_1 (MetCanfig)
| [ore_ua_server (oPC UA Server)
@ Protocols (Client Pratocals)
= ﬂ Extension_Eus
E  Slot_1 (<Empty=)
E  Slat_z (<Empty=)

9.1.3 Task Configuration
Double-click on the “Task” and change the setting as below.

@ Task -

Configuration

Priority { 0..16 ) 15

Type

{3 Cydlic - Interval (e.g. t#200ms): 10 @

Watchdog
Enable

Time (e.g. t¥200ms): t#20ms

Sensitivity: 1
gk Add Call 3 Remove Call [ Change Call Move Up Move Down | = OpenF
PouU Comment
] PLC_PRG
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9.1.4 Global variables

Right-click “Application” from the Device tree in the Automation Builder project and se-
lect “Add object”.

Devices * 0 X
=15 V7 OPC_Example VZ.5.0 -
= PLC_ACS00_W3 (PMSE50-2ETH - TES620-2ETH)
= PLC Lagic
+ O Application
10_Pus Copy
= Interfaces ,  Paste

K COM{<Empty ¥ Cut
K CAM(<Empt * Delete
= E Ethernet

Renarne
=G ETHi(P
[ metc Refactoring »
i @ ETHz (1P Properties...
[ metc
j QP Add DbjEtth
@ Protocols Update objé&s

= M3 Extension_Bus ) Add Folder..
L Slat_1 (<Emp

E  Slot_2 (<Emp a

i

Edit Object
Edit Object With...

Carnpare Objects
Export 2
% Lagin [PLC_ACH00 v3]

Reset Warm [PLC_AC500 W3]
Reset Cold [PLC_AC500 W3]

Select the “Global Variable List” and change the Object name to ‘GVL_OPCUA’, then click
“Add object”.

~

Add object below : Application %

(Object path:
PLC_ACKDD_W3APle Logic\Application

Object name: GVL_OPCUA

Categories v] Search object name... =y
Generic ohjects Mame Short Description Version
i |[ECE1131-3 =
Other Pdarrn configuration
Scripting [IEd C Code Module =
‘... Visuglization m CheckConfiguration

“#puT i

I8 Global Variable List

Image Poal

=C Interface

ﬂ MNetwark Varable List (Receiver)
{@ Network Variable List (Sender)

T FPersistert Variables &
1| m 3

Close this dialog after each transaction [ | Display all versions

e
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9.1.5

9.1.6

AC500 HOW TO USE OPC SERVER V3

Double-click on the “GVL_OPCUA” to open the editor. Create the variables as below.

@ GvL_oPruA x

1 SAfattribute 'qualified only'}

B ? VAR GLOBAL
<) wal Feal: ARRAY[1..10] OF REAL:
4 wal CPe00: ARRAY[1..10] OF BEAL:
5 EHD VAR

PLC Logic

Double-click on the “PLC_PRG” to open the editor and add the coding as below.

PLC_PRG x| @ GWL_OPCUA

1

m -1 Mmoo WM

R T T S O T I

10
11
1z
1z
14
1t
1s
17
1&
1=
Z0

PROGEAM FPLC_PRG
VAR
PHM Clock: PuRealtimeClockDT:
Enahle: BOOL;
Set: BOOL:
Dtset: DT:
DTact: DT:
EHD VAR

PM_Clock(

Enahle:= TRIE,
Buszy=> .,
Error=> ,
Jet:=3et ,
DT5et:= Dtset,
ErrorIl=>
DThct=>Dtact,);

LS

wal_Real[1]:=wal Reall[l]+2.
wal Real[Z]:=val Real[Z]+1.
wal_Real[5]:=wal Real[3]+3.
wal Real[4]:=val Real[4]+4.
wal_Real[5]:=wal Real[5]+5.

P

.

=1 = Th W s
a

wal_Real[6]:=wal Real[o]+d.2
wal Real[7]:=val Feal[7]+9.1;
wal _Real[5]:=wal Real[S]+3.3
wal Real[9]:=val Feal[9]+Z.5;
wal_Real[10]:=wal_ Feal[01]+1.9;

Symbol Configuration

Right-click “Application” from the Device tree in the Automation Builder project and se-
lect “Add object”.
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Devices

* o X

=gl VR QPD_Examola V250

= PLC_ACS00_Y3 (PMSE50-2ETH - TBS620-2ETH)

=1 pLC Logic
=1L} application
@ cv_oprc Copy
m Libraty M. Paste
PLCPRG| % Cut
= @ Task Conf 3 Delete
S
& Task Renarme
& p
10_Bus Refactaring
= Interfaces B —_—
£ COM{<Empt
4 CF\N(<Empty| Add object

= E Ethernet
=@ emop
[ metc
=@ emzap
[ meto
14 orc_
ﬂ Prakacols
= ‘j Extension_Bus
K Slat_1 {<Empl
K Slat_2 (<Empl

Ly L

Update objects L

Add Falder...
Edit Object
Edit Object With..,

Cormpare Objects
Expaort
Login [PLC_AC500 W3]

Reset Warrn [PLC_ACS00 W3]
Reset Cald [PLC_ACS00 W3]
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Select the “Symbol Configuration” and click “Add object”.

-
Add object below : Application

)

(Object path:
PLC_ACHD0_V3Ple Logic\pplication

Object name: Symbols

Cther
: Scripting
- Wisualization

ﬁ Metwork Variable List (Feceiver)
@ Network Variable List {Sender)
T Persistert Wariables

& POU

@ POU for implicit checks

'ﬁ, Recipe Manager

L] Seript

Text List

@.?Tmce

%Trend recording manager

'.':J lUnit conversion

@ Vigualization

Vigualization Manager

4| 1]

Categories v] Search object name. . 5,
Generic objects Name Short Description Version  *
- |[ECE1131-3 =0 Inferf

erface

m

1

Close this dislog after each transaction  [] Display all versions

s

Close

A new “Add Symbol Configuration” windows will pop up.

Check the “Support OPC UA Features” box and click “Add” button to continue.
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P

.
Add Symbol Configuration ﬁ

B2 reate 3 remote access symbol configuration.

MName:
[] Include Comments in XML
Support OPC UA Features M
|

Client side data layout
() Compatibility Layout
i@ Optimized Layout

Add ] [ Cancel

Double-click the “Symbol Configuration” to open the editor. Click on the “Build” button.

B8 Symbol Configuration X
view - | [#¥ Buid | [, Settings -~ Tools -

1Execute "Build" command to be able to select variables (youneed an error-free build). |ﬁ| Build ] ’ Details...

Changed symbal configuration will be transferred with the next download or online change

‘ Symbols  Access Rights Maximal  Attribute  Type Members  Comment

Select the all the tags under GVL_OPCUA.

PLC_ PR H GYL_OPCUA B2 gymbol Configuration X
wiew - |[#¥ Build || (2 Settings -~ Tools -

! There are 1 configured variables which are not referenced by the IEC code, Reading and writing ko them may not have the desired effec

Changed symbal configuration will be transferred with the next download or online change

Symbols Access Rights Maximal  Attribute Type ternbers Comment
+.[7] [£] constants
= GVL_OPCUA
# val CP&0OO " A ARRAY [1..10] OF REAL
¢ val_Real ) ) ARRAY [1..10] OF REAL
+ |:| IoConfig_Globals
+.[][£] rLc_Prs
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9.1.7 Online to the PLC

Right-click on the “PLC_AC500_V3” and select ‘Communication Settings’.

Devices - B X

=g VR QPD_Example 1250 -

= PLC ACSDD [Tl OhACEC0 2ETLL TOC, Iul CTLL
=B PLC Logic Communication Settings..,

I
=i appli Source Dowenload.. bs

% @ Copy
L
PI Paste

ma Cut

— @ 1
-

b

Delete

Renarne

— Refactoring »
10_Bus

= Interface: Properties...

K com Add object
L can

- a Ether Update objects

= E Add Falder...
i Edit Object
- e Edit Object With..

d

L L

- o~

The IP address for ETH?2 is “192.168.2.10”. Click “Ok” button to continue.

If your PLC have different IP Address, click the ‘..." button beside the IP address to launch
the network scanning tool to search the CPU IP address.

Communication Settings for 'PLC_ACS00 V3 (S

IP Address 192168 . 2 . 10 |[ ]

[] Use advanced settings

.fj} oK ] [ Cancel

L

You now ready to go online with the PLC by choosing ‘Login’ from the ‘Online’ menu and in
the following pop-up window, click “Yes”.
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BEB V3 _OPC_Example_V2.53.project” - Auternation Builder 2.5 - Premium

File  Edit  “iew  Project  Build
e E S #h %
Devices

=[5 ¥7.OPC Example 2.5
+ B oPC_Ua_Client_Certificate {CPa0
= PLC_ACS00_W3 (PMSAS0-2ETH - T
=2 PLC Lagic
=1Lk Application
=) Diagnosis
Diag_I0_Bus
Diag_W3_PLC
@ sy _orcua
m Library Manager
FLC_PRG (PRE)
®8 Symbal Configuration
= @ Task Configuration
= @ Task

& PLC_PRG
ﬁ T Ric

A windows pop-up with the notification: “Boot parameters were changed. These changes will

be applied after reboot.”

This is due to new “OPC UA Server” protocol have been added to the ETH2.

Reset Warm [PLC_ACS00 W3]
Reset Cold [PLC_AC500 W3]
Reset Origin [PLC_AC500 W3]
Simulation [PLC_ACS00 W3]
Security

Operating Mode

Online | Debug  Tools  BACket  Window H
."’,§ Login [PLC_ACS00.W3] 1, Alt+F3
Logout[PLC_ACSUU_\-"Bl]’“ Ctrl+F8
Create Boot Application [PLC_&C500 W3]
Logoff Current Device User
Dowrload
Online Change
Source Dowenload to Connected Device
R Download Manager..,

Automation Builder 2.5 - Premium

Motification from target:

"Book parameters were changed, These changes will be applied after reboot,
CAUTION: Please create hoot project befare 111"

*

Dekails. ..

After downloading completed, go offline and reboot the PLC.

9.2 Panel Builder 600

In this chapter, we will add the CP6607 panel into the project.

Right-click “V3_OPC_Example_V2.5” from the Device tree in the Automation Builder pro-

ject and select “Add object”.

42
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m Library Manager
PLC_PRG (PRG)
®8 Symbal Configuratig
= @ Task Configuration
= @ Task
& PLC_PRG

—J Add Folder..

I0_Bus

Devices -+~ 0 X
=G VRGPS Exampl K250 -
= Properties...
=[7) PLC_ACS00_V3 (PMSESO-2ETH -
=Bl PLC Logic Add object N
=G} npplicatiun Update objects b
@ s _opcua

Edit Object
Edit: Object With..

Cormpare Objects

Import »
Export »

Select the CP600 Control Panel and change the object name to

‘OPC_UA_Client_Certificate’

Add ohject below :

Ohiject path:

U zershDEUZ21 967 340 nelirive - AEBYOPC UADAY 3 OPC_Example_W2.5.0.project

Object name:

OFC 1A Client Certificate

Categories

~ | [Search ohject name. .

.1

- Diives

- Genenc objects
- [ECE1131-3

- odbus devices
- Mation Products
- Other

- Panel - CPEO0

- PLC - ACBO0 2
- PLC - ACBO03
- PLC - Jokab

- Seripting

- Suztem Modelling
- Wizlalization

frn ]
L

o W e W
L e v

MHame Shart Dezcription
|E9 CPBEO0 Control Panel CPEO0 Panel project

<

Yerzsion  Order Mur
211.0.0 15APB00S

[ Close this dislog after each transaction

Reset filtker

] Display all versions

Add object

Cloze

Double —click on the object ‘OPC_UA_Client_Certificate.

Uncheck the ‘Connect’ box and uncheck the 'Update Panel Builder project on launch’.

This is because we don’t not use the ABB CoDeSys V3 ETH protocol.
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[@ OPC_UA_Client_Certificate X

Project Panel Builder Project Information
Project name: Panel Project
Information
Project has not been created yet.

Click 'Update Panel Builder project’ to create a new project.

Connections
PLC Use Standard Conn. Settings  Connection Type  Cammunication Settings Details
» | | PLC_ACS00_MT O Gakeway = | <not configured:= e

[ Update Panel Buider project on launch

Launch Panel Builder Editor

Click the ‘Launch Panel Builder Editor’
In the Pop-up Windows, select ‘New’ and click ‘Open’ to continue.

Import Project File )

Select import option:
@ New

(71 Import existing project file

Open | | Cancel

At the project wizard, select the CP6607 panel and click ‘Finish’ to continue.

Project Wizard pd

Device

B cp6asFx ~ | Device type: UN6S_LinuxCE
B cpss1 Project size: 240 ME (max)
B cpssl
B Cpsss
B crs7s
B cpea07
B cpsq10
B cpsd1s
B cpssos
B cpeso7
B cpssi0
W cresls o4 800

M cpss2l I

rrareaie

°[

=0

Finish Cancel

Double-click on the “Protocols” to open the editor.
Click on the “+” to add the protocol and select “OPC UA Client” in the dropdown list.
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maloalg 5

LAaUBIAEY 55040 el _'d

ProjectView X Protocols x|
+ AV + - A v[&
~ B Panel Project PLC

@ Project properties
hd F=' Pages
~ G Unified
7 Normal
) Dialog

v = Templates

@ 1: Templa...

v @ Configuration
£\ Protocols
=] Tags
B Trends
L§| Reports
é Alarms
,ﬂb Events Buffer
¥ scheduler
Sb MultiLanguage
BB Screen Saver
%, Database Links
F2 Data transfers
&R Interfaces

@ OFPC U Client:prat
ABE ColeSys ETH
ABE ColeSys Senial

ABEB IRCS Linusx
ABE Mint Controller HCP
ABE Modbus RTU
ABE Modbus TCP
ABE Pluto

BaChet
CODESYSW2ETH
CODESYSW3ETH
Ethemet/P CIF
todbus RTU
todbus RTU Server
todbus TCP

Fing
Suztem Yariables
‘Wariables

T
|oPc Ua Ciient I N

AC500 HOW TO USE OPC SERVER V3

At the OPC UA Client Windows, type in the “Alias” and “IP address” as below.
Leave the Port unchanged.

OPC UA Client
CIPLE Metwark

Alias || 3_OPCUA,_Example ‘ Cancel
Host || 1892168210 ‘

Part "4840 =

Titmeout () || 1000 =

Security Policy MNane e

Security Moce Mane ~

Uzername || ‘

Paszward ||

Server Cerificate ||

Cliert Certificate ||

Client Private Key ||

Hostname validation

Mpp

Time validation

PLC Models
Default
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Click “Ok” button to continue and save the project.
Double click on the “Tags” to open the editor, then click on the “Import tags” button.

7 PmtumlsV Tags* x|

+ - 2o ollp Gl 8 R (e s | Yriteroy:[Dotn v stemsusecho0000 Protoce: [0PC UA Cientprots v | (] show al tas.
Type

Data
OPC UA Client:prot1

Alias: ¥3_OPCUA_Example Container
Model: Default

Tag name

Select the OPC UA Discovery v1.0 and click “Ok” button to continue.

' B
[=] Panel Builder 600 S

@ Multiple tag importers are available for this protocol. Please select the importer type and continue.

‘iersion Type

OPC UA Discovery v1.0 Hierarchical

Tag Editor exported xml General

Click the “Manual Browse” or ‘Full Browse’ button to pull symbols.
[=] opcuA Client importer *®

@ Symbol discovery, dick ‘Browse' to pull symbols. Do you want to continue?

|o|:lc.tq:|:,|f,|'192.168.2.10:4840 V| |Manual browsel | Full Browse |

Security Setlings

Security Policy |Nane -
Security Mode |Nane -
Client Certificate |Client's own certificate | (]
Private Key | Client's private key | [

Authentication Settings

—

Click the ‘Accept temporarily’ button to trust OPC UA server certificate.
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.
@ Symbol discovery, dick ‘Browse' to pull symbols. Do you want to continue?
opc. top: /192, 168. 2, 10:4540 Manual browse Pause
Security 5e o
[=] oPC Ua Server Certificate d
Security Pao
Do you want to trust this server certificate permanently?
Security M . .
Certificate details
Client Certi
ey Commonh... A
Private Key Organization
Organizatio...
Authenticaf] Locality
State
® Anonyn Country
DomainCo...
Usernal
lzzuer
Passwd Valid from 2106-02-07T06:28:15.000Z
Valid to 1970-01-01TO0:00:00.000Z
Serial Num...
Tl | p—y e
Symbols four
aPd Accept temporarily| |Copy to dipboard Cancel
Wait for it to scan the network.
[=] opcua Client importer x

—

i -
@ Symbol discovery, dick 'Browse' to pull symbals. Do you want to continue?
h- >

opc. tops 192, 168. 2, 10: 4840
Security Settings

Security Policy Mone

Security Mode Mone

Client Certificate |Client's own certificate

Private Key |Client's private key

Authentication Settings

(®) Anonymous
Username
Password
4

Symbals found: 367 / Remaining nodes to process: 132

> OPCUAServer@PM3650-2ETH

You can select all tags or only the tags you need. Then click "Ok" to continue.

3ADRO010407, 2, en_US

47



Symbols found: 465 / Remaining nodes to process: 19

~ [] OPCUAServer@PMS5650-2ETH ~
~ [ Objects
w [] DeviceSet
] DeviceFeatures
~ [] PM3650-2ETH
~ [] Resources
v [] Application
[ serialNumber
[] RevisionCounter
] Manufacturer
[] Model
] DeviceManual
[] DeviceRevisicn
] SoftwareRevision
[] HardwareRevisicn
] Programs
[] Tasks
w [ GlobalVars
hd GVL_OPCUA

> wval_CP&00
» val_Real
] MetworkSet
[] DeviceTopology
] Server v

The tags now appear in the dictionaries.
Select the tags you want and click on the “Import Tags” button or double click the Tags.
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7 Pmtocols/r Tags* x|

o= 2 T ] D fs|edlgd R |[£- seardh | T rilter by:
Data Type Tag name
OPC UA Client:protl
4 plias: V3_OPCUA_Example Container
Model: Default
4 QPCUAServer @PM5650-2ETH Container
4 (Objects Container
4 DeviceSet Container
4 PM5650-2ETH Container
4 Resources Container
4 Application Container
4 Globalvars Container
4 GVL_OPCUA Container
wal_CPa&00 Float 3_0OPCUA_Example /OPCUAServer @PM5550-2ETH |Objects|D

4 yal_CPEO0 Struct ; Extensions

SI0Ns LB L] o s

wal_nrea 3at

4 val_Real Struct : Extensions

At the ‘Home’, Draw the graphic as below.

Data Input: El'“a Output: :
C500[1] = 99999.0000

E:Penn[ﬂ: j 99999.0000 E il J

CP600[2]= 99999.0000 o, | e 99999.0000

tP600[3] = - 99999.0000 Acsooi3)= - c2eleHILIL

tPe004]= 99999.0000 © | Acsoo- - 99999.0000

L -

CPe00[5] = 99999_0000 AC500[5]= 99999.0000
L |

EpPeools] = 99999.0000 & | Acsoolsl= 99999.0000

L _ L |

Cre00[7]1= 99999.0000 RC500[7]= T 999990000
L |

Erooors] = 99999.0000 - RC500[8]= 99999.0000
L |

Ereoog] = 99999.0000 RC500[9]= 99999.0000
L -

FP&[][][H]]::' 99999.0000 AC500[10]= 7 99999.0000
L _|

After that link the tags for the value field in the table.

3ADRO010407, 2, en_US 49



50

Protocols ]/ Tags/y 2:Home* x} w Properties o x m
R QAR %] X o » BIEE z
' G O od @ — = Field : GroupWagt1.GroupWgt1 field1 S
il } v = wk G | % Fon ? = Vaide 99999,0000 = S
Application example tor ACOUU V ~ |1 g v3_OPCUA_Example/ OPCUAServer@PMS650-2ETH) | Object - | :
. (Protocol:0 aceess TR b
Mumber Forma Numeric
Data Input: Showe Thousar false al+
tPe00[1] = ™ 98999.000" Docinal Dagts | 4 EL
L 2m : Leading Digits | o al+
B | Crooorai- 98999.0000% Pt R ree
treoo[3 - 99999.0000 ® Erorts
Q | trooop- 99999.0000
L =
Creoo[5]= 99999.0000
A iE:Pﬁuulal = j 99999.0000
Creoo[71= 99999.0000
- tPeoors = 99999.0000
EPeooo] = 99999.0000
Epsoo[10] = 99999.0000
L _

Repeat the same for others.

When complete, download the project to the CP6607 panel.

04/28/22-10:36:08

Application example for AC500 V3/CP600 - OPC UA without Certificate
(Protocol:0PC UA Client)

Data Input:
CP600[1] = 238796.3281

- CP600[2] = 129103.7031 -
CP600[3] = 357511.5312

€ | cpeooi4l- 407182.4062 (1]
CP600[5] = 566053.3750

Q CP600[6] = 814373.0000 5
CP600[7] = 905402.5625

! CP600[8] = 328119.9688 !
CP600[9] = 248520.0000
CP600[10] = 238798.2344

Data Output:
Acs00[1]=

AC500[2] =
AC500[3] =
AC500[4] =
AC500][5] =
AC5001[6] =
AC500[7] =
AC500[8] =
AC500[9] =
AC500[10] =

25.2300
888.0000
444.0000
254.0000
452.2200
555.0000
547.0000

21.0000

45.0000
365.2400

‘l l. .l Attention:

Please note that this example is designed to show the general usage of the functionality.

" l' l' They are not designed for a safe and complete implementation in a field application.

Online with Automation Builder to observe the data values.
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Devices r 1 X @ GYL_OPCUA X PLC_PRG B2 Symbal Configuration Pl
=@l V2OPC Pxampie V2.5 Ml  PLC_acsoo_v3.application.GYL_DPCUA
=N l%l;]c_u.ﬁ._ICIient_CertiFicate {CPeO0 Expresaion — e
Panel Project
= PLC_ACEO0_V3 (PMSEE0-2ETHI | - ;l_f:lalﬂeal[u 2:::’-"’ [1..10] OF REAL —
@‘ﬂ T’f ;T:g;icatiun [run] “ val_Real[2] REAL 99811.19
=) Diagnosis @ val_Reall3] REAL 276339.5
Diag_I0_Bus @ val_Real[4] REAL 314716.875
Diag_w_pu: @ val_Realls] REAL 437589.781
@ cv_orcua @ val_Resl[s] REAL £20433.75
m Libr;ry Manager @ val_Reall7] REAL 699287.063
PLC_PRG (FRG) @ val_Rrealls] REAL 253336.938
™8 Symbal Configuration H val_Real[3] REAL 132050
= @ Task Configuration @ val_Real[10] REAL 184448.266
=g Task = @ val_cpsoo ARRAY [1..10] OF REAL
B pic_PrG @ val_crsoo[i] REAL 3523
10 Bus - @ val_cpsoo[z] REAL 888
Int;rfaces @ val_cPs00[3] REAL 444
£ COML(=Empty=) @ val_crenofe] REAL 254
£ AN {<Empty>) @ val_crsoofs] REAL 45222
= CE Ethernet @ val_cprsoo[s] REAL 555
23] ETHL (IP Settings) @ val_cre0nl7] REAL Al
([ Wetconfig (et @ val_cpsools] REAL 21
23] ETHZ (IP Settings) @ val_creonrs] REAL 4
() MetConfig_1 ( @ val_cps00[10] REAL 365.04

9.3 Establishing an Encrypted Connection of CP600
OPCUA Client to an OPC UA Server AC500 V3

The OPC UA server communicates with connected OPC UA clients over a separate TCP
connection. Therefore, these connections have to be examined again separately with re-
gard to security.

This sub-chapter is a step by step example that explains how to configure CP600 device
to communicate with AC500 V3 using self-signed certificates.

- OPC UA Server
Server Trust List
Connection List -
A Create Session Re
* Endpoint 1 -
* Endpoint 2 @ Username/Password

Activate Session

—
-

9.3.1 Creating a certificate for the OPC UA Server AC500 V3

In order to encrypt data and exchange with the client safely, the server needs a certificate
that the client must classify as ‘Trusted’ when a connection is established for the first
time.

Prerequisite, battery is installed in the AC500 V3, and the clock is set to actual time.
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To create a simple project or directly start the example created above chapter.

Devices

- 0 X

=5l W7 0P frampla 12,5

-

= |OPC_U.C'._Client_CertiFicate {CPa00 Control Panel)

@ﬂ Panel Project

+-81 pLC Logic
10_Bus

E Inkerfaces

+ M3 Extension_Bus

B8 OPC_Ua_Client_MonCertificate (CPa00 Control Panel)
= PLC_ACSO0_V3 (PMSE50-2ETH - TES620-2ETH)

Login the PLC and push the ‘Set PLC to PC Time ‘button from option Statistics to set time

with PC time.

Devices > X

=5 v7oeg Srampia V2.5 -
=B OPC_UA_Client_Certificate (CP6
@ﬂ Panel Project
+- B OPC_UA_Client_MonCertificate (¢
= ﬁ PLC_ACS00_Y3 (PMSES0-2ET)
= EU PLC Logic

[T] PLC_AC500_¥3 X

Communication Settings

PLC Settings

Version information

Date and time

Current PLC Date and time: 1970-01-02 05:44:57 Set PLC ko PC Time:

[1 Show PLC time in UTC

= o aApplication [run]

Statistics

USRI FRE FEE 1 1EANA

Click Menu View and open the security screen (or double click to Security screen button).

3ADRO010407, 2, en_US



AC500 HOW TO USE OPC SERVER V3

BEE V3_OPC_Example_V2.5.project - Automation Builder 2

File Edit | View | Project Build Online De
2w || {D Pous Alt+D
& Devices Alt+1
Devices Bl Messages ’:
=5 V?_QDC Elernent properties
2@ opd & ToolBox
1 Wiatch 3
+-E OPJ E  Cross Reference List ar
= FLO &5 Call Tree
Bl 19 Bookmarks
) @ Breakpaoints |:
T Call Stack
B StartPage
|e Security Screen L\?_‘
@ Yisualization ToolBox

=
‘"

Project user: (nobody)

[E Messages - Total 0 error(s), 2 warning(s), 19 message(s)

145 | Lastbuild: € 0 & 1 Precompile &

= =

SRS

Select the Devices tab and PLC_AC500_V3 in the left view.

Q Security Screen X

User f:)

f o
Project —J
Devices

Infaormation T‘f
= Iﬂ’j PLC_ACS00_Y3 I %
Own Certificates
= %
F& Trusted Certificates
F& untrusted Certificates (o}

& Quarantined Certificates
E2 ﬂ CPC_UA_Client_Certificate
E2 ﬂ OPC_UA_Client_MonCertificate

Infarmatiaon

. OPC UA Server {not available)

. IoDrwFTPServer {not available)

« CmpMQTTCliznt (not available)

. Encrypted Application (not available)

. Web Server {not available)

. Encrypted Communication {not available)

All services of the PLC that require a certificate are displayed in the right view.

Select the service ‘OPC UA Server(not available)’ and click the Icon el

tificate for the device.

i
to create a new cer-

9 || Information

£ | = [ pLc_acson vz

& own Certificates

(5 Trusted Certificates

& Untrusted Certificates
% Quarantined Certificates

+ ﬂj OPC_UA_Client_Certificate
] . -

?r Information
o | . OPC UA Server {not available) |
: iJ . IoDrvFTPServer (not available)
. CmpMQTTClient {nok available)
[ . Encrypted Application (nok available)
" . wweb Server {not available)
B . Encrypted Carmmunication (ot available)

The Certificate Settings dialog opens
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9 || Information

# | = @ pic_acsoo v

Owin Certificates
Trusted Certificates
Untrusted Certificates

ol o [l [l

Cuarantined Certificates

Infarmation
« DPC UA Server {not available)
. IoDrvFTPServer (not available)
. CmpMQTTClient {nok available)
. Encrypted Application (nok available)

B olla x ﬁ

. wweb Server {not available)

Certificate Settings
ke lenagth (bit)

Walidity period (dawys)

W jon {nat available)

[ 4058 -]

|365IZI |

Cancel

Define the certificate parameters (4096 as Key Length) and click OK to close the dialog.
The certificate is created on the PLC.

@ Security Screen x

User @ || nformation
# || = @ rcacsonvs
Project & own Certificates

. B8 Trusted Certificates
Devices -

& Untrusted Certificate

[ Quarantined Certific.

+ [l opC Ua dlient Certifice

=
23

SRS

Infarmation Issued far Issued by alid from “Walid until Thumbprint
) OPCUAServer  OPCUAServer@PMEESO-2ETH  OPCUAServer@PMBSESD-2ETH Izﬁ‘m.znzz 16:46:57  25.04.2032 16346157 (» | year) IlZE?BMQDllL

Keep the online connection to the device before clicking OK button.

NOTICE Certificate creation will last about 2-3 minutes.

When complete, reboot the AC500 V3 PLC (Power ‘OFF’ and 'ON’ the system)!

9.3.2 Setting up an encrypted connection with the CP600 OPC UA Client

The following describe using CP600 as OPC UA client and connect to the AC500 V3 OPC
UA server. Other OPC UA clients should work in a similar way.

Create a simple CP600 Panel project
Add the OPC UA Client protocol. Enter the IP address of the remote OPC UA server and its
port number (4840 for V3 PLC). Leave certificate parameters empty.

54
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7 petecols x|

+ —Av[&
PLC | Configuration

|+ |OPC UA Client: prat] [Cigi'er=1 prefix="#3_OPCUA_Example ipbddress=192.
OPC UA Client .

] PLE Metwark

Al I‘ W3_OPCLA_Example
Host h 182168210

Port h 4540 =

Timeaut (ms) ” 1000 %

Security Policy |Nnne v |

Security Mode |Nu:|ne w |

Username ”

Pazsword ”

Client Certificate ||

Server Certificate ” |

Client Private Key ”

Hostniame wvalidstion
App

Time walidation

PLZ Models

Open tag editor and import tags. Select ‘OPC UA Discovery v1.0’ mode

' Y
[=] Panel Builder 600 S5

@ Multiple tag importers are available for this protocol. Please select the importer type and continue.

\iersion Type

OPC UA Discovery v1.0 Hierarchical

Tag Editor exported xml General

Choose the button ‘Copy to clipboard’ to copy the certificate to the clipboard as shown in
the figure.
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Pmtocol.s’/y Tags* = ]

E]f-'.:_-.ﬁ ent importe

:l Symbaol discovery, dick ‘Browse' to pull symbals. Do you want to continue?

opc. tops 192, 168. 2, 10: 4840 Manual browse Pause
Security Settings
Security Policy Mone -
Security Mode Mone -

Client Certificate |Client's own certificate |

Private Key |Client's private key |
Authenticatid =] OPC UA Server Certificate ? X
(® Anonym

| Do youwant to trust this server certificate permanently?
Usernam  Certificate details

Passwor CommonM... OPCUAServer@PM3630-2ETH

Organization

Organizatio...

Lecality

Symbols found State

oPCyY Country

DomainCo...

|ssuer OPCUAServer@PM35650-2ETH

Valid from 2022-04-28T14:46:57.000Z

Valid to 2032-04-25T14:46:57.000Z

Serial Num... 0

Thumbprint... 1237bad9011c258ea4758%bc5e3ade26a386d3f
URI urn:PM3630-2ETH: ABB%20Automation3:20Pra...
DNS PM35650-2ETH

Accept permanently | | Accept temporarily | [Copy to dipboard Cancel

OK Cancel
; Please be note that the valid time of the certificate must be the same as
the time set in the OPC UA Server (V3 PLC), otherwise, the communication
NOTICE connection will not be established. The reason for the time inconsistency
may be that you forget to restart the system after setting the OPC UA
Server certificate, or other reasons. e.g. ‘parameter settings..’

Then, close this dialog and return to protocol configuration dialog to paste the certificate
inside the “Server Certificate” field.
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OPC UA Client X
[IPLE Metwark

Alias || W3_0PCLUA_Example ‘ Concel
Host || 192168210 ‘

Port "4840 =

Timeout [z || 1000 =

Security Policy Mone L

Security Mode MNane e

Jzername || ‘

Pazsword || ‘

Server Certificate || MIIFpTCCA-’-ngAWIEIAgIEIAI‘

Client Certificate || ‘

Client Private Key || ‘

Hostname validation

App

Time validation

PLZ Models
Defaulk

To verify a certificate, use a text editor to paste it from the clipboard to a text file with the
extension .crt. You can then double click the .crt file to allow Windows to view the proper-
ties of certificate to be sure about the certificate you are validating.
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@i Certificate *

General  Details  Certification Path

.{QJE Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  OPCUASErver@PMSE50-2ETH

Issued by: OPCUAServer@PMSE50-ZETH

I\l'alid from 23.04.2022 to 25.04,2032 |

Install Certificate...| | Issuer Statement

QK

Open tag editor and import tags again, accept the Server OPC UA certificate and import
some tags.

[=] opc uA Server Certificate ? *®

Do you want to trust this server certificate permanently?
Certificate details

CommonM... OPCUAServer@PM35650-2ETH ~
Organization

Organizatio...

Locality

State

Country

DomainCo..

|ssuer OPCUAServer@PM5650-2ETH
Valid from 2022-04-28T14:46:57.000Z
Valid to 2032-04-25T14:46:57.000Z
Serial Mum... 0

Accept permanently || Accept temporarily. | Copy to dipboard Cancel

Note that you can accept the certificate permanently or temporarily. If you accept the cer-
tificate permanently, a copy of the certificate will be saved inside your computer for later
use without having the popup dialog asking for confirmation.
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val_Real[1]
val_Real[2]
val_Real[3]
val_Real[4]
val_Real[5]
val_Real[8]
val_Real[7]
val_Real[8]
val_Real[9]
val_Real[10]

Float
Float
Float
Float
Float
Float
Float
Float
Float
Float

+ ] [ % 2Y 2] R [©- search | Triter by: Data v | Items
Data Type Tag name
OPC UA Client:prot1
4 Alias: V3_OPCUA_Example Container
Model: Default
4 OPCUAServer @PM5650-2ETH Container
4 (Objects Container
4 DeviceSet Container
4 PM5650-2ETH Container
4 Resources Container
4 pApplication Container
4 Globalvars Container
4 GYL_OPCUA Container
4 yal_CPs00 Struct : Extensions
val_CP800[1] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[2] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[3] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[4] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[5] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CPs00[6] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[7] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CPs00[8] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[3] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
val_CP800[10] Float V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
4 vyal_Real Struct : Extensions

V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet |PM5650-2ETH |Resources | Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources [Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl
V3_OPCUA_Example/OPCUAServer @PM5650-2ETH |Objects |DeviceSet|PM5650-2ETH |Resources |Appl

After that, link the tags for the value field in the table.

NOTICE

The certificate file will be copied to the folder:
%AppData%\Roaming\ABB\studio\OPCUA\pki\trusted\certs

Open again the protocol dialog box. Select the Security Policy = Basic2565ha256, and Se-

curity Mode = SignAndEncrypt.

Be sure to uncheck the box of the ‘Hostname validation’ option.
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OPC UA Client X

CIPLE Metwark
Aligz || W3_OPCUA_Example ‘ Conce
Hiost || 192 168210 ‘

Part "4840 =
Timeaut (me) || 1000 =
Security Policy Basic2565ha2sh ~
Security Mocle SignandEncrypt w
|zername || ‘
Pazswward || ‘
Server Certificate || MIIFpTCCA42gAWIEIAgIEIAI‘

Cliert Certificate || ‘

Client Private Key || ‘

I [JHostname wvalidation I

Mpp

Time validation

PLC Models
Default
@ Username and Password creation please refer to the application
note’AC500 V3 and OPC UA - Configuration and Handling.pdf’, which can

NOTICE be downloaded from the PLC website https://new.abb.com/plc/docu-
mentsanddownloads

Download the project to the CP600 device.

=] pownload to Target ? X

copying J/protocols/protocolFileList.xml ...

192.168.2.80 v Dowrload
+ Advanced o

In the OPC UA Client protocol parameters, we left the “Client certificate” field empty, the
OPC UA Client protocol will generated its own certificate and sent it to the OPC UA Server
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(AC500 V3). Since the server does not recognize the certificate, therefore it rejects the

connection request.
Now, we need to tell the server to trust these certificates.

. . . . [44]
In Automation builder development system, reopen the Security Screen and click the
symbol button. The view is refreshed.
488 3_OPC_Example_V2.5.project” - Automation Builder 2.5 - Premium - O X
File  Edit ‘iew Project Build Online Debug Tools BAChet ‘indow  Help v
E=a"] Application [PLC_ACS00 V3: PLC Logic] ~ | ¥ = n|®
Devices * B X @ Security Screen X PLC_PRG -
T O Sl (2.5 - User ":J Infarmation ?f Information Issued far

= [E OPC_UA_Client_Certificats (CPé
@ﬂ Panel Project
+ B OPC_UaA_Client_MonCertificate (f
= PLC_ACS00_Y3 (PMSES0-ZET| | Devices
= [E FLC Logic
=-{} Application [run]

.?i. OPC UA Server OPCUAServer@PMIES0-2ETH

) = [ pLc_acson va
R E8 own Certificates
&l Trusted Certificates
F& Untrusted Certificates
B Quarantined Certificates
= Ei OPC_IUA_Client_Certificate

7 ||| X

»

=170 niannasis

Select the certificate folder Quarantined Certificates.
The client certificate HMI-UAClient@HMI-7480 is displayed in the right view, including the

valid time information, etc.

Infarmation Is3ued for Issued by Valid from “alid until Tht

B IHMI-UACIiEnt@HMI-?480 HMI-UAClient@HMI- 7480 25.04.2022 16:0%:14 24.04,2027 16:09:14 (> 1 year) 867

@ || Inforration
|| = @ rc_acsoovs
[ Own Certificates
ER Trusted Certificates
5 Untrusted Certificates
T ot coreaz ]
+ [ GPC_UA_Clert_Certiicate
23 m QOPC_UA_Client_MonCertificate

|G (2R X | =

»

Drag the certificate to the certificate folder Trusted Certificates.

o | Information  Issued for Issued by ‘alid from “alid until

@ || Information Th
HMI-UACliEnt@HMI-7480 HMI-UaAClient@HMI-7480 25.04.2022 16:09:14 24.04,2027 16:09:14 (> 1 yvear) 861

= @ rcacsoos
B3 Own Certificates
B Trusted Certificates
[ Untrusted Certificates
|
# [ opc_ua_cient_certficate .
23 m OPC_UA_Client_MonCertificate

Now the client certificate is classified by the server as trusted.

Information  lssued for Issued by Walid fram Walid until T

D | Infarmation
I =4 HMI-UACliEnt@HMI-7480 HMI-UAClignt@HMI-7480 25.04.2022 16:09:14 24.04.2027 16:09:14 (> 1 year) 4

Bl = @ FLc_acsoo_va
5 Own Certificates
|E Trusted Certificates |
B8 Untrusted Certificates
5 quarantined Certificates
£ m OPC_UA_Client_Certificate

[P | (| X |4

»

Now the communication will start
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04/28/22 -18:07:41

Application example for AC500 V3/CP600 - OPC UA with Certificate
(Protocol:OPC UA Client)

Data Input: Data Output:
CP600[1] = 900607.0000 ALELINT= 55.3000
P | creooi2i- so11006250 || gl | A°°°°%" 24.4000
CP600[3] = 1360537.8750 AC500[3] = 21.5000
@ | creool4- 1549313.6250 @) | Acs00[4]= 165.2500
CP600[5] = 2154058.5000 AC500[5] = 55.0000
/._=".;- CP600[6] = 3098627.2500 4 AC5001[6] = 0.0000
CP600[7] = 3415600.7500 AC500[7] = 25.6420
! CP600[8] = 1242278.7500 ! AC500[8] = 0.0000
CP600[9] = 941262.5000 AC500[9] = 45.3000
CP600[10] = 900608.8750 AC500[10] = 99.0000
A I D Slt::teiT;te that this example is designed to show the general usage of the functionality. Stand: V4.0.1.462
" l. l' They are not designed for a safe and complete implementation in a field application. (Release)

Online with the Automation Builder to observe the data value.

e Security Screen

PLC_PRG

Vi@ GYL_OPCUA x

PLC_AC500_¥3.Application.GYL_DPCUA

Expression

= “ val_Real
@ val_Real[1]
“ val_Real[2]
@ val_Real[3]
“ val_Real[4]
@ val_Real[5]
“ val_Real[s]
@ val_Real[7]
“ val_Real[3]
@ val_Real[9]
“ val_Real[10]
= @ val_cpeoo
@ val_cprenn[1]
@ val_crennfz]
@ val_cprenn[3]
@ val_crennf4]
@ val_cprenn[s]
@ val_crennfs]
@ val_cprenn[7]
@ val_crennla]
@ val_cprenn[s]
@ val_creonfin]

Type

ARRAY [1..10] OF REAL

REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL

ARRAY [1..10] OF REAL

REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL
REAL

Walue

510439.5
496623.063
137554175
1566387
2177857.75
3132774
3452842.75
1255727.25
851607.5
5104414

55.3
24.4
21.5
165.25
55

0
25.642

45.3
99
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Setting up an encrypted connection with the CP600 HMI simulator

The Simulator works by default with simulated protocols. It can also work with real proto-
cols in case we don’t have the CP600 hardware.

At CP600 project, launch the simulator and click on the ‘Simulator Settings’ icon. Then re-
move the option ‘Use Simulation’ to use the real protocols for communication with exter-
nal devices.

=

i File Edit Run

IRV=ACRE IR REer ey ¥ 3\

- T Start Simulator(F12)

Format View Window Help

.J-:.itlﬁ}'.@'aéu\;_éhnm -

<4l ProjectView o x 2:Home
! L a Q @ 1 Start the simulator % e - o - #1megtextl - - -
T [~ B eanelProject } P S = T I S = B T
% @ Project pro... "
= ~ |7 Pages N
~ (3 Unified
hioted 2 [#]
B L]
3 n < 5/03/22 -15:02:07
g [ g | . . #F Simulator Settings " e
o - ; x Application ex ertificate
2 Q PLC Settings
El ~ ¥ Configurati.. ProtocollD ProtocolMame Made
o) £\ Protoc... { E
- Sl s Joconan L
2 el e c
Ei il CP600[1] = el
kY 0.0000
3 Harms Bl | creooa- 3 547.0000
CP600[3] = . —
€ | creoolgl- T
CP600[5] = AHLLLL
B Do - | creoore - Cancel 555.0000
o g;j;‘”"t“ CP600[7]= 204215.1094 AC500[7]= 0.0000
P Dictionaries H CP600[8] = 74071.3594 H AC500[8] = 0.0000
¥ Keypads
~fDanniol — 4470 CANn ANENNTAT _ £7 2Enn
Now we have to tell the OPC UA server (V3 PLC) to trust these certificates.
. . . . (4]
In Automation builder development system, reopen the Security Screen and click the
symbol button. The view is refreshed.
AB8 Y3_OPC_Example_ V2 3.project” - Automation Builder 2.5 - Premium b m] *
File  Edit ‘iew Project Build Online Debug Tools BAChet ‘indow  Help v
=" Application [PLC_AC500_W3%: PLC Logic] - | B4 =] m®
Devices >~ o X @ Security Screen X PLC_PRG -
=El W300C Example V2.5 - o . B ;
= B OPC_UA_Clisrt_Certiicate (CP6 User ¥ |||Information Fa || Infarmation Issued for
] panel Project . S @ pc_ncson vs * By OPCUA Server  DPCUASErver@PMSES0-2ETH
+-[@ OPC_UA_Client_MonCertificate ( R TR own Certificates 5
- 3T PLC_ACS00_¥3 (PMSES0-2ET] | Devices B3 Trusted Certificates
= Bl PLC Logic E® Untrusted Certificates
= It} Application [run] E& Quarantined Certificates T
S5 Miannneis = [ opc_ua_cliert_Certificats "

Select the certificate folder Quarantined Certificates.
The client certificate HMI-UAClient@DE-L-7268277(PC Name) is displayed in the right view, includ-
ing the valid time information, etc.

Devices > X
=) V3.0PC Example V2.5 ~
=B OPC_UA_Client_Certificate (CP6
510 Panel Project
+[® OPC_UA_Clienk_NonCertiicate (
[F) PLC_ACS00_v3 (PMS6S0-2ET|
= B0 PLC Logic
=} application [run]

@ Security Screen X PLC_PRG

User @ || Information Issued for Valid fram Valid until

7 | = @ rcacson s x
B3l onn Certificates
3 Trusted Certificates i}
5 Untrusted Certificates =)
[ cmmpeacantess ]
# [ opc_Ua_Client _Certificate
+ (@ opc_uA_Client_NonCertficate:

& | Information

| B HMI-UACient @DE-L-7268277

Issuied by
HMI-UAClisrk@DE-L-7268277

28.03.2022 1S:07:07  27,08,2027 1407:07 (> 1 year)

Project

Devices

= /20 Diagnosis
19 Disg_10_Bus

Drag this certificate to the certificate folder Trusted Certificates
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@ || Infarmation Information  Issued far Issued by alid from
ﬁ = m PLC_ACS00_Y3 =4 HMI-UAClient@DE-L-7268277 HMI-UACliEnt@DE-L-7 268277 28.03.2022 15:07:07
[ own Certificates =l HMI-UAClient@HMI-7480 HMI-UACliEnt@HMI-7480 25.04.2022 16:09:14

& Trusted Certificates

B3 Untrusted Certificates
B5 GQuarantined Certificates

7 || | X | 4T

=4

+ m OPC_UA_Client_Certificate

Now the communication will start

 HMISimulatar

Walid until

27.03.2027 14:07:07 (> 1 yeat)
24.04.2027 16:09:14 (= 1 yeat)

- O >

7

05/03/22-15:12:58

Application example for AC500 V3/CP600 - OPC UA with Certificate
(Protocol:0PC UA Client)

Data Input: Data Output:
CP600[1] = 210371.2969 Acsoont=
- CP600[2] = 113783.7188 - AC500[2] -
CP600[3] = 315058.5625 AC500[3] =
@ | creooi4l- 358822.9375 @) | AC500M4]=
CP600[5] = 498866.9062 AC500(5] =
"‘2."‘ CP600[6] = 717654.0625 5, AC500[6] =
CP600[7] = 797608.9375 AC500([7]=
! CP600[8] = 288989.4062 . AC500[8] =
CP600[9] = 218987.5000 AC500[9] =
CP600[10] = 210373.2031 AC500[10] =

58.6500
0.0000
547.0000
0.0000
45.2100
555.0000
0.0000
0.0000
52.3600
55.3000

A 1k IR Attention:

‘el J

Please note that this example is designed to show the general usage of the functionality.
They are not designed for a safe and complete implementation in a field application.

Stand: V4.0.1.462
(Release)
Date: 28.04.2022

Online with Automation Builder to observe the data value.
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@ GvL_opcua x ([ Ubrary Manager =i Modbus_TCP_IP_Client PL
PLC_AC500_¥3.Application.GYL_OPCUA

Expression Type Walue Frepared

= @ val_Real ARRAY [1..10] OF REAL
@ val_Reall1] REAL 222534.881
@ val_Real[z] REAL 120339.422
@ val_Real[3] REAL 333224.96%
@ val_Real[4] REAL 379516.844
@ val_Real[5] REAL 527617.25
@ val_Realls] REAL 759033.7
@ val_Real7] REAL 843726.7
@ val_Reallg] REAL 305730.781
@ val_Real[g] REAL 231622.5
@ val_Real[10] REAL 222536.8

= @ val_cPeln ARRAY [1..10] OF REAL
@ val_creoo[1] REAL 58.65
@ val_creoo[2] REAL 0
@ val_crson[3] REAL 547
@ val_crson[4] REAL 0
@ val_cpsoo[s] REAL 45.21
@ val_crsoo[s] REAL 555
@ val_crsoo[7] REAL 0
@ val_creoo[s] REAL 0
@ val_crson[s] REAL 52,35
@ val_creoo[10] REAL 55.3

NOTICE

When an OPC UA Client attempts a connection with the OPC UA Server,

the server checks if the client certificate is available inside its own trusted

certificate list. If it is not found, the communication will be rejected and
the certificate will be stored in a list of unreliable certificates.
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10 Connection AC500 V3 High Availability and
OPC DA Client

: For more details how to program High Availability (HA) functionalities using
@ Modbus TCP, refer to “AC500 High Availability - HA-Modbus TCP V3 Library
Example Description 3ADR025289M0208.pdf”

Start Automation Builder and open the V3 HA Example project
“V3_HA_ModbusTCP_Example_AB220.project” (location as with all AC500 li-
brary examples folder: C:\Users\Public\Documents\AutomationBuilder\Ex-
amples\PS5601-HA-MTCP\AC500_V3

NOTICE

10.1 Requirements

The OPC server V3 (version 3.5.10.0 or higher) must be installed from the Automation Builder
2.2.0. Please refer to the installation description.

Info about OPCConfig &J

ak.

OPCConfig YWersion 3.5.1000

Copyright [C] 1994-2016 by 35-Smart Software Solutions
GmbH

|

By default, the OPC Server (WinCoDeSysOPC.exe) runs in the same user account of the process
that launched the OPC Server. Depending on the user account this could lead to unpredictable
behavior. Thus, it’s required to configure the user account for the OPC server.

@ The OPC server can generally also be registered as service.
NOTICE

10.2 Configure and download symbol file

Symbol includes the items (variables) which exchanges data with PLC, this is needed for OPC
communication. The symbol file can be used to check if it is generated correctly.

To add Symbol Configuration, Right click on ‘Application’ node in the Automation Builder de-
vice tree and select add object and select Symbol configuration (Project-> Add Object->Symbol
configuration). The symbol configuration editor appears.

66 3ADRO010407, 2, en_US
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- 5

Add object below : Application (223w

Object path:
PLC_ACS500_V3iPlc Logic\Application

Object name: Symbols

Categories v] Search object name. .. 8

- |[ECE1131-3 MName Short De *

g:uearlizatiun F-.Iarrn configuration
@ Data Server
e DUT
i@ Global Varizble List
Image Pool
=0 Interface
“ MNetwork Vanable List (Receiver)
@ Network Variable List (Sender)
T Persistent Variables
& PoU
@ POLU for implicit checks
'ﬂ, Recipe Manager =
it Symihol Corfiguration
Texdt List
Ei? Trace -

1 | n 3

m

Close this dizlog after each [] Display all versions

[ ] [

In Symbol Configuration editor, execute ‘Build’ command to eanble variables selection (you
need an error-free build).

PLC_ACS00_V3 @ demo02_conf t#] HA_Overview |5  Modbus_TCP_IP_Server Bl Mo

'Execute "Build" command to be able to select variables (you need an error-free build).  |[#¥) Build ] [ Details... ]

Changed symbol configuration will be transferred with the next download ar online change

Symbols Access Rights Maxirnal  Attribute  Type Members  Comment

Then you will see all Items (variables) in the window and select the desired Items which ex-
changes data with PLC, these are needed for OPC communication.

Only choose the variables which should be communicated and the HA Global variables from HA
lib as symbol. e.g. In the example, we choose name ‘OPCDA, ‘APP_GVL_Variables’ and
‘HA_Global_Variables’ for the OPC Items dedicated communication.
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Symbols Access Rights Maximal  Attribute  Type Members  Comment

+ ABB_CoDeSysETH
+ ABB_ModbusTCP
APP_GVL_Variables
[ [E] aPr_PRG

] Clus_01_conf

[[1[5] clus_o1_pro

| Clus_02_conf

E Clus_02_pro

] Clus_03_conf

[ [5] clus_o3_pro

[T [E] constants

E DataSync

| HA_Constants_conf
E HA_Program_pro
[ [E] Ha_utilitys

E loConfig_Application_Mappings
| loConfig_Globals

+ loConfig_Globals_Mapping
- -[7] [E] oPcDa

* OPCUA

[0 [E] Types

-[¥] {} Ac500_HaModbus

¥

¥

¥

.

¥

¥

e

.

¥

¥

e

+

¥

¥

.

.

=

Go to Online-> Login, with commanding Login the application will be compiled and downloaded.

10.3 OPC Config

To start the OPC configuration start the application “OPCConfig.exe” from the installation di-
rectory (Windows ->Start ->3S CODESYS -> CODESYS OPC Server V3 -> OPC Configurator).

The inserted PLC will be presented in the left window. The configuration will be done at the
PLC node and the underlying Connection node.

® OPCConfig - C\ProgramData\CoDeSysOPC\OPCServer.ini == &
File Edit 7
Eg Server Settings for V3PLCA
5[ OPCTEST
______ o Connection Interface: | GATEWAY3 |
V3PLCA Project name; |
qﬁ Connection
[{F V3PLCB
qﬁ Connection Timeout [ms): {10000
[l V2PLCA
e . Nurnber of Tries: |2
qf“ Connection
. Buffer Size [Byte), |0
qﬁ Connection
V3Redundant Wait Time (5 |10
V2Redundant
Beconnect Time [ |15
Active: v
r
-
Logging
[¥ Enable logging [Defaultevents]
[v Log Additional Events
[~ Add Debug Events [zlow!]

For creating a new communication setup or for modifying an existing one, use button ‘Edit’ to
open the dialog ‘CoDeSys address of PLC":
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@& OPCConfig - C'\ProgramData\CoDeSysOPC\OPCServerini

=3 % |
File Edit 7
Eg Server Settings for connection to W3IPLCA
. [i§§ OPCTEST

com_|

Gateway: Teopllp Address:  localhost
Port: 1217
----- C cti ~
e ﬂpLE;ne ten CoDeSys address of PLC ﬂ

qﬁ Connection
V3Redundant
V2Redundant

Gateway

Device

|P-Address Ilocalhost
Port I 1217

PLC name frecommended) or address Izz::

Use Tep/lp blockdriver Ird

|P Address of PLC |192.168.D.1ﬂ
IP Part of PLC |11?4ﬂ

[ 4

Selecting the newly created Redundancy item in the tree list will open a new dialog where it can
be defined which two of the presented PLC’s shall be combined as one HA PLC pair.

To start the configuration of a redundant PLC, select the corresponding two PLCs (one after
the other) and switch them to the right window by pressing '>>".

i Bl
& OPCConfig - C:\ProgramData\CoDeSysOPC\OPCServerini e
File Edit 7
-3 Server Redundant Group
1. [f§ OPCTEST
: q.P Connection
V3IPLCA Available PLCs: PLCz in thiz graup: Default PLC
----- Connection OFCTEST F'L IVSF’LD’-‘« VI
V3PLCE VIPLEA
L A WIPLCE
""" Connection W2PLCA > | Select PLC in group
[ V2PLCA W2PLCE ta set Master YWariable
q.P Connection << | IAppIication.AESDﬂ_HAf
V2PLCE /
q.P Connection — -
VaRedundant |A|J|J|Itatl:un.AESUU_HAMOﬂhlls.HA_GLDBAL_‘JARIABLES.!\'HEI"-"IOHPI'II‘ﬂBI",’ |
VZRedundant
|App|ication.AESOCI_HAI‘\.‘h:Ihus.HA_GLDBAL_\-'ARIABLE5.:I-.'\-Hal‘\-“lo:lsen-erAIi\.-e |
I /
LifeCaunter Yanable [all PLCz in group): Iﬂpplication.ACEDﬂ_HAModbus_
L.

]

After the PLC’s are presented in the right window both individual PLC’s have to be selected and
the ‘Master Variable’ must be set for both PLC’s to the value< Applica-
tion.AC500_HAModbus.HA_GLOBAL_VARIABLES.xHaModPrimary>.

This variable is defined in the HA library within CoDesys and it is used by the OPC Server to
identify which PLC is the Primary.
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The ‘LifeCounter Variable’ must only be set once to the value< Applica-
tion.AC500_HAModbus.HA_GLOBAL_VARIABLES.dwHaModServerAlive>.

work properly.

. The ‘Master Variable’ must be set for both PLC’s to the value:
@ Application.AC500_HAModbus.HA_GLOBAL_VARIABLES.xHaModPrimary.
NOTICE The ‘LifeCounter Variable’ must be set the value:

Application.AC500_HAModbus.HA_GLOBAL_VARIABLES.dwHaModServerAlive.

If one setting is missing or misspelled (case sensitive) the OPC Server will not

After OPC configuration, please save as “OPCServer.ini” into folder “C:\ProgramData\CoDeSysOPC".

@ SaveAs

\./H\./I | + Computer » Local Disk (C:) » ProgramData » CoDeSysOPC

Organize « MNew folder

4 Downloads - Mame
= Recent Places

Startup
4 DailyBuilds (de-s

4 | OPCServer.ini

- Libraries
3 Documents =
-, Music
= Pictures

EE videos
*& Homegroup

"M Computer
£, Local Disk (C)
S® D_DRIVE (\\wboxs

W LA RAadb..- WD

File name: OPCServer.ini

Type Size

Configuration sett... 2KB

Save as type: | "OPCConfig Files (.ini)

= Hide Folders

Save l | Cancel |

NOTICE &xecution directory.

The OPC configuration must be saved as<OPCServer.ini>at the OPC server

. Each change of the OPC configuration will only come to action if the OPC
server is restarted after saving the configuration as <OPCServer.ini> at the
NOTICE OPCserver execution directory.

For more details on the configuration of OPC DA, refer to the online help file
or AC500 Application description.
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10.4 Check OPC Server with MatrikonOPCExplorer

The OPC configuration can be made and tested with any OPC test Client, e.g. MatrikonOPCExplorer.
[ 4 MatrikonOPC Explorer - [Untitled™] Lo | © |
File Group Item View Help

S AR S Q N G TP D0

CoDeSys.OPC.DA |
@ MatrikonOPC

Server

El-'§ Locahost '\\DE-L-0242757
0P CoDeSys,OPC.02
O CoDeSys.OPC.AE. 1

E"t —OPC Server Connection Options —Supported OPC Interfaces
b roup
g Network Neighborhood ’ i m X X X
----- Other Network Computers b
; Q7
OPC Security
Disconnect Add Tags Adid Alarms
MatrikonOPC Configuration Options ® OPC SECURITY CHEC|
x . h Caution: Potential Security Risk Detected.
) . . Explanation: This OPC Server does not sup
OPE Server OPE Becuriby. Licenxzing the OPC Security Spedification.

Server Status

Solution: If security is a concern then
protect your existing OPC Server with the
Security Gates

Group Info |

Server: CoDeSys.OPC.DA

MatrikonCP

server Info

rver: CoDeSys.OPC.DA

onnected: Yes

tate: Running

roups: 1

otal Items: 0

urrent Local Time: 08.04.2017 1:13:27.111

Update Local Time: nfa S

@ Matrikon0PC

4

Connect CoDeSys.OPC.DA, Add Group—~>Add Tags—>Select Available Tags>Add to Tag list...

%, MatrikenOPC Explorer (SGroup_1)
File Edit View Browse

W R XxEe B

TnEy | Tags to be added:
-
e R R = E
i
Item ID: icati ! ' !
- IRedundantO.Appllmhon.G\!’L_DaiﬁEEI Redundant... Redundant... Redundant...
Data Type: IEmptnyefauIt ,I [w Create Active
Access Path: I ) ﬁ%\ L o @ @
Redundant... Redundant... Redundant...
Filter: I Data Type Filter: Iaﬂpwmefaun vl
W write Access W Read Access [ Branches [ Items TAG: @ TAG:
Available Items in Server 'CoDeSys, OPC.DA" Redundant... Redundant... Redundant...
B[] PLC2 ~ =
ED RedundElmtOl P Tag: Redundantd. Application.GYL_Dz
ED Application | Access Path:
i--i23] GYL_DataExchange 5
D GVL_HMI Validated: Mo
Data Type: Empty, /Default
Ei&  Available Tags | - Create Active: Yes
A Readable: 727
Writeable: 7?7
oK Cancel
y
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If the OPC Server V3 (CoDeSys.OPC.DA) is connected and running, the quality is good.
One OPC Client can read/write the values of the items.

File Server

2 X

Group  Item  View Help

B e @y 9 s @ e

SGroup_1 Contents of '$Group_1'

El- a Localhost "\\DE-L-0242757 Item ID

| Access ... I Value

[ Quality

O CoDeSys.OPC.02
O CoDeSys.OPC.AE. 1
-+l CoDeSys.OPC.DA
a 4Group_1
Metwork Neighborhood
Other Metwork Computers

iR edundantd.. App_Data[10]
@ Redundant.. App_Data[11]
s Redundantl. . App_Data[12]
W& Redundantd.. App_Data[13]
% Redundantd.. App_Data[14]
@ R edundantl.. App_Data[15]
& R edundanto.. App_Data[16]
iR edundantd.. App_Data[17]
s Redundantd.. App_Data[18]
s Redundantd. . App_Data[19]
&R edundantd.. App_Data[1]
s Redundantd. . App_Data[20]
R edundantl.. App_Data[Z]
i Redundantd. . App_Data[3]
&R edundantd.. App_Data[4]
s Redundantd. . App_Data[5]
[ R edundanti. . App_Data[5]

7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634
7045634

Good, non-spedific
Good, non-specific
Good, non-specific
Good, non-spedific
Good, non-spedific
Good, non-specific
Good, non-specific
Good, non-spedific
Good, non-specific
Good, non-spedific
Good, non-spedific
Good, non-spedific
Good, non-specific
Good, non-specific
Good, non-spedific
Good, non-specific
Good, non-specific

-
Write Values

— —

=)

Good, non-spedific
Good, non-spedific

Multiple Value | Signal Generator I

| Mew Value

Item ID | Current Value | Data Type
V| Redundanto, .CPEQ Single Float

Server: CoDey |

‘Connected: Yq||
|State: Running
‘Groups: 1
Total Ttems:
‘Current Local

45

Update Local

Good, non-specific
Good, non-spedific
Good, non-spedific
Good, non-spedific
Good, non-specific
Good, non-specific
Good, non-spedific
Good, non-specific
Good, non-spedific
Good, non-spedific
Good, non-spedific
Good, non-specific

utral Training
jant C.

3ADRO010407, 2, en_US

| Timestamp I Status -
08.04.201... Active
08.04.201...  Active
08.04.201...  Active
08.04.201...  Active
08.04.201... Active
08.04.201...  Active
08.04.201... Active
08.04.201... Active
08.04.201... Active
08.04.201... Active
08.04.201...  Active
08.04.201...  Active
08.04.201...  Active
08.04.201...  Active
08.04.201... Active
08.04.201... Active
08.04.201...  Active
08.04.201...  Active
08.04.201... Active
08.04.201...  Active
08.04.201...  Active
08.04.201...  Active
08.04.201... Active
08.04.201...  Active
08.04.201...  Active
08.04.201... Active
08.04.201... Active
08.04.201... Active
08.04.201...  Active
08.04.201... Active
08.04.201...  Active
07.04,201 Active i
Group Info
roup: SGroup_1
‘onnected (Async 1/0): Yes (2.0)
Active: Yes
Items: 144
urrent Update Rate: 1000 ms
Data Change Rate: 32,06 Items/Sec
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11 Connection AC500 V3 High Availability and
OPC UA Client

: For more details how to program High Availability (HA) functionalities using
@ Modbus TCP (including the CP600 project), refer to “AC500 High Availability
- HA-Modbus TCP V3 Library Example Description 3ADR025289M0205.pdf”

NOTICE

Start Automation Builder and open the V3 HA Example project
“V3_HA_ModbusTCP_Example_AB220.project” (location as with all AC500 li-
brary examples folder: C:\Users\Public\Documents\AutomationBuilder\Ex-
amples\PS5601-HA-MTCP\AC500_V3

11.1 Configure and download symbol file

Symbol includes the items (variables) which exchanges data with PLC, this is needed for OPC
communication. The symbol file can be used to check if it is generated correctly.

To add Symbol Configuration, Right click on ‘Application’ node in the Automation Builder de-
vice tree and select add object and select Symbol configuration (Project-> Add Object->Symbol
configuration). The symbol configuration editor appears.

-

Add cbject below : Application @

Object path:
PLC_ACH00_Y3'\Plc Logic\Application

Object name: Symbaols

Categories v| Search object name ]
IECE1131-3 MName Short De =
i Other = o
‘... Visualization ’;]:1”" ;Dnﬂgumﬂon

a Server
¢ DUT
i‘GIDbaI “ariable List
Image Pool
=0 Irnteface =

i‘ MNetwork Varable List (Receiver)
{@ Network Variable List (Sender)
T Persistent Variables

& POU

@ POLU for implicit checks

'ﬁ, Recipe Manager

= Symbaol Configuration
Text List
Ei,ﬁTlace -

Fi 1] I

| Close this dialog after each Display all versions

Reset filter Add object | | Close
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A new “Add Symbol Configuration” windows will pop up.
Check the “Support OPC UA Features” box and click “Add” button to continue.

Add Symbel Configuration @

"2 (reatearemote access symbol configuration.

Name:

[ Include Comments in XML

Support OPC UA Features il

Client side data layout
(©) Compatibility Layout
@ Optimized Layout

[

In Symbol Configuration editor, execute ‘Build’ command to enable variables selection (you
need an error-free build).

PLC_ACS00_V3 @ demo02_conf @] HA_Overview 5 Modbus_TCP_IP_Server Bl Mo
View - Build | [ Settings ~ Tools ~

' Execute "Build" command to be able to select variables (youneed an error-free build). Build l ’ Details... ]

Changed symbol configuration will be transferred with the next download or online change

Symbols Access Rights Maximal  Attribute  Type Members  Comment

Then you will see all Items (variables) in the window and select the desired Items which ex-
changes data with PLC, these are needed for OPC communication.

ONLY choose the variables which should be communicated as symbol. e.g. In the example, we
choose name ‘OPCUA for the OPC Items dedicated communication.

B2 Symbol Configuration X
view - [ Buld [ Settings ~ Toals +

Changed symbal configuration will be transferred with the next download ar online change

Symbols AccessRights ~ Maximal  Attribute  Type Members  Comment
+-[] 5] Exemple_Timer_F&
#.[7] [E] HA_Constants_conf
+-[7] [€] HA_Program_pro
# [ [5] Ha_utilitys
+-[7] [€] IoConfig_Globals
# [7][5] 1oCenfig_Globals_Mapping
+-[][5] orcoa
= oPcUA
# Val_OPCUA1 4 K] ARRAY [1..300] OF REAL
# Val_ OPCUA2 " k] ARRAY [1..300] OF DWORD
# Val_OPCUA3 4 K] ARRAY [1..300] OF INT
# Val_OPCUA4 £ £ ARRAY [1..300] OF WORD
# Val_OPCUAS 4 K] ARRAY [1..300] OF BOOL
+ [ [Z] Types
+-[7] {} ACs00_cIs2x
= {} AC500_HaModbus
= HA_GLOBAL_VARIABLES
[] # diHaModTimersBas... £ DINT HA base time value for HA timers
[[] # dwHaModOtherIP k] DWORD Other PMs IP address configured for sync link connect
[] % dwHaModOwnIP k] DWORD Own IP address configured for sync link connection
[] # dwHaModServerAlive £ DWORD Life counter incremented by OPC server
[[] # iNoOfEthFrames £ INT Number of Packages sent for for all Sync Data
[] # stHAEthRecData K] HaModEthFrameHeader Received Ethernet Header
[[] # timHaModSyncTim... " TIME LifeCom1 UDP synchronization timeout, May be chang:
7] # uiHaModSyncArray... 4 UINT Synchronization Array index
[] # wHaModDataErNo £ WORD HA data sync error code
[[] # wHaModEthLife k] WORD Ethernet Life Count
# xHaModCpuStop £ £ BOOL TF TRUE -> Indicates the CPU in STOP mode
[[] # xHaModDataErr k] BOOL IF TRUE -> HA data syncis in error state
[] # xHaModErr £ BOOL IF TRUE -> HA error state
# xHaModPrimary "y £ BOOL State of the ACS00 CPU. TRUE = PM acts as Primary.
B RO,

Go to Online-> Login, with commanding Login the application will be compiled and downloaded.
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11.2
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Check OPC Server with ABB Panel CP600

The CP600 panel configured with OPC UA Client provides the special data type Node Override IP
which allows you to change the IP address of the target controller at runtime.

This memory type is an array of 4 unsigned bytes, one per each byte of the IP address. The Node
Override IP is initialized with the value of the controller IP specified in the project at programming time.

S5

OPC UA Client

OPC UA Client

Memory Type Data type Arraysize

Mode Cverride IP - unsignedByte [] - 4

Conversion Tag name

+- |

[ 0K ][ Cancel ] Apply

e ———

Select the tags you want and click on the “Import Tags” button.

+-Avik | 51 [> | 4 [0PC UA Clientprota <&

Name | Groups | Driver [ Address [

-

IP_address_TCP

HA/OPCUAServer@PM5650-2ETHIOb;:
HA/OPCUAServer@PM5650-2ETHIOb;:
HA/OPCUAServer@PM5650-2ETHIOb;:
HA/OPCUAServer@PM5650-2ETHIOb;:

QPC UA Client:prot3
QPC UA Client:prot3
QPC UA Client:prot3
QPC UA Client:prot3
QPC UA Client:prot3
QPC LA Client nmt 3

192.168.22.10 NO_IP_unsignedi(]
152.168.22.10 M N54iStinglvarP M
152.168.22.10 M N54iStinglvarP M
152.168.22.10 M N54iStinglvarP M
152.168.22.10 M N54iStinglvarP M

HAMPCLAServer@P MARAN-ZETHIOhie
«|

152 168 22 10 M NSAIStinakvarP M
I

@i Fﬁi [T] Recursive P~ search T Filter by:
Data - Type
» IoConfig_Globals_Mapping Container
-
Val_OPCUA1 Float
4 Val_OPCUA1 Struct : Extensions
Dimensions Ulnt32
IndexMax UInt32
IndexMin UInt32
val_OPCUA1[1] Float
val_OPCUA1[Z] Float
val_OPCUA1[3] Float
val_OPCUAL[4] Float
val_OPCUA1[S] Float
val_OPCUA1[g] Float
val_OPCUA1[7] Float
val_OPCUA1[E] Float

When complete, download the project to the panel.

Active PLC

PLC: 1

Switchover

IP Address: 192.168. 22.

3ADRO010407, 2, en_US

75






ABB AG
Eppelheimer StraBe 82
69123 Heidelberg, Germany

Phone: +49 62217011444
Fax: +49 62 21 701 1382
E-Mail: plc.support@de.abb.com

www.abb.com/plc

We reserve the right to make technical
changes or modify the contents of this
document without prior notice. With re-
gard to purchase orders, the agreed par-
ticulars shall prevail. ABB AG does not ac-
cept any responsibility whatsoever for
potential errors or possible lack of infor-
mation in this document.

We reserve all rights in this document and
in the subject matter and illustrations con-
tained therein. Any reproduction, disclo-
sure to third parties or utilization of its
contents - in whole or in parts - is forbid-
den without prior written consent of ABB
AG.

Copyright©® 2023 ABB. All rights reserved



	1 Disclaimer
	2 Introduction
	2.1 Scope of the document
	2.2 Compatibility
	2.3 Overview

	3 How to get and install the OPC Server
	3.1 OPC Server V3 and CODESYS Gateway V3/V2
	3.2 Manual Registration and Unregistration
	3.2.1 Parallel installation and registration
	3.2.2 Registration as service
	3.2.3 Uninstalling

	3.3 Hardware and Software Version requirement
	3.4 Overview and connections

	4 Configuration of the symbols in the programming system
	5 Configuration of the OPC server v3
	5.1 Open a particular INI file
	5.2 Settings for OPC server
	5.3 Settings for <PLC>
	5.4 Settings for connection to <PLC>

	6 Check OPC function with AC500
	6.1 Check OPC Server V3 without AC500
	6.2 Check OPC Server V3 with AC500

	7 OPC UA Client for test
	8 Connection AC500 V2 and OPC UA Client
	9 Behavior of the OPC UA with CP600
	9.1 Protocol Configuration in Automation Builder
	9.1.1 Create new project
	9.1.2 Add OPC UA Server
	9.1.3 Task Configuration
	9.1.4 Global variables
	9.1.5 PLC Logic
	9.1.6 Symbol Configuration
	9.1.7 Online to the PLC

	9.2 Panel Builder 600
	9.3 Establishing an Encrypted Connection of CP600 OPCUA Client to an OPC UA Server AC500 V3
	9.3.1 Creating a certificate for the OPC UA Server AC500 V3
	9.3.2 Setting up an encrypted connection with the CP600 OPC UA Client
	9.3.3 Setting up an encrypted connection with the CP600 HMI simulator


	10 Connection AC500 V3 High Availability and OPC DA Client
	10.1 Requirements
	10.2 Configure and download symbol file
	10.3 OPC Config
	10.4 Check OPC Server with MatrikonOPCExplorer

	11 Connection AC500 V3 High Availability and OPC UA Client
	11.1 Configure and download symbol file
	11.2 Check OPC Server with ABB Panel CP600


