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Notice

This document contains information about one or more ABB products and may include a description of or a reference
to one or more standards that may be generally relevant to the ABB products. The presence of any such description of
a standard or reference to a standard is not a representation that all of the ABB products referenced in this document
supportall of the features of the described or referenced standard. In order to determine the specific features supported
by a particular ABB product, the reader should consult the product specifications for the particular ABB product.

ABB may have one or more patents or pending patent applications protecting the intellectual property in the ABB
products described in this document.

The information in this document is subject to change without notice and should not be construed as a commitment
by ABB. ABB assumes no responsibility for any errors that may appear in this document.

Products described or referenced in this document are designed to be connected, and to communicate information and
data via a secure network. It is the sole responsibility of the system/product owner to provide and continuously ensure
a secure connection between the product and the system network and/or any other networks that may be connected.

The system/product owners must establish and maintain appropriate measures, including, but not limited to, the
installation of firewalls, application of authentication measures, encryption of data, installation of antivirus programs,
and so on, to protect the system, its products and networks, against security breaches, unauthorized access,
interference, intrusion, leakage, and/or theft of data or information.

ABB Ltd and its affiliates are not liable for damages and/or losses related to such security breaches, any unauthorized
access, interference, intrusion, leakage and/or theft of data or information.

ABB verifies the function of released products and updates. However system/product owners are ultimately responsible
to ensure that any system update (including but not limited to code changes, configuration file changes, third-party
software updates or patches, hardware change out, and so on) is compatible with the security measures implemented.
The system/product owners must verify that the system and associated products function as expected in the
environment they are deployed.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any nature or kind
arising from the use of this document, nor shall ABB be liable for incidental or consequential damages arising from use
of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written permission from ABB, and the
contents thereof must not be imparted to a third party nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under a license and may be used, copied, or disclosed
only in accordance with the terms of such license. This product meets the requirements specified in EMC Directive
2014/30/EU and in Low Voltage Directive 2014/35/EU.

Trademarks

All rights to copyrights, registered trademarks, and trademarks reside with their respective owners.

Copyright©2024byABB.
All rights reserved.
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About This User Manual

General

This user manual describes the data collection process using MCS-DC product
on various ABB control systems.

Document Conventions

Microsoft Windows conventions are normally used for the standard
presentation of material when entering text, key sequences, prompts,
messages, menu items, screen elements, etc.

Warning, Caution, Information, and Tip Icons

This User Manual includes Warning, Caution, and Information where
appropriate to point out safety related or other important information. It also
includes Tip to point out useful hints to the reader. The different icon types
found in this document are presented below:

Electrical warning icon indicates the presence of a hazard that could result
in electric shock.

>

Warning icon indicates the presence of a hazard that could result in
personal injury.

>

Caution icon indicates important information or warning related to the

concept discussed in the text. It might indicate the presence of a hazard

that could result in corruption of software or damage to
equipment/property.

©

n Information icon alerts the reader to pertinent facts and conditions.

2PAA120980 - 200 9
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Tip iconindicates advice on, for example, how to design your project
or how to use a certain function.

Although Warning hazards are related to personal injury, and Caution hazards
are associated with equipment or property damage, it must be understood
that operation of damaged equipment could, under certain operational
conditions, result in degraded process performance leading to personal injury
or death. Therefore, fully comply with all Warning and Caution notices.

Network Security Disclaimer

This product is designed to be connected to and to communicate information
and data via a network interface, it is your sole responsibility to provide and
continuously ensure a secure connection between the product and to your
network or any other network (as the case may be). You shall establish and
maintain any appropriate measures (such as but not limited to the installation
of firewalls, application of authentication measures, encryption of data,
installation of anti-virus programs, etc) to protect the product, the network,
its system and the interface against any kind of security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or
information. ABB and its entities are not liable for damages and/or losses
related to such security breaches, any unauthorized access, interference,
intrusion, leakage and/or theft of data or information.

Terminology

A complete and comprehensive list of Terms is included in System 800xA
System Guide Functional Description (3BSE038018%*). The listing includes
terms and definitions that apply to the 800xA System where the usage is
different from commonly accepted industry standard definitions and
definitions given in standard dictionaries such as Webster’s Dictionary of
Computer Terms. Terms that uniquely apply to this instruction are listed in the
following table.

2PAA120980 - 200 10



Release Information

Before using MCS-DC it is highly recommended to read the End User License
Agreement, the Release Notes and this User Manual. Should you need to report
problems, always mention the version that you are using.

2PAA120980 - 200 1
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1 Introduction

Scope and Software Versions

1.1

Introduction

My Control System - Data Collector (in the following referred to as MCS-DC) is
used to collect Performance, Lifecycle, Software and Security data from ABB's
major control systems: System 800xA, Freelance and Symphony Plus. A
complete list of systems, system versions and system combinations is
available in Table 1.

The collected data is bundled and encrypted into a file (.zip). This file shall be
uploaded to My Control System (MCS) for further analysis and report
generation, such as Benchmark report, Fingerprint report, etc. Additionally,
the life cycle information on this collection file can be uploaded to ServIS from
MCS by the local ABB installed base manager using SCX Tool for Installed Base
Management, for the consolidation of installed base information on ServIS.

Download the latest version of MCS-DC from My Control System (MCS) portal
or ABB library. Optionally, users can verify the authenticity of the downloaded
package using its Hash value provided with the package. Refer Appendix E,
SHA256 Hash verification for more details on Hash verification.

Scope and Software Versions

This User Manual describes data collection process for the various systems
that are supported by this version of MCS-DC.

2PAA120980 - 200 13



1 Introduction
Supported Systems and Versions

1.2 Supported Systems and Versions

Supported systems version for Data Collection are listed below.

Table 1. Supported Sytems

Supported Rollup Versions

Control ] ]
System Supported Major Versions
Freelance - V8.1, v8.2
- V9.1, V9.1 SP1

- V9.2,V9.25P1,V9.2 SP2

- Freelance 2013,
Freelance 2013 SP1

- Freelance 2016,
Freelance 2016 SP1

- Freelance 2019
Freelance 2019 SP1

- Freelance 2019 SP1 FP1

v9.2.01

Freelance 2013 SP1 RU1,
Freelance 2013 SP1 RU2,
Freelance 2013 SP1 RU3,
Freelance 2013 SP1 RU4
Freelance 2013 SP1 RU5
Freelance 2016 SP1 RUL,

Freelance
Freelance
Freelance
Freelance

Freelance
Freelance

2016 SP1 RUZ,
2016 SP1 RU3
2016 SP1 RUA4,
2016 SP1 RU5

2016 SP1 RU6
2019 SP1 RU1

Freelance 2019 SP1 FP1 RU1
Freelance 2019 SP1 FP1 RU2
Freelance 2019 SP1 FP1 RU3

2PAA120980 - 200

14



1 Introduction

Supported Systems and Versions

Table 1. Supported Sytems

Control
System

Supported Major Versions Supported Rollup Versions

Advant -
Master
controllers

Advant Master Controllers:
AC 450, AC 410, MP

200/1, Safeguard

415, MG 230/1, AC 160, AC 110,
AC 70, 450 RMC

Advant Master Communication
interfaces:

C1520, CI522, Cl1541,

AF100, CI810, CI820,

PBS, PU535, CI532,

CI535, CI570, CS513,

CI510, CI610, CI615,

Cl810, CI820, Cle26,

Cle27, C1630, CI631, CI830, CI671

Melody Rack
controllers

Melody Composer
4.0to7.x

S+ Engineering (for
Melody) 1.0.0,1.0.1,
1.0.2,1.1.0,
111,112,11.3,1.4,
141,20

Harmony -
Rack -
controllers

(LCS only)

S+ Engineering 1.0 to 2.4
Harmony Composer 5.1, 6.0 till 7.2

2PAA120980 - 200
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1 Introduction

Supported Systems and Versions

Table 1. Supported Sytems

Control
System

Supported Major Versions

Supported Rollup Versions

Harmony -
Rack/
Symphony
Din
controllers
(For
Performance
collection)

HAPI 3.1.0.15 to 4.3.0.8 and Control
API 5.x.x.x

For Performance collection,
Composer Harmony version is not
relevant. It depends only on HAPI
version.

Scan through the bridge modules
1ITO3/11T13/IEB8OO is supported.

To scan the network through an IEB
bridge, it is suggested to start the
data collection from the PN80O
network. Data collection messages
that traverse the bridge, require as
minimum firmware version for the
IPT800, B.O or higher.

S+ -
Operations
HMI

2.00t020.6,210t02.1.2,2.1.2.3,
2.2,3.3.1,3.3.2(Yoda2)

2PAA120980 - 200
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1 Introduction

Supported Systems and Versions

Table 1. Supported Sytems

Control . . .
System Supported Major Versions Supported Rollup Versions
System - SV4.1RevM SV5.1 Rev D Rollup 5,
800xA - SV5.0,SV5.0 SP1, SV5.1
SV5.0 SP1a, SV5.0 Rev E Rollup 2, SV5.1
SP2 to SV5.0 SP2 FP4
RevE Rev D Rollup 4, SV5.1
- SV5.1toSV5.1FP4 FP4
Rev E Rev D Rollup 5, SV5.1
- 6.0,601,6.0.2, FP4
6.0.3,6.0.3.1, 6.0.3.2, Rev E Rollup 3, SV5.1
6.0.3.3,6.0.3.4 FP4
- 6.1,6.10.1,6.1.1,6.1.1.1 Rev E Rollup 4, 6.0.3.3
- 6.2 Rev B
6.0.1 Rollup 1, 6.0.3
Rollupi, 6.0.3 Rollup 2,
6.0.3 Rollup 3, 6.0.3
Rollup 4,6.0.3.3RevB
6.1Rollup 1
QCS with - 5.0SP2,SV5.1to5.1FP4RevE,6.0,
System 6.0.1,6.0.2,6.0.3,6.0.3.1,6.0.3.2,
800xA HMI 6.0.3.3,6.0.3.3Rev B, 6.1, 6.1.0.1,
6.1.1,6.1 SP2, 6.1 SP3 RU1, 6.1 SP4
Non-ABB - AllWindows Operating systems with
Systems .Net framework version 3.5 SP1 or
(Cyber above installed.
security data
only)
ESXi - 60,67,70

2PAA120980 - 200



1 Introduction
Compatibility

1.3 Compatibility

MCS-DC 2.5 or newer versions are compatible with MCS-FW version 1.4 and
above. These are not backward compatible. MCS-FW 1.4 is compatible with
MCS (on-premise) V5.6 and newer versions. Refer to the Digital Service
Products Life cycle Plan[5] Section 6, Additional Information

2PAA120980 - 200
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2 Prerequisites
Common Prerequisites

2 Prerequisites

In this section are listed the prerequisites that must be met before starting
data collection.

The verification of data collection prerequisites and some

n configuration settings may differ based on the Operating System that
is installed on a given node. In this User Manual we will refer to
“legacy” and “modern” Operating System versions where “legacy” are
Windows XP and Windows Server 2003, “modern” are Windows 10 and
Windows Server 2012 or above, etc.

2.1 Common Prerequisites

These prerequisites are applicable to all Systems and System combinations.

- MCS-DC must be deployed in the node from which data collection must be
launched. Based on the system and the controllers that must be collected,
the suggested launch node may vary. Details are described in each system
data collection process section.

- The User must have Administrator rights. For a Domain network, the User
must also be a member of the Domain administrator group.

- The minimum screen resolution is 1280x800 (Height 1280, Width 800)

2PAA120980 - 200 19



2 Prerequisites
Common Prerequisites

- Microsoft Windows User Access Control (UAC) must be disabled if the
system is in work group network. Check if the UAC is disabled.

& User Account Contral Settings — O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
—. - 0 Not recommended.
Never notify

Figure 1. User account control settings (UAC)

2PAA120980 - 200

20



2 Prerequisites
Common Prerequisites

- MCS-DC uses port number 23571 as default. Should you need to use a
different port, refer to Appendix A of this document. If MCS-DC detects
that the port that is chosen is already in use, a notification is shown,
asking to change the port number.

- The node where MCS-DC is deployed must be reachable by IP Address
from any other node part of data collection.

- Enable file and Printer sharing.

«  The procedure to “Enable file and Printer sharing” is different for
legacy and modern operating systems.
For modern operating systems, in allowed programs section under
firewall settings, click on change settings to enable the File and

Printer sharing service for all networks (Domain, Public and Private).

=] o=

» Control Panel » All Control Pane|Ttems » Windowss Firewall »_Allowed Programs v [ %2 |[ search Controi Panet ]
o 2 i

File Edit View Tools Help

Allow programs to communicate through Windows Firewall
To add, change, or remove cllowed programs and ports, click Change settings.

What are the risks of allowing 3 program to communicate? & Change settings

Allowed programs and features:

Name Demain Home/Werk (Private)  Public *

External Alarms Engine
File and Printer Sharing
e Drstnbution Chent

File Distribution Service

FindToolTestApp

Graphics Builder Add-in Registration Tool
Graphics Builder Launcher

heatthd

Hiding Mask Exporter

History Archive Tool

History Server

[ HomeGroup

NEHERKEEER R

imnnnnnn!nﬁnn
fDREREERE R SR

'

Allow another progra.

Figure 2. File and Print sharing

2PAA120980 - 200
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2 Prerequisites
Common Prerequisites

. In case of Windows XP, open Windows Firewall exceptions in the
Control Panel and enable “File and Printer Sharing”.

= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security rigk.

Programs and Services:

HASP LLM

Metwark Diagnostics for Windows <P
Remate Assistance

Femate Desktop

THSYHC

T11PAP Frameund:

£

[ addPogam.. | [ addPot. ][ Edi. ][ Delete

Dizplay a notification when ‘Windows Firewall blocks a program

what are the risks of allowing exceptions?

I Ok H Cancel ]

Figure 3. File and printer sharing for Windows XP

2PAA120980 - 200



2 Prerequisites

Common Prerequisites

Enable Windows Management Instrumentation (WMI).

The procedure to “Windows Management Instrumentation (WMI)” is
different for legacy and modern operating systems.
. For modern operating systems, in allowed programs section under
firewall settings, click on change settings to enable the File and
Printer sharing service for all networks (Domain, Public and Private).
Refer Section 5, Troubleshooting for alternative method and
troubleshooting.
e
Lﬁ » Control Panel » All Control PanelTtems » Windows Firewall » Allowed Frograms | [ %2 |[ Search Control Panet 2|

View Tools Help

Allow programs to communicate through Windows Firewall
To add. change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? & Change settings

Allewed programs and feztures:

Name Domain Home/Work (Private) Public *
[ Windows Communication Foundation

O Windows Firewall Remote Management
| R on (W)

O Windows Media Player

[ Windows Media Player Network Sharing Service

[ Windows Media Player Network Sharing Service 0n..
OWindews Peer to Peer Collaberation Foundation

[JWindows Remote Management
[ Wireless Portable Devices

B WMIG28it)

B WMIG2bit)

I WMI32bit)

1

NEEO00000KI00

innnmmnmmmnnm
]

! mmmoooooojoo

Allow ancther program..

Figure 4. Windows Management Instrument (WM|)

2PAA120980 - 200
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2 Prerequisites
Common Prerequisites

« Incase of Windows XP, go to Administrative Tool -> Computer
Management -> Services and Applications -> WM/ control. Right click
on WMI control and select the tab Security. Add the logged in
administrator user if not present in Group or user names section.
Enable the Remote enable permission for the user and click OK. For
allowing WMI through firewall, execute the command “netsh firewall
set service RemoteAdmin enable”in a command prompt.

s amarin

e

3 = Computer Management E]@lg|
=) File  Action Wiew ‘Window Help == x|
P || 2 orte

(=) Computer Management (Local)
| = system Tools
Event Viewer
Shared Folders
Local Users and Groups
Performance Logs and Alert;
Device Manager
= {5 Storage
Removable Storage
Disk Defragmenter
Disk Management
1 = {2 services and applications
Services
WL Contral

= B Indexing Service | ("5 oy

1 system

Wil Control Properties

.| | General | Logging | Backup/Restore | Secuity | Advanced|

Namespace navigation llows you ta set namespace spesific seculty

[ Roat

Security for Root

Group o User hames

€7 Everpone
€7 LOCAL SERVICE

|~

€7 NETWORK SERVICE

Permissions for Administrators Allow Deny

00~ | fancel Apply

Execute Methods
Full‘w/rite:

Partial ‘write
Provvider 'write
Enable Account

Remate Enable

For special parmissions of for advanced sstings,
click &dwanced,
Aooly

Figure 5. WMI for Windows XP

- Turn on Network Discovery.

As shown in figure, enable network discovery for Domain and Private
network profiles.

2PAA120980 - 200 24



2 Prerequisites
Common Prerequisites

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? E;'Change settings

Allowed apps and features:

MName Domain  Private  Public *

[ Narrator QuickStart
[ Netlogon Service
Metwork Discovery
MNode Administration Service
OPC AE Event Collector

OPC DA Connector

[ OPC Enum

[ Performance Logs and Alerts
[ Proximity Sharing

[ Remote Administration
Remote Assistance

Remote Desktop

O
O

K
K

EEEEORER X &= O

KEEEOREREERER
HEORORERERR

Details... Remove

Allow ancther app...

Figure 6. Turn on Network Discovery

-> It is important to revert all the changes made as part of prerequisite
settings, after completing the data collection.

2PAA120980 - 200
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2 Prerequisites

ABB cyber security guidelines

2.2 ABB cyber security guidelines

Below suggestions are provided to comply with ABB cyber security guidelines:

For complying with ABB minimum cyber security guidelines, it is
recommended to launch MCS-DC on a less privileged node, run as
administrator and provide required credentials to access other
computers on the network.

It is recommended to use the secured communication for data collection.
Before launching the MCS-DC tool, it is mandatory to refer Appendix B for
details on secured communication and to configure secured
communication.

It is recommended to use TLS versions 1.2 or above on the MCS-DC launch
node. If the recommended TLS version is not supported or available on
the launch node, please find a suitable launch node before running MCS-
DC to make communication secure.

User will be warned and acknowledgment will be required to proceed with
data collection when TLS version is less than 1.2 or weaker cyber suits are
found on the launch node.

It is recommended to have an Anti-virus installed on the node where MCS-
DC is launched.

2PAA120980 - 200
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2 Prerequisites

Effects on cyber security policies

2.3 Effects on cyber security policies

MCS-DC execution may trigger cyber security warnings. Examples of this are:

Executing the tool could trigger alarms in network anomaly detection
systems. An allow-listing solution could block execution of the tool

Refer to the documentation of the cyber security solution(s) or consult
the service organization which implemented the cyber security solution(s)
to determine the possible impact and possible measurement(s) to be
taken to overcome any negative impact when operating the tool.

All needed services, user rights and needed open ports are documented in
Section 2, Prerequisites and Section 3, Data Collection Process, in this
user manual.
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2 Prerequisites
System 800xA

2.4 System 800xA

2.4.1 In Domain:

Microsoft®.Net framework 1.1 or above.

Registry Editor

4]

[

- Inetstp

-] Inkeligent Search

# -{:I Internet Account Manager

D Internet Connection YWizar

-] Internet Domains

-] Inkernet Explorer

-3 1PMulkicastMibAgent

{1 1PSec

-] Jet

B0 LANManagerMIE2Agent

(-] MediaPlayer

-] Messengerservice

B MME

{22 MMCHsForTE

-7 Mobile

[+ D M5 Design Tools

B M3 Setup (ACME)

(-] MSDTC

-] MsE

-] MSFTPSYC

[+ MsLicensing

B MaMQ

-] Ms0s0AP

(- M350ap

- Multimedia

[=1-2] NET Framemwork Setup

=10 Full

- B vio.aTs
B 1033

12 noP

-
{1 1033

{211 Product

[ NetDDE

{7 Metsh _lLl
e——

File Edit “ew Favorites Help
[]-D Exchange d Name Tvpe ‘ Data
- Fusion @(Defau\t) REG_SZ {walue not set)
(-] HestMIa [RE]tnstal REG_DWORD 0x00000001 (1)
B IE Setup [R8locm REG_DWORD 000000001 {13
- 14 [a)sp REG_DWORD 000000001 {13
-1 1GMPMibAgent
{1 MAPI
]-D InetMgr

|My Computer\HREY_LOCAL_MACHINE\SOFTWARE\Microsoft\WET Framework SebuplMDPv1.1.4322

Figure 7. .Net framework 1.1
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2 Prerequisites
In Domain:

- Enable Windows Management Instrumentation (WMI).

The procedure to enable "Windows Management Instrumentation" is
different for old and new Operating Systems.

+  To enable WM, go to Allow app through windows firewall in the
firewall settings, click on change settings to enable the WMI for all
networks (Domain, Public and Private). Refer Section 5,
Troubleshooting for alternative method and troubleshooting.
=l E=
@Q-'ﬂ » Cantral Panel » All Cantrol Panel ltems » Windaws Firenall » Allowed Pragrams || [ 4| [ search Controi Panei P

File  Edit ‘Wiew Tools Help

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and perts, click Change seftings.

What are the risks of allowing a program to communicate? @ cChange settings

Allowed programs and features:

Name Domain  Home/Work (Private) Public *
O Windows Communication Foundation
[ Windows Firewall Remote Management

. Windows Management Instrumentation (WD

[ Windows Media Player

[ Windows Media Player Network Sharing Service

O Windows Media Player Network Sharing Service (n...
[ Windows Peer to Peer Collaboration Foundation

O Windows Remote Management

[ Wireless Portable Devices

[ WMIE28it)

[ WMIE2bit)

B WMI(32bit)

ERREOO0OO000OIO0
EREO0O0C0O0O0O™OO

i!HHDDDDDDHDD
=

4

Allow another program..

Figure 8. Windows management Instrument (WMI)
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2 Prerequisites
In Domain:

« Incase of Windows XP, go to Administrative Tool -> Computer
Management -> Services and Applications -> WM/ control. Right click
on WMI control and select the tab Security. Add the logged in
administrator user if not present in Group or user names section.
Enable the Remote enable permission for the user and click OK. For
allowing WMI through firewall, execute the command “netsh firewall
set service RemoteAdmin enable”in a command prompt.

Uil

 amarun

f O Computer Management

=) Fie Action View Window Help [l | ;
@ = @M 2 o
(=) Computer Management (Locsl)

| = System Tools
Event Wiewer

Shared Folders

Local Users and Groups
Ferformance Logs and Alert:
Device Manager Namespace navigation allows you to set namespace specific security,

(Z1 Root

WMI Control Properties

| | Gereral | Logging | Backup/Restors | Security | sdvanced|

Remavshle Storage

Disk Defragmenter

Disk Management

| =B Services and Applications

J Services

WHI Control

Indexing Service
4 System

Security for Root

Secuiy
Giroup or user names:
P tministrators
€5 Everyone
i €5 LOCAL SERVICE
€ NETWORK SERVICE

|~

Permissians for Administrators Allow Deny

Execute Methods 0O &l | fencel Spply
Full wits O

Partisl Wwilte O

Provider Wiite 0 o

Enable Account =]

Flemote Enable B m

For special permissions o for advanced seftings,
click Advanced.
Hovly

Figure 9. WMI for Windows XP
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2 Prerequisites
In Domain:

- Start “Windows Management Instrumentation” service from services if it
is not already running on all nodes.

* Services [Local)
Windows Management Name Description  Status  StartupType  Log On As
Ficheingilasius ‘€% Windows Driver Foundation - User-mode Driver Framework Createsand.. Running Manual (Trig.. Local System
=5
T i Windows Encryption Provider Host Service Windows E... Manual (Trig... ~Local Service
L e 2, Windows Error Reporting Service Allows error.. Manual (Trig... ~ Local System
Restart the service Gl Windows Event Collector This service ... Manual Netwaork Service
&, Windows Event Log This senvice.. Running  Automatic Local Service
5 &, Windows Firewall Windows Fi.. Running  Automatic Local Service
escription: «
Provides a common interfaceand 0l Windows Font Cache Service Optimizes p... Running  Automatic Local Service
object model to access management G} Windows Image Acquisition (WIA) Provides im.. Manual Local Service
L‘”f°'maf'ﬂ"‘§bﬂt”t°?e’ad"”9 ?Y“ﬂl‘;- €1 Windows Insider Service wisve Manual Local System
thf:‘:::;iz‘f’;;:D‘:;:;"m;;"”m' €, Windows Installer Adds, modi.. Manual Local System
Wi Bosed <bftmare il nat Windows License Manager Service Provides inf.. Running Manual (Trig.. Local Service

function properly. If this service is
disabled, any services that explicitly

Windows Management Instrumentation

Providesa c...

Running

Automatic

Local System

Windows Mobile Hotspot Service Provides th... Manual (Trig... Local Service
depend on it will fail to start.
& Windows Madules Installer Enables inst.. Manual Local System
£ Windows Process Activation Service The Windo.. Running  Manual Local System
£ Windows Push Notifications System Service This service .. Running  Automatic Local System

Figure 10. WMI running

- User accounts and passwords with administrative rights are required for
all 800xA computers.

- Thelaunch node of MCS-DC must be part of a running 800xA System.

- MCS-DC will not collect data on nodes that have installed HP disk driver
version 6.26.0.64 (hpcisss2.sys) or lower.

- Make sure to revert all the changes done as part of the prerequisite
settings after completing the data collection.
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2 Prerequisites
In Workgroup:

2.4.2 In Workgroup:

Figure 11. .Net 1.1 or above

File

egistry Editor

Edit Wew Favorites Help

Microsoft® Net framework 1.1 or above

4]

/- Exchange

{2 Fusion

-] HostMIB

#-(_1 IE Setup

-] 1E4

o] IeMPMibagent

- TMAPI

-] InetMgr

(-] InetStp

-] Inteligent Search

& '{:I Internet Account Manager
D Internet Connection YWizar
-] Internet Domains

-0 Inkernet Explorer

-1 1PMulkicastMibAgent

(] 1PSec

) Jet

B LANManagerMIE2Agent
(-] MediaPlayer
[
£

[
[
[
[
[
[

t [:I Messengeraervice
{2 MMC

{2 MMCHsForTE
- Mobile
[#1-_ M5 Design Tools
{1 M3 Setup (ACME)
(-] MsDTC
B MSE
-] MSFTPSWC
-1 MsLicensing
-0 MaMQ
-0 Ms0s0AP
-0 M3S0AP
-0 Multimedia

[=1-0 NET Framemwork Setup

E-{ Full

| =3 vi.0.3708
B2 1033

[+

=l

MName Type ‘ Data
@(Defau\t) REG_SZ {walue nat set)
[RE]tnstal REG_DWORD 0x00000001 {13
[RElocm REG_DWORD 000000001 {13
SP REG_DWORD 000000001 (1)

|My Computer\HREY_LOCAL_MACHINE\SOFTWARE\Microsoft\WET Framework Sebup|MDPv1.1.4322
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2 Prerequisites
In Workgroup:

- Start “Windows Management Instrumentation” service from services if it
is not already running on all nodes.

“ Services (Local)

Windows Management
Instrumentation

Stop the service
Pause the service
Restart the service

Description:

Provides a commaon interface and
object model to access management
information about operating system,
devices, applications and services. If
this service is stopped, most
Windows-based software will not
functien properly. If this service is
disabled, any services that explicitly
depend on it will fail to start.

Figure 12.

Mame

& Windows Driver Foundation - User-mode Driver Framework Creates and...
Windows E...
Allows error...

4 Windows Encryption Provider Host Service
&), Windows Errer Reperting Service

& Windows Event Collector

&3 Windows Event Log

-Q;Wmdows Firgwall

&k Windows Font Cache Service

&), Windows Image Acquisition (WIA)

& Windows Insider Service

Sk Windows Installer

2, Windows License Manager Service

Windows Management Instrumentation

£ Windows Mobile Hotspot Service
\Q}W\ndows Modules Installer

(€% Windows Process Activation Service

5k Windows Push Netifications System Service

WMI Running

Description

This service ...
This service ...
Windows Fi...
Optimizes p...
Provides im...

wisve

Adds, modi..
Provides inf...
Provides a c...
Provides th...
Enables inst...
The Windo...
This service ...

Status

Running

Running
Running
Running

Running

[

Running
Running

Startup Type

Manual (Trig...
Manual (Trig...
Manual (Trig...

Manual
Automatic
Automatic
Automatic
Manual
Manual
Manual

Manual (Trig...

Automatic

Manual (Trig.

Manual
Manual
Automatic

Log OnAs
Local System
Local Service
Local System
Metwork Service
Local Service
Local Service
Local Service
Local Service
Local System
Local System
Local Service

Local System
Local Service
Local System
Local System
Local System

- Create a new registry key LocalAccountTokenFilterPolicy under the path
HKEY LOCAL _MACHINE\SOFTWARE\ Microsoft\Windows\CurrentVersio
n\Policies\system\LocalAccountTokenFilterPolicy and provide the value
as 1. This setting can be reverted once the data collection completes. For
detailed procedure on disabling UAC, Section 5, Troubleshooting.
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2 Prerequisites
In Workgroup:

Enable Windows Management Instrumentation (WMI).

The procedure to “Windows Management Instrumentation (WMI)” is
different for legacy and modern operating systems.
. For modern operating systems, in allowed programs section under
firewall settings, click on change settings to enable the File and
Printer sharing service for all networks (Domain, Public and Private).
Refer Section 5, Troubleshooting for alternative method and
troubleshooting.
e
@ + CorwolPanal » Al Contral Panel erns » Windows Firewall » lowe Programs | T |[ seaen Contret Panel 2|

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change seitings.

What are the risks of allowing a program to communicate? @& Change settings

Allowed programs and features:

Name Domain  Home/Work (Private) Public “
O Windows Communication Foundation [m}

[ Windows Firewall Remote Management
e ergemert inremertation i)

O Windows Media Player

O Windows Media Player Network Sharing Service

O Windows Media Player Network Sharing Service (In,

[ Windows Peer to Peer Collaboration Foundation

O Windows Remote Management

[ Wireless Portable Devices

[ WMIE28it)

[ WMIE2bit)

[ WMIE2bit)

REEO00000RI00
HEEO0000O0:0

innnmmmnnnnnn
15

1

Allow anather program...

Figure 13. Enable Windows Management Instrumentation
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2 Prerequisites
In Workgroup:

3 = Computer Management

In case of Windows XP, go to Administrative Tool -> Computer
Management -> Services and Applications -> WM/ control. Right click
on WMI control and select the tab Security. Add the logged in
administrator user if not present in Group or user names section.
Enable the Remote enable permission for the user and click OK. For
allowing WMI through firewall, execute the command “netsh firewall
set service RemoteAdmin enable” in a command prompt.

e

¢ amarin g

=) File  Action Wiew ‘Window Help
@ = )| B e

(=) Computer Management (Local)
| = system Tools

=]

1=

|~

Wil Control Properties

.| | General | Logging | Backup/Restore | Secuity | Advanced|

Event Viewer

Shared Folders

Local Users and Groups

Perfarmance Logs and Alert:
Device Manager

{5 storage
Removable Storage
Disk Defragmenter
Disk Management:
[ services and Applications
Services
W Cantral
= B Indexing Service
1 system

Namespace navigation llows you ta set namespace spesific seculty

[ Roat

Security for Root

Security
Giroup or user names

€5 Everyone
I €7 Local SERVICE

€7 NETWORK SERVICE

Allow Deny

Permissions for Administrators

Erecuts Methods 0 o~ | faneel Spply
Full wite 0

Patisl wiits 0

Provider wite o 9

Enable Account 0

Femote Ensble 0 @

For special parmissions of for advanced sstings,
click Advanced

Apple

Figure 14. WMI for Windows XP
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2 Prerequisites
In Workgroup:

User accounts and passwords with administrative rights are required for
all 800xA computers.

The node that runs this collection tool must be a part of running System
800xA.

MCS-DC will not collect data on the nodes which has HP disk driver
version of 6.26.0.64 (hpcisss2.sys) or lower.

It is important to revert all the changes made as part of prerequisite
settings, after completing the data collection.
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2 Prerequisites
Freelance System

2.5 Freelance System

- The following are the prerequisites for freelance data collection. In order to
determine whether the pre-requisites are met on each computer node in the

network, a tool was created that not only finds whether the pre-requisites are
met, but also assists the user in installing them if they are not. With the help of
the tool, changes can be reverted after data collection. The tool is described in
more detail in Appendix G.

- Microsoft®.Net Framework 2.0 Service Pack 1 or above.
Installed .Net version can be checked under the path

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\NETFramework
Setup\NDP\v2.xx\Full.

' Registry Editor

File  Edit Wiew Favorites Help

MediaCenterPeripheral
MediaPlayer
MessengerService
MigWiz

MMC

Mabile
MpSigStub
MSBuild

MSDE

MSDTC

MSF

MSMQ

MSH Apps
MSSQLServer
Multimedia
NapServer

2. NET Framewark Setup

o L) veaseTaT
| 1029

Figure 15. .Net Framework version

Mame

Type
REG_SZ
REG_DW/ORD
REG_SZ
REG_DW/ORD
REG_DWORD
REG_DW/ORD

Data
tualue not set)
50000001 {1
5420
540000001 {1
(00000001 {2}

ablyersion

REG_SZ

00000002 (2
2.0.50727.5420 I
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2 Prerequisites
Freelance System

- Enable file and Printer sharing.

The procedure to “Enable file and Printer sharing” is different for legacy
and modern operating systems.

. For modern operating systems, in allowed programs section under
firewall settings, click on change settings to enable the File and
Printer sharing service for all networks (Domain, Public and Private).

(E=8EcR =3
A Contral Pancl Al Contral Panel erns b Windaws Firewal_»_Alowed Pragrams] ~ [44][ searen Controt Panet 2]

Wiew Tools Help

Allow programs to communicate through Windows Firewall
Toadd, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? @ Change settings

Allowed programs and features:

Name Domain  Home/Work (Private)  Public

External Alorms Engine
File and Printer Sharing
e D istr butian Chent

File Distribution Service

FindToelTestApp

Graphics Builder Add-in Registration Tool
Graphics Builder Launcher

healthd

Hiding Mask Exporter

History Archive Tool

History Server

[ HomeGroup

DM EE EE

iD!!!!!!!!K!!
D DEEEER0EEE D™

1

Allow another program.

Figure 16. Enable file and printer sharing
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2 Prerequisites
Freelance System

. In case of Windows XP open the Windows Firewall exceptions from
the Control Panel and enable File and Printer sharing.

"= Windows Firewall

General | Exceptions | Advanced

‘windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to wark better but might increase wour security risk.

Programs and Services

Mame &

Freelance 9.2.7968 SP2
HASF LLM

Metwork Diagnostics for Windows <P

Remote Assistance

Remote Desktop L
TMSYNC

[ HPAP Frarmau bt

[AddProgiam.. | [ addPot. ][  Edi.  |[ Deete

Display a notification when 'windows Firewall blocks a program

‘wihat are the risks of allowing exceptions?

Figure 17. File and printer sharing for Windows XP
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2 Prerequisites
Freelance System

- Start Windows Services application and verify that the Service "Server" is
running. It must be running and its startup time must be automatic. Refer
Section 5.5, Troubleshooting Issue 2 for more details.

0 Services

File Action View Help

e |FEc= Bz n0n

 Sendces (Local) |["2 Seryices (Local
Server Name ‘ Description  Ststus  Startup Type  Log On s
2 Secondary Logon Eriables star., Disabled Local Syste..
%:iﬁ;’:’:ﬁe £ Secure Socket Tunneling Protacal Service Provides su.. Manual Local Service
Restart the service C Becurity Accaunts Manager The startup .. Started  Autamatic Loral Syste..
£, Security Center The WICH... Disabled Local Service
Descrpton C, Bantinel Keys Server Manage: Se.. Steted  Autaristic Loral Syste..
Supports fle. print and named-pipe - Sentinel Protection Server Manages Se.. Stated  Autamatic Local Syste..
sharing over the network for this 5, Sentinel Security Runtime Started  Autamatic Loral Syst
computer. If this service is stopped . d A tic
these functions will be unavailable I 2 gy Hardware Detection Provides no.. Started  Automatic Local Syste..,
this service is disabled, sny services :
that explicitly depend on twil fail to - Smart Card Manages ac.. Manual Local Service
start. 25, Srart Card Rernowal Policy Alloss the 5., Manusl Loral Syste..

Figure 18. “Server” running in windows services

- Start “Windows Management Instrumentation” service from services if it
is not already running on all nodes.

-  Disable User Account Control. In order to disable the UAC completely
create a new registry key LocalAccountTokenFilterPolicy of DWORD type
the path HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\Policies\system\LocalAccountTokenFilterPolicy and
provide the value as 1. This setting can be reverted once the data
collection completes. For detailed procedure on disabling UAC, refer
Section 5, Troubleshooting.

- Enable Windows Management Instrumentation (WMI).
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2 Prerequisites
Freelance System

The procedure to enable "Windows Management Instrumentation" is
different for old and new Operating Systems.

To enable WMI for new Operating Systems go to "Allowed Programs" in
the Windows Firewall settings, and select change settings to enable the
WM I for all networks (Domain, Public and Private). Refer to Section 5,
Troubleshooting for an alternative method and for troubleshooting
instructions.

o e |

@U'lo » Control Panel b All Control Panelltems » Windows Firewsll b Allowed Programs | [ 43| [ search Controt Panei 2l

File Edit View Tools Help

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? @ Change seftings

Allowed programs and features:

Name Domain  Home/Work (Private)  Public *
O Windows Communication Foundation o o o
[ Windows Firewall Remote Management 0 [u} 0
E== ] &
CWindows Media Player [u] [a] [u]
[CWindows Media Player Network Sharing Service u} u} u}
[ Windows Media Player Network Sharing Service (In.. (] u} u}
[CIWindows Peer ta Peer Collaboration Foundation u} u} u}
O Windows Remote Management o o [m)
[ Wireless Portable Devices u} u} u}
FWMIG28H)
FWMIE2bit)
FWMIG2bit) <

Allow another prograrm..

Figure 19. Enable Windows Management Instrumentation
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2 Prerequisites
Freelance System

In case of Windows XP, go to Administrative Tool -> Computer
Management -> Services and Applications -> WM/ control. Right click
on WMI control and select the tab Security. Add the logged in
administrator user if not present in Group or user names section.
Enable the Remote enable permission for the user and click OK. For
allowing WMI through firewall, execute the command “netsh firewall
set service RemoteAdmin enable”in a command prompt.

¢ amarin g

e

3 = Computer Management

=) File  Action Wiew ‘Window Help =18 %]}
=T a
@ = )| 2 ot

(=) Computer Management (Local)
| = system Tools
Event Viewer
Shared Folders
Local Users and Groups
Performance Logs and Alert;
Device Manager
= {5 Storage
Removable Storage
Disk Defragmenter
Disk Management
1 = {2 services and applications
Services
WL Contral

= B Indexing Service | ("5 oy

1 system

Wil Control Properties

J | General | Logging | Backup/Restore | Secuity | Advanced|

Namespace navigation llows you ta set namespace spesific seculty

[ Roat

Security for Root

Group o User hames

Enable Account
Remate Enable

Admiristiators
€7 Everpone
< o €7 LOCAL SERVICE
— €5 NETWORK SERVICE
Permissians for Administrators Allow Deny
Executs Methads [ jancel Apply
Full wite ]
Partial Wwiite (|
Provider wite o 9
0
[}

~

For special parmissions of for advanced sstings,
click &dwanced,
Aooly

Figure 20. WMI for Windows XP
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2 Prerequisites
Freelance System

Turn on Network Discovery.

As shown in figure, enable network discovery for Domain and Private
network profiles.

Control Panel » All Control Panel ltems » Windows Defender Firewall » Allowed apps v i

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app te communicate? "] Change settings

Allowed apps and features:

Name Private  Public *
O Key Management Service
macmnsvc

mDNS

Microsoft Office Qutlook
Marrator QuickStart

O Metlogon Service
[JPerfoermance Logs and Alerts
Remote Desktop

[0 Remote Desktop (WebSocket)
[0 Remote Event Log Management
[J Remote Event Monitor

OrEEEO
EiOO®OO

&

ooo®mOo
ooo®EOo

Details... Remove

Allow another app...

Figure 21. Turn on Network Discovery for Private profile
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2 Prerequisites
Freelance System

If Freelance client nodes have Windows XP and are in a workgroup, then
do the following registry settings in those nodes:

1. Open registry by running the command regedit.exe

2. Expand HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control.
3. Select Lsa.

4. Change the value for the forceguest DWORD to O:

User accounts and passwords with administrative rights are required for
all Freelance computers. Enter the user credentials in computer name\
Username format.

Launch MCS-DC on Freelance engineering client. If MCS-DC is launched on
any other Freelance computer, then Freelance Engineering client will be
skipped.

MCS-DC will not collect data on nodes that have installed HP disk driver
version 6.26.0.64 (hpcisss2.sys) or lower.

Make sure to revert all the changes done as part of the prerequisite
settings after completing the data collection.

Make sure that no external GPS clock is connected to the
Freelance system for time synchronization. In rare cases, it is
observed that the precision of the time signal changes during
system scan, it may be prudent not to collect performance data
in this case.
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2 Prerequisites
S+ Operations

2.6

S+ Operations

The following software is required for installation and operation of S+
Operations Data Collector.

I Regatry Editor

.NET Framework 4.0 and above.

o X
File Edit View Favortes Help
MTFingutType Hame Type Dats
MTFKeybasedMugiing: ] {Defaut] REG.SZ Tralue mot se1)
ki i #CBS REG_DWORD D¥0000001 (1)
v
- m;"""‘“ ad Slinstall FEG_CWORD TADO0AN {1)
ok b gt sl sth REG ST CAWndoaT Micresoll MET Femmework Nl 030,
0 | Redease BEG_BWORD DnO00B0eR (328045)
R i Senvicing REG_DWORD (000000 0)
o s - — sy i e | |
v Ll | (= S |
B33
w. | v
Chient
MNetsh
Network

FetworkController
Nor-Derver Sgaing
Moteped

ODBC

<127

Orffice

Gle
OnlinePrevader
Suthopk Bopes:

!:uﬂwmﬁNE\'_LC{#LNQCHHE‘.SOFH‘\'.‘-H[‘.M.(-M\MT Framework SetuphNDPyal Full I

Figure 22. .Net Framework 4.0 and above

Enable file and Printer sharing.

The procedure to “Enable file and Printer sharing” is different for legacy
and modern operating systems.
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2 Prerequisites
S+ Operations

For newer operating systems, Allow app through windows firewall in
the firewall settings, click on change settings to enable the File and
Printer sharing service for all networks (Domain, Public and Private).

==

@KJ"—‘ » Contral Panel b Al Contral Panel terns b Windows Firewall b Allowed Progrars |

File Edit Wiew Tools Help

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and parts, click Change settings,

What are the risks of allowing a program to communicate?

Allowed programs and features:

@ Change settings

Name Domain  Home/Work (Private)  Public “

External Alarms Engine.
I File and Printer Sharing
e Distrbution Client

File Distribution Service

FindToolTestApp

Graphics Builder Add-in Registration Tool
Graphics Builder Launcher

healthd

Hiding Mask Exporter

History Archive Tool

History Server

[HomeGroup

DRNEEEERERERR

Emnm!nnnnnﬁnn
]
]

Figure 23. Allow File and Printer sharing

4

DEEEEMEREEEER

Allow another program..

~ [43 ][ search Controi Panel

2
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2 Prerequisites
S+ Operations

. In case of windows XP, open windows firewall exceptions in control
panel and enable file and printer sharing.

%= Windows Firewall El

General | Exceptions | Advanced

Wwindows Firewal iz blocking incoming network, connections, except for the
programes and services selected below. Adding exceptions allows some programs
to work better but might increaze your security rigk,

Programs and Services:

Name A

Cortrol Builder F

I File and Printer Sharing

] Freglance
Freelance 9.2. 7968 SP2

HASP LLM

Metwork Diagnostics for Windaws P
Remate Assistance

Fiemote Desktop

TMSYNC
TLIPAR Frameued:

(I£3

[AcdPogam. | [ AddPor. |[  Edt. | [ Delete

Dizplay a notification when \Windows Firewal blocks a program

“wihat are the risks of allowing exceptions?

Figure 24. File and printer sharing for Windows XP
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2 Prerequisites
S+ Operations

Enable administrator share access in windows. To enable the
administrator share access refer Section 5.5, Troubleshooting Issue 2.

Enable Windows Management Instrumentation (WMI).

The procedure to “Windows Management Instrument” is different for
legacy and modern operating systems.

For modern operating systems, in allowed programs section under
firewall settings, click on change settings to enable the File and

Printer sharing service for all networks (Domain, Public and Private).

Refer Section 5, Troubleshooting for alternative method and
troubleshooting.

oo

@Q*ﬂ » Contral Panel » All Contral Panel ltems » Windows Firewall » Allowed Pragrams | ~ [ 44| search Control Panei £

File Edit View Tools

Help

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing 2 program to communicate?

Allowed programs and features:

Name Domain  Home/Work (Private) Public *
[ Windows Communication Foundation u}
[ Windows Firewall Remote Management
[ tor: Menzaement Instrumentation WD
[ Windows Media Player
[ Windows Media Player Network Sharing Service
[ Windows Media Player Network Sharing Service (In.
[ Windows Peer to Peer Collaboration Foundation
[ Windows Remote Management
[ Wireless Portable Devices
@ WMIG28it)
[ WMIE2bit)
[ WMIE2bit)

REROODO0OoROo
KRERODOODOoRIoo
REROO0O000RI0

1

o
2

Allow ancther program.

Figure 25. Enable Windows Management Instrument

In case of Windows XP, go to Administrative Tool -> Computer

Management -> Services and Applications -> WMI control. Right click

on WMI control and select the tab Security. Add the logged in
administrator user if not present in Group or user names section.

Enable the Remote enable permission for the user and click OK. For
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allowing WMI through firewall, execute the command “netsh firewall

set service RemoteAdmin enable”in a command prompt.

\ n amarun e runsrs

3 = Computer Management

=) File  Action Wiew ‘Window Help
¢ - @@ E @

(=) Computer Management (Local)

| = system Tools

Event Viewer
Shared Folders
Local Users and Groups

Wil Control Properties

.| | General | Logging | Backup/Restore | Secuity | Advanced|

g Performance Logs and Alert

Device Manager Namespacs navigation allows you to set namespace specific security.

= {5 Storage

| Root
Removable Starage & (3 oo
Disk Defragmenter

Disk Management
1 = {2 services and applications
Services
WL Contral

= B Indexing Service | ("5 oy

Security for Root

1 system

Group o User hames

For special parmissions of for advanced sstings,
click &dwanced,
Aooly

Figure 26. WMI for Windows XP

It is important to revert all the changes made as part of prerequisite

settings after completing the data collection.

Adrinistrator:
€7 Everpone
< i €7 LOCAL SERVICE
— €5 NETWORK SERVICE
Fermissions for Administrators Allow Deny
Executs Msthods 0O =~ | fancel Apply
Full Wiite O
Partial ‘white a 3
Provider whits 0 -
Enable Account O
Remats Enable 0 =
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2.7 Harmony controllers

MCS-DC must be launched on a node that can reach the Control Network;
the suggestion is to execute it in S+ Engineering Servers, or S+
Engineering Clients.

HAPI is installed and can connect to configured ICI (IET800). IET800 is
mutually exclusive for MCS-DC for the duration of data collection (MCS-
DC connects to IET800 in exclusive mode).

MCS-DC launching node must have .Net framework 4.5.2 or above.

Microsoft Visual C++ 2012 Redistributable(x86) -11.61030 or C++ 2015
Redistributable(x86) -14.26.29910 is installed.

HAPI is licensed based on version being installed/used.

To collect Lifecycle information browsing a Composer Harmony project
(*.epb file) data collection must be necessarily done on Composer
Harmony's (S+ Engineering) node.

2.8 Advant Master controllers with System 800xA
HMI

© 0O

Microsoft® .Net Framework 2.0 Service Pack 1 or above.

Online Builder must not be running and should not be started while data
collection is in progress. This is valid for all the system variants.

Starting the Online Builder during execution of MCS-DC will
result in incomplete data collection.

In case selected target node does not have Microsoft® .Net
Framework 2.0 Service Pack 1 or higher, select another node,
possibly non-critical for plant operation. There is a rare
possibility and low risk of application conflicts because of two
different versions of Microsoft® .Net framework running in the
same node. Once you choose the node, download and install the
Microsoft® .Net Framework 2.0 Service Pack 1 on this node and
run the MCS-DC tool.

The .Net framework version of the MCS-DC launch node must be same or
lower than the .Net framework version installed on the data collection

2PAA120980 - 200

50



2 Prerequisites

Melody Rack controllers

nodes. Data collection will fail for the nodes with higher .Net framework

version.

2.9 Melody Rack controllers

Microsoft® .Net framework 3.5 SP1 or above.

2.10 Advant MOD 300

Exported System or Project configuration file is an important prerequisite
to collect life cycle data for MOD 300 System.

Microsoft® .Net Framework 2.0 Service Pack 1 or above is required for the
MCS-DC to run. This is not supplied with the MCS-DC package. User is
requested to download it from the Microsoft website.

The MOD API must be installed in the MCS-DC launch node.

2.11 Procontrol P13 controllers

Microsoft® .Net Framework 2.0 Service Pack 1 or above is required for the
MCS-DC to run. This is not supplied with the MCS-DC package. User is
requested to download it from the Microsoft website.

Exported System or Project configuration file is an important prerequisite
to collect life cycle data for Procontrol P13 hardware. Please note, in the
exported P13 Source file (.CSV), the text separator must be double quotes
(“) and the field separator should be comma (,). For more details refer
Appendix C.

2.12 QCS with System 800xA HMI

Microsoft® .Net Framework 2.0 Service Pack 1 or above is required for the
MCS-DC to run. This is not supplied with the MCS-DC package. User is
requested to download it from the Microsoft website.

Latest config.xml file from QCS connectivity server.
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Non-ABB System (Security Data collection)

2.13 Non-ABB System (Security Data collection)

Microsoft® .Net Framework 3.5 Service Pack 1 or above is required for
Non-ABB security data collection. This is not supplied with the MCS-DC
package. User is requested to download it from the Microsoft website.

Make sure Windows Management Instrumentation (WMI) service is
running in Windows services list. If not, start it.

Enable Windows Management Instrumentation (WMI) in Windows firewall
exemption list on all the nodes.

2.14 VMware Server Health Data

. In order to collect VMware server health data, VMware performance
counters must be enabled in each VMware server. These counters are
about VM memory and VM processor. These counters are usually
enabled, but it is suggested to check that they are really available.

@Té —Available counters
= “ Select counters from computer;
I<L0cal cormpuker = :j Browse. .. |
B3 video Scheduler lil_A-I
=
= i
¥M Processor
=L WFP

Figure 27. VM Performance Counters

It has been observed that, at times, VMware provides inconsistent results.

n To overcome this, MCS-DC has a data collection retry option that can be
enabled to guarantee that a certain number of retries is performed. Select
settings (gear icon on the top-right corner of the screen) and select
“Collection Retry” tab.

The number of retries can be selected to be between one and six; in
addition, a time-interval between retries can be selected too (minimum
thirty seconds, maximum two minutes).
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Settings

General Communication Collection Retry AC B00M
‘| Enable Virtual Machine Data Collection Retry

Number of Retries: 6 ~

Retry Intervals : 30 v Sec

‘| Enable Disk Data Collection Retry
Number of Retries: 6 ~

Retry Intervals : 30 v [ Sec

Figure 28. Collection Retry
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3 Data Collection Process

Basic Mode

3

3.1

Data Collection Process

MCS-DC has two modes of operation
- Basic mode

- Advanced mode

Basic Mode

This mode is intended for users who prefer ease of use and minimal user
interaction. In this mode, MCS-DC identifies the HMI and controller systems
automatically. User will not have much of the customizable options (like
choosing only performance data or life cycle data, choosing only specific
nodes for data collection, etc.).

If the system could not be identified automatically, users have option to
switch the collection mode from basic to advanced.

‘Swich 1o Advanced hiode

Figure 29. Switch to Advanced Mode
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Advanced Mode

3.2 Advanced Mode

This mode is intended for expert users who prefer complete control on the
data collection process with respect to selecting the systems, nodes, data
category (like performance or Life cycle), etc. In this mode, user will have
opportunity to fix the issues, reported by MCS-DC during node scanning and
data collection and then will be able to re-scan or re-collect the failed nodes.
Detailed logs and progress updates will be provided by MCS-DC during
scanning and data collection.

3.3 Basic Mode Data Collection

331 Basic mode data collection for System 800xA

1. Deploy MCS-DC in the hard drive (Operating System partition) of the node
from which data collection must be executed. Depending on the
HMI/Controller, MCS-DC launch nodes may vary. For 800xA HMI data
collection, MCS-DC can be launched on any 800xA node. Depending on the
connects, below are the launch nodes for various connects.Please note,
basic mode is not supported for 800xA HMI with Harmony Rack
controllers and 800xA HMI with Procontrol P13 controllers.

800xA HMI with AC 800M controllers:

Any 800xA node

800xA HMI with AC 70, 110, 160 controllers:

Any 800xA node

800xA HMI with Freelance controllers:

Any 800xA node

800xA HMI with AC 410, 450, MP, SG 400 controllers:
Any 800xA node

800xA HMI with Melody Rack contollers:

Any 800xA node which is part of Onet network. Additionally
CSE_Config has to be synchronized in all the 800xA nodes

800xA HMI with MOD 300 controllers:
Any 800xA node
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«  800xA HMI with QCS controllers:
Any 800xA node with QCS connect

2. Double-click the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure 30. MCS-DC tool runs the below checks on the launch node. If the
checks are passed, a Green tick mark is shown, click the Launch button to
proceed for data collection. If the checks fail, a Red cross mark is shown,
user has to fix the issue and launch the MCS-DC tool again.

My Control System - Data Collector

MCS-DC

.Net version check

User privilege check

Disk space check

MCS-DC launch drive check

@) New collection Merging of data files

Close Launch

Figure 30. .NET Framework version check and Prerequisite check status

launch date, the user will be notified that there is a newer version available
in the ABB library. Nevertheless, the user will not be prevented from
launching the product and collecting data.

n In the event that the release date of MCS-DC is 180 days older than the
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.NET Framework version check

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User privileges check, checks if the MCS-DC is launched in the user
account with administrator privileges.

b) System drive launch check, MCS-DC tool must be launched only
from the local disk drive of the launch node.

c) Required disk space check, free disk space of at least 500 MB must
be available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the 800xA system and your full name and
provide Password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Basic Mode (default selection). Upon clicking on the Scan button,
validation of System ID and Collected by fields are executed. Tick mark
appears if validation succeeds and cross marks appear when validation
fails against respective fields. Correct the errors and click on the Scan
button to proceed further.

MCS-DC

i)Please re-enter the password 0
System I1D

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

azazxrenna ®

Re-enter password

--unu--l @®

@ Basic Mode Advanced Mode

In the basic mode, MCS-DC will detect the system automatically. Basic mode is not supported for
S+ operations. 800xA and Freelance are supported. But 800xA with Harmony or Procontrol P13
controllers are not supported. Use advanced mode for these systems. Press the scan button to
continue.

CLOSE SCAN

Figure 31. Provide System ID
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Basic mode data collection for System 800xA

Select Scan button to start the system scan. This results in the
identification of the HMI, the controller and the 800xA System version. A

progress bar is shown to indicate the scan status. This operation may

take a few minutes to complete, as it depends on the size of the system.

or BOOXA....

SID1245 Tast

Figure 32. System Scan
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After the scan is successfully completed, details of HMI, controllers and
system version are displayed.

Below are the supported controllers related to 800xA HMI on this release:

. ACS800OM
« ACB800PEC
- ACT70,110, 160
. Freelance
- ACA410, 450, MP, SG 400
«  Melody Rack
. MOD300
« QCs
Below are the supported data category options for 800xA HMI:
. Performance
« Lifecycle
- Software
«  Security (Cyber security)
Below are the supported data category options for the controllers:
- ACS800M:
a) Performance
b) Life cycle
-« AC800PEC:
a) Life cycle
- ACT0, 110, 160:
a) Life cycle
. Freelance:
a) Performance
b) Life cycle
. AC 410, 450, MP, SG 400:

a) Performance

2PAA120980 - 200

61



3 Data Collection Process
Basic mode data collection for System 800xA

b) Life cycle
«  Melody Rack
a) Performance

b) Life cycle

. MOD 300
a) Life cycle
. QCS

a) Life cycle
Refer below the required inputs for each system:

The procedure to export system configuration files can be found in
Appendix D

. 800xA HMI:
IP range (to scan and detect non-800xA nodes) Admin user
credentials to access all computer nodes.

. AC 800M controller:

No input settings are needed for collecting performance and life cycle
data from AC800M controllers. Controller crash files are collected
from both primary and backup Connectivity Servers; the maximum
size of files that are collected can be selected. Click on settings (the
gear icon on the top right corner) and select the tab AC800M. From
drop down menu, select the maximum size for the collection file.
Crash file collection is enabled by default with a maximum file size of
15MB. Other possible choices are 5, 10, or 20 MB maximum. File
collection can be disabled by unchecking the provided check box.

By default, ACBOOM controller data is collected by MCS-DC using
AfwOPCDASurrogate service. As this is a licensed service, if the
license is not present in the system, an error message will be
displayed in all HMI nodes. Alternatively, users may choose
ABB.AfwOpcDaServer service instead, by selecting the drop-down
menu shown below.

The collection of AC 800M lifecycle data from a system with a large
number of control structure objects (for e.g a large number of re-
dundant |0 modules) may time out in certain rare cases. Users are

advised to uncheck the option 'Collect redundant devices' in such
cases and proceed with the collection process.
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AL ER HB Settings

o114 )

General Communication Collection Retry AC 800M

~| Collect AC 800M crash files

Crash file maximum size 15 hd MB

OPCServers ABB.AfwOpcDaSurrogate. 1 hd

~| Collect redundant devices (disable this in case of large number of devices on control structure)

Figure 33. AC 800M data collection settings

. AC 70, 110, 160 Controllers:
File location of customer project (.BAX file)

. Freelance Controller:
File location of customer project (.csv/.csvs file). If the customer
project file type is .csvs, user has to provide the customer project
decryption key.

. AC 410, 450, MP, SG 400 Controllers:
Controller data collection happens in sequential manner, hence,
collection duration per controller needs to be set. See the screenshot
below. Minimum time interval that can be set between two controller

2PAA120980 - 200 63



3 Data Collection Process
Basic mode data collection for System 800xA

collection is 2 minutes and maximum 30 minutes. Higher the
duration, more data samples will be available for further calculations.

regin

%13 Settings

General Communication AC400

Collection Time: 30 v minutes

Figure 34. Collection time interval

. Melody Rack Controller:
Melody Island Devices
CSE_Conf File
Asset Export Folder
Composer Melody node IP Address
User-name
Password

. MOD300:
Latest ATF file from AdvaBuild engineering node

«  QCScontrollers:
Latest config.xml file from QCS connectivity server

Clicking on the Continue button will take to Configuration Wizard where
the user needs to provide necessary input parameters required for data
collection. The first input screen is IP range input for the nodes that are
not part of Node Admin structure of 800xA.
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Users can switch the collection mode from basic to advanced, by clicking
'Switch to Advanced mode' button.

10. All HMI and controller nodes will be detected by MCS-DC from Node
Admin Structure and their respective IP's will be read automatically. Enter
only the range of IP's related to other computers for which MCS-DC needs
to collect data and are not part of the Node Admin structure. This is only
an optional input. If there are no IT assets, other than HMI and Controller
nodes, user can proceed without providing IP range.

ABB 1wy convol sysiem- 0sta Collscior

SIDIZMS Tust

Figure 35. IP range Input
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11.

Provide the IP range and click on Add button. User can provide multiple

ranges too. Larger the range of IP's, more time will be taken by MCS-DC to

complete the node scan. Hence, it is better to provide specific range
related to required computers. For these nodes, life cycle and security

data can be collected.

B Cotectontor 7 Coufguration Wizard

1P Range Input @

someETe @

e

Figure 36. IP Details
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12. If awrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove
button. For these nodes, life cycle and security data can be collected.

nnn Control System - Data Col
ABRE  wyConrol system-Data Collector

B Coectionfor # Configuration Wizard SIDTZMS Tust a i

Figure 37. IP Range Input

13. Click on the Continue button to proceed. There is option to go back to the
previous window in each step of the configuration.
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14.

Next input is User Credentials. As appropriate, provide the Username and
Password in the format 'domain name\username' or '.\username,
depending on the type of network (domain or Workgroup) used.
Alternatively, select a user account from the drop-down list that has the
necessary privileges for data collection. The required user privileges are
outlined in Section 2.4, Prerequisites. Click the Add button.

ABB My control System - Data Collestor

i Cosecoon for 7 Contiuration Wizara T e i

User Cradentals @)

= ==

Figure 38. User Credentials
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15. There is option to remove the added credentials. To remove, select the
added credential and click on the Remove button.

ARB mycontrol System - Data Collector

 Comenontor # Contguravon waars sozsTet @

User Gredentials

Selected P Rarge

Figure 39. User Credentials

2PAA120980 - 200



3 Data Collection Process
Basic mode data collection for System 800xA

16. If the 800xA system is configured with AC 70, 110, 160 connect, the below
input screen for AC 70, 110, 160 appears. Click the Browse button to select
the AC 70, 110, 160 project export folder. Once the project export folder is
selected, all the available project export (.BAX) files are listed under
Available section. The most recent export (.BAX) file is auto selected and
is listed under Selected section. There are options to move the export files
from Selected section to Available section and vice versa. Move the
required export files to Selected section and click Continue to proceed
(Refer to Appendix D, System configuration export for exporting system
configuration files.).

aAnm 9 y Bata Col
ADBB My Control System - Bata Collestor

H CoMctontor 7 Coofiuration Wizard someTes @ i

ACTO. 110,160 Inputs @

‘‘‘‘‘‘‘‘‘‘

Figure 40. AC 70, 110, 160 Inputs
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17.

If the 800xA system is configured with Freelance connect, the below input
screen for Freelance appears. Click on the Browse button to select the
Freelance project export folder. Once the project export folder is selected,
all the available project export (.csv/.csvs) files are listed under Available
section. The most recent export (.csv/.csvs) file is auto selected and is
listed under Selected section. There are options to move the export files
from Selected section to Available section and vice versa. Move the
required export files to Selected section. If the selected project export file
type is .csvs, project export file decryption key has to be provided in the
decryption key field (refer to Appendix D, System configuration export for
exporting system configuration files).

Figure 41. Freelance Input
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18. Engineering node IP: Scroll down the screen to enter the Engineering

client node IP, user credentials and click Add.

Drcostim iy

SO g Gt | @

Figure 42. Engineering node IP
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19.

If the 800xA system is configured with Melody Rack connect, the below

input screen for Melody Rack appears. Provide the below inputs and click

Continue to proceed (refer to Appendix D, System configuration export
for exporting system configuration files).

a. Melody Island Devices
Click the Browse button to select the Melody Island Devices Export
file

b. CSE_ConfFile
Click the Browse button to select the Current CSE_Conf File

c. Asset Export Folder
Click the Browse button to select the Asset Export Folder

d. Composer Melody node IP Address
Enter the IP Address of S+ Engineering Server, where Composer
Melody is installed.

e. UserName
Provide the Composer Melody node user name

f. Password
Provide the Composer Melody node password

W Comcuonor S— sosTes  ®

Heloty fack @)

Melody siand Devces.

CSE Conffle

Figure 43. Melody Rack
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20. If the 800xA system is configured with MOD 300 connect, the below input
screen for MOD 300 appears. Click the Browse button to select the latest
ATF file, taken from AdvaBuild engineering node. Click Continue to
proceed (refer to Appendix D, System configuration export for exporting

system configuration files).

ARB My Control System - Data Collector

B Colection bor # Contiuatn Wasrd

SI01Z35 Towt L]

o 3

Figure 44. MOD 300
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21.

If the 800xA system is configured with QCS connect, the below input
screen for QCS appears. Select the relevant QCS version in the QCS
Version drop-down list. The correct version should already have been
identified, if MCS-DC is running on a computer that has the QCS software
installed. Verify the identified QCS version.

Figure 45. Configuration Wizard
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22. Click on the Browse button to select the QCS folder where the latest
joconfig.xml files are stored. The joconfig.xml files will be available in the
projects directory of the QCS Connectivity Server, which is usually
“C:\Program Files (x86)\ABB Industrial IT\Quality Control
Solutions\Engineer IT\JOCONFIG \Projects”. There will be sub-directories
for the different builds that have been created on that QCS system. Select
the directory with the most recent build that has been deployed to build
the system. Once the folder is selected, all the available joconfig.xml files
will be listed under Available section. The files can be moved from the
Selected section to the Available section and vice versa. Move the required
files to the Selected section. Click Continue to proceed.

B Comemnt

Figure 46. Browse option to browse joconfig.xm/
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23. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

Figure 47. Configuration Wizard
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24. Progress bar is shown to indicate the scanning progress.

A My Cortr Sy Dk Cltar

i Cobectiontor 7 Contguration Wizssd soETes | @ i

Figure 48. Progress
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25.

Once the scanning is complete, all the available HMI and controller nodes
are listed. If the HMI nodes are fully accessible, it is shown as Yes in Full
Access field. If the nodes are not fully accessible, it is shown as No in Full
Access field. This may be due to issues such as invalid user credentials, IP
not reachable, network issues, etc. For not accessible nodes, possible
reasons for non-accessibility will be provided in the remarks field. User
can fix the issue and perform a re-scan. To do a re-scan, click on the Back
button and repeat the scan. There is an option to add new credentials by
clicking on the Add Credentials button. When a new credential is added,
failed nodes are re-scanned. To proceed with data collection, click on the
Continue button.

B Coectonior sowETet @ i

Mode Mestification el Access. PhcdessPl  PAddress#2  PAddess#) P Address#d  Remark
Node Admin Strac.

Figure 49. Node Details
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26. Collection screen appears and data collection is started. Data collection
progress is shown in the progress bar. During the data collection if the
user wants to cancel the data collection process, click on the Cancel
button.

ABRE Wy Control Symem - Dan Ga leceer

Sverll Bt Calleton Frograss @

st 000708 | cocacinas |

Figure 50. Data Collection

27. Node wise progress update is shown on the left pane. Below are the
available states based on the node status color code:

Grey: Indicates the data that is yet to be collected in the node.
Blue: Indicates that the data is currently getting collected in the node.
Green: Indicates the data that is successfully collected in the node.

Red: Indicates the data collection is failed in the node.
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28. Once the data collection is completed, the collection file is created and
stored under output folder (inside the MCS-DC folder). This file can be
viewed by clicking on the Click here for collection file button.

A
51 Collection for 7 Configuraton Wizard SIDTZIMG Test a i
=l 200KA 1510.0) Collection @

wirases  Sueoes

::::" :;: Current Node Dta Cellection Progress @)

Overall Data Callection Progress €@

EupseaTene 00:46:84

Cancel Calecton

sutuslog @

Tme

20200601 033057

20200601 032038

2020-08-01 032038 Ofher seices daia callection completed
20200801 032038 ther cevices data callection b staied
20200601 032098 0044 Fystem 4312 collsction complsted

Figure 51. View Collection
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29. When the user clicks the Click here for collection file button, the
collection file folder opens.

= | Output - o x ‘
I Home  Share  View L]

L, > ThisPC > Local Disk (C:) » Users > B0Oxaservice > Desktop > SPDC20(201911.06007) > Master Install > Output v O = put » I

Name Yate modified
# Quick access
SID12345_20191107_1312_800xA_ACBOOM_PLSC
m Desktop - S .
& Downloads o I
Documents

i = Pictures
Logs
Logs

= This PC

& Network

Figure 52. Collection Folder
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3.3.2 Basic mode data collection for Freelance

1.

Deploy MCS-DC in the hard drive (Operating System partition) of the node
from which data collection must be executed. MCS-DC can be launched
from any Freelance node.

Double-click the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure 53. MCS-DC tool runs the below checks on the launch node. If the
checks are passed, a Green tick mark is shown, click the Launch button to
proceed with data collection. If the checks fails, a Red cross mark is
shown, user has to fix the issue and launch the MCS-DC tool again.

My Control System - Data Collector

MCS-DC

.Net version check

User privilege check
Disk space check

MCS-DC launch drive check

e New collection Merging of data files

Close Launch

Figure 53. Launch Node Checks
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.NET Framework version check.

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC Tool is launched in the
user account with administrator privileges.

b) System drive launch check, MCS-DC tool should be launched only
from the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of 500MB should be
available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the Freelance system and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Basic Mode (default selection). Upon clicking on the Scan button,
validation of System ID and Collected by fields are executed. Tick mark
appears if validation succeeds and cross marks appear when validation
fails against respective fields. Correct the errors and click on the Scan
button to proceed further.

MCS-DC

i Please re-enter the password 0
System ID

SiD1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

AmmaARARRL ®

Re-enter password

n.uuunl ®

®) Basic Mode Advanced Mode

In the basic mode, MCS-DC will detect the system automatically. Basic mode is not supported for
S+ operations. 800xA and Freelance are supported. But 800xA with Harmony or Procontrol P13
controllers are not supported. Use advanced mode for these systems. Press the scan button to
continue

CLOSE SCAN

Figure 54. Login
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4. Clicking on the Scan button initiates system scan by MCS-DC which
results in identification of HMI, Controllers and System Version of that
Freelance system. Progress bar is shown to indicate the status of the
scanning.

B Colectontor » Wezard SDRMETer @ i

for Freelance....

Figure 55. Scan Progress
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After the scan is successfully completed, details of HMI, Controllers and

System Version are displayed.

B My Control System - Data Collector

§ Collection for # Configuration Wizard

Detected Systems @

HMI Freelance
Contrllers Freelance

Syster Version : v11.1

SID75490-syed @ i

Swich to Advanced Mode

Figure 56. Detected System
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6. Below are the supported controllers related to Freelance HMI:
— Freelance
7. Below are the supported data category options for Freelance HMI:
— Performance
— Lifecycle
8. Below are the supported data category options for Freelance Controller:
— Performance
- Lifecycle
9. Refer below, the required inputs for each system.

For procedure on exporting system configuration files, Refer Appendix D,
n System configuration export.

Freelance HMI:
—IP range (to scan and detect non-Freelance nodes)

— Admin user credentials to access all computer nodes. If the customer
project file type is .csvs, user has to provide the customer project
decryption key

- File location of customer project (.csv/.csvs file)
Freelance controller:

—File location of customer project (.csv/.csvs file). If the customer project
file type is .csvs, user has to provide the customer project decryption key

10. Clicking on the Continue button will take to Configuration wizard where
the user needs to provide necessary input parameters required for data
collection. The first input screen is Freelance File Input.

Users can switch the collection mode from basic to advanced, by clicking
'Switch to Advanced mode' button.
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11.

Click the Browse button to select the Freelance project export folder.
Once the project export folder is selected, all the available project export
(.csv/.csvs) files are listed under Available section. The most recent export
(.csv/.csvs) file is auto selected and is listed under Selected section. There
are options to move the export files from Selected section to Available
section and vice versa. Move the required export files to Selected section
and click on Continue to proceed. If the selected project export file type is
.csvs, project export file decryption key has to be provided in the
decryption key field (refer to Appendix D, System configuration export for
exporting system configuration files).

ey — somene  ®

Figure 57. IP Range Input
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12. All HMI and controller nodes will be detected by MCS-DC from the
.csv/.csvs file of the customer's project and their respective IP's will be
read automatically. Enter only the range of IP's related to other
computers, where MCS-DC needs to collect data. This is only an optional
input. If there are no IT assets, other than HMI and Controller nodes, user
can proceed without providing IP range.

ARB My Control System - Data Coliector

& Cobection for 7 Confguration Warard SIDNZHG Test @ i

1P Range Input. @

[ ] ]

Figure 58. IP Range Input
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13. Provide the IP range and click on Add button. User can provide multiple
ranges too. Larger the range of IP's, more time will be taken by MCS-DC to
complete the node scan. Hence, it is better to provide specific range
related to required computers.

ARB My Control System - Data Collector

somusTes  ® i

B Cobecton for 7 Contguration Wasid

1 Rangs Input. @

Figure 59. IP Range
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14.

If awrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove

button.

ABE My Control System - Data Collector

B Colecionter 7 Comvaurason nuses

IP Range Input @

Figure 60. Remove IP Option

15. Click on the Continue button to proceed. There is an option to go back to

the previous window in each step of the configuration.
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16.

Next input is user credential. Provide user name and password in the
format 'computer name\username'. Alternatively, select a user account
from the drop-down list that has the necessary privileges for data
collection. The required user privileges are outlined in Section 2.5,
Prerequisites. Click the Add button.

ARE My Control System - Data Collector - 8 x

i Cotectontor # Confguration Waard sousTen @

User Credentils @

Selected P Rangs

Figure 61. Freelance Folder
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17. There is option to remove the added credentials. To remove, select the

added credential and click on the Remove button.

ABE y Control System - Data Collector

b s Criseetiats

Figure 62. Remove Credentials

SIB1ZMA Tust
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18. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

e eewt sommy @

Figure 63. Configuration wizard

19. Click on the Continue button to proceed with the node scan.

2PAA120980 - 200



3 Data Collection Process
Basic mode data collection for Freelance

20.

Progress bar shows the scanning progress.

My Control System - Data Collectar

1 Colection for 7 Coefiguration Wizard SIDIZIS Tent & i

Figure 64. Scanning Progress
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21.

22.

Once the scan is complete, all the available HMI and Controller nodes get
listed. If the HMI nodes are fully accessible, it is indicated as Yes in the Full
Access field. If the nodes are not fully accessible, it is indicated as No in
the Full Access field. Possible reasons for non-accessible nodes could be
invalid user credentials, IP not reachable, network issues, etc. The remark
field shows the reasons for non-accessible nodes. User can fix the issue
and perform a rescan. To perform re-scan, click on the Back button and
repeat the scan. User can add new credentials by clicking on the Add
Credentials button. It allows user to re-scan the failed nodes with a new
credential. To proceed with the data collection, click on the Continue
button.

In the next step collection screen will appear and data collection gets
started. Data collection progress is shown in the progress bar. During the
data collection if the user wants to cancel the data collection process,
click on the Cancel button.
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23.

Node wise progress update is shown on the left pane. Below are the
available states based on the node status color code:

Grey: Indicates the data that is yet to be collected in the node.

Blue: Indicates that the data is currently getting collected in the node.

Green: Indicates the data is successfully collected in the node.

Red: Indicates the data collection is failed in the node.

rere— P Cotpasionion somsne  ®

- acanr W staiea
o ey Sumentisds Data Colastion Frogress
- v Swwcess

- acsama -

- acams s Guerall Daia Collucifon Pragrass

- scxnwes e

- ansgc st
Do G030

. EXER

Status Log

Figure 65. Scan Progress
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24. Once the data collection gets completed, the collection file is created and
stored under output folder (inside the MCS-DC folder). This file can be
viewed by clicking on the Click here for collection file button.

1 ot or 7 cempazmves somsne @ 1

[Frs— conseion @

P s Gurrent Nde Data Calection Prograss

Sucees ‘Oversll D Gallaction Progesss

s [ ]

[p——
e

Figure 66. Collection File
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25. After clicking on the Click here for collection file button, the collection file
folder will open.

{ )

E;l » Computer » Local Disk (C) » Users » Administrator » Desktop » SPDCZ0_20191021007 » MasterInstall » Output » - 6,' Search Output. o

File Edit View Tools Help
=~ 80 @

Organize v Includeinlibrary v Sharewith v Bum  Newfolder

i Favorites Name Date modified Type Size

I Desktop [0 SID12345 20191108 0919 Freelance Freelace PL L/E/01994LAM  WinZip File 169K8
1 Downloads

L Recent Places

4 Libraries

I [Z Documents I
&) Music
[ Pictures
B Videos

I ™ Computer :;\:i:‘:\s I

€ Network

, 1 item

Figure 67. Collection Folder
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3.4 Advanced Mode Data Collection

34.1 Advanced Mode Data Collection Process for 800xA HMI

1. Deploy MCS-DCin the hard drive (Operating System partition) of the node
from which data collection must be executed. Depending on the
HMI/Controller, MCS-DC launch nodes may vary. For 800xA HMI data
collection, the MCS-DC tool can be launched on any 800xA node.

Based on the controllers that must be collected, the suggested launch
node may vary:

«  800xA HMI with AC 800M controllers:
a) LCS: Any 800xA node
b) Performance: Any 800xA node
. 800xA HMI with AC 70, 110, 160 controllers:
a) LCS: Any 800xA node
. 800xA HMI with Freelance controllers:
a) LCS: Any 800xA node
b) Performance: Any 800xA node
«  800xA HMI with AC 410, 450, MP, SG 400 controllers:
a) LCS: Any 800xA node
b) Performance: Any 800xA node
«  800xA HMI with Melody Rack controllers:

a) LCS: Any 800xA node which is part of Onet network. Additionally
CSE_Config has to be synchronized in all the 800xA nodes

b) Performance: Any 800xA node which is part of Onet network.
Additionally CSE_Config has to be synchronized in all the 800xA
nodes

. 800xA HMI with Harmony controllers: If Harmony engineering node is
not part of 800xA node admin structure, HMI and controller data
must be collected separately and to be merged. Refer to Section 4.1,
Post Collection Procedure for more details.

a) LCS (For Harmony Rack modules): Node in which Composer
Harmony is installed (Harmony Composer project .ebp is present)
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b) LCS (For Symphony DIN): Any node which has HAPI installed and
reachable through control network (recommended Composer
Harmony node)

c) Performance (Controller): Any node which has HAPI installed and
reachable through control network (recommended Composer
Harmony node)

d) Performance\LCS (800xA) : Any 800xA node
. 800xA HMI with MOD 300 Controllers:

a) LCS: Any 800xA node
«  800xA HMI with Procontrol P13 controllers:

a) LCS: Any 800xA node
. 800xA HMI with QCS controllers:

a) LCS: Any 800xA node
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2. Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure 68. MCS-DC tool runs the below checks on the launch node. The
Green tick marks refer to successful checks, click on the Launch button to
proceed with data collection. If the check fails, a Red cross mark will
indicate the same. User must fix the issue and re-launch the MCS-DC tool.

My Control System - Data Collector

MCS-DC

Net version check

User privilege check
Disk space check

MCS-DC launch drive check

@ New collection Merging of data files

Close Launch

Figure 68. MCS-DC Launcher
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.NET Framework version check

.NET Framework version 1.1 or above is required to pass this check
and Launch MCS-DC 2.X version for data collection.

If the .NET Framework version is lower than 1.1, this check will fail and
user will be unable to launch MCS-DC 2.X version for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer to MCS-DC 1.9.x user manual for data collection
procedure.

Prerequisites check

Below prerequisites needs to be validated. User can proceed with
data collection only if these checks are passed.

a) User privileges check, checks if the MCS-DC Tool is launched in the
user account with administrator privileges.

b) System drive launch check, MCS-DC tool should be launched only
from the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of 500MB should be
available on the disk drive from which the MCS-DC is launched.
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Provide System ID of the 800xA system first, your full name in the
collected by filed next and set password in the provide password for
encryption field. This password will be used for encrypting collected data
and create system data file. Decryption of the collected data is possible
only at 3 places, namely, My Control System web, My Control System On-
premise and My Control System Portable. To use the system data file at
My Control System Portable, the user needs to enter the same password,
which is entered here, to decrypt the data. So, remember this password.
Once all the required inputs are provided, select Advanced Mode. Upon
clicking on the OK button, validation of System ID and Collected by fields
are executed. Tick mark appears if validation succeeds and cross marks
appear when validation fails for respective fields. Correct the errors and
click on the OK button to proceed further.

MCS-DC

i) Please re-enter the password
System ID = . e

SiD1224
Collected By
test

Provide password for encryption (Enter between 8-16 character)

- @

Re-enter password

uun-xxkul @&

® Basic Mode Advanced Mode

In the basic mode, MCS-DC will detect the system automatically. Basic mode is not supported for
S+ operalions. 800xA and Freelance are supported. But 800xA with Harmony or Procontrol P13
controllers are not supported. Use advanced mode for these systems. Press the scan button to
continue

CLOSE SCAN

Figure 69. User Credentials
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4. Inthe next step configuration screen will appear. User needs to select
applicable HMI/controllers and data category (like Performance, Life
cycle, etc.) on this screen. Supported HMIs are listed on the left half of the
screen. When a HMI selection changes, the related applicable controllers
appear on the right half of the screen. Default selection of HMI is 800xA.
To change the selection, click on the name of the HMI. Selected HMI is
highlighted in Blue.

5. Below are the supported controllers related to 800xA HMI on this release:
- ACS80OOM
- ACB800PEC
- ACT70,110, 160
. Freelance
- ACA410, 450, MP, SG 400
«  Melody Rack

. Harmony

. MOD 300
. Procontrol P13
. QCS

6. Below are the supported data category options for 800xA HMI:
. Performance
. Lifecycle
. Software

. Security (Cyber security)
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Below are the supported data category options for the controllers:

AC 800M:

a) Performance
b) Life cycle

AC 800PEC:

a) Life cycle

AC 70, 110, 160:
a) Life cycle
Freelance:

a) Performance

b) Life cycle

AC 410, 450, MP, SG 400:

a) Performance
b) Life cycle
Melody Rack:
a) Performance

b) Life cycle
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. Harmony:
a) Performance
b) Life cycle

. MOD300:
a) Life cycle

. Procontrol P13:
a) Life cycle

- QCs:

a) Life cycle

BBy Control System -Data Collector

A Configuratien SIDIZ345 1wt @
Hul System @ Controllers @)
" Sohun 5 "
oo | AC 0
Fruelance ACTL 110, 60
S Operstions Frolance
AC 0, 150, 7,
S 400
Melody Rack
10D 300
Harmony
Praconiol P13
acs

Figure 70. Data Collection
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8. Select the required data category for HMI and controller and then click on
the Continue button to proceed. Select Cyber Security option only when it
is needed as it will take significantly longer time for data collection. A
typical selection is shown in Figure 71. Please note, data collection for
AC800M controllers should only be done along with an HMI.

"l‘ === My Control System - Data Collector

£ Configuration SID35104-eete L] i

HMI System @) Controllers @

Performance Lifecycle Software Security Performance Lifecycle

Freelance AC B00PEC
S+ Operations AC 70, 110, 160

Non-ABB System

Figure 71. Controllers

9. Input configuration screen appears. The type of required inputs may vary
based the HMI, controller and data categories, selected in the previous
step. If user selects AC 800M and Advant Master (AC 410, 450, MP, SG
400) but do not select 800xA HMI, then no input is required and user can
skip this screen. After the data category selection, collection screen
appears.
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10.

Refer below for the required inputs of each system:

For the procedure on how to export system configuration files refer to
Appendix D, System configuration export.

. 800xA HMI:
IP range (to scan and detect non-800xA nodes) Admin user
credentials to access all computer nodes.

«  AC 800M controllers:
No input settings are needed for collecting performance and life cycle
data from AC800M controllers. However, controller crash files (logs)
will be collected from primary as well as redundant AC800M
connectivity server, for which, users can set the maximum size of the
collection file. Click on settings (the gear icon on the top right corner)
and select the tab AC800M. From drop down menu, select the
maximum size for the collection file. Crash file collection is enabled
by default with a maximum file size of 15MB. Crash file collection can
be disabled by unchecking the provided check box.

By default, ACBOOM controller data is collected by MCS-DC using
AfwOPCDASurrogate service. As this is a licensed service, if the
license is not present in the system, an error message will be
displayed in all HMI nodes. Alternatively, users may choose
ABB.AfwOpcDaServer service instead, by selecting the drop-down
menu shown below.

The collection of AC 800M lifecycle data from a system with a large
number of control structure objects (for e.g a large number of re-
dundant IO modules) may time out in certain rare cases. Users are
advised to uncheck the option 'Collect redundant devices' in such
cases and proceed with the collection process.
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AL Ee EB

FuEpEp  Settings

General Comi icati Collection Retry AC 300M

~| Collect AC 800M crash files

Crash file maximum size 15 v MB

OPCServers ABB AfwOpcDaSurrogate. 1 ~

~| Collect redundant devices (disable this in case of large number of devices on control structure)

Figure 72. AC 800M data collection settings

. AC 70, 110, 160 Controllers:
File location of customer project (.BAX file)

. Freelance Controllers:
File location of customer project (.csv/.csvs file). If the customer
project file type is .csvs, user has to provide the customer project
decryption key.

« ACA410, 450, MP, SG 400 Controllers:
Controller data collection happens in sequential manner, hence,
collection duration per controller needs to be set. See the screenshot
below. Minimum time interval that can be set between two controller
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collection is 2 minutes and maximum 30 minutes. Higher the
duration, more data samples will be available for further calculations.

ABB st
General Communication ACA0D
Collection Time: 30 ~ | minutes

Figure 73. Collection Time Interval

. Melody Rack Controllers:
Melody Island Devices
CSE_Conf File
Asset Export Folder
Composer Melody node IP Address
UserName
Password

*  Harmony Controllers: Refer to step 20 in this section for more de-
tails.
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. MOD300 controllers:
Latest ATF file from AdvaBuild engineering node

. Procontrol P13 controllers:
File location of the latest P13 source file (.CSV). Please note, in the
exported P13 Source file (.CSV), the text separator should be double
quotes () and the field separator should be comma (,). For more
details refer Appendix C
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. QCS controllers:

Latest config.xml files from QCS connectivity server
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11. Under 800xA HMI tab, IP range scan input: 800xA nodes that are already
part of Node Admin Structure of 800xA system will be detected by MCS-
DC. If there are any non-800xA computers that are connected to 800xA
system (for example Melody engineering node), user shall enter the IP
range of these computers. This is an optional input. If no IP range is
entered, then MCS-DC will collect only 800xA HMI nodes.

ABB  my Convol system - Dats Cotlector

uuuuuuuuuuuuuuuu

Figure 74. Inputs

Parallel data collection of client computers: Normally, data is collected serially
one computer node at a time in order to reduce the network load. It is,
however, possible to collect data simultaneously from multiple client
computers to save time. This may, however, result in an increase in the total
load on the system, which may impair its performance. Due to this, parallel
collection is not recommended during critical plant operations. To execute
parallel collection, enable the check box "Enable parallel collection of client
nodes”. Note that this is an optional setting.

Parallel data collection is not applicable to server nodes. When the check box is
enabled, server nodes will be collected sequentially, followed by client nodes in
parallel. At most 5 client nodes data will be collected simultaneously.
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Parallel collection for 800xA clients will not work if the installed Operating
System is Server Operating System.

12. There are several reachability checks are performed during scan. They
include but limited to, Ping, Network file copy, WCF communication check,
etc. Normally these checks should take only a couple of minutes. However,
for slower computers or computers with some performance issues, these
may take more time. In some cases, reachability checks may hang if there
is no response from OS API calls of the remote computer. So, this time out
configuration will help data collector, not to wait for completing the
reachability checks, indefinitely. Choose the value wisely as per the
system performance levels. For slower systems increase the timeout

value. If you are not sure, the default value of 3 minutes should work for
most systems.

Scannod P Range

Figure 75. Timeout for node reachability check
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13.

14.

15.

16.

Provide the IP range and click on Add button. User can provide multiple
ranges. If the IP range is large, MCS-DC will complete the node scanning in
significantly more time. Hence, it is better to provide specific range
related to required computers.

In case an incorrect IP range is added, there is an option to remove it:
select the incorrect IP range by clicking on it and then select the Remove
button.

Next input is User Credentials. Provide the Username and Password of an
Administrator that can access to all the nodes part of data collection. For
nodes in Domain network, the username must be provided in the format
of “domain name \ username”.

There is an option to remove the added credentials. To remove, select the
added credential and click on the Remove button.
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17. Click on Continue button to provide input for AC 70, 110, 160 controllers
data collection, this tab will appear only if AC 70, 110, 160 is selected for
data collection in the previous steps. Click on the Browse button to select
the AC 70, 110, 160 project export folder. After selecting the project export
folder, find all the available project export (.BAX) files listed under the
Available section. The most recent export (.BAX) file will be auto selected
and listed under Selected section. There are options to move the export
files from Selected section to Available section and vice versa. Move the
required export files to Selected section (refer to Appendix D, System
configuration export for exporting system configuration files).
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Figure 76. Browse Project Export Folder
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18.

10.

If Freelance Controller category is selected in Step 8, click the Browse
button to select the Freelance project export folder. Once the project

export folder is selected, all the available project export (.csv/.csvs) files
are listed under Available section. The most recent export (.csv/.csvs) file
is auto selected and is listed under Selected section. There are options to
move the export files from Selected section to Available section and vice
versa. Move the required export files to Selected section. If the selected
project export file type is .csvs, project export file decryption key has to

be provided in the decryption key field (refer to Appendix D, System
configuration export for exporting system configuration files).

Inputs.
A b ac Fraslsnce . "
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Figure 77. Select the Freelance project export folder

Engineering node IP: Scroll down the screen to enter the Engineering
client node IP and the user credentials and click Add.
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20. Harmony controllers Performance Input: If Harmony Controller category is
selected in Step 8, click on Harmony tab to provide input for Harmony
controllers data collection, Provide the below inputs to proceed with
Harmony data collection. There are two panes in Harmony input page.

TopoonsSean @

Lestna @

Figure 78. Harmony Rack

General

a) Controller Type: INFI-NET and PN80O control network types are
supported for 800xA with Harmony data collection.

b) Logical ICI: Provide the ICI number configured by Harmony System
Configuration Utility (hSysCfgU.exe) for connecting into control
network.

c) ICl Type: This selection will be done automatically based on Control
Network Type selection.

d) HAPI Licensed To: Keep the default input S+ Engineering, unless it
is different.

e) HAPI Request (ms): This interval, is the rate at which MCS-DC raise
requests to the connected DCS System, in milliseconds and it is the
minimum time interval between two consecutive requests to HAPI.

Default value is 250 milliseconds. Higher value will decrease the load
on control network. Keep the default input.
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21.

22.

. f) Traverse across IEB: If IEB bridge is present in the network, MCS-
DC can traverse through it and collect data from PN80O network. In
this case, user needs to enable the check box and provide the IPT
bridge module IP address.

In order to traverse the IEB bridge, a minimum CAPI version of
5.1.0.12 must be used.

« IP Scan Range - This input is applicable only if PN800 network type is
selected. Provide the required Symphony DIN Controller IP range or IP
of ENM module. Data collection will be done only modules which IP
address falls within the specified scan range.

«  Topology Scan
a) Scan All loops:
Check this Check Box to scan all loops

b) Loops: To Scan the specific loops, provide the loop numbers
separated with comma (Example: 1, 5, 6)

c) Topology File: Provide Name of Harmony topology scan file
. Data Collection

Data Collection Duration (min): It is recommended to keep the
default input. Please note that the minimum data collection duration
which can be set is 6 minutes.

Time Interval Between Samples (sec): It is recommended to keep the
default input. Please note that the minimum time interval duration
which can be set is 30 seconds.

Samples: Samples are auto calculated based on the formula Samples
= Data Collection Duration*60 / Time Interval Between Samples.
Please note that the minimum Samples which can be configured is 10.
If a correct value is configured for Data Collection Duration (min) and
Time Interval.

Near Samples field, a Green tick mark will appear. If wrong values are
configured, a Red cross mark will appear.

Harmony controllers Performance Input, IP Scan Range: This input is
applicable only if VPNI ICI Type is selected. Provide the required
Symphony DIN Controller IP range or IP of ENM module. Data collection
will be done only for the Controllers for which the IP address is entered
here.

If a wrong IP range is added, there is an option to remove that. To remove
incorrectly given IP range, select the IP range by clicking on it and then
click on the Remove button.
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23. Harmony INFI-NET network controller LCS Input data file: If the user
already has a valid LCS input data file (.csv), click Browse button to select
the file.

rssga sean @

Figure 79. Harmony Rack
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24.

INFI-NET network controllers LCS Input data file: For generating a new
LCS Input data file, make sure that MCS-DC tool is launched in the S+
engineering node. Click on Launch LCS Parser button and follow the

below procedure.
a. Click on Open Project button.

& s mes
Fae About
Open piecs | —

Figure 80. Open Project
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b. Browse and select the required project (.ebp) file, click Open.
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Figure 81. Open option
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The following window appears with a progress bar as highlighted in
Figure, which indicates that the data collection process is in
progress. Once the data collection process is completed. Click on
Export as CSV button to generate a new LCS Input data file and save
the file in PC.

NOTE: The data collection process may take some time based on the
size of the project.
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Figure 82. Export as CSV

d. A popup appears as a confirmation that the .csv file is exported

e.

successfully. Click OK.

Click on the to Browse button to select the exported .csv file.
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25. Click on Continue button to provide input for Melody Rack Controllers
data collection; this tab appears only if Melody Rack data collection has
been selected. Provide the below inputs to proceed with Melody Rack
data collection (refer to Appendix D, System configuration export for
exporting system configuration files).

B0eA MM Perindic Collertinn

Melooy Inpurs @

ty Gontrol System - Dats Collector

ACTO, 110,160 Frovlance  MelodyRack  MODWO  Hewomy  Praconial P13

Figure 83. Melody Rack Tab

a.

Melody Island Devices

Click the Browse button to select the Melody Island DevicesExport
file.

CSE_Conf File
Click the Browse button to select the Current CSE_Conf File.

Asset Export Folder
Click the Browse button to select the Asset Export Folder.

Composer Melody node IP Address
Enter the IP Address of S+ Engineering Server, where Composer
Melody is installed.
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e. Username
Provide the Composer Melody node user name.

f.  Password
Provide the Composer Melody node server password

26. If MOD 300 Controller category is selected in Step 8, click on MOD 300 tab
to provide input for MOD 300 controllers data collection. Click the Browse

button to select the latest ATF file, taken from AdvaBuild engineering
node. Click Continue to proceed (refer to Appendix D, System
configuration export for exporting system configuration files).
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Figure 84. MOD300
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27.

If Procontrol P13 Controller category is selected in Step 8, click on
Procontrol P13 tab to provide input for Procontrol P13 controllers data
collection. Click on Browse button to select the latest P13 source file
(.CSV), taken from P13 engineering node.

Inputs
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Figure 85. P13 Source File
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28. Click Parse button. Contents of the P13 source file (.CSV) is displayed.

ABE My control System - Data Collector
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Figure 86. Parse Button
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For all the blank entries, select the exact module type and version
from the drop down box and click OK, if there are any blank entries
while clicking OK, an error is thrown saying “The below devices are
not having the mapping name”. Select the exact module type and
version to proceed further.

My Control System - Data Collector
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Figure 87. Mapped Product Short Name

b.

If any modification is required, click Edit, to modify the parsed file.
Click Continue to proceed.
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29. If QCS Controller category is selected in Step 8, click on the Browse
button to select the QCS folder where the latest joconfig.xml files are

stored. The joconfig.xml files will be available in the projects directory of
the QCS Connectivity Server, which is usually “C:\Program Files (x86)\ABB
Industrial IT\Quality Control Solutions\Engineer IT\JOCONFIG \Projects”.

There will be sub-directories for the different builds that have been
created on that QCS system. Select the directory with the most recent
build that has been deployed to build the system. Once the folder is

selected, all the available joconfig.xml files will be listed under Available
section. The files can be moved from the Selected section to the Available

section and vice versa. Move the required files to the Selected section.

Click Continue to proceed..

Inputs
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Figure 88. Select QCS version
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30. Click the Browse button to select the and load the joconfig.xml of the
correct build from the joconfig project directory. The latest joconfig.xml
file will be available in the projects directory of the QCS Connectivity
Server, which is usually “C:\Program Files (x86)\ABB Industrial IT\Quality
Control Solutions\Engineer IT\JOCONFIG\Projects”. There will the sub
directories for the different builds that have been created on that QCS
system. Select the directory with the most current build that has been
deployed to build the system and browse to the joconfig.xml file in there.
Click Continue to proceed.
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31.

32.
33.

Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note that this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

ABB ¥y Control System - Data Collectar

® corom ion ST Sy D

Mlecton | ACTI L0 Freclsnce | MolodyRack  MODJWD  Nermory  Procombol P11 OCS  Prorequisitos Chack

Figure 89. Prerequisites Check

Click on the Continue button to proceed to collection screen.

Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress

bar and status message area. The middle part contains table for listing

the list of HMI nodes and controllers that are part of data collection

process and their respective status related to Scan, Agent Deployment

and Data collection operations. The bottom section contains the log
messages.
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34. When the collection screen first appears, only Scan button is enabled.

Click on the Scan button to scan the available/reachable nodes for data
collection.

ABB vy corvotsystem-0ua cotector

s Tes | @ i
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Figure 90. Scan the Nodes
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35.

Progress bar shows the progress of scanning.
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Figure 91. Scan Progress
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36.

37.

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown in this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

Figure 92. Data Collection Progress

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.
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38.

Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by choosing only few
HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.
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Figure 93. Select Required Nodes
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39. User has an option to customize the Data collection nodes for
Performance, Lifecycle, Security and Software data collection. To
customize click on the Customize button. All accessible HMI and
controller nodes are shown in the list. By default, all accessible HMI and
controller nodes will be selected. User can de-select the nodes that are
not desired to be collected by un-checking the respective check boxes
against the node names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button will
reset the customization configuration. Please note, that controller
customization is not available for this release.

Figure 94. Deploy Agents
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40. Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button to
reset the customization configuration. Data categories customization is
applicable only for HMI nodes, it is not applicable for controllers.

Figure 95. Data Categories Selection
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41. Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Devices Device Type Scan Suatus Agert Doployment Siatus Colection S Remarks
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Figure 96. Deployment Status
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42. Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will get enabled. Click on the
Start Collection button to start the data collection.
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Figure 97. Collection Progress
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43. Data collection progress can be seen on the progress bar and on the

Collection Status column.
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Figure 98.

Collection File
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44. Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains the hardware tree
information and the bottom part contains the collection statistics.

ARE My Control Sysfem - Data Collactor
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Figure 99. Collection File Path

45. Collection file will be created automatically once the collection is
completed. Once the collection file is created, its file path appears on the
screen. The collection file can be viewed by clicking on the file path.

46. Click on the New collection button to get back the Configuration screen
and start a new collection. Clicking on the Exit button to close the MCS-
DC application.
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ABEB  wycontrol System - Data Collector

# Confguration

‘Configure inputs and click on “Continue" buton

Inputs.
BOXAHMI  ESXi  Periodic Collection  Prorequisites Chock
P Range Scon @ NowUsor redentials @)
UserName (i the format domain nameu ctmams for Gomain e om)
Strip aaaress
Passwors

EngIP address

Scanned IP Range

User Credentials for Full Access.

SID35104-Eete @

Figure 100. Parallel data collection from client nodes
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3.4.2 Advanced Mode Data Collection Process for Freelance HMI

1.

Deploy MCS-DC in the hard drive (Operating System partition) of the node

from which data collection must be executed. MCS-DC can be launched

from any Freelance node.

Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure 101. MCS-DC tool runs the below checks on the launch node. If the

check is passed, a Green tick mark is shown, click the Launch button to

proceed for data collection. If the check fails, a Red cross mark is shown,

user has to fix the issue and launch the MCS-DC tool again.

MCS-DC

1)Please re-enter the password
System ID

SiD1234
Collected By

test

Provide password for encryption (Enter between 8-16 character)

----------

e Basic Mode Advanced Mode

In the basic mode, MCS-DC will detect the system automatically. Basic mode is not supported for
S+ operations. 800xA and Freelance are supported. But 800xA with Harmony or Procontrol P13
controllers are not supported. Use advanced mode for these systems. Press the scan button to
continue:

CLOSE SCAN

Figure 101. MCS-DC Launcher
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.NET Framework version check

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC Tool is launched in the
user account with administrator privileges.

b) System drive launch check, MCS-DC tool should be launched only
from the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of 500MB should be
available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the Freelance system and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Advanced Mode. Upon clicking on the OK button, validation of System ID
and Collected by fields are executed. Tick mark appears if validation
succeeds and cross marks appear when validation fails against respective
fields. Correct the errors and click on the OK button to proceed further.

MCS-DC

System 1D 0

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

Re-enter password

Basic Mode #) Advanced Mode

In the advanced mode, MCS-DC will not detect the system automatically. User must select the
HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK
button to continue

CLOSE OK

Figure 102. Login
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4. Configuration screen appears. User needs to select applicable
HMI/controllers and data category (like Performance, Life cycle, etc.) on
this screen. Supported HMIs are listed on the left half of the screen. When
a HMl selection changes, the related applicable controllers appear on the
right half of the screen. Default selection of HMI is 800xA. To change the
selection, click on the name of the HMI. Selected HMI is highlighted in
Blue.

5. Supported controllers for Freelance HMI:
. Freelance
6. Supported data categories for Freelance HMI:
. Performance
« Lifecycle
. Security
7. Supported data categories for Freelance Controller:
. Performance
. Lifecycle

8. Select the required data categories and then press Continue to proceed.
A typical selection is shown below:

& iguration & Collection SID35104-eete @ i

800xA Freelance

S+ Operations

Non-ABB System

Figure 103. HMI
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9. Input configuration screen appears. The type of required inputs may vary
based on the HMI, controller and data categories, selected on the
previous step.

10. Refer below the required inputs for each system.

For the procedure on how to export system configuration files
n refer to Appendix D, System configuration export.

Freelance HMI:
« IPrange (to scan and detect non-Freelance nodes, optional)

«  Admin user credentials to access all computer nodes. If the customer
project file type is .csvs, user has to provide the customer project
decryption key

. File location of customer project (.csv/.csvs file)
Freelance controller:

. File location of customer project (.csv/.csvs file). If the customer
project file type is .csvs, user has to provide the customer project
decryption key
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11.

Click the Browse button to select the Freelance project export folder.
Once the project export folder is selected, all the available project export
(.csv/.csvs) files are listed under Available section. The most recent export
(.csv/.csvs) file is auto selected and is listed under Selected section. There
are options to move the export files from Selected section to Available
section and vice versa. Move the required export files to Selected section.
If the selected project export file type is .csvs, project export file
decryption key has to be provided in the decryption key field (refer to
Appendix D, System configuration export for exporting system
configuration files).

ADB  service Products Data Collector

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

12.

Figure 104. Project Folder

IP Range: Freelance nodes that are part of the .csv/.csvs file from the
project are detected automatically by the Data Collector, so these must
not be entered. However, if there are any computers that are connected to
the Freelance system that you want to be part of data collection, this is
where their IP addresses must be entered, so this is an optional input. If
nothing is entered, Data Collector will collect only Freelance nodes.
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13. Enter the IP range and select the Add button; it is possible to enter
multiple IP ranges, if needed. The greater the range, the more time it will
take to complete the node scan, so be careful here and enter only the
ranges that are strictly necessary.

Figure 105. HMI Nodes
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14.

15.

16.

17.

If an incorrect range is added, it can be removed: just select it and then
select the Remove button.

Next input is user Credentials. Provide user name and password of
administrative user to access all the HMI nodes for data collection. Click
on the Add button. Please note, for nodes in domain network, username
should be provided in the format of “PC Name\User”. User Credentials
must have administrator privileges in order to be able to access to all the
nodes part of the Freelance system.

If incorrect credentials are added, they can be removed: just select these
and then select the Remove button.

The last step it to acknowledge that all the prerequisites for data
collection have been verified and are as expected. To do this, select the
Prerequisites tab and confirm each of these individually. Please note that
this is just a manual acknowledgment that all the prerequisites as listed in
Section 2, Prerequisites of this User Manual have been met. If the up to
the user to have implemented these in all the computers part of data
collection. For this, click the tab Prerequisites and confirm each
prerequisites by checking the check box against them. Please note, this is
only an acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

P 1 e s P et
S 0 e o,

Figure 106. Prerequisites
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18.
19.

20.

21.
22.

Click on the Continue button to proceed to collection screen.

Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table for listing
the list of HMI nodes and controllers that are part of data collection
process and their respective status related to Scan, Agent deployment
and Data collection operations. The bottom section contains the log
messages.

When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data
collection.

@ Cofguaien @ Colecton somsTn @ i

Figure 107. Scanning the Nodes

Progress bar shows the progress of scanning.

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point, then the status is “Not
applicable” in Grey.

2PAA120980 - 200

153



3 Data Collection Process
Advanced Mode Data Collection Process for Freelance HMI

23. The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.
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24. Once the scan completes, all the available nodes are listed. If the HMI
nodes are accessible, it is shown as Success in Scan status field, if the
nodes are not accessible, it is shown as Failed in Scan status field, this
may be due to issues such as Network unreliable, IP not reachable,

privileges issue over network, User rights not matching etc. If a node scan

fails, a message appears on the user interface prompting the user to

either rescan (partially or fully) or proceed with agent deployment. Users
may fix the issue and repeat the scan, click the Scan button to repeat the

scan.
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25. User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to customize click on
Customize button. All accessible HMI and controller nodes are listed. By
default, all accessible HMI and controller nodes will be selected. User shall
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
configuration. Please note, that controller customization is not available
for this release.

8 Cark L OISR T
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Figure 109. Customize Option
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26. Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Clicking on the OK button will save the customization
configuration and close the customize window. Clicking on the Reset
button will reset the customization configuration. Data categories
customization is applicable only for HMI nodes, it is not applicable for
controllers.

SIDTZHS Tost e i

Figure 110. Select the Nodes
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27. Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.
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Figure 111. Deploy Agents
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28. Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will be enabled. Click on the

Start Collection button to start the data collection.
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Figure 112. Agent Deployment Status
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29. Data collection progress can be seen on the progress bar and on the
Collection Status column.

ABB My Cariral Symiam - Data Colhctor

@ e @ G [r—

Figure 113. Data Collection Progress
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30. Once the data collection is completed, result screen appears. Result
screen contains three parts. The top part contains the command buttons
for various user actions. The middle part the hardware tree information.
The bottom part contains the collection statistics.

Figure 114. Collection File Path

31. Collection file will be created automatically once the collection is
completed. Once the collection file is created, its file path appears on the
screen. The collection file can be viewed by clicking on the file path.

32. Click on the Start New collection button to get back the Configuration
screen and start with a new collection. Click on the Exit button to close
the MCS-DC application.
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343 Advanced mode data collection for S+ Operations with
Harmony Controllers

1. Deploy MCS-DC in the hard drive (Operating System partition) of the node
from which data collection must be executed.

Depending on the HMI/Controller, MCS-DC launch nodes may vary. For S+
Operations HMI data collection, the MCS-DC tool can be launched on any
S+ Operations node, or on any engineering/client nodes which is
connected in the same network as S+ Operations nodes.

. For S+ Operations HMI with Harmony Controllers, following nodes
shall be used for data collection.

a) Performance and Lifecycle data: S+ Control Engineering node
(Composer Harmony is present)

b) Performance data only: Recommended on S+ Control Engineering
node or any node from where control network is reachable.
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2. Double-click on the MCS-DC_Launcher.exe, to launch the tool. The initial
screen appears as shown below. MCS-DC tool runs some preliminary
checks on the launch node. If the checks are passed, a Green tick mark is
shown, click the Launch button to proceed for data collection. If the
checks fails, a Red Cross mark is shown. What is missing, or exists but in
an incorrect version, must be installed before launching the tool again. If
there is not enough disk space, remove some old or temporary files in
order to make space.

My Control System - Data Collector

MCS-DC

Net version check

User privilege check

Disk space check

MCS-DC launch drive check

@ New collection Merging of data files

Close Launch

Figure 115. MCS-DC Launcher
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.NET Framework version check.

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC can be launched for data collection.

If the .NET Framework version is lower than 1.1 the check fails, as
MCS-DC can't be launched.

Prerequisites check.

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC Tool is launched in the
user account with administrator privileges.

b) System drive launch check, MCS-DC tool must be launched from
the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of 500MB must be
available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the S+ Operations HMI and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Advanced Mode. Upon clicking on the OK button, validation of System ID
and Collected by fields is executed. Tick mark appears if validation
succeeds and cross marks appear when validation fails against respective
fields. Correct the errors and click on the OK button to proceed further.

MCS-DC

System 1D 0

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

arkrnnnzan ®
Re-enter password

ArrmERRARL ®

Basic Mode ® Advanced Mode

In the advanced mode, MCS-DC will not detect the system automatically. User must select the
HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK
button to continue.

CLOSE OK

Figure 116. System credentials For Advanced Mode
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4. Configuration screen appears. Click S+ Operations On the left pane and
select the check box for the required data category (Performance, Life
Cycle, Security). If Security is selected, data collection for each node will
take some extra time. Security data can be collected only for S+
Operations version 2.1 or higher. Similarly, Select Harmony on the right
pane and select the check box for the required data category
(Performance, Life Cycle). Click Continue. Figure 117

Default selection of HMI is 800xA. To change the selection,
click on the name of the HMI. Selected HMI is highlighted in

Blue.
If S+ Operations HMI is selected, along with it only one

Controller category can be selected at a time for data
collection.

ABE  wycontol System - Data Callector
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Figure 117. S+ Operations with Harmony

5. Input configuration screen appears.
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6. Under S+ Operations HMI tab, IP range scan input: Enter IP range of all the
nodes for which data collection has to be done. Data collection will be
done only for the nodes for which the IP address is entered here.

@ Contaunson

Harmeny

Figure 118. IP Range Scan

2PAA120980 - 200

167



3 Data Collection Process
Advanced mode data collection for S+ Operations with Harmony Controllers

7. Provide the IP range and click on Add button. User can provide multiple
ranges.

Amem S =
ABE My Control System - Data Colestor

& Comguisen

Figure 119. ADD IP Range

8. Ifawrong IP range is added, there is an option to remove it. To remove,
select the added IP range by clicking on it and then select Remove.
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qqqqq

Harmony INFI-NET Controllers Performance Input: Click on Harmony tab
to provide input for Harmony controllers data collection. User has option
to select INFI-NET or PN800 control network. Provide the below inputs to
proceed with INFI-NET controller data collection.

Figure 120. Harmony Rack Tab

. General
a) Controller Type: Select INFI-NET as control network type.

b) Logical ICI: Provide the ICl number configured by Harmony System
Configuration Utility (hSysCfgU.exe) for connecting into control
network.

) ICI Type: This selection will be done automatically based on Control
Network Type selection.

d) HAPI Licensed To: Keep the default input S+ Engineering, unless it is
different.

e) HAPI Request (ms): This interval, is the rate at which MCS-DC raise
requests to the connected DCS System, in milliseconds and it is the
minimum time interval between two consecutive requests to HAPI.
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Default value is 250 milliseconds. Higher value will decrease the load
on control network. Keep the default input.

f) Traverse across IEB: If IEB bridge is present in the network, MCS-DC
can traverse through it and collect data from PN80O network. In this
case, user needs to enable the check box and provide the IPT bridge
module IP address.

In order to traverse the IEB bridge, a minimum CAPI version of
5.1.0.12 must be used.

IP Scan Range- This input is applicable only if VPNI/PNI80O ICI Type is
selected. Provide the required Controller IP range, Data collection will
be done only for the Controllers for which the IP address is entered
here.

Topology Scan
a) Scan All loops:
Check this Check Box to scan all loops

b) Loops: To Scan the specific loops, provide the loop numbers
separated with comma (Example: 1, 5, 6). It is must to mention the
loop number connected to ICI.

c) Topology File: Provide Name of Harmony Rack topology scan file
Data Collection

Data Collection Duration (min): It is recommended to keep the
default input. Please note that the minimum data collection duration
which can be set is 6 minutes.

Time Interval Between Samples (sec): It is recommended to keep the
default input. Please note that the minimum time interval duration
which can be set is 30 Seconds.

Samples: Samples are auto calculated based on the formula Samples
= Data Collection Duration*60 / Time Interval Between Samples.
Please note that the minimum Samples which can be configured is 10.
If a correct value is configured for Data Collection Duration (min) and
Time Interval.

Near Samples field, a Green tick mark will appear. If wrong values are
entered, a Red cross mark will appear.
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10. LCS data collection input: If the user already has a valid LCS input data file
(.csv), skip this step and proceed to Step 11. For generating a new LCS
Input data file, make sure that MCS-DC tool is launched in the Harmony
Rack engineering node. In the harmony Rack inputs page, click on Launch
LCS Parser button and follow the below procedure.

a. Click on Open Project button.

| T
e About
Open Project |

Figure 121. Open project

b. Browse and select the required project (.ebp) file, click Open.
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The following window appears with a progress bar as highlighted in
Figure 122, which indicates that the data collection process is in
progress. Once the data collection process is completed. Click on
Export as CSV button to generate a new LCS Input data file and save
the file in PC.

NOTE: The data collection process may take some time based on the
size of the project.
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Figure 122. Export .CSV File

d.

A popup appears as a confirmation that the .csv file is exported
successfully. Click OK.
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11. Click Browse button to select the .csv file generated in the previous step.

ABB 1y Conirol Systam - Data Collector

Figure 123. Harmony Rack Input Data File

12. Include Edited Module: If modules in the CSV file is to be manually edited
to match with physical setup, this check box shall be checked. Also, it is
possible to include certain hardware modules in the report for which data
cannot be electronically read, if this check box is checked.

This check box applicable for Harmony Rack module and when both
performance and LCS data is collected.
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13.

PN800 Network Controller Performance Collection Input: Click on
Harmony tab to provide input for Harmony controller data collection.
User has option to select INFI-NET or PN80O0 control network. Provide the
below inputs to proceed with PN800 network data collection.

ystem - Data Collector

Figure 124. Harmony Rack

Input a to c is applicable for PN800 network modules performance data
collection. Input a to d is applicable for PN800 network modules LCS data
collection.

a. General:
1) Controller Type: PN80O control network type.

2) Logical ICI: Provide the ICI number configured by Harmony System
Configuration Utility (hSysCfgU.exe) for connecting into control
network.

3) HAPI Licensed To: Keep the default input S+ Engineering, unless it
is different.

4) HAPI Request (ms): This interval, is the rate at which MCS-DC raise
requests to the connected DCS System, in milliseconds and it is the
minimum time interval between two consecutive requests to HAPI.
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Default value is 250 milliseconds. Higher value will decrease the load
on control network. Keep the default input.

5) ICI Type: This selection will be done automatically based on Control
Network Type selection. For PN800, VPNI/PNI80O0 will be selected.

IP Scan Range - Provide the required Controller IP range, Data
collection will be done only for the Controllers for which the IP
address is entered here. Note that PNI8S800 module IP address must
be included in the IP Scan Range, in order to make it part of the
collection.

Topology Scan:
1) Scan All loops: Check this Check Box to scan all loops.

2) Loops: To Scan the specific loops, provide the loop numbers
separated with comma (Example: 1, 5, 6). It is must to mention the
loop number connected to ICI.

3) Topology File: Provide Name of Harmony Rack topology scan file.
Data Collection:

1) Data Collection Duration (min): It is recommended to keep the
default input. Please note that the minimum data collection duration
which can be set is 6 minutes.

2) Time Interval Between Samples (sec): It is recommended to keep
the default input. Please note that the minimum time interval
duration which can be set is 30 Seconds.

3) Samples: Samples are auto calculated based on the formula
Samples = Data Collection Duration*60 / Time Interval Between
Samples.

Please note that the minimum Samples which can be configured is 10.
If a correct value is configured for Data Collection Duration (min) and
Time Interval.

Near Samples field, a Green tick mark will appear. If wrong values are
configured, a Red cross mark will appear.
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14. Symphony Din and ENM controller Input, IP Scan Range: Provide the
required Controller IP range and click on Add. User can provide multiple IP
ranges. Data collection will be done only for the Controllers within the IP
Address range that has been entered.

15. If awrong IP range is added, there is an option to remove that. To remove
a wrong IP range, select the IP range by clicking on it and then click on the
Remove button. Click Continue to proceed.
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16. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, collection are
met. For this, select the Prerequisites tab and confirm each of these by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

SIDII04 Test & i

BRI

Figure 125. Prerequisite Check

17. Click on the Continue button to proceed to collection screen.
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18. Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table to list the
list of HMI nodes and controllers, that are part of data collection process
and their respective status related to Scan, Agent Deployment and Data
collection operations. The bottom section contains the log messages.

Figure 126. Data Collection Screen

19. When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data
collection.
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20.

21.

22.

Progress bar shows the progress of scanning.

Figure 127. Scan Progress

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.
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23. Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by selecting required
HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.

Figure 128. Scan Status
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24. User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to Customize click on the
Customize button. All accessible HMI and controller nodes are listed. All
accessible HMI and controller nodes will be selected by default. User can
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes, against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
configuration. Please note, that controller customization is not available
for this release.
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Figure 129. Node Selection
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25. Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories, that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button if
you wish to reset the customization configuration. Data categories
customization is applicable only for HMI nodes, it is not applicable for
controllers.

szt @

Figure 130. Data Category Selection
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26.

27.

28.

29.

Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Figure 131. Start Collection

Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button is enabled. Click on the Start
Collection button to start the data collection.

Data collection progress can be seen on the progress bar and on the
Collection Status column.

Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains information about the
hardware tree and the bottom part contains the collection statistics.
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30. Collection file is created automatically once the collection is completed.
The collection file is created, and its file path appears on the screen. The
collection file can be viewed by clicking on the file path.

AARE  Service Products Data Collector

& Configuration SID35104-dhanraj & i

HMI System @ Controllers @

Perfammance Lifecycle Software Security Perfarmance Lifecycle

800xA Harmony 2 V]

Freelance

S+ Operations v v v

Melody Rack
AC 600

Procontrol P13

Figure 132. Collection File Path

31. Click on the New collection button to get back the Configuration screen
and start with a new collection. Select the Exit button to close MCS-DC.
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344 Advanced mode data collection for S+ Operations with Melody
Controllers

1.

Copy the downloaded files of MCS-DC into the local disk (hard disk drive
partition for Operating System) of a desired System S+ Operations node.
Unzip the downloaded MCS-DC package. Depending on the
HMI/Controller, MCS-DC launch nodes may vary. For S+ Operations with
Melody Controllers, Melody Rack engineering node or any S+ Operations
node which is part of Onet network and S+ Operations network, shall be
used. Additionally CSE_Config file has to be synchronized in the node.

Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure. MCS-DC tool runs the below checks on the launch node. If the
check is passed, a Green tick mark is shown, click the Launch button to
proceed for data collection. If the check fails, a Red Cross mark is shown,
user has to fix the issue and launch the MCS-DC tool again.

My Control System - Data Collector

MCS-DC

Net version check
User privilege check
Disk space check

MCS-DC launch drive check

@ New collection Merging of data files

Close Launch

Figure 133. MCS-DC Launcher

. .NET Framework version check.
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If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check.

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC Tool is launched in the
user account with administrator privileges.

b) System drive launch check, MCS-DC tool must be launched only
from the local disk drive of the launch node.

¢) Required Disk Space Check, Free disk space of at least 500MB must
be available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the S+ Operations HMI and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Advanced Mode. Upon clicking on the OK button, validation of System ID
and Collected by fields are executed. Tick mark appears if validation
succeeds and cross marks appear when validation fails against respective
fields. Correct the errors and click on the OK button to proceed further.

MCS-DC

System 1D 0

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

Re-enter password

Basic Mode #) Advanced Mode

In the advanced mode, MCS-DC will not detect the system automatically. User must select the
HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK
button to continue

CLOSE OK

Figure 134. System credentials for Advanced Mode
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4. Configuration screen appears. Click S+ Operations On the left pane and
select the check box for the required data category (Performance, Life
Cycle). Similarly, Select Harmony on the right pane and select the check
box for the required data category (Performance, Life Cycle) and/or
Security. Security option shall select only when it is needed as it will take
significantly longer time for data collection. Click Continue. Figure 135

Default selection of HMI is 800xA. To change the selection,
click on the name of the HMI. Selected HMI is highlighted in

Blue.
If S+ Operations HMI is selected, along with it only one

Controller category can be selected at a time for data
collection.

ABE 14, Conirol System -Data Collector

SIS 14 dhanes) -] i

HMI System @ Controllers @)

Frectanen Melody Rack

Procentral P13

Figure 135. S+ Operations with Melody

5. Input configuration screen appears.
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6. Under S+ Operations HMI tab, IP range scan input: Enter IP range of all the
nodes for which data collection has to be done. Data collection will be
done only for the nodes for which the IP address is entered here.

mtrol System - Data Collector

Figure 136. IP Range Scan

7. Provide the IP range and click on Add button. User can provide multiple
ranges too.

8. Ifawrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove
button.
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9. Nextinputis user credential. Provide the User Name and Password of an
administrator user to access all the HMI nodes for data collection.
Alternatively, select an administrator user account from the drop-down
list. Click on the Add button. Please note, for nodes in domain network,
username should be provided in the format domain name\username.

10. Thereis an option to remove the added credentials. To remove, select the
added credential and click on the Remove button.

11. Click on Melody Rack tab to provide input for Melody Rack controllers
data collection (refer to Appendix D, System configuration export for
exporting system configuration files).

ABB My Comol System - Dara Collectar

P — de @

Melady lnputs @
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Figure 137. Melody Rack Data Collection Input
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Provide the below inputs to proceed with Melody Rack controllers data
collection and click Continue.

a. Melody Island Devices

Click the Browse button to select the Melody Island Devices Export
file.

b. CSE_Conf File

Click the Browse button to select the Current CSE_Conf File.
c. Asset Export Folder

Click the Browse button to select the Asset Export Folder.
d. Composer Melody node IP Address

Enter the IP Address of S+ Engineering Server, where Composer
Melody is installed.

e. Username
Provide the Composer Melody node user name.
f.  Password

Provide the Composer Melody node password.
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12. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

SID3504 Test e i

ISR

Figure 138. Prerequisite Check

13. Click on the Continue button to proceed to collection screen.
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14. Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table to list the
list of HMI nodes and controllers, that are part of data collection process
and their respective status related to Scan, Agent Deployment and Data
collection operations. The bottom section contains the log messages.

ABB My Conol System - Data Collector

Figure 139. Data Collection Screen

15. When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data
collection.
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16.

17.

18.

Progress bar shows the progress of scanning.

Figure 140. Scan Progress

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.
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19. Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by choosing only few
HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.

s T

Figure 141

. Scan Status
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20.

User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to Customize click on the
Customize button. All accessible HMI and controller nodes are listed. All
accessible HMI and controller nodes will be selected by default. User shall
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes, against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
configuration. Please note, that controller customization is not available
for this release.

ABB  ty Corirat tystam - Ootn Collctor
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Figure 142. Node Selection
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21.

22.

23.

24.

Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories, that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button if
you wish to reset the customization configuration. Data categories
customization is applicable only for HMI nodes, it is not applicable for
controllers.

Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Figure 143. Start Collection

Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will get enabled. Click on the
Start Collection button to start the data collection.

Data collection progress can be seen on the progress bar and on the
Collection Status column.
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25. Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains information about the
hardware tree and the bottom part contains the collection statistics.

26. Collection file will be created automatically once the collection is
completed. The collection file is created, and its file path appears on the
screen. The collection file can be viewed by clicking on the file path.

AEBE iy Control System - Data Collector
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Figure 144. Collection File Path

27. Click on the New collection button to get back the Configuration screen
and start with a new collection. Select the Exit button to close MCS-DC.
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345 Advanced mode data collection for S+ Operations with ACBOOM
Controllers

1.

Copy the downloaded files of MCS-DC into the local disk (hard disk drive
partition for Operating System) of a desired System S+ Operations node.
Unzip the downloaded MCS-DC package. Depending on the
HMI/Controller, MCS-DC launch nodes may vary. For S+ Operations with
AC 800M Controllers, any S+ Operations node or AC 800M engineering
node shall be used as launch node.

Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure. MCS-DC tool runs the below checks on the launch node. If the
check is passed, a Green tick mark is shown, click the Launch button to
proceed for data collection. If the check fails, a Red Cross mark is shown,
user has to fix the issue and launch the MCS-DC tool again.

My Control System - Data Collector

MCS-DC

Net version check

User privilege check

Disk space check

MCS-DC launch drive check

@) New collection Merging of data files

Close Launch

Figure 145. MCS-DC Launcher
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.NET Framework version check.

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check.

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC is launched in the user
account with administrator privileges.

b) System drive launch check, MCS-DC must be launched only from
the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of at least 500MB must
be available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the S+ Operations HMI and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Advanced Mode. Upon clicking on the OK button, validation of System ID
and Collected by fields are executed. Tick mark appears if validation
succeeds and cross marks appear when validation fails against respective
fields. Correct the errors and click on the OK button to proceed further.

MCS-DC

System 1D 0

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

Re-enter password

Basic Mode #) Advanced Mode

In the advanced mode, MCS-DC will not detect the system automatically. User must select the
HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK
button to continue

CLOSE OK

Figure 146. System credential For Advance Mode
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4. Configuration screen appears. Click S+ Operations On the left pane and
select the check box for the required data category (Performance, Life
Cycle). Similarly, Select Harmony on the right pane and select the check
box for the required data category (Performance, Life Cycle) and/or
Security. Security option shall select only when it is needed as it will take
significantly longer time for data collection. Click Continue. Figure 117

Default selection of HMI is 800xA. To change the selection,
click on the name of the HMI. Selected HMI is highlighted in

Blue.
If S+ Operations HMI is selected, along with it only one

Controller category can be selected at a time for data
collection.

ABEB My control System - Data Collector
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Figure 147. SPO with ACBOOM
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Input configuration screen appears.

Under S+ Operations HMI tab, IP range scan input: Enter IP range of all the
node for which data collection has to be done. Data collection will be done
only for the node for which the IP address is entered here.

ABE iy Conrol Systom - Data Callector
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Figure 148. IP Range Scan

7. Provide the IP range and click on Add button. User can provide multiple
ranges too.

8. Ifawrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove
button.
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9. Nextinputis user credential. Provide the User Name and Password of an
administrator user to access all the HMI nodes for data collection.
Alternatively, select an administrator user account from the drop-down
list. Click the Add button. Please note, for nodes in domain network,
username should be provided in the format domain name\username.

10. Thereis an option to remove the added credentials. To remove, select the
added credential and click on the Remove button.

11. Click on AC 800M tab to provide input for AC 800M controllers data
collection.

SIDISI04-Test & i

Figure 149. AC 800M Data Collection Input
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Provide the below inputs if the MCS-DC is not launched on an AC 800 M
engineering node.

AC 800M Engineering Client: Below inputs must be provided if the
MCS-DC is not launched on an AC 800 M engineering node. Provide
the inputs and click on Get AC 800 M Project button.

Provide AC 800M engineering client IP

Provide user name of an user account of the engineering client with
administrative right

Provide password of the user account

AC 800M Project:

Browse For AC800M Project Folder by clicking Browse button.
Select the required AC800M project from the drop down list.
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12. Input AC 800M Project: If the MCS-DC is launched on an AC 800 M
engineering Client, the recent Project and the Project folder is auto
populated. User can select the inputs as required.

. Browse For Project Folder
Browse the AC 800 M Project

. Select Project
Select the required AC 800 M project

Figure 150. Browse and Select AC 800M Project
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13. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

sDEMTe @ i
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Figure 151. Prerequisite Check

14. Click on the Continue button to proceed to collection screen.
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15. Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table to list the
list of HMI nodes and controllers, that are part of data collection process
and their respective status related to Scan, Agent Deployment and Data
collection operations. The bottom section contains the log messages.

ABB Wy Conirol System - Data Collector

Figure 152. Data Collection Screen

16. When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data
collection.
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17.

18.

19.

Progress bar shows the progress of scanning.

Figure 153. Scan Progress

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.
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20. Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by choosing only few
HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.

Figure 154. Scan Status
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21. User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to Customize click on the
Customize button. All accessible HMI and controller nodes are listed. All
accessible HMI and controller nodes will be selected by default. User shall
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes, against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
configuration. Please note, that controller customization is not available
for this release.

Figure 155. Node Selection
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22.

23.

24.

Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories, that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button if
you wish to reset the customization configuration. Data categories
customization is applicable only for HMI nodes, it is not applicable for
controllers.

Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Figure 156. Start Collection

Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will get enabled. Click on the
Start Collection button to start the data collection.

2PAA120980 - 200

212



3 Data Collection Process
Advanced mode data collection for S+ Operations with AC800M Controllers

25. Data collection progress can be seen on the progress bar and on the
Collection Status column.

26. Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains information about the
hardware tree and the bottom part contains the collection statistics.

27. Collection file will be created automatically once the collection is
completed. The collection file is created, and its file path appears on the
screen. The collection file can be viewed by clicking on the file path.
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Figure 157. Collection File Path

28. Click on the New collection button to get back the Configuration screen
and start with a new collection. Clicking on the Exit button to close the
MCS-DC application.

2PAA120980 - 200 213



3 Data Collection Process
Advanced mode data collection for S+ Operations with Procontrol P13

3.4.6 Advanced mode data collection for S+ Operations with
Procontrol P13

1.

Copy the downloaded files of MCS-DC into the local disk (hard disk drive
partition for Operating System) of a desired System S+ Operations node.
Unzip the downloaded MCS-DC package. Depending on the
HMI/Controller, MCS-DC launch nodes may vary. For S+ Operations with
P13 Controllers, any S+ Operations node shall be used as launch node.

Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure. MCS-DC executes the below checks, on the launch node. If the
checks are passed, a Green tick mark is shown, click the Launch button to
proceed for data collection. If any check fails, a Red Cross mark is shown:
“The issue must be resolved before launching MCS-DC again”.

My Control System - Data Collector

MCS-DC

Net version check
User privilege check
Disk space check

MCS-DC launch drive check

@ New collection Merging of data files

Close Launch

Figure 158. MCS-DC Launcher
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.NET Framework version check.

If the .NET Framework version is 1.1 or above, then this check is
passed and MCS-DC 2.X version can be launched for data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched for data collection.
Please refer MCS-DC 1.9.x user manual for data collection procedure.

Prerequisites check.

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.

a) User Privileges Check, checks if the MCS-DC is launched in the user
account with administrator privileges.

b) System drive launch check, MCS-DC must be launched only from
the local disk drive of the launch node.

c) Required Disk Space Check, Free disk space of at least 500MB must
be available on the disk drive from which the MCS-DC is launched.
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Provide the System ID of the S+ Operations HMI and your full name and
provide password for encryption. This password will be used for
encrypting collected data and create system data file. Decryption of the
collected data is possible only at 3 places, namely, My Control System
web, My Control System On-premise and My Control System Portable. To
use the system data file at My Control System Portable, the user needs to
enter the same password, which is entered here, to decrypt the data. So,
remember this password. Once all the required inputs are provided, select
Advanced Mode. Upon clicking on the OK button, validation of System ID
and Collected by fields are executed. Tick mark appears if validation
succeeds and cross marks appear when validation fails against respective
fields. Correct the errors and click on the OK button to proceed further.

MCS-DC

System 1D 0

SID1234

Collected By

test

Provide password for encryption (Enter between 8-16 character)

Re-enter password

Basic Mode #) Advanced Mode

In the advanced mode, MCS-DC will not detect the system automatically. User must select the
HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK
button to continue

CLOSE OK

Figure 159. System credential For Advance Mode
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5.

Configuration screen appears. Click S+ Operations On the left pane and
select the check box for the required data category (Performance, Life
Cycle). Similarly, Select Harmony on the right pane and select the check
box for the required data category (Performance, Life Cycle) and/or
Security. Security option shall select only when it is needed as it will take
significantly longer time for data collection. Click Continue. Figure 117

Default selection of HMI is 800xA. To change the selection,
click on the name of the HMI. Selected HMI is highlighted in
Blue.

If S+ Operations HMI is selected, along with it only one
Controller category can be selected at a time for data
collection.
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Figure 160. S+ Operations with P13

Input configuration screen appears.
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6. Under S+ Operations HMI tab, IP range scan input: Enter IP range of all the
node for which data collection has to be done. Data collection will be done
only for the node for which the IP address is entered here.

Figure 161. IP Range Scan

7. Provide the IP range and click on Add button. User can provide multiple
ranges too.

8. Ifawrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove
button.
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9. Nextinputis user credential. Provide the User Name and Password of an
administrator user to access all the HMI nodes for data collection.
Alternatively, select an administrator user account from the drop-down
list. Click the Add button. Please note, for nodes in domain network,
username should be provided in the format domain name\username.

10. Thereis an option to remove the added credentials. To remove, select the
added credential and click on the Remove button.

11. Click on Procontrol P13 tab to provide input for Procontrol P13 controllers
data collection. Click on Browse button to select the latest P13 source file
(.CSV), taken from P13 engineering node.

ABE 1y Control System - Data Colloctor

1 S e . s =1

Figure 162. Procontrol P13 tab
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12. Once all HMI and connect inputs are provided, it is required to
acknowledge that all the prerequisites for data collection, are met. For
this, click the tab Prerequisites and confirm each prerequisites by
checking the check box against them. Please note, this is only an
acknowledgment that user has verified all the prerequisites for
proceeding with data collection. For more details, refer Section 2,
Prerequisites.

SIS 04Tt @ i
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Figure 163. Prerequisite Check

13. Click on the Continue button to proceed to collection screen.
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14.

15.

Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table to list the
list of HMI nodes and controllers, that are part of data collection process
and their respective status related to Scan, Agent Deployment and Data
collection operations. The bottom section contains the log messages.

ARB Wy Control System - Data Collector

S gl oo i St [—

Figure 164. Data Collection Screen

When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data
collection.
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16.

17.

18.

Progress bar shows the progress of scanning.

Figure 165. Scan Progress

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.

2PAA120980 - 200

222



3 Data Collection Process
Advanced mode data collection for S+ Operations with Procontrol P13

19. Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by choosing only few
HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.

Figure 166. Scan Status
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20. User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to Customize click on the
Customize button. All accessible HMI and controller nodes are listed. All
accessible HMI and controller nodes will be selected by default. User shall
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes, against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
configuration. Please note, that controller customization is not available
for this release.
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[]
LER RN

Figure 167. Node Selection
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21. Data category selection is possible for Performance data collection and
partially for Lifecycle data collection. All the data categories are selected
by default. User shall de-select the data categories, that are not desired to
be collected by un-checking the respective check boxes against the data
category names. Click on OK button to save the customization
configuration and close the customize window. Click on Reset button if
you wish to reset the customization configuration. Data categories
customization is applicable only for HMI nodes, it is not applicable for
controllers.

Figure 168. Data Category Selection
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22.

23.

24.

25.

Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Figure 169. Start Collection

Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will get enabled. Click on the
Start Collection button to start the data collection.

Data collection progress can be seen on the progress bar and on the
Collection Status column.

Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains information about the
hardware tree and the bottom part contains the collection statistics.
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26. Collection file will be created automatically once the collection is
completed. The collection file is created, and its file path appears on the
screen. The collection file can be viewed by clicking on the file path.

Figure 170. Collection File Path

27. Click on the New collection button to get back the Configuration screen
and start with a new collection. Clicking on the Exit button to close the
MCS-DC application.

28. Click on Hardware tree tab to view the hardware tree structure.

3.4.7 Security Data Collection from non-ABB Systems

Collection of cyber security fingerprint data from non-ABB windows based
control system, is possible using MCS-DC. Follow the steps given below.

1. Copy the downloaded files of MCS-DC into the local disk (hard disk drive
partition for Operating System) of a desired System node in the control
system. Unzip the downloaded MCS-DC package.

2. Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. The initial screen appears as shown in
Figure. MCS-DC executes the below checks, on the launch node. If the
checks are passed, a Green tick mark is shown, click the Launch button to
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proceed for data collection. If any check fails, a Red Cross mark is shown:
“The issue must be resolved before launching MCS-DC again”.

My Control System - Data Collector

MCS-DC

Net version check

User privilege check

Disk space check

MCS-DC launch drive check

@) New collection Merging of data files

Close Launch

Figure 171. MCS-DC Launcher

.NET Framework version check.

If the .NET Framework version is 1.1 or above, then this check is
passed. However, for Non-ABB system security data collection,
minimum .Net framework version required is 3.5 SP1. Ensure that this
prerequisite is met, before proceeding with data collection.

If the .NET Framework version is lower than 1.1, then this check is
failed and MCS-DC 2.X version cannot be launched for data collection,
instead MCS-DC 1.9.x version will be launched. However, MCS-DC1.9
does not support Non-ABB system data collection.

Other Prerequisites check.

Below prerequisites are validated. User can proceed for data
collection only if these checks are passed.
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a. User Privileges Check, checks if the MCS-DC is launched in the user
account with administrator privileges.

b. System drive launch check, MCS-DC must be launched only from the
local disk drive of the launch node.

c. Required Disk Space Check, Free disk space of at least 500MB must
be available on the disk drive from which the MCS-DC is launched.

Provide System ID, user's full name and password for encryption. System
ID should be in the format SID<number> (e.g. SID123). The password will
be used for encrypting collected data and create system data file.
Decryption of the collected data is possible only at 3 places, namely, My
Control System web, My Control System On-premise and My Control
System Portable. To use the system data file at My Control System
Portable, the user needs to enter the same password, which is entered
here, to decrypt the data. So, remember this password. Once all the
required inputs are provided, select Advanced Mode. Upon clicking on the
OK button, validation of System ID and Collected by fields are executed.
Tick mark appears if validation succeeds and cross marks appear when
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validation fails against respective fields. Correct the errors and click on

the OK button to proceed further.

MCS-DC

System ID
SiD1234
Collected By

test

Provide password for encryption (Enter between 8-16 character)

Re-enter password
arernanrnn
Basic Mode ® Advanced Mode
In the advanced mode, MCS-DC will not detect the system automatically. User must select the

HMI and controller systems manually. User will be able to customize the data collection. All
systems that are supported by MCS-DC, are supported in the advanced mode. Click on the OK

button to confinue

CLOSE 0K

Figure 172. System credential For Advance Mode
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Configuration screen appears. Click Non-ABB System on the left pane and
select the check box Security. Click Continue.

A BE Wy Control System - Data Collector

Figure 173. Non-ABB System

Input configuration screen appears.

Under Non-ABB System tab, enter IP range of all the node for which data
collection has to be done. Data collection will be done only for the node
for which the IP address is entered here. After providing the IP range, click
Add. User can provide multiple ranges too.

If awrong IP range is added, there is option to remove that. To remove,
select the added IP range by clicking on it and then click on the Remove
button.

Next input is user credential. Provide the User Name and Password of an
administrator user to access all the HMI nodes for data collection.
Alternatively, select an administrator user account from the drop-down
list. Click the Add button. Please note, for nodes in domain network,
username should be provided in the format domain name\user name.
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9. Thereis an option to remove the added credentials. To remove, select the
added credential and click on the Remove button.

Figure 174. IP range and user credentials

10. Once all inputs are provided, it is required to acknowledge that all the
prerequisites for data collection, are met. For this, click the tab
Prerequisites and confirm each prerequisites by checking the check box
against them. Please note, this is only an acknowledgment that user has
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verified all the prerequisites for proceeding with data collection. For more

details, refer Section 2, Prerequisites.

MRS

ey

Figure 175. Prerequisites check

S350 MomaE

11. Click on the Continue button to proceed to collection screen.

a

12. Collection screen appears. Collection screen contains three parts. The top
part contains command buttons for various actions by the user, progress
bar and status message area. The middle part contains table to list the
list of HMI nodes and controllers, that are part of data collection process
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and their respective status related to Scan, Agent Deployment and Data
collection operations. The bottom section contains the log messages.

ABEB My Control System - Data Collestor

Figure 176. Data Collection Screen

13. When the collection screen first appears, only Scan button is enabled.
Click on the Scan button to scan the available/reachable nodes for data

collection.
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14. Progress bar shows the progress of scanning.

15.

16.

17.

Figure 177. Scan Progress

Computers and controllers that are accessible from the MCS-DC launch
node, are listed on the first column of the table shown on this page. Their
types are listed on the second column. Scan status are shown on the third
column. If the node is accessible the status is “Success” in Green. If the
node is not accessible the status is “Failed” in Red. However if the
accessibility status can't be checked at this point (for example AC 800M
controller), then the status is “Not applicable” in Grey.

The possible reasons for the failed scans are indicated under the Remarks
column. Furthermore, a message appears on the user interface
prompting the user to either rescan (partially or fully) or proceed with
agent deployment. Users may fix the issue and re-scan the failed nodes by
clicking the Scan button again. Remarks column also indicates the IP
address used for accessing the nodes.

Once node scan is completed, Deploy Agents and Customize buttons will
be enabled. User can customize the collection by choosing only few
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HMI/controller nodes from the list of accessible nodes, using customize
option. Clicking on the Customize button opens customization window.

Figure 178. Scan Status

18. User has an option to customize the Data collection nodes for
Performance and Lifecycle data collection, to Customize click on the
Customize button. All accessible HMI and controller nodes are listed. All
accessible HMI and controller nodes will be selected by default. User shall
de-select the nodes that are not desired to be collected, by un-checking
the respective check boxes, against the node names. Clicking on OK
button will save the customization configuration and close the customize
window. Clicking on Reset button will reset the customization
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configuration. Please note, that controller customization is not available

for this release.

-
' EREEE

Figure 179. Node Selection
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19.

20.

21.

22.

Click on the Deploy Agents button to deploy data collection agents on all
the HMI nodes listed. MCS-DC performs data collection of HMI nodes
through these data collection agents.

Figure 180. Start Collection

Once the data collection agents are successfully deployed on the HMI
nodes, Success status is shown under Agent Deployment Status column.
If agent deployment fails for any node, same is indicated (similar to Scan
status). At this point, Start Collection button will get enabled. Click on the
Start Collection button to start the data collection.

Data collection progress can be seen on the progress bar and on the
Collection Status column.

Once the data collection is completed, Result screen appears. Result
screen contains three parts, the top part contains the command buttons
for various user actions, the middle part contains information about the
hardware tree and the bottom part contains the collection statistics.
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23. Collection file will be created automatically once the collection is
completed. The collection file is created, and its file path appears on the
screen. The collection file can be viewed by clicking on the file path.

Figure 181. Collection File Path

24. Click the Exit button to close the MCS-DC application.

3.4.8 S+ Historian in 800xA or third party HMI environment

Collection of S+ Historian data in 800xA or third party HMI environment is
possible using MCS-DC. However, this cannot be achieved in a single step. The
data must be collected in two instances and merged using MCS-DC's merge
functionality described in Section 4.1, Post Collection Procedure. Follow the
steps below to collect the S+ Historian data from the HMlIs other than
Symphony Plus.

1. Collect the HMI system data using the method described in previous
sections (e.g if the system is 800xA with connects, follow the Section
3.4.1, Data Collection Process. If it is non-ABB Windows based control
system, follow the Section 3.4.7, Data Collection Process).

2. For collecting S+ Historian data, HMI needs to be selected as S+
Operations. Follow the procedure to collect S+ Operations data
mentioned in Section 3.4.3, Data Collection Process. Note that no
controllers must be selected during this collection.
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3. Follow the procedure mentioned in Section 4.1, Post Collection Procedure
to merge the data files generated in step 1 and step 2.

3.5 Periodic Data Collection

Scheduler functionality is implemented in MCS-DC to collect performance and
life cycle data periodically. Data collection is scheduled to run silently so that
no manual intervention is required, once configured.
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After data collection inputs have been entered, click on Periodic Collection

tab, as shown in the picture below:

rrrrr

Figure 182. Scheduler Configuration
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Enable Periodic Data Collection check-box enables the scheduler. Following
are the configurable options:

User Credentials: To configure periodic data collection, an existing
windows user account can be used or a new account must be
created.

Following criteria must be met for the user account:

The user account should have local administrator and log onas a
service rights on this computer (MCS-DC launch computer). ‘Log on
as a service’ privilege allows data collection services to start and run
continuously, even if no users are logged on to the computer
interactively.

If the user is a domain user, enter the user name in the format
domain name\username. If the system in work group, provide the
credentials as .\username.

If the system is 800xA, make sure that the user is part of Industrial IT
user group. Besides, in the Aspect server also, the user shall be added
as log on as service and the user should have local admin rights in the
aspect server.

Click on Validate button, to validate the credentials.

Start Time: Specify at what time the MCS Data Collection must start.
Enter the start time in hours (0 - 23).

Period Options: User can choose to run the scheduler Daily, Weekly or
Monthly. If Weekly is selected, select the day of the week from the
drop down menu. Select the start date, if Monthly is selected. Start
Time is applicable for all three scheduler options.
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MCS Forwarder Gateway Configuration: In order to send the
collected data to target applications like CSM (Control System
Monitoring) or MCS on-premise via MCS Forwarder, forwarder
configuration needs to be done.A checkbox is provided to enable the
Forwarder configuration. In the absence of an MCS-Forwarder node,
this check box shall be disabled so that the collection files are saved
in the output folder (local).

MCS Forwarder version must be 1.3 or newer. MCS Forwarder is
available in ABB Library and My Control System.

Before entering MCS Forwarder Gateway Configuration, make
sure that the MCS Forwarder node is configured and running.

Provide IP address of the Forwarder node and port number, if the
.Net framework version in the MCS-DC launch node is 3.5 or above.
If the.Net framework version is below 3.5, provide the destination
folder path instead. These inputs are enabled automatically, based
on the.Net framework version installed in the MCS-DC launch node.

If the.Net frameworks version of the MCS-DC launch node is below
3.5, follow the procedure below, to provide the destination (MCS
Forwarder node) folder path:

Folder on remote node (MCS Forwarder) must be set as shared.

Map the remote folder in the MCS data collector launch node. It can
be done either through command prompt or through windows Ul.
Command prompt method is given below.
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Open command prompt in the MCS-DC launch node and type the

following command.

net use <local drive name> <UNC path of remote node>
/user:<UserName> <Password>

Refer to the below screen shot.

ot | C:AWINDOWS\system 32\command.com

Microsoft (R> Windows DOS
(Cr>Copyright Microsoft Corp 1998-2001.

g;;HINDOHS\SYSTEH32>net use MN: ““\169.227.48.83%i°8C ~user:administrator welcomel|

The command completed successfully.

C: \WINDOUS~SYSTEM32>_

Figure 183. Map Network drive

c. The above step will create a network shared drive in the MCS-DC

launch node. Now provide the complete UNC path of the remote
folder as destination folder path.

MCS Forwarder Gateway Configuration (&)
IP Address

Port

Destination Folder Path

I\\WEQ 227 40 83WsC|

Figure 184. Complete UNC path of the remote folder
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For more details on MCS Forwarder, refer 7PAA001522_A_EN_MCS
Forwarder_User Manual. Provide IP address, Port and Destination
Folder Path of the Forwarder node.

Secured Communication: Enable secured communication if
applicable. Refer appendix B for more details on secured
communication configuration.

Handshake with MCS Forwarder: Alive event signals will be sent to
MCS Forwarder during the time interval mentioned in this field. This
verifies the communication health between MCS-DC and MCS-FW.
Default value is 10 minutes.

Check Communication Button: This is to verify the communication
status between MCS-DC and MCS-FW.

After configuring the scheduler parameters, Click next to go to scan page.
See fig below.
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Figure 185. Node Scan
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4. Click scan button to initiate the control system node scan. Once the scan

is completed, deploy button enables. See fig.

ABB Wy control System - Data Collector

720

1240214210730

Figure 186. Node scan in progress
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Figure 187. Deploy Agents
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5.

Click Deploy Agent button to deploy data collection agents to all the
nodes. Refer Section 5, Troubleshooting if agent deployment fails.
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Figure 188. Agent deployment status

Start Collection Service: After deploying the data collection agents, Start
Collection Service button enables. See Figure 189.
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Figure 189. Start collection service
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a. Provide the periodic data collector user credentials and click OK.

% Services = a X
File Action View Help
¢2 D EcEHE >80
%, Senvices (Local) | [T21 Samices Local)
ABB.MCSDataCollectorAgentSve  Name 3 Description  Status  StatupType  Log On As

£ ABE Tool Routing Service for AC 80.. ’ Local System
[ 2BBMCSDataCollectorAgentsve Running  Automatic 610PMappeng
T Ennoyancenaty ar ROOLLoAN.. Runnng - Automatic

(G ActiveX Installer (AxinstsV) Provides Us.. Manual Local System

€1 Adobe Acrobat Update Service Adobe Acre... Running  Automatic Local System

Stop the service
Restart the service

Figure 190. Log on as service

Deploying the collection agents will create agent service
(MCS.ABBDataCollectorAgentSvc) in all the nodes earmarked for data
collection, as windows service. See fig.

Click start collection service button to start the collection service.

Figure 191. Agent Service

Agent services will start and periodically check with scheduler, if data
collection is scheduled. The data collection starts based on the time set in the
scheduler configuration.

Stop Collection Service: This button will become active once the collection
starts. Collection can be stopped at any point in time by clicking this button.
Upon clicking Stop Collection, data collector service in the launch node
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(ABB.MCSDataCollectorsvc) will be stopped and therefor the collection.

:-“== ﬁ My Control System - Data Collector

{3} Configuration & Collection

Sean Deploy Agerts Start Collection Service Undeploy Agents Stop Collection Service

Click on 'Start Collection’ button to start collecting the data

s _

Devices

Devices Device Type Scan Status

e I

FL2019ES Computer Success

Figure 192. Stop collection service

Periodic collection needs to be stopped if the scheduler parameters need to
be modified.

Undeploy Agents: If any configuration changes need to be made in periodic
collection, agents are to be Undeployed from all the nodes. The undeploy
button will stop the agent service in all the nodes and perform necessary
cleanup of files, folders and services created as part of periodic collection
execution.Before exiting the tool, agents are to be undeployed.

After the agents are removed, user can reconfigure the periodic collection
n without closing the data collector.

Exit Periodic Collection: To exit from periodic collection, click on Exit Periodic
Collection button. This button will be enabled after undeploying the agents.

At any pointin time during collection, MCS-DC can be closed. When the tool is
re-opened, it will show the collection progress.
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Start/Stop Instant Collection: Using this button, users can override the
scheduled time for data collection and start a collection immediately. In order
to stop instant collection, click on the Stop Instant Collection button.

o soisTest  © i
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Figure 193. Start Instant Collection
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3.6

ESXi Data Collection

In this chapter there is a detailed explanation about how to collect ESXi host
server health data with MCS-DC. ESXi data collection is supported in both
Basic and Advanced mode. Following are the input configuration for collecting
ESXi performance data.

At least one HMI performance and/or life cycle must be
selected to enable ESXi data collection.

A BE  yyControl System - Data Collector

& Configuration SID75490-test @ i

/| Enable ESXi Data Collection

esximpus @

ESXi Server Name

ESXi Server Name ESXiserver P Port Number User Name Password Compute

Figure 194. ESXi Data Collection - Input Configuration

Enable ESXi data collection: Check this for enabling ESXi data collection.
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ESXi Server Name: The name of the ESXi server that must be collected. To
obtain the ESXi server name, log in to the ESXi server by using vSphere web
client and click on Host under Navigator. Note that ESXi server name input is
case sensitive, so provide the name as appearing in the web portal. Refer to
the image below.

< G A Notsecure | 10.50.12.40:64441/ui/#/host
i Apps  ms My Control System Log in - VMware ESXi
‘"E' Navigator | Q ESXi1
T 7 GetvCenter Server | ¥ Create/Register M | (g Shut down [B3 Reboot | (3 Refresh | ¥ Actions

— ESX11

Monitor —

. Version 7.0 Update 3
5 Virtual Machines 4 State: Normal (nof connected to any vCenler Server}
~ & storage I 1 Uptime: 17492 days
# vmhba2

» B datastoret
More storage...

~ € Networking ) B ) N )
Iu The ESXi shell is enabled on this host. You should disable the shell unless it is necessary for administrative purposes. {3} Actions
&= FritzBox
== vMotion stack l. SSH is enabled on this host. You should disable SSH unless it is necessary for administrative purposes. {3} Actions
&= vSwitehd
- vmk0
m vmnict i
+ €@, VM Network Manufacturer Hewlett-Packard
» 6 FritzBox Model HP 2840 Workstation
More networks... » @ cru 8 CPUs x Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz
W Memory 310268
» Gl Virtual flash 0B used, 0 B capacity

‘- € Networking

Figure 195. ESXi Server Name

ESXi Server IP: The IP Address of the ESXi Server that must be collected; make
sure that the selected IP can be reached from at least one of the computers
part of the system.
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Port Number: The default port number is 443. Do not change this, unless the
ESXi server has been configured to communicate though a different port

number.

‘‘‘‘‘‘‘‘‘

Figure 196. ESXi Access - Incoming Port

User credentials: The credentials needed to access the ESXi server in read-only
mode. Note that, the username and password are case sensitive. The scan will
fail if the user access permission is higher than read-only.

Computer IP to reach ESXi server: The IP Address of the computer which has
access to the ESXi sever. The ESXi data collection agent will be deployed in this
computer, therefore it is mandatory that this computer is part of the system
and is part of data collection. Please be aware that, if this computer is not
reachable from the computer where MSC-DC is being executed, ESXi data
collection can’t be done. Add the IP Address of the computer, and then select
the Add button. It is possible to add more than one ESXi server, one at a time.
If an ESXi server has been added by mistake, it can be removed selecting it and
then selecting the Remove button. Ensure that this computer is not removed
from the collection by means of node customization on the collection screen.
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Care must be taken for not using this computer as the reachable node for
more than one ESXi server.

If the service SFCB (Small Footprint CIM Broker) is not running in the ESXi

server, certain sensor data like processor temperature and fan speed, will not
be collected.
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4 Post Collection Procedure

Collection file name is structured in this way:

SID_RecDate_RecTime_HMISystemName_[ControllerSystemName]_DataCat
_Mode_[Part].zip

- SID: SID of System
- RecDate: Recording Date [YYYYMMDD]
- RecTime: Recording Time [HHMM]
- HMISystemNames: Refer Figure 191
- ControllerSystemNames: Refer Figure 191
- DataCat:
« L-Lifecycle
. P- Performance
+ S-Software
«  C-Cyber Security
- Mode:
+  A-Advanced mode
. B-Basic mode
. P-Periodic collection mode
«  M-System file merging

- Part - Denotes partial collection, as a result of node customization.

4.1 Collection file merging

For certain system families, it is not possible to collect data in single step. For
example, 800xA with Harmony controller system (Refer to Section 3.4.1, Data
Collection Process). Harmony data which is collected from Harmony
engineering node need not be an 800xA node, and to collect 800xA data, the
MCS-DC should be launched in an 800xA node. In this case a two step
collection followed by data file merging is needed to generate a single
collection file and therefore a single set of reports.
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Section 3.4.8, Data Collection Process describes other examples where a single
step data collection is not possible.

To merge two system data files follow the steps described below.

1. Double-click on the MCS-DC_Launcher.exe, to launch the tool. It is present
inside the unzipped MCS-DC folder. Select the option Merging of data
files and click the launch button.

My Control System - Data Collector

MCS-DC

.Net version check

User privilege check

Disk space check

MCS-DC launch drive check

New collection ® Merging of data files

Close Launch

Figure 197. Merging of Data Files

2. Provide the input data files by clicking respective browse buttons. Provide
the decryption keys in the respective field. This is the encryption
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password provided as input during the respective collections. Click

Continue.

,‘==== MCS - DC (System data file merging)

/- Merge Wzard

System Data il nput @)

Master data file

CPenchallics-DCMargelerG2SID35104_20230302_1620_800tA_PLSC_Azip

Decryption password

Merging data e

CIPenchalCS-DCWargeWerG2SID35104_20230302_1819_HamonyRack_PL_Azip

Decryption password

Figure 198. System Data File input

Browse

Browse

3. Select the systems\nodes to be merged from both the System data files.

Ensure the following:

a. Minimum version of .Net framework installed in the PC where MCS-

DC is executed must be 4.7.2.
b. Both system data files must belong to the same System ID.

c. Both system data files must have been collected with the same MCS-

DC version.

d. Thetime gap between these two data collections must not exceed 90

days.

e. Minimum one system must be selected from each system data file for

merging.

f. Same data file cannot be used twice as input files for merging.
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g. Do not select more than one HMI system (800xA, Freelance or S+
operations).

h. If HMI system is part of one or both of system data files, selecting it
from one of the files is mandatory.

It is important to note that when merging an 800xA system data file with S+
Historian data file, the master file must be the 800xA file. When merging a

non-ABB system data file with S+ Historian data file, the the non-ABB

system data file must be selected as the master file and the S+ Historian

data file must be the merging file.

In case of node level merging, collection files system version and collection
types must be same.

It is strongly recommended that the data files collected using MCS-DC 2.3
n or earlier versions, shall not be used for merging.
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ABE  ycs.DC (System data file merging)

7 Merge Wizara

Validation successful. Select "Continue” to proceed.

systom Sclecton @

Master Data File

Property Name Property Value

Property Name

System

System Version 6.1.0-0 System Version

v sl System -800xA(PLSC)
/| W Computer -61FLRCS
/| W Computer - 61HVSDOM

W Computer - 61RAS
/| W Computer - 61HVPDOM
/| W Computer - AC800RCS
/| W Computer - 61AC800PCS
i/ W Computer -61PAS
&/ W Computer -61FLCS
/| W Computer - 61FLENG
/| W Computer - ABB

Validate

Log

Date & Time 7 Message

2023-12:05 13:16:21 Validation of selected systerms completed

2023-12:05 13:1621 Validation of selected systems started

2023-12:05 13:15:41 Generating system cata tree for merging file completed
2023-12:05 13:15:41 Generating system data tree for mergingfile started
2023-12:05 13:15:41 Generating system cata tree for master file completed

R

Merging Data File

Property Value
SID35104_20230928_1516_800xA_ACB00M_AC100_Freelance_MO.
SID35104

2:8.02300.14000

2023-09-28T00:46:32.450+05:30

800

6.1.0-0

vl i System-800xA(PLSC)
/| W Computer -61RAS
Computer - ACB0ORCS
Computer - 61AC800PCS
Computer - 61PAS
Computer -61HVPDOM
Computer - ABB
Computer - 61FLCS
W Computer - 61HVSDOM
W Computer - 61FLRCS
> | zb System-AC 2800M (P)
> |z System-P13 (L)

Figure 199. Validation

4. The failed nodes will appear in red and succeeded in green. Select the

systems\nodes that are to be merged. After selecting required systems

from both system data files, perform data validation by clicking on
‘Validate’ button. Refer to the log window for validation errors, if any.
Clicking on ‘Back’ button will bring back the ‘System Data File input’
screen. Clicking on ‘Continue’ button will bring the ‘Merging’ screen, if

data validation is successful.

5. Enter the full name of the user, as it will be shown in My Control System
after the merged system data file has been uploaded. Enter an Encryption
password with a length of 8 to 16 characters. Any combination of lower
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case, upper case, numeric and special characters is allowed. This
password is used to encrypt the merged data.

ARBRE ycs.DC (System data file merging)

7 Merge Wizara

Merging Scroen @)

Log
Date & Time
2023-12-04 205604
20231204 205604
20231204 205604
2023-12-04 205604
20231204 205559
k1 |

1) Merging completed. Click on ‘Browse" bufton 1o collectthe merged fl.

Merged by
Encryption password

Re-enter password

Merge

Merged system data file path:

(s INSYFASIONeDIve -ABBIDSSHOPBUILD CallecionHGSDC2 9116 HCSDC29. 2.

¥ Message

Merged system data file creation completed

Figure 200. Merging Screen

6.

Clicking on ‘Merge’ button will initiate the merging operation. Detailed
logs will be shown on the log window. After successful completion,
merged system data file will be created and the file path will be displayed.
Click the button against the link, to find the merged data file.

Clicking on back button after successful merging operation, will bring the
‘System data file input’ screen and after failed merging operation, will
bring the ‘System selection’ screen.

Click on Exit button to exit the application.

Merging functionality is not restricted to any system data file
combinations. However, In order to maintain the accuracy and validity of
the merged data file, users are expected to have proper understanding
on valid system combinations.
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4.2 Limitations in data file merging.

Following are the restrictions in data file merging.
1. Mergingis not supported for Melody system collections.

2. System level merging is supported for QCS system. (for e.g 800xA system
with QCS). However, QCS controller node level merging is not supported.

3. Additional nodes data which is collected as part of 800xA and Freelance
system can only be merged for collections taken using MCS-DC 2.9 or
above versions.

4.3 Report Generation from MyABB and uploading
data file to ServiS.

Collection file must be uploaded to myABB / My Conrtol System to generate
reports. To upload the collected data to ServlS, use SCX IBM version 1.20 or
higher. Note that the upload of data to ServlS is restricted to specific ABB
employees.
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5 Troubleshooting
Issue 1: Node scan failed

5

5.1

5.2

Troubleshooting

Issue 1: Node scan failed

If node scan failed, it may be due to inadequate user rights to access the
remote node. To verify the access rights, do a simple file copy to the remote
node from the launch node. Access the path \\<IP address of the remote
node>\C$\Windows\Temp from launch node and copy a small file. If the copy
operation fails, user may not have sufficient rights to access the remote node.
In workgroup systems, if the credential format .\username does not work, use
computer name\ Username format to enter the credentials.

Issue 2: Agent deployment failed

In very rare occasions during periodic data collection, data collector agent
deployment may fail. In this case, stop and delete the windows service
ABB.MCSDataCollectorAgentSvc in remote nodes and deploy the agent from
the launch node again. To delete the service, open windows command prompt
with administrative privileges and run the command below -

sc delete ABB.MCSDataCollectorAgentSvc

B Administrator: Command Prompt

C:\Windows\system32>sc delete ABB.MCSDataCollectorAgentSvc

[SC] DeleteService SUCCESS

Figure 201. Delete service
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5 Troubleshooting
Issue 3: Error message when .Net Framework is missing in the launch node

53 Issue 3: Error message when .Net Framework is
missing in the launch node

A certain, minimum .NET Framework version must be installed in the nodes as
part of data collection. Refer to prerequisites section for more details. If MCS-
DC is launched from a node where no .NET Framework is installed, or there is a
version that is too old, an error message will pop-up, as shown in the picture
below.

SPDC_Launcher.exe - Application Error n

@ The application Failed to initialize properly (0xc0000135), Click on OK to terminate the application.

Figure 202. Error Message

For a complete list of .NET Framework versions compatible
n with each Operating System please consult your local IT
department.
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54

Issue 4: Windows Firewall Settings for WMI

MCS-DC uses WMI API's to collect the data from configured nodes (local /
remote) in the control system network. If WMI is not enabled in the firewall,
MCS-DC will not able to access the remote node and collect the data.

In case of WMI access denied error or failed to connect remote nodes error,
check whether WMI traffic is blocked by the firewall. If the traffic is blocked,
WMI needs to be enabled in the firewall. In this section there is an explanation
of how to check, enable and disable WMI traffic in the Firewall.

The below procedure is applicable for Windows Server 2016 Operating System,
and may vary slightly for other Operating Systems. Enabling WMI is mandatory
for all nodes from which the data is collected. This setting can be reverted
once the data collection is complete.

1. Inthe Control Panel, click on Windows Firewall.

[ A Control Panel ltems

& + [+ Control Panel » All Control Panel ltems

Adjust your computer’s settings

@ &l

H@dwed

Figure 203. Control Panel
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2.  Windows Firewall screen appears, click on Advanced Settings.

W Windows Firewall

Control Panel Home

Allow an app or feature Internet of & network,
through Windows Firewall

W Change notification settings l ° Domain networks

' Tuin Windows Firewall on or

fi
© Restore defauits Windaws Firewall state:
Advanced settings
Incoming connections:
Troubleshoot my network

Active demain networks:

Motification state:

l @ private networks
e -

r ruihlic nahuncke

Figure 204. Advanced Settings

- + 4 i + Control Panel + All Control Panel ltems + Windows Firewall

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers er malicious seftware from gaining sccess to yeour PC through the

Connected

off Netwarks at 8 workplace that sre sttached to a domain

On

Block all connections to apps that are not on the fist
of allowed apps

De net notify me when Windews Firewall blociks a
new app

Not connected

Cannarted
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Issue 4: Windows Firewall Settings for WMI

Windows Firewall with Advanced Security screen appears. Select Inbound
Rules option and check if Windows Management Instrumentation (WMI-

In) rule is enabled. If the rule is enabled, WMI traffic is allowed by the

Windows firewall, hence no further changes are required.

Eite  Action View Hep

3 Inbound Rules
Outhound Rules

B, Monitoring

< 2m = 8D

@ Vit et Advonc

% Connection Security Rules

>

o Windews Firewall with Advanced Sacurity

|| Neme

@ World Wide Web Services (MTTPS Traffic-In)
SMMP Trap Service (UDP In)
SMMP Trap Service (UDP In)
Satftware Load Balancer Mutipleser (TCP-In)
TPM Virtual Smant Card Management (DCOM-In)
TPM Virual Smast Card Management (DCOM-In)
TPM Virtual Smiast Card Managerment (TCP-In)
TPM Virtus! Smart Card Managerment (TCP-In)
Virtual Machine Menitoring (DCOM-In)

Virtual Machine Monitoring (Echo Request - ICMPv...
Virtual Machine Monitoring (Eche Request - ICMPv._.

Virtual Machine Maonitoring (NB-Session-in)

Wirtual Machine Menitering (RPC)

Windows Firewall Remote Managerment (RPC)

Windows Firewall Remote Managernent (RPC-EPML
Windows Management Instrumentation (ASync-ing

Windows Media Player x86 (UDP-In)
@ Windows Remote Managerment (HTTP-In)
@ Windows Remote Managerment (HTTR-in}

Windows Rermote Management - Compatibility Mo...

Work or school account

@ Work or school account

Work or school account

@ Work or school account

World Wide Web Services (HTTP Tratfic-in)
@ Your account

@ Your account

@ Your sccount

Yous account

<

Graup

Secure World Wide Web Ser...

SNMP Trap
SNMP Teap

Software Load Batsncer

TP Virtual Smart Card Ma...
TPM Virtual Sonart Card Ma,.
TP Virtual Senart Card Ma.
TPM Virtual Smar Card Ma...
Virtual Machine Monitoring
Virtual Machine Monitoring
Virtual Machine Monitoring
Virtual Machine Monizoring
Virtual Machine Monitering
Winvdows Firewall Remote ...
Windows Firewall Remote

Windows Management instr...

Windows Media Player
Windews Remote Manage...
Windows Remote Manage..,
Windows Remote Manage...
Waork or school account
Work or school sccount
Work or school account
Work ar schoel sceount
World Wide Web Senaces (.
four account

Your account

Your sccount

¥our account

b
Actions.
Profile ~ || Inbound Rules -
All B3 Mew Rule..
Private.; S Filter by Profile »
Dornain
all I Filter by State 3
Private... 7 Filter by Group »
Domain View »
Dormain Rafresh
Private... R Faires
Al # Exporntlist..
s Help
an
Al ey ¥
Al 4 Disable Rule
] & cu
an c
Al 9 Ry
K Dolete
| Properies
il Hel
2 P
Dormai.
Public
an

Figure 205. Windows Firewall with Advanced Security Screen
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4.

In case, if rule is configured and not enabled in the inbound rules. Right
click on the Windows Management Instrumentation (WMI-In) and select

Enable Rule.

File  Action

% znn

& Inbound Rules
E} Cutbound Rules

B, Monitoring

W Windows Firewall with Advanced Security
VYiew Help

=| @

& Vit

|| Name

SHMP Trap Service (UDP In)
SNMP Trap Service (LUDP In)

By Connection Security Rules || @ World Wide Web Services (HTTPS Traffic-In)

Software Load Balancer Multiplexer (TCP-In)
TPM Virtual Smart Card Management (DCOM-In)
TPM Virtual Smart Card Management (DCOM-In)
TPM Virtual Smart Card Management (TCP-In)
TPM Virtual Smart Card Management (TCP-In)

Virtual Machine Menitoring (DCOM

Virtual Machine Monitoring (Echo Request - ICMPv...
Virtual Machine Monitoring (Eche Request - ICMPv...

-In}

Virtual Machine Monitaring (NB-Session-In)

Virtual Machine Menitering (RPC)

Windows Firewall Remote Management (RPC)

Windows Firewall Remete Management (RPC-EPML..

Windows

@ Windows Management Instrumentation (DCOM.In)

[ | Windows Management Instrum
Windows Media Player (UDP-In)
Windows Medsa Player «86 (UDP-In)

tion [Whil-in)

@ Windows Remote Management (HTTP-In)
@ Windows Remote Management (HTTP-In)

Windows Remote Management - Compatibility Mo...

Work or school account
@ Work or school account
Work or schoal account
@ Werk or schoal sccount

World Wide Web Services (HTTP Traffic-in)

@ Your account

@ Your account

@ Your sccount

Your account
3|

Group

Secure World Wide Web Ser...

SNMP Trap
SNMP Trap
Software Load Balancer

TPM Virtual Smart Card Ma...

TPM Virtual Smart Card Ma,.

TPM Vistual Srmart Card Ma.
TPM Virtual Smart Card Ma...

Virtual Machine Monitering
Virtual Machine Monitering
Virtual Machine Monitering
Virtual Machine Maonitering
Virtual Machine Monitering
Windows Firewall Remote ..
Windows Firewall Remote

Windows Medi Copy
Windows Medi Delete
Windows Reme

Windows Rem: Properties

Winderers Reme Help
Work of 5chool wuvouis
Woerk or schocl account
Work or school account
Work er school sceount
World Wide Web Sendces (.
our account

Wour account

Your sccount

Your sccount

Profile
Al
Private...
Derman
an
Private...
Domain
Deman
Private...
Al
an
Al
an
Al
Al
Al

Domai...
Domai...

Domai...

Demai...
Domai..

Demai..

i

=

LY

MNew Rule..,
Filter by Profile
Filter by State
Filter by Group

View

& Refresh

Expont List...
Help

v v v w

|

- F

il

Disable Rule
Cut

Copy
Delete
Properties
Help

Figure 206. Enable Rule
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5. Incase, if rule is not configured, right click on the Inbound Rules and

select New Rule.

s 2m

=

3 Inbound Pis

¥ Connecti
E. Monitori

View

Help

File Action View Help
Hm

& Vindows Firewall with Adv

Refresh
Export List.. AFWal

o Windows Firewall with Advanced Security

B coer

storyConnectivity EventCollector

Filter by Profile ? atoryConnectivity EventServer
Filter by State ? LstoryCannectivity SyncSenvice
Filter by Group ¥ ant License Provider

AnncysnceNotifyMge

A Loop Check Application Firewall Exception
entFirWal

XRefService

Hplace
Alarm Manager service fireaall configuration
@ Alarm Property service firewall configuration
1@ Application Log Service
G Aspect Directory service firewall configuration
@ Backup service firewall configuration
@ Basic History service firewall configuration
G Batch Marroring Port
Batch Net Router Port
@ Batch SOU Firewall Ex
@ Batch SOL Server Port
@ Calculations Service
@ Configuration Wizard
Cross g service firewall
DMFF DMS 01
G DMFF DMS 02
@ DMFF DM5 03
& DMFF FFDSD 01
DMFF FFDSD 02
€ DMFF FFDSD 03
DMFF FFDSD 04
@ OMFF FFDSD 05
@ OMFF FFDSD 06

3| ¢

Prafile
Al
All
AN
All
Al
All
Al
All
Al
All
Al
All
Al
All
All
All
All
All
All
All
All
All
Al
All
All
Al
All
Al
All
Al
All
All

'S

a

T Filtes by Profile

T Filter by State

W Filter by Group
View

s Refresh

|5 Export List..

Help

Applicatian Log Service

# Disable Rule

& cu

iy Copy

XK Delete

Properties

H Hep

Figure 207. New Rule
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6.

4

= | & m

File Adtion View Help

Rl =
@ oot i 0

Actions

B Connect
& Mondtor|

Stege

@ Acton

I3 Outbous WP New Inbound Rule Wizard

Rule Type
Select the type of frewall e 1o create

o PueType

@ Predsfnad Ruiss

] U PrUSUTE
@ DMFF FFDSD 05
@ DMFF FFDSD 06

Wihat type of e would you ike to creste?

) Program
Flke that cantrols connections for a program

O Pt
Flule that controls connactions for s TOP or LDP port.
(®) Pradefined:

‘Windowe Managsment instrumantation (WHT)

Dhsinbatad Transaction Coordnator

Fhe and Printer Shanng

(") |Fim and Printer Shanng over SMBDimect
Server Remote Management

.

Seure Socket Tunneing Protocol
Secure Word Wide Web Services (HTTPS)

x s
e Rule...
Iter by Profile
hter by State
Iter by Greup
e
Hresh
tport List...
elp
stian Log Senvice
isable Rule
ut
opy
Hete
foperties

elp

- v v

Figure 208. Predefined Option

New Inbound Rule Wizard appears. In the New Inbound Rule Wizard, select
Predefined option and select the Windows Management Instrumentation
(WMI-In) rule and then click on Next.
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7. Select all the three rules in the Rules section and click on Next.

&

et 4
@ Wind
Bin
[ L
.

L

File Action View Help

|| b | 1

& New Inbound Ruse Wizard

Predefined Rules

Salact the niss to ba crastad for ths sxmassnce.

Steps.
@ Rus Type Which nles would you e bo creste?
@ Prodefined Rues The folowing nies define network conneciivity requirements for the selecied predefined group.
i Fules that am chacioed wil ba crasted. ¥ a nubs aimady sdets and i chacked, the contents of
@, Hcthon the eusting rue vl be overartien
Fulas
Name

[ Windews Mansgamant Instrumantation (ASync-in)
A Windows Managemert instrumentation (WMi-n)
| Al Windows Mansgamant instrumentation (DCOM-n)

x

Actions
FRules

W New Rule..

T Filter by Profile

T Filter by State

Z Filter by Group
View

(C& Relfresh

= Export List..

H Help

‘0 Disable Rule

& cu

£y Copy

K Delete

‘7‘ Praperties

ﬁ Help

|| G OWFF FFDS0 0F

& DMFF FFD3D 04

€ DMFF FFDSD 05

@ DMFF FFDSD 06
||

Figure 209. Select All Rules
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8.

Select Allow the connection and click on Finish.

) Allaw the connection if it ks secum

Th that have besn using [Psec. G

il be secured using the settings in IFsex properties and ndes inthe Connection Secuty
Ruie node:

() Mock the connection

e

+*

&
x

O ORFF FFOSD 03

(@ DMFF FEDSD 04

€ DMFF FFOSD 05

1@ DMFF FFDSD 06
> |l <

A
All
Al
All -

H Her

Disable Rule
Cut

Copy
Delete
Properties

Heip

File Actien View Help
| nim = HMm
Vind—— - Actions
'n' 1l P New Inbound Rule Wizard %
O Action ; .
Kq B New Rule..
5, 1 Soecy the action 1o be taken when a connection matches the condtions spectied n the ne. & Fier by Profile b
7 Filter by State »
Vihat sction when speciied condiara? T Filter by Group L3
hhes o View »
(@) Allow the conmection
The Inciudes conmections tha are protected wen (Psec a1 wel asthose ar no 3 Retagh
|3 Export List..

Figure 210. Allow the Connection
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9.

After the collection of complete data, revert the changes. Select the

options and click on Disable Rule.

% 2m e

£ Inbound Rules
Outbound Rules

» B Monitoring

B Connection Security Rules

o Windows Firewall with Advanced Security
File Action View Help

| Name

World Wide Web Services (HTTPS Traffic-in)
SMMP Trap Service (UDP In)
SHMP Trap Senvice (UDP In)
Software Load Balancer Multiplexer (TCP-In)
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Windows Remcte Management - Compatibility Mo...
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Figure 211. Disable the Rule
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5.5 Issue 5: Enabling Windows Administrator Share
Access for Freelance Data Collection.

1. Loginto the nodes in which Administrative Share has to enabled and open
services window (type services.msc in the windows run command and
click enter to open service window)

n

Under the list of services, identify the service name Server. The remote
collection of process HMI fails when this service is disabled

Double-click the server service to open the Server Properties
Set the startup type to Automatic

Click on Apply and then click on Start to bring the service to run state

o v s ow

The status of the Server service changes to Started

5.6 Issue 6: Disabling User Account Control

This applies only to Freelance 2016 SP1 or higher in Windows 10. In order to
disable the UAC completely create a new registry key
LocalAccountTokenFilterPolicy under the path

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Policies\system\LocalAccountTokenFilterPolicy and provide the value as
1.
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Issue 6: Disabling User Account Control

Follow the Steps to create the register key.

1.

N Regissry Editor

Open the registry editor and go to the following path

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersi
on\Policies\system\

Fle Edit View Favorites Help

FileHzstory
FlightedFestures
Gamelnput
Gameinstalier
GamelX
Group Policy
Hardwareldentification
HelpAndSupport
Hints
HomeGroup
IME
ImmersiveShell
ImstallAgent
Installes
Intemet Settings
LanguageComponentsinstalier
Live
Lock Screen
Management infrastructure
Media Center
MMDevices
NedAutoSetup
NetCache
MetworkSennceTnggers
Not#fications
OEMinformation
OneDrveRamps
0O0BE
OpenWith
OptimalLayout
Parental Controls
Personslization
PhotoPropertyHandler
Policies

ActreDesitop

Attachments

DataColiection

Explorer

NenEnum

System

Audit
uef

Name

) [Default)

T ConsentPromptBehaviorAdmin
13| ConsentPromptBehaviorUser
T dontdisplaylastusemame

3 DSCAutomationHestEnabled
4| EnableCursorSuppression

= EnablelnstallerDetection

) EnablelUA

7 EnableSecureU| AP ths

1 EnableUlADesitopTogghe

) EnableVirtuslization

4| legaincticecsption

*b legalncticetext

4 PromptOnSecureDeskicp

1 seforceoption

) shutdownwitheutiogen

) undockwithcutlogon

[ Vall dateAdrminCodeSignatures

Computer HKEY_LOCAL_MACHINE\SOFTWARE\Micresoft\Windows\ CurrentVersion| Policies\System

Figure 212. Registry editor

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

{vadue nat set)
O000005 (5)
000000003 (3)
QeLOC0D00D (0)
Q000002 (2)
LO000001 (1)
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2. Right-click and create new registry key.

[ Registry Editor

<

>

File Edit View Favorites Help
i |2 Interne A || Name Type Data
::;"!9"' 35) (Default) REG_SZ (value not set)
id 73| ConsentPromptBehaviorAdmin REG_DWORD Ox00000005 (5)
j ::::g‘ | ConsentPromptBehaviorUser  REG_DWORD 0x00000003 (3)
; Media ! | dontdisplaylastusername REG_DWOCRD 000000000 (0)
5 MMDe: 2| DSCAutomationHostEnabled ~ REG_DWORD 0x00000002 (2)
NedAu 13| EnableCursorSuppression REG_DWORD 000000001 (1)
. NetCac 8 EnablelnstallerDetection REG_DWORD 0x00000001 (1)
3| Networ || FSlEnableLUA REG_DWORD 0:00000001 (1)
3 Notific. 12 EnableSecureUlAPaths REG_DWCRD 0x00000001 (1)
QEMIni ##5| EnableUlADesktopToggle REG_DWORD 000000000 (0)
OneDri 14| EnableVirtualization REG_DWORD 000000001 (1)
QOBE *! legainoticecaption REG_SZ
Openld | legalnoticetext REG_SZ
Optimz romptOnSecureDesktop REG_DWORD 0x00000001 (1)
Parent: i3] scforceoption REG_DWORD Ox00000000 (0)
Person: ) shutdownwithoutlogon REG_DWORD 0x00000001 (1)
> PhotoP || g ndockwithoutiogon REG_DWORD 0x00000001 (1)
v Pnli:iu { o\ alidateAdminC od Sig ﬁEG DWOﬁD 000000000 (0)
ct
Att:
> Dat
::: New >
vl 5w
>
PowerE
» Precisic
L Previen
> Propert v

Computer\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Svstem

Figure 213. Create New registry Key
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3.

B Registry Editor

Select DWORD (32bit) Value.

File Edit View Favorites Help

> Interne A || Name Type Data
Lfngua 35) Default) REG_SZ (value not set)
f t::k . 5| ConsentPromptBehaviorAdmin REG_DWORD 000000003 (3)
Manag 15| ConsentPromptBehaviorUser ~ REG_DWORD 000000003 (3)
K Media ! | dontdisplaylastusername REG_DWORD 000000000 (0)
) MMDe '#-5] DSCAutomationHostEnabled ~ REG_DWORD 000000002 (2)
; NedAu %) EnableCursorSuppression REG_DWORD 000000001 (1)
N NetCac % EnablelnstallerDetection REG_DWORD Ox00000001 (1)
3 1] Networ || ESlEnableLUA REG_DWORD 0x00000001 (1)
3 Notific: 14| EnableSecureUlAPaths REG_DWORD 000000001 (1)
OEMint #4)EnableUlADesktopToggle REG_DWORD 0x00000000 (0)
OneDric %) EnableVirtualization REG_DWORD 00000001 (1)
b 0O0BE 25| legalnoticecaption REG_SZ
Open\A 3b)legalncticetext REG_SZ
. Optime || 2%|PromptOnSecureDesktop REG_DWORD 000000001 (1)
b Parente 58] scforceoption REG_DWORD 000000000 (0)
Person utdownwithoutlogon REG_DWORD 0x00000001 (1)
> - PhotoP dockwithoutlogan REG_DWORD 0:00000001 (1)
2 "°";‘:" {#]ValidateAdminC odeSignatures  REG_DWORD 005000005 {61
Atti
Dat
Bp New Key
Not String Value
S Binary Value
PowerE QWORD (64-bit) Value
! pmfii( Multi-String Value
:ﬁ: - Expandable String Value
< >
Compute\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft Policies\System

Figure 214. Select DWORD value
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4.

B Registry Editor

Rename the created registry key to LocalAccountTokenFilterPolicy.

File Edit View Favorites Help

Interne A || Name Type Data
Langua || <8} (Defautty REG_SZ (value not set)
: tuw:k s °": ConsentPromptBehaviorAdmin REG_DWORD 0x00000003 (5)
Niaran ?v'qi_‘-CunstnLPmmptBﬂwwolUs:r REG_DWORD 0x00000003 (3)
Media ! 18] dontdisplaylastusername REG_DWORD 0x00000000 (0)
MMDe: 2| DSCAutomationHostEnabled ~ REG_DWORD 0x00000002 (2)
5 NedAu ) EnableCursorSuppression REG_DWORD Ox00000001 (1)
: NetCac T4 EnablelnstallerDetection REG_DWORD 0x00000001 (1)
Networ || #4|EnableLUA REG_DWORD 0+00000001 (1)
Notific. || #4|EnableSecureUlAPaths REG_DWORD 0x00000001 (1)
OEMInt #5|EnableVIADesktopToggle REG_DWORD 0x00000000 (0)
OneDri 1% EnableVirtualization REG_DWORD 0x00000001 (1)
OOBE b legalnoticecaption REG_SZ
Open\\ 25| legalnoticetext REG_SZ
Optime || §4)PromptOnSecureDesktop REG_DWORD 0x00000001 (1)
Parent: 6| scforceoption REG_DWORD 0x00000000 (0)
Person; 28 shutdewnwithoutlogon REG_DWORD 0x00000001 (1)
> -1 PhotoP || o) indockwithoutlogon REG_DWORD 0x00000001 (1)
vl Policiet || % validateAdminCodeSignatures  REG_DWORD 000000000 (0)
Ad REG, DWORD 05000000 (0),
Atz h
Dat
Bp
Nor
Syst
>
PowerE
> Precisic
Preview
> Propert v
< >
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Mi \ C \Policies\Syst

Figure 215. Rename the created registry key
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5.

Double-click the newly created registry key to edit and provide the value
as "1". And Click OK.

B Registy €
File Edit View Fevorites Help
v | System Name Type Data
leit =] (Defeu) REG_SZ (valug not se)
o ConsentPromptBehaviorAdmin REG_ DWORD 0x00000000 (0)
E::Z:';Z"jﬂ:g”““s ConsentPromptBehaviorUser  REG_DWORD 0400000003 (3)
B S dontdisplaylastusemame REG_DWORD 0x00000000 (0]
PropertySystem DSCAutometionHostEnabled REC_DWORD 0x00000002 (2)
Proximity EnableCursorSuppression REG_DWORD 0x00000001 (1)
PushNotifications EnablelnstallerDetection REG_DWORD 000000001 (1)
Reliability EnableLUA REG_DWORD 0x0000OCOT (1)
.| RetailDemo EnableSecureUlAPaths REG_DWORD BxD0000001 (1)
. Run EnableUlADeskiopToggle REG_DWORD 0x00000000 (0)
RunOnce EnableVirtualization REG_DWORD 0400000001 (1)
Search 25 [egalnoticecaption REG_SZ
SecondaryAuthFactor ¥ legalnoticetent REG_SZ
. uritv and LocalAccountTokenFilterPolicy REG DWORD 000000000 (0)
Edit DWORD (32-bit) Value PromptOnSecureDesktop REG_DWORD 0x00000000 (0)
scforceoption REG_DWORD 0x00000000 (D)
e es REG_DWORD 0x00000001 (1)
[LocalAcoount TokenFiterPolicy A—_— REG_DWORD 0400000001 (1)
Valus data: Base |#%4] ValidateAdminCodeSignatures  REG_DWORD 0x00000000 (0)
—
® Decmal
Cancel
Y
Storagesense
Stare
StructuredCQuery
Syncmagr
- SysPrepTapi
.|| SystemProtectedUserDate
.|| Telephony
ThemeManager
Themes
TouchKeyboard
UFH
- Uninstall
URL
UserPictureChange
UserState

Computer\HKEY_LOCAL_MACHINE\SO RE\Micros:

ies\System

Figure 216. Edit registry key

The above mentioned account setting has to be done in all the
nodes par of data collection, with the exception of the node where

the MCS-DC is launched.

Disabling of UAC permanently is not recommended from Windows
10 onwards. Hence it is mandatory to delete the added registry
keys after data collection is completed and MCS-DC is closed.
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6 Additional Information
6.1 Listing of related documents
Table 2.
Document Kind Title Document No
My Control System (on- 2PAA121208

premise) — Installation and
Configuration Manual

My Control System — 7PAA001522
Forwarder — User Manual

My Control System (on- 7PAA002031
premise) — Hardening Guide

Digital Service Products 7PAA005206
Lifecycle Plan
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Appendix A How to change the default port
number

MCS-DC uses port number 23571 as default. Should you need to use a different
port, follow the instructions provided here. If MCS-DC detects that the port that
is chosen is already in use, a notification is shown, asking to change the port
number.

A.l Basic Mode

1. Inthe Configuration screen click on the settings icon as highlighted in the
below figure.

ABS Wy Conral System -Data Calkector

[ 7 - ST Tow i

[T -

Figure 217. Click On Settings Icon
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2. As the settings screen appears, provide a new port number in the Port
Number field.

ABRE My Contvl System - Data Collector

K coocamatr 7 Computon s smmetw 8 i

Figure 218. Provide New Port Number

3. Click on Apply to save the changes.
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A.2 Advanced Mode

1. Inthe Configuration screen click on the settings icon as highlighted in the

below figure.

ARB My Control System - Data Collectar

@ comgaison

e @ Conelers @

SIS Tost i

Figure 219. Click on Settings Icon

2. Settings screen appears, provide a new port number in the Port Number

field.

ABB My Control System - Data Collector

sowste @ i

@ Contr
@ Contratiers @
w— ASS v

Figure 220. Provide Port Number
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3. Click on Apply to save the changes.
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Appendix B Configuring Secured Communication

It is recommended to use the secured communication for data collection in
order to maintain authentication, data protection and data integrity.

Please note, secured communication cannot be enabled if the .NET framework
version in the MCS-DC launch node is below 3.5. Please note, if secured
communication is enabled in the MCS-DC tool, then all the computer nodes
from which data collection has to be done should have a valid certificate for
secured communication. It is solely user's responsibility to get the
Certificates.

If the .Net Framework version on the MCS-DC launch node is above 3.5, MCS-
DC tool does the below checks during the node scan.

. If secured communication is not enabled, a message is thrown during
the node scan, saying “Secured communication is not enabled. It is
recommended to use secured communication. Confirm to proceed
without that”. User has Confirm option to proceed with the node
scan and Cancel option to abort the scan operation.

. If secured communication is enabled, user can proceed with the node
scan.

Secured communication is established through digital certificates. As per the
requirements, users can generate certificates in three different modes as
mentioned below:

—  Self-Signed Certificates

—  Third Party Certificates

—  Certificate Authority

Before proceeding with further steps for secured communication using
certificates, user must obtain certificates from one of the above mentioned
modes or user should have a Certificate Authority Server configured and
running.

Secured communication certificates should be installed in each node as
mentioned below. Secured communication between MCS-DC launch node
(server) and other nodes (client) in the network:

—  Server certificate should be installed in MCS-DC launch node and
client certificate should be installed in all the nodes in the network
from where data need to be collected (including MCS-DC launch
node).
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Secured communication between MCS-FW (server) node and MCS-DC launch

node (Client):
—  Server certificate should be installed in MCS-FW node and client
certificate should be installed in MCS-DC launch node.

n Secured Communication is optional.

For Self-Signed Certificate and Third-Party Certificates, it is solely
user's responsibility to get the Certificates.

B.1 Selection of Server Certificate

Refer the procedure below to select the installed certificates in MCS-DC launch
node (Server) and all the client nodes in the network.

1. Inthe Configuration screen click on the settings icon as highlighted in the
below figure.

ABE Wy Conral System -Data Calkector

i Cosacuom e

Figure 221. Basic Mode
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ABE My Control System - Data Collecior _

r—— i
) Com

Figure 222. Advanced Mode

2. Settings screen appears, click on General tab. Enter the port number

through which secured communication needs to be established.

"‘ == = Settings

General Communication

Port Humber t 2351
(Agent Communication)

Figure 223. Communication Port
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3.

Settings screen appears, click on Communication tab.

General G icati Collection Retry

~| Secured Communication

Certificate Store: LocalMachine ~

TLS Communication: TLS1.2 ~

vailable Certificates
R

169.227.40.71

OPMHVOPR

Certificate Info:
lzguer: CH=B00xA Built-In 1ssuing Cerification Authority
Subject: CN=0PMHYOPR
Yersion: 3
Effective Date: 2/2302024 11:37:58 A
Expiry Date: 2/23(3026 11:37:58 AM
Thumbprint: 318DCFA0YFECEDSFOBE3DD307 7149541 0BCBAT 40

v

Figure 224. Communication Tab

4.

Check the Secured Communication check-box. Select a relevant
Certificate Store and TLS communication version. Selecting a Certificate
Store shows available certificates in that store. Select a relevant
certificate. Click Apply to save the changes.

In basic mode, the highest TLS version is automatically selected on remote
computers. The communication will fail if it does not match the TLS version
selected by the user on the host computer.

B.2 Selection of Client Certificate

If client certificate name is same as the name of the node where it is installed,
the data collector agents will automatically detect the installed client
certificate and use it for secured communication. If this is not the case, the
user will have to select the client certificate in each node running the utility
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ABB.Services.UpdateClientCertificate (right click and run as administrator)
from the folder path C:\Windows\Temp\MCSDC\ <date_time> (for 800xA and
Freelance) and C:\SPOHCLogger (for Symphony plus). This utility will be avail-
able only after deploying the collection agents to all the network nodes as
part of data collection. After deploying the agents to all the nodes, go to each
node and run the utility, select the certificate and then update configuration
as mentioned in the figure below.

[Z Update Client Certificate *

Client Certficate  [169.227.40.71 || Select Certficate

TLS Communication | LIESE ™ |

Update Configuration

Figure 225. Update Client Certificate

ABB Service Certificate Browser pop up appears, select option Select
Certificate from Local Store.

2PAA120980 - 200 291



Appendix B Configuring Secured Communication

Identify the intended client certificate and select it. Click OK.

g ABB Services Certificate Browser *

(® Select Certificate from Local Store

Certificate Store: | LocalMachine ~

Available Certificates

CN=169.227.40.71

Certificate Info:

lssuer: CN=169.227 40.71, OU=PAEN, O=ABB, L=Bangalore, 5=KA, C=IN -
ThumbPrint: 81B82F84FB30E324ECE2035FBCE6BCAR54EE3ARE

Subject: CN=169.227.40.71, OU=PAEN, O=ABB, L=Bangalore, 5=KA, C=IN

\;:gi::eaDate: 9/1/2023 2:44:38 FM
Expirv Date: §/31/2024 2:44:33 FM v
Figure 226. Client Certificate
B.3 Binding the server certificate to an IP address

and port

It is required to bind the server certificate to the IP address and port used for
secured communication. Follow the port binding procedure below.

https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-
details/how-to-configure-a-port-with-an-ssl-certificate.
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Appendix C Procontrol P13 source file (.csv)
separators

The file location of P13 source file (.csv) is a mandatory input for P13 Lifecycle
data collection. Please note that in the exported P13 source file the text
separator must be double quotes (“), and the field separator must be a comma

()

File Edit EPROMs BExternal Data Print Online Functions Info Intern

' N
Job: |MAT Export HW data
Filz name
|CACPZTOP\D TANMAT \HW
—File format

" FIX_[Fix Field Lenqth)
I * CSVY [comma seperated values) I

Text Seperator i'_
Field seperator r—

[V ‘Wiite field name into first line

Figure 227. Export HW data
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Appendix D System configuration export

D.1 Freelance System

This section provides a detailed explanation on how to export the Freelance
system project configuration (structure) (file type *.csv or *.csvs), that is
required for data collection.

1. In Configuration mode, select root node. Save project or any last changes
done.

B varables Tags
z 2IEAICEN -
E.LDE]D‘ comnectest (CONE) “| | name Comment Type Res. X Object Location
B 0L Sofvrs (5W) I o ]
%:é it ,ig ::gg [zo0_croaz_x Prozesswart REAL PSL N E
03 PSS [AC 800F) 3200_CFO42_%in  Prozesswart Eingang U BSL N
E:‘; g;g Eg:m 40800PO11_IN BOOL PS1 N
Bos oFar (Gwr) 40800PO11_MA BOOL pSL W
Doz orct (Gwy) 4080AP011L_MM BOOL PS1 N
Esg oree Eg,‘;% 40808P011_PRO BOOL Psi N
10 PST [AC 7005) 40802P011_PR1 BOOL PS1 N
B 13 PS2 (ACS00FL) 40802P021_1LD BOOL PS1 W
Eﬁ is;‘?ﬁf,:’fg" 4080AP021_IL1 BOOL PS1 N
B 14 800x (800XA-25) =| |4080ap021 N BOOL PSL N
B 15 Ures [PFE) 40802P021 MA BOOL pSL N
16 1501 [VI5)
Lm0z Harcwere (W) 4080APO2L MM BOOL PSt N
02 Fool 4080AP021_PRO B00L PS1 N
?:N‘_ﬁ"é)x) 4D80AP021 PRI B00L PS1 N
Leer (Fa0) 4080_AAO12 Y REAL pSL N
Transi1 (FAD) 4080_ARD1Z_Yout UINT PSl N
E:M(;;u(;m) 4080_AR0ZL_Yout U BSL N
7 WAGHTEST (PL (On) ango_nnozz_veur u b1
E:g: }:E]” 0s) 4080_ARD33_YouL UINT pSL N
At (7L) (0n) 4050_ag024_ruuL um esi
UPBTest (PL) (On) 4080_AR011 BAUS  Bafefl 2US BO0L BSt M
;‘;ﬁlz’ilgnw)rm (7L tam) 2080_APO11_BEIN  Befehl EIN B0OL EETa
PS 2USRTasl0 (FED) 4080_APO11_CE X  E-Enlst.Puliftventiltor  REAL P51 N
amp_nitoo (L) 4080_APO11_CE_Xi Prozefiwert-Eingang UINT pst N
Egle\,’fm w 4080_APOT1_RMF  Fnrsk. Zulifrventilarr DA PS1 N
amp_nadll (L) 4DS0_ARDLL_SMA  BeITiEbsart Hand=0 / Auto=1 BOOL BSL N
E:r'g}m” (%l 4D80_APO11_SPS  Dbsrwachung PS BoOL ps1 N
Trans2200 (1) 4D80_APOLL_SS  Fem-/Vorortbedierung Bo0L Bst M
.| |40s0_np011 570 Status sammelstorung BO0L BSL N o
 EProjedt| 9 Libraries T b

_— o
=== 12994 of L2094 entries. AUTOACCEPT ON NOLOCK

Figure 228. Freelance Engineering 2016 sp1
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2.

!E Rilry Uomasts (48 Syt Optees Help

Sva peogect

Chah pragit
Chack
S i el
Pander.

Bz res

=l e o)
-l som (@
-l e (D)
= Tewesi) [FED)
S Treesd [FRO)
o 54 ()

-G 07 WACHTEST [P {Dm)

b 11 UNTest (L)
-] 12 Fa (PFE)
@13 F5_2UsKTask (L) (0w
{114 F5_2USKTas00 (FRD)
pe18 arp v (L}
e o (1)
17 G _greesd (1)
18 e raid (L)
19 ave o) (L}
I R gTes (b)
@ T (1)
—EE s ral® 1)
FED s (k)
F=EM GRredd (B)
03 Sen )

Now from Project Tree Configuration mode go to menu item Project >
Project manager. That brings to different window.

S TR Y

8

Vaubles  * Tags

DIEACE -

Figure 229. Project Menu

Commant

l

Precasswen

i

Progesswent Eevjang

REIRREREREREREERGE

BT
T
Befend dyrs By
Datsh KN BOCE
E-Entan, Zubfrventiater RERL
Prozebwert-Bngang T
Erase. Dubiftrentdaty Body
Detrmbaart Handed | Autos)

BOCK
Ubarmcturg P5 (-8
Fam- Vororthedenung RO
Statun Sammelyionmyg ooy
Status Ubertast + Urwym. 5bi BOCL
Status Thermester Stsnng  BOCK

B I A R R i L IE IE I IC I IC I I I I e e

2PAA120980 - 200

296



Appendix D System configuration export

3.  Under Manage project click on Export option.

- L e T
Pt Comtopaibent Comwrammmrgy  Ogfomy Mg
¢l 510

Project manager

Freelance Engineering Manage project Documentation
L Comburton e pod & Rnsnry soar
e e—— LT ST

Dottt T8

cormadent
e FL ST
Panwerpoecins o
Progect 40 T
- EBTAINS 1 5523
Pt v
8 projed setain Ausccite prse

Figure 230. Export option
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4. Select the folder and file name for the backup .csv\.csvs file to store.

e or— —— - »

LA

Project manager
Freslance Engineering Manage project Decumentation
3 (onbgumon e penget F wiesse s
<. Commsn peny CE T WY Fom T oA ieR
#Egea
[t it
B Eapert 300, -_ bt = o
J viete. (il Mo » 00 E eil 2
U Closs - =4 =
Qogompn = How ol - 8
{ Pavenen . =
I fudey A Uraeey
8 Domrbzich A Lmarater
LT R
Project detais Sy tatni
4 L i 10tha
Progect rare e = Docwmmerty b PO Teteg
Prged] masager phas FLETT o' b Connact Tant faport
e g = Ptem ol
Proad cadmine H visen
Pansward protectes e
Progect s HEHIK & Ccepn -
o NI 841 fumme | ArchromaProj v
: St e | Unode mpon e .on) -
i Fokders [sen Conil
[t proact Swtsia Asicoude preves

Figure 231. Project manager tab

If the Project password is enabled in the freelance system, the export file type
will be .csvs.
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D.2

Advant MOD 300

This sections provides the procedure about how to export the Advant MOD

300 System project configuration (structure) (ATF file) that is required for

data collection.

1
2.
3.

Project Edit  View

Open AdvaBuild Control Builder.

Select and open the project.

To export project, goto menu Object > Special Commands and select

Save_ATF.

il Terplet Tools  Window  Help

AdvaBuild Control Builder

T

-] B_AREA

TUDEL

RN

£
£
£
£
£
£
£
-

Anrotation
Properties
-] AC4EITARER
k-] AEH_NT_AREA

' [Contents of G&_TEGT_DE'

-7 COP_AREA
-] COMSOLE_AREA
-] D2D_AREA
-] GATEWAY_AREA
,_{ IM5_AREA
OSHS_AREA
05_AREA
SC_AREA
TURBO_AREA
DEVICE_DESCRIPTORS
PROTTYPS
PLC_DIR

I Creation Date

Dbject |0 | Object Type | Comment
ACAH0_AREA AREA
AC4B0_AREL AREA
BEH_MT_AREA SREA
B_ARE& AREA
COP_&REA AREA
CONSOLE_AREA AREA
D20_AREA AREA
GATEWSY_AREL AREA
IM5_ARE& AREA
05H5_AREA AREA
05_AREA AREA
SC_AREA AREA
TURBO_AREA AREA
DEYICE_DESCRIFTORS DEY_DIR
PROTTYPS PROTTYPS
PLC_DIR PLC_DIR

4

911/201311:23:4
94112013 11:29:4
9411/201311:23:4
941142013 11:28:4
9411/201311:2014
911/201311:23.4
9411/201311:29:4
9411/201311:23:4
941142013 11:20.4
9411/201311:20.4
911/201311:23:4
94112013 11:29:4
9411/201311:23:4
941142013 11:284
9411/201311:29:4
311/201311:23.4

Figure 232. Object Tab
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4. This creates an ATF file. Save it, so that it is available for Installed Base
Management.

D.3 AC100 System

Following is the procedure to extract the .bax file in a AC100 node:
1. Open application builder in AC100 node.

2. Select the desired controller node which is Online.

‘ Application Builder - AC100 - [Node List]
JFile View Options Tools Window Help

mIDIEE EEE & sdslsel a2

a
[=I=]x]

ANode "Node Type Net Node Bus, Station  FNat, RNade Posi.. Comment
1

naded ACTI027

ExendView.. | Modiy. | Lecknicck Updste |

Figure 233. Application Builder AC100
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3. Right- click and open the function chart builder.

)

[ Fie View Options Took Window Help

DR BlEE &8ss 2

Figure 234. Function Chart Builder

Horke Mame: ke
= — —
aNose NodeType HNel_Node Bus. Statien.  FiNet. AiNode Posi_. Comment

1 vodel AC1023 1
2 neds2 AC1022 17 1
3 [ o = = i i
. 8] Function Chart Builder -
& ead | Mode Structure Functian Char Builder L :
5 node| | BusConfiguration Buider 7 0

Test Editar

Delete.

Lock/Uniodk

Modity...

Modify Toel Versions.

Update FCE Data...

Copy--

Mames Only

Update

Enendvien. | Modiv.. | Leskauriock | updae |
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4. Once the function chart builder is opened, go to file and click on generate
source code.

[File | Edit view Options PC Section PC-Terminal Target Test

Initialize = Bl=| M e |

=1

EEEE )

Rebuild Element Types

Mew Section » .’ﬁ
‘Open Section .

Celete Section

On-line Preparation Mode Cainams |Addiess

Bl =

Save Ctrlss
Scip Modificetions

‘Set Passwiard..

Generate Target Code._

Generate Source...

Epand Node Structure

Check PC Source...

Backtranslate Source...

Export DB Section...

Import DB Section...

Print... CtrleP
Print Setup...

Page Setup...

Eat

cese. | [Es. ]| _ peee | el |

Figure 235. Generate Source
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5.

[®) Fic Edit Vien Options PCSection PCTer

Function Chart Builder - Node: AC100/NODES - [«2> DB Sectian]

sl Target Test Window Help

[1=[x]
gu(@E ]| | @S| Boomove | & (malm] oo e bela]| al=ldl=] =w] 21 ‘
FEiltziAtam Des.: Filber/| netanze Mame: DB Terinzl:
RETE = =|
[T E—
ltern Desonalion Irstance Name &1, [Calnare | Addies:

W A5

I~ FCsecten ¥ DB Secion

P Fle Hom DB Fle Neme:

I I R o) =1
FCFrogiaish

DB Code Benersar Optixs

[ Inclue System Defauls
= Include 5u

ten DB Elerert;

Enter the desired file name on the pop up which appears and click OK.

T Fieclecs e Desianations by Wildard
I Prefis DB Elements by MODIFY

Peliey o 08 Fiter
™ Fem = I Calnzme: | -
o I Hame [ =1
D& rem D
= Diseae 10+ = pezcantsl omectes | Mo ] n
3 Cancol | Habp | [l Y <]

Lreate.. | |

Dtz Cannect |

Figure 236. Generate Source Code
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6. Theinformation of the nodes will be generated as DB source code. You
will get a message that “DB source code generator finished successfully”

in the function chart builder.

E Function Chart Builder - Node: AC100/NODES - [<3> Output]

ZJ Fle Edt View Options PCSection PC-Terninal Target Test Window Help

8] || |8 [oom 100 [Bal] o] =] el =l14]-4] Tle] S

-le]

C :\FROJNAC1 00 nodes \HODEI\DEDATANCLA01, BAX
wwe DEFAULTS for AIB01
wen DEFAULTS for AISH01
mws DEFAULTS for ANE4S
=% DEFAULTS for AREd6
[##+# DEFAULTS for AXOSEdS
#+# DEFAULTS for AXIS64S
##e DEFAULTS for CIE30
wen DEFAULTS for CI631
wss DEFAULTS for CI671
##% DEFAULTS for PHEGS
[#+# DEFAULTS for AXIS6d6
### DEFAULTS for AXOS6d6
#=e DEFAULTS for AXDOSE4E
wan DEFAULTS for SC610
wxn ATHOL

wux ATSH01

[#+ AXGAS

#% AX0SEAS

#e AXISHLS

=en ANEAG

mxn AYTS646

man AXOSH46

#xs AXDOSH46

#+# CI630

#we CI631

man CTE71

wan PHELS

=n SC6L0

DB Source Code Generator finished successfully

Figure 237. Function Chart Builder - Node AC 100/NODE3
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7. This file will be saved in C:\Proj\node\dbdata as .bax file.

B Fie T View Opfioms PC-Sechion PC.Termimal Toget Vet Window iy T=1%]
e || i@ Foownnx ] k%] ] oo mlad Sl =] 2]

[C\PROJAC100~nodes HODEI“DBDATANCLA01 . BAK -
- TS for AL801

wax DEFAILTS for AIS801

wwx DEFAULTS for AKGdS

e DEFAULTS for AK646

*#+ DEFAULTS for ANOSE4S

wus DEFAULTS for AKIS645

H
o
=
g

%%+ DEFAULTS for CI630
wws DEFAILTS for CI611
ww+ DEFAULTS for CI671
wwx DEFAULTS for PHEES
*#+ DEFAULTS for ARISG46
wus DEFAULTS for ANOSEdG
xns DEFAULTS for ANDOSS46
wwx DEFAULTS for SC610
war AT01

] & | | SearchDBDATA 5

wae AISEOL

wus AXG4S =

war ANOSEA5 g Eoories Meme Date modified Type Size
B Deskiop 1 cL1018ax o 29PN BAX File 5KB
& Downlosds.

% Recent places

8 This PC

DB Source Code Generator finished S Nebwark

Titem

Figure 238. Saved file path location
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8. Figure shows the exported sample of .bax file with AC100 configuration

details.

File Edit View Options Window Help

OS] £ nln]s] o] 2

I )
(* 140901.BAX generated with FCB Release 6.2/1 14-SEP-2016 15:09:24 *#)
(* Pagelayout: Standard Master A3 landscape English Rovs: g8, Cols: 200 *)
(* Node type: AC 110 2.1 Base SW: ACL10 BASE SW# 2.1 %)
(* Additional options: HPCS02 2.1/0, OPT1: extended BC 2.1

-

C Norling
MY

Project
Voltage Regulater HEC 840
L

KYE 214 121-
0
E
EGIN GENERAL DEFAULTS
EFAULT DI620

:BUS 0
+STATION ]
1BOSITION ]
(IMPL 1
$TYPE D820

FAULT DIS620
3

EFAULT D0G20
s

Figure 239. Sample of .bax file with AC100 configuration
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D.4 Melody Rack

D.4.1 Composer Melody Rack version 6.0 or later

Procedure to obtain System Project Configuration or Melody Rack Island

Devices (filetype *.csv with ';' delimiter)

1. Open Composer and switch to Project Structure view.

B Conirol Engincering - Mel_61 2 = —lofx
O SHS KL |4 8|8 @ | |rwng ¥ (]
2 prepct swuctee Desoiption

stem, user and project settings

T Functionsl Structure Statistc information on objects used within the project

g system Stucture Information about database users

%2 tocation Syucture ion abaut pr

g bocumentation Structure

3 s T Structun

8 Puu Toprbuy Stniciae AN |projectiiame | commert |server |ubraryPath

g wrary structre Mel 61 | me_s1 | MeLoover | d:\syrphen
i

i >
[ concs  |[ oty | [ reo
(BOoxHs
Messages | Loggng
|2 acministrator |y | —— -

Figure 240. Open Composer and switch to Project Structure view.
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2. Right-click on the project then select Open.

B Control Engmeering

Statiste information on objects

used
Information about database users
abaut o
|=m,|xt HName [cm Isen.u Eunn- Path
| el 61 | mei_61 | MELOYEL | d:\symphon
[ >
[ concet [ memy | [ nee |
Mei &1 (Melody Project) |2 aamniswater & [ | —— -

Figure 241. Open the project.
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3. Select Bus Topology Structure.

B Control Engineering - Mel_61

=l0ix
EO|5HR X2 4 5|8 @ | [ruwn - (]

%8 Bus Topolagy Structure| T Hame Deserptan -

:_-g Praject Structure I m C arameter

1 Functional Structurs 3 Iskands List of Idands

'f-g System Structure » Comment Mantenance of object related long text comment

g Location Snuchre T Syctem Rafarancs Systen references overview

- éaflnlo‘»ﬂ Overview Siruilation references overview -~

¥ Bus Topolog [ —

g Library Structure |lsvs 1 i

|| Type

ST -

Figure 242. Select Bus Topology Structure view
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4. Right-click on the system and select Export then Excel.

E Control Engineering - Mel_61

=
(O SHL|XL| 55| 8 @ rmng v | o]
| 8 bus Topology Struchue v | Mame Desaipton ~
IS Mel_g1: e 61 :

Canfi
List of Tsdands
Mantenance of ohject related lang text comment

Lef P tewh

_;_: Print » Q) # Systen Referances
Document References. .. |

Systen references overvisw
ﬁmmw Simulation references overview ]
Upload operable Farameters... :"‘;:1 et
Device Scan... LAtk
Or |
1
=
|
=
| Melady system: Sys 1 | & Administrator & ——

Figure 243. Select Export to export in Excel
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5. A window with multiple export format option opens. Select CSV option.

E Control Engineering « Mel 61 e }_
FEEE PR -
';';g Bus Topology Structure | Name Desaiption -]
L'Tlﬁatu_sn Mol 61

CohEm

e %, Cret{SC): Creh(SC) 1. Symphony Cnet (5C)

[ o J[ comt ][ e |

Cancel Apply Hep

Meszages [.Logg-\g |

|2 Adniistratee s —

Figure 244. Select CSV Option
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6. Select Bus Sharing Units from Select Report drop down option and press
OK.

@O -He | XL|s 5|30
| i eus gy Struct.

i

=k
1R el _61: Mel_51 =
[ os

Legk

Configuration of System Faramater

[ 2 Administrater [ egr
Figure 245. Export Data Bus Sharing Units

7. This creates a CSV file. Once the CSV file is created, Save it.
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D.4.2 Asset structure export

1. Open Composer and switch to Project Structure view.

H Control Engincering - Mel 61
[EBEEHS|XL & ¥ @] [
!;T:a Droject Struchure: = L
| E_ Fnetiond Snwtie ' Silalistc information on obiects used m e project
Ta System Sruckre 3 Irfemeation about databate users
g Lacaton sructre : project Dackp
18 Documentation Struchre
L flTopehgy Siuckre | [ (o | server [ tibrory Poth
Ha Ubrary Stuctuse | mel_s1 [ mel 62 [ mecovst | diigymohon:
e >
Cancel | aply | [ mep
RE x88]

Messages | Logging

o A& [ @

Figure 246. Project Structure View

| 2 Admeistrater [y |-
PPOEEG g,
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2. Click on Settings, to get the below window. Under Working Directory,
select the location for saving the asset structure.

~ A Settings

v z, User

Figure 247. Operations Configuration Window

[ Dpesations Configuration

g Project List
~ B3 System
& Communication
&% Cache-Manager

&% Common
ﬁo User Interface Language
1) Motification
@& Editor Colors
w §8) Project: TESTFIM
&% Engineening Settings
B Function Diagram Archiving
‘=i Operations
& PROFIBUS
& Authorizations
&) Documentation Rules
2% Personal Dats
% Print Options For Sequence Structun
) Product Extensions
| License Configuration

Operations Settings
UPERUUI LU Igursuun Server

Hame Type Description
P System 1 Symphony Plus Operations System

<

General Settings
4 Default
Working Directary

[eWelody

Operations Code Generation (Symphony Plus)
[4] With Operatar Contral

[ Load S+ Operations

[ Delete loaded files

0K

Help
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3. Select system structure and click on Export to export the assets.

ONTROL ENGINEERING
CONTROL ENGINEERI

e L2 Bus Topology Structure

i System Configuration of System Parameter
e ~ &7 PM876_1, RestoredFrom_PM876_1_2019.10.24_12.48 o Glands Lt of I<lands
~ ;%gsyscz Branch i e - R e G G S e Wi
e Name Text
Aol Desn o Print > o I [
Control Engineering Kaport 3 el
Document References...
Coonacihily Enolnasiing Upload operable Parameters...
Internal Net Name Internal Net Type
IEC 61850 ystemiRete ence Onet 2 ’ |
| Simulation Overview... Cnet5G3 |
HMI Configuration Signal Monitoring...
— Device Scan...
Tance e
Messages @cros Do (DWarnings B Delete 2 Clear All  [E) Save OFind & Show Details [ Open Context
— —
Tool Time Message Context Action Object
@ Project Admin  3/16/20213:..  TEST_1 is Closed ProjectDashb...  Executing clo..  ABB.Sympho...
@ Project Admin 3/16/2021 3:... System project restoration started... R R ... ABB.Sympho...
@ Project Admin  3/16/20213...  Restore engineering project CR22_MSRT from CR22_MSRT\CR22_MSR...  DatabaseVie..  Executing Po..  ABB.Sympho...

Figure 248. Export the asset from system structure
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4. Once exported, assets will appear as shown in the following image.

Name

| | Station EP204A09-Assets.xml

| Station 01CO05 (CMC60 102)-Assets.xml
|| Station 01G09 CMC70_103-Assets.xml
| Station 04A09-Assets.xml

|| Station 06C09 S800 DPV1-Assets.xml

|| Station 08A09 PM877 Migra.-Assets.xml
| Station 10A09 Turbotrol-Assets.xml

| Station 11 A09-Assets.xml

| Station 13A (PM875-2 FW207-Assets.xml
|| Station EP204C09-Assets.xml

L WTMS50A-Assets.xml

. | WTMS50B-Assets.xml

L WTMS0C-Assets.xml

Figure 249. Exported Assets

Date modified

25/03/
25/03/
25/03/
25703/
25/03/
25/03/
25/03/
25/03/
25/03/
25/03/
25/03/
25/03/
25703/

2019 14:41
2019 14:41
2019 14:41
201914:41
2019 14:41
2019 14:41
2019 14:41
2019 14:41
2019 14:41
201914:41
2019 14:41
2019 14:41
2019 14:41

n Asset structure export option is not available for Symphony Plus system in

Composer version 7.0 SP1 and SP2.
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D.4.3 Composer Melody Rack version 5.2 or earlier

Procedure to obtain System Project Configuration or Melody Rack Island
Devices (filetype *.csv with ;' delimiter)

1. Open Composer and switch to Project Structure view.

m D330 // AC 870 Engineering Workplace / Project Structure {Running)

R &GS L. Q|0 i rmn v

h: IIP\ Ug.[ Mare [

BT e
B Functional StedsEure (Bl Project st

Eg System Strudure

E'E Location Structure

5 Documertation Struckure
B Bus Toodoay Siructure

t;_- Library Struchwe

| ¢ Catabase Irformation

ansac irformation on obects

Information about databass us

Project Statistic  Dst= of last update:

Hannng

Release

Funning

-

| A Binary Signals

| A Anaiog Signas
¢ Limit Sgnals
:.—__"!lr Pached Boclean Sigﬂél-s

:H Mult Signals

| B Process Prints

| =4 Function Diagrams

| Q Function Diagram Pages

| E§] Cubcles

| € Controller

|@ Yo Unts (Lozd 1/O)

ala|ls|s|la|lalalaala|a

olo|o|o|jo|o|o|olo o|o

=RE=RE-RR-RE-NE-NE-RR-RE-RE-N L]

PR ihere sl T e v

Figure 250. Open Composer and switch to Project Structure view.
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2. Right-click on the Project then select Open to open customer's project.

@ D330 // AC 870P Engineering Workplace / Project Structure (Running
E@‘ "“’Q@\‘* f_-:]:ﬁ,ill‘() i HRunning

T:g Project Structure

S Project List
i

ﬁ'& G19Y
ok 30 SCMTEST

Figure 251. Select Open to Open customer’s project
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3. Ifthe project was already opened, the Bus Topology Structure view has to

be selected.

& System Structure: |

iEg Project Structure

‘Eg Functional Structure

‘Eg System Structure

‘Eg Location Structure

‘Eg Documentation Structure

"» Bus Topology Structure

T& Library Structure

Figure 252. Bus Topology Structure view
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4. Right-click on the system and select Export then CSV.

m E610 // AC 870P Engineering Workplace / Bus Topology Structure (Ru

RE| @S| £ P |81 |0 | |rwmng

‘Eg Bus Topology Struckure

Print »

Document References. .. I!g

Upload operable Parameters. .,

Figure 253. How to export CSV
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5. A window with multiple export format option opens. Select Excel for .csv.

=lix
&
Lk of Ichareds
Murterares of st it leng b soemant
Crverview of dOOITENE references
Vensianeclevant sdrmation of dbis:t
Text
[ ok [ comad | [ 1w | I
—
[

[mo x@&l

Figure 254. .CSV file export option
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A window opens where the Bus Sharing Units report needs to be chosen.

@ Export Data =

~Select report

;!Channel Assignment (Exchange Format); @

CCF Orderlist | !

Channel Assignment {(alarm Unit)
Channel Assignment {CCF)

Channel Assignment {Exchange Format)
Channel Assignment (Extended)
Channel Assignment (Standard)
Channel Assignment (Statistics)
Channel Assignment (With Device)
Process Item Data

Signal Cross-References

Simulation Entries

Figure 255. Choose Bus Sharing Units report

Select Excel option for .csv. Provide desired path and file name to export
the configuration.

This creates an .csv file. Once the .csv file is created, save it.
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D.4.4 Melody CSE_Conf File

CSE_Conf file contains the EPC and IP addresses of all of the modules part of
the system. It must be exported from Composer Melody Rack too. It is stored
in the below path.

C:\Program Files (x86)\ABB Symphony Plus\Engineering\Composer Melody
Rack

Orin

C:\ProgramData\ABB Symphony Plus\ Engineering\Composer Melody Rack.

The folder ProgramData is hidden, choose Show hidden files option in
Windows to view the files.
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Appendix E SHA256 Hash verification

ABB has created a tool (digitally signed) that can be used to calculate the
SHA256 Hash. The tool, 2VAA005130.zip (Symphony Plus SHA256 Hash
Calculation Tool Version 1.1.0) can be downloaded from ABB library. This is by
no means mandatory, it is an additional check that is up to the user.

To run the tool, perform the following steps:

1. Extract the file SHA256HASH.exe to the desired directory. In this case it is
C:\MCS-DC\SHA256HASH.EXE

2. Copy the MCS-DC zip file downloaded from from My Control System
(MCS) portal or ABB library, to the desired directory. In this case it is
C:\MCS-DC\7PAA002122_MCSDC_v2.xx.ZIP.

3. Click the Start button. In the Search box, type Command Prompt or cmd,
and then press Enter, wait for the command prompt window to open.

4. Type the following command in the command prompt
C:\MCSDC\SHA256HASH.EXE "C:\MCS-
DC\7PAA002122_MCSDC_v2.xx.ZIP" and press enter.
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5.

The tool will calculate the Hash and return the value to the screen followed

by the name of the file that was hashed.

Figure 256. Hash Check

6.

Compare this Hash value with the one listed in the summary field of MCS-
DC package, in ABB library. A matching value confirms that the
downloaded package is identical to the source. If the values do not match,
do the following.

. Download the package again, repeat the steps.
. If the problem persists, contact ABB Support Line (level 2).

Alternatively, users can compute SHA256 Hash value, using Windows
power shell. Follow the link given below for Hash value calculation using
Windows power shell: https://docs.microsoft.com/en-
us/powershell/module/microsoft.powershell.utility/get-filehash
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Appendix F Testing the WMI health of a computer

Following procedure shall be executed to test the health of WMI queries within
the local computer (MCS-DC launch node) as well as between local computer
and remote computers.

F.1 Health check of WMI query within the local node

1. In MCS-DC launch node, Go to the system32 folder and select
wbemtest.exe application. Hold Shift and Right-click, which brings up the
"Run as different user" as shown in Figure 257.

20 = Manage b = X
£ > This PC > Local Disk (C) > Windows > System32 > whem v O Search wherr
g ~
# Quick access
wbementldll
Dogmen whemconsdil
¥ Downloads WBEMCons.mof
&= Pictures
Arc
B Desktop. isp. 7
Security Assessement t wbemess  Open [ tior
whempre % Run as administrator |, i
whemsvd  Run as different user |a .
neDrive - ABB > } 01 tior
@ OneDrive - Personal [ ;
Pin to Start [r20
& This PC WdacWn @ Move to OneDrive |
1 3D Objects WdacWrr i/ Edit with Notepad + I
I Desktop WdacWrr & Share [20
Documents Wdf0100 Pin to taskbar I
& Downloads Wf0100  Copy as path [
B Music wdigest  Restore previous versions [
WFAPIGP I
= Pictures ) Send to >
whascim.q |
I videos whascim.s Cut I
2% Local Disk (C) wlascimy  Copy 120
W Network WEPMOK Create shortcut [
fs.mof
WSOl | & Delete [
uhal 4 I
o G Rename |
Win32_D¢ [r201 v
Propertie =

-

Figure 257. System32 Folder
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2. Click on "Run as different user" option, which brings up the following
screen. Provide the user credentials which were provided as input to MCS-
DC for collecting data on this computer and click on OK.

Windows Security X

Run as different user

Please enter credentials to use for C:\Windows\System32\wbem
\wbemtest.exe.

| |..‘>er' name |

| Password |

Domain: ASIAPACIFIC

OK Cancel

Figure 258. Enter Credentials

Windows Management Instrumentation Tester S X
Namespace: Connect...

_ B |

IWbemServices
Edit Context ... |

Method Invocation Options
@ [~ Enable All Privileges
& I
o [
r

10 Batch Count (enum. only) 5000 Timeout {msec., -1 for infinite)

Figure 259. Windows Management Instrumentation Tester
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3. Clicking on Connect brings up the following screen. To check the health of
WMI query within the local node, click on the Connect button without
entering any credentials. Health check of WMI query from local node to a
remote node shall be done by entering the remote node IP address and
access credentials.

Connect

==

Connection:
Using: |IWbemLocator (Namespaces) =l

Retuming: | |WhemServices LI

Synchronous

Credentials
User: [

Password: |

Authority: [
Locale How to interpret empty password

I * NULL " Blank
Impersonation level Authentication level

" Identify " None % Packet

' |mpersonate " Connection  Packet integrity
" Delegate " cal " Packet privacy

Figure 260. WMI query health check - Local computer
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Figure 261. WMI query health check - Remote computer

~ Credentials

Connect

| — Namespace

|\\139.227.40.1 1\root\cimv2

-Connection:

Using: IIWbemLocdor (Namespaces) _‘J

Retuming: | IWbemServices

‘:I ampletion: | Synchronous "l

User: |.\Mmirislm‘lor
Password: | |
Authority: |
Locale How to interpret empty password
I ® NULL " Blank
~ Impersonation level ———— [~ Authentication level ——————————
" Identify " None % Packet
% Impersonate (" Connection " Packet integrity
] ‘ (" Delegate " Call " Packet privacy
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4. Successful connect brings up the following Window.

Windows Management Instrumentation Tester = X

c—
root\cimv2 Exit |

|WbemServices
Enum Classes... I Enum Instances... I Open Namespace...l Edit Context... I
Create Class... | Create Instance.... I Query... | Create Refresher... |

OpenClass... | Open instance... | Notfication Query...|
Delete Class... I Delete Instance... I Execute Method... I

r~ Method Invocation Options
" Asynchronous [~ Enable All Privileges
(" Synchronous [ Use Amended Qualffiers
& Semisynchronous [~ Direct Access on Read Operations

™ Use NextAsync (enum. only)
10 Batch Count (enum. only) [5099 Timeout (msec., -1 for infinite)

Figure 262. Connection successful - Local

Windows Management Instrumentation Tester = X
Namespace: Connect...
\\169.227.40.11\root\Gimv2 Bt I
~ IWbemServices
Enum Classes... | Enum Instances... [ OpenNamaspaceI Edit Context.... |
Create Class.. | Cratelnstance.. | Quey. | Creste Refresher . |
Delste Clzss.. | Delete Instance... | Executs Method.. |
Method Invocation Options
" Asynchronous [” Enable All Frivieges
" Synchronous [ Use Amended Qualfiers
(% Semisynchronous [ Direct Access on Read Operations
™ Use NextAsync (enum. only)
10 Batch Count (enum. only) [5000 Timeout (msec., -1 for infinite)

Figure 263. Connection successful - Remote
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Appendix F Testing the WMI health of a computer

5. Click on Query button in above screen brings up the following screen.

Query
Enter Query

|
Query Type Aoply
|WQ|- _'_] ™ Retrieve class prototype Cancel

Figure 264. Enter Query

6. Enter the Following query in above screen and click on Apply button.

select * from Win32_OperatingSystem
7. Successful result of the above query bring the following screen.

Query Result
WQL: select * from Win32_Operating System Close

1objects | max.batch:1  Done

Win32 OperatingSystem=@

| Delete |

Figure 265. Query Result
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8. Double click on the object Win32_OperatingSystem=@. Properties of this
object will be listed as shown in Figure 266. For example, the property
'Caption' has a value 'Microsoft Windows 10 Enterprise'. The WMI query for
this property is successful.

9 32.Ope Property Editor
Qualifiers
m-;;ic E;m_ Property Name Class of crigin Save Property
d CIM ]| |Caption CIM_ManagedSystemElemer
il i | ! Cancel
< Type
Add Qualifier | Edit Q |CI’~I_‘3TRING _'I ™ Amay
Properties 1 Value C NULL & Not NULL
gﬁlg?u?u E;m‘ Microsoft Windows 10 Enterprise
CodeSet CIM_
CountryCode CIM |
CreationClassName CIM_|
F O em bimnlIsanhlama IR
% Qualffiers
Add Property | Edit Py C Key € |ndese € NothULL & Mormal
Methods CIMTYPE CIM_STRING  sting Add Qualfier ]
Delete Qualifier
Edit Qualfier

= = T =T

Figure 266. WMI query - OS caption
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Appendix G Prerequisite tool

Appendix G Prerequisite tool

Copy the tools folder from the MCS-DC package to the C:\Temp folder of each

computer node in the network. Double-click the file MCS-DC-
Prerequisite_Tool.exe to run the tool.

» ThisPC » Local Disk(C:) » MCSDC builds »

~
Name

Bin
Tools
[ MC5-DC_Launcher
j MCS5-DC_Launcher.exe

Figure 267. Tools folder

Date modified

MCSDC2.7 2.7.02301.11003

Type Size

W File folder

M File folder

M Application 142 KB
3AM  CONFIG File 1KB

» MCSDC2.7_2.7.02301.11003
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Appendix G Prerequisite tool

» ThisPC » Local Disk (C) » Windows » Temp » Toaols

~

MName

Config
lcons
Logs
Output

ABB.AS.DC.AppSettings.dll
ABB.ASDC Base.dil
ABB.AS.DC.CommonCollector.dll
ABB.AS.DC.Commonlnterfaces.dll
ABB.AS.DC.Commons.dll

B ABB.AS.DC.ContextHelp.View.dll
[%] ABB.AS.DC.DataFormats.dll

[#] ABB.AS.DC.Encryption1.dil

B ABB.AS.DC.5PDCDataStructuredll
[ ABB.AS.DCUIControls.dil

[ ABB.SPDC.Helpers.dil

E]
E]
E]
E]
]

E]
E]

Interop.ABB.SPDC. Helpers.PPA.dII
Interop.ABB.SPDC. Helpers.PPATdII
Interop.ABB.SPDC. Helpers.PPAZ Il
Interop.ABB.SPDC. Helpers.PPA3.dIl
Interop.MetFwTypelib.dil
MCS-DC_Prerequisite_Tool
MCS-DC_Prerequisite_Tool.exe
Prerequisite.DataFormats.dll

Prerequisite.Validator.dll

Date modified

2023 11:34 AM
171172023 10:15 AM
171172023 10;
171172023 10;
171172023 10:
171172023 10:15 AM
171172023 10:15 AM
171172023 10:15 AM
171172023 10;
171172023 10;

171172023 10;

171172023 10:
171172023 10:13 AM
171172023 10:13 AM
171172023 10:13 AM
171172023 10:13 AM
171172023 10:13 AM
171172023 10:20 AM
171172023 10:13 AM
171172023 10:20 AM

171172023 10:20 AM

Type

File folder

File folder

File folder

File folder
Application extens...
Application extens...
Application extens...
Application extens,
Application exten:
Application exten:
Application extens...
Application extens...
Application extens...
Application extens...
Application exten:
Application exten:
Application extens...
Application extens...
Application extens...
Application extens...
Application
CONFIG File
Application extens...

Application extens...

Figure 268. MCS-DC_Prerequisite_Tool

Size

Click the next button after selecting the system and Domain/Workgroup as
applicable.
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MCS-DC Prerequisite Tool

System Selection €

A DD
MADD

Figure 269. System Selection

As shown below, the tool will check for the applicable prerequisites for the
selected system and populate the results. All the available prerequisites in the
node will be listed with a green tick, in the 'Original status' column.
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MCS-DC Prerequisite Tool

One of more presequisites are ot met. To apply these, click on ‘Apply Prerequisites’

Prerequisie Stetus @)

Prerequisnes ongnal stals Stahs aMler apHING Statss aited revering
ity a0 MICRoSr NET Framewor 2.0 Serce Pack 1 0 00ve i INStaled on all 100es parlaf 0ata collecion
Tum o e and Piinter sharing for 3il netwark orofies o0 38 nodes
Star “Servarsenvics fram snvices @ 715 ot akieady rnning on il nates
SHAM WINgws MANSgRMmENt ETUMENANDN S8rvIEA 1AM SAMGEE I It 15 NGR AT9acy NaNINg o0 21 Nedes

Create L ecalAcoountTokenFillaFolcy” regi odes.

Enatle Windaws Management instrumentation (AMI) in Windows firewal excephan list an all nedes

Frersquisie roiated 13 36min priviege of user TOCGESL FravdDg a2 MpUlfoF s nde, cannol b verifed byt 1291

Datn & Teme T Message
20220117 122532 ASMInISTIar prAIRGeS vaklatan finishad
20230117 122532 Administiator prisileged valdation staed

20230117 122832 WMlin viinoowsFrewall validation finished

2022.0117 122518
2023-01-17 12251
20220117 122518
20230117 122518
20230117 122598
2023-01-17 122598
2R s

Figure 270. Original status

Click on 'Apply prerequisite' button to apply the missing prerequisites. This
must be repeated for all nodes from which the performance data is to be
collected.

cannot identify/set 'File and Printer sharing' and 'WMI in windows firewall'
related prerequisites. Refer to the Section 2.5, Prerequisites to set them
manually. Ignore the status of these two prerequisites, shown by the tool.
Rest of the prerequisites will work fine.

n In Windows XP and Windows 2003 Server operating systems, this tool
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ABRR  mCs-DC Prerequisite Tool

Prerequisites have been successiully applisd. After comploting the dat collection, ensure 1o revert it back o original status.

Prevonutsne seanss @)

Prececusiies Original Status Stalug sfier spphing Stahas after reveriing

Weiify that Miczosal NET Framewoek 2 0 Secvica Pack 1 or abovs is instatied 6n all nocs par of data colfecion
Turn on File and FriTier snanina far 3 nEtwork protiles on all rages

Start "Server” sanice from sewioes If 115 not already running on 2llnodes

Start Vindews semvica s 0o g.0n all nodes
Croate LacalhzcauntTokenF merPoiicy” regisry key on alinates
Enatie Wincows kianagement inskumentatn (AR in Windzws frewal escephan list on ail noces

Precequisite selaled o admin peivlege of user credential, pravide as input fee Tia node, cannol b verified by this tool

ADBIY Prareqssies:

T Massage C
Enatie WMl in SinazwsFirenall finished "
Enabie Wl in WindamsFirewall

Enatse LacalAzzauntTakenf IssrPolicy fnisnog
Enabis LocalAcoountTokeneBscPolicy stared
Enatie Fie snd Frinler Sharing finshed
Enatie Fie and Prinler Sharing staried

Figure 271. Status after applying prerequisites

Now that all the prerequisites for data collection have been met, the node is
ready for data collection.

Once the data has been collected, click the revert prerequisite button to revert
the changes.
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Rawarting to or

Provesuisn Stan

Tum on File ang Prnd

St Sener senice

Brerequisite related

Stari“Windows Managament istrumentalin” service from semvices f il nol already running on allrodes
Greate "LozalAczouni TokenFilleroicy” ragistry key an all nades

Enablo wingaws Managemont matrumsntation (AW} i1 Mndows firewall sxcepaen lis1n 3k nades

iginal status is succossful.

=@

Freequisites Originai Stalus ‘Stalus aftee applying Stahus after revering

tee shaaring for all netacek profies on all nodss

IO SEAViGas I 15 1ot Sraady MnIng on 3 nGdes

19 agrin prviege of user credential, prowided as ingu for this nade, cannot be verfied by this faol

30230117 122856
20230117 122886
20230117 122655
20230117 12:28:55
2023-01-17 122855
HEBOTAT 122848
0230117 122758
20230117 122756
20230117 122756

rmanre

T Message s
Disable WHl in WindowsFirswall finisned -
Disasle Wil in WindowsFirewal saried

Disable LucalAccountToksnFIkeiPolicy tegiatry ey finishad
Disable LacalaccountTakenFiferPolicy starded

Disable Fike and Printer Shafing fnished

Bisasle File and Printer Sharing started

Enabin WA In WndgwsFiremsil inishad

Enable WA in WiridowsFirewall

Figure 272. Status after reverting prerequisites

After reverting the changes, ensure that the 'Status after reverting' column
matches the 'Original status' column
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Revision History

Introduction

This section provides information on the revision history of this user manual.

The revision index of this user manual is not related to the actual product
revision. Please note, MCS-DC 2.0.0 and 2.0.1 are managed releases. It is
released to selected users to get feedback on the product, as it is a new
product.

Revision History

The following table lists the revision history of this user manual.

Revision Description Date
Index

A First version for MCS-DC 2.0.0 September 2021
(Managed release)

B This version is for MCS-DC2.0.1 September 2020
(Managed release)

C This version is for MCS-DC 2.0.2 November 2020

D This version is for MCS-DC 2.1  April 2021

E This version is for MCS-DC 2.2 September 2021

F This version is for MCS-DC 2.3 December 2021

G This version is for MCS-DC 2.4 March 2022

H This version is for MCS-DC 2.5 June 2022

| This version is for MCS-DC 2.6  October 2022

] This version is for MCS-DC 2.7  March 2023

K This version is for MCS-DC 2.8 September 2023

L This version is for MCS-DC 2.9 March 2024
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Updated in Revision Index B

The following table shows the updates made in this Release for version 2.0.1.

Table 3. Updated in Release version 2.0.1

Updated Section/Sub-section

Description of Update

Section 1.2

Updated Support information
for System 800xA

Added Support information for
Advant Master controllers with
system 800xA HMI

Added Support information for
Melody Rack controllers

Added Support information for
Harmony Rack controllers (LCS
only)

Added Support information for
S+ Operations HMI

Added support information for
Freelance HMI versions
Freelance 2019 SP1 FP1 and
Freelance 2013 SP1 RUS.

Section 2

Added Common Prerequisites

Updated Prerequisites for 800xA
System

Added Prerequisites for S+
Operations HMI

Added Prerequisites for
Harmony Rack

Added Prerequisites for Advant
Master with 800xA System

Added Prerequisites for Melody
Rack
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Table 3. Updated in Release version 2.0.1

Updated Section/Sub-section Description of Update

Section 3 - Updated Basic Mode data
collection process for 800xA HMI

- Updated Basic Mode data
collection process for Freelance
HMI

- Added sub section for Basic
Mode data collection process for
S+ Operations HMI

- Updated Advanced Mode data
collection process for 800xA HMI

- Updated Advanced Mode data
collection process for Freelance
HMI

- Added Support information for
Symphony DIN controllers with
system 800xA HMI.

- Added sub section for Advanced
Mode data collection process for
S+ Operations HMI.

- Added support for Security data
collection in S+ Operations

system.

Section 4 - Updated Post collection
procedure

Appendix - Added Appendix A

- Added Appendix B
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Updated in Revision Index C

The following table shows the updates made in this Release for version 2.0.2.

Table 4. Updated in Release version 2.0.2

Updated Section/Sub-section Description of Update
Section 2 - Added Prerequisites for Advant MOD 300
- Added Prerequisites for Procontrol P13
controllers
Section 3 - Updated Basic Mode data collection
process for 800xA HMI

- Updated Advanced Mode data collection
process for 800xA HMI

- Updated Advanced Mode data collection
process for S+ Operations HMI

Appendix - Added Appendix C
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Updated in Revision Index D

The following table shows the updates made in this Release for version 2.1.

Table 5. Updated in Release version 2.1

Updated Section/Sub-section Description of Update

Section 2 - Added Prerequisites for QCS
with 800xA HMI

Section 3 - Updated Basic Mode data
collection process for 800xA HMI

- Updated Advanced Mode data
collection process for 800xA HMI

- Updated Advanced Mode data
collection process for S+
Operations HMI

Appendix - Added Appendix D
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Updated in Revision Index E

The following table shows the updates made in this Release for version 2.2.

Table 6. Updated in Release version 2.2

Updated Section/Sub-section Description of Update
Section1 - Supported Systems and Versions
Section 3 - Data Collection process
Section 5 - “chkdsk” issue is removed
Section 2 - Modified .Net framework version

- Freelance prerequisite settings
for Windows XP client nodes in
workgroup

Section 5 - Error when .Net Framework is
missing in the launch node
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Updated in Revision Index F

The following table shows the updates made in this Release for version 2.3.

Table 7. Updated in Release version 2.3

Updated Section/Sub-section Description of Update
Section 3 - Periodic Data Collection
- Alllmages

- Product name change from SPDC
to MSC Data collector

Section 5 - Issue 1l Agent deployment failed
added
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Updated in Revision Index G

The following table shows the updates made in this Release for version 2.4.

Table 8. Updated in Release version 2.4

Updated
Section/Sub-section

Description of Update

Section 1.2 Supported Systems and Versions

Section 3.4.1 800xA with Harmony data
collection

Section 3.4.3 S+ Operations with Harmony
data collection

Section 3.5 Periodic data collection
improvements

Appendix E Hash verification.
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Updated in Revision Index H

The following table shows the updates made in this Release for version 2.5.

Table 9. Updated in Release version 2.5

Updated
Section/Sub-section

Description of Update

Section 2.13

Non-ABB System (Security Data
collection).

Section 3.4.7

Security Data Collection from
non-ABB Systems.

Support for QCS with System
800xA HMI version 6.1 SP2.

Section 1.2

Supported Systems and
Versions.

Section 4

Change in collection file name.
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Updated in Revision Index |

The following table shows the updates made in this Release for version 2.6.

Table 10. Updated in Release version 2.6

Updated

Section/Sub-section Description of Update

Section 3.1 - Switch option from Basic to
Advanced mode data collection.

Section 3.3.1, Section AC800M crash file collection

341 configuration.

Section 3.6 - ESXiData Collection

Section 4.1 - Collection file merging
Appendix B.2 - Secured communication - Client

certificate selection procedure

Updated in Revision Index J

The following table shows the updates made in this Release for version 2.7.
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Table 11. Updated in Release version 2.7

Updated

Section/Sub-section Description of Update

Section 1.2 - Supported Melody versions,
Supported Harmony Composer &
S+ Engineering versions,
Supported HAPI versions,
Supported S+ Operations
Versions, Supported 800xA
Versions and Support for
Harmony Bridge modules.

Updated in Revision Index K

The following table shows the updates made in this Release for version 2.8.

Table 12. Updated in Release version 2.8

Updated

Section/Sub-section Description of Update

Section 3.1 - Parallel data collection of client

- AC800M controller collection
configuration.
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Updated in Revision Index L

The following table shows the updates made in this Release for version 2.9.

Table 13. Updated in Release version 2.9

Updated

Section/Sub-section Description of Update

Section 1.2 - Supported Freelance versions.

- Supported 800xA versions.

Section 3.1, 3.2 - AC800OM controller collection configuration.

Section 3.4.8 - S+ Historian in 800xA or third party HMI environment
Section 4.1 - Collection file merging

Appendix B - Secured communication.
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Index

Index
A

Advanced mode data collection for
800xA 127

Advanced mode data collection for 800xA
HMI 101

Advanced mode data collection for 800xA
HMI with Procontrol P13 controllers 128
Advanced mode data collection for 800xA
HMI with QCS controllers 130

Advanced mode data collection for S+
Operations HMI with Procontrol P13 206
Advanced mode data collection for S+
Operations with AC800M Controllers 199
Advanced mode data collection for S+
Operations with Harmony controllers 162
Advanced mode data collection for S+
Operations with Melody controller 185
Advanced Mode Data Collection Process for
Freelance HMI 145

B
Basic mode data collection for 800xA HMI
with AC 70, 110, 160 controllers 70
Basic mode data collection for 800xA HMI
with Freelance controllers 71
Basic mode data collection for 800xA HMI
with Melody Rack contollers 73
Basic mode data collection for 800xA HMI
with MOD 300 controllers 74
Basic mode data collection for 800xA HMI
with QCS controllers 75

C

Caution 9
Changing the default Port number 283

Configuring Secured Communication 287,
293, 295, 327

D

Data Collection Process 55
Deleting Firewall Rules 288
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Post Collection Procedure 255
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