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1.1.

1.2.

About this manual

Copyright

This document and parts thereof must not be reproduced or copied without written per-
mission from ABB, and the contents thereof must not be imparted to athird party, nor
used for any unauthorized purpose.

The software or hardware described in this document is furnished under alicense and
may be used, copied, or disclosed only in accordance with the terms of such license.

Warranty
Please inquire about the terms of warranty from your nearest ABB representative.

http://www.abb.com/substati onautomation

Disclaimer

The data, examples and diagramsin this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties.
All personsresponsiblefor applying the equipment addressed in this manual must satisfy
themselves that each intended application is suitable and acceptable, including that any
applicable safety or other operational requirements are complied with. In particular, any
risks in applications where a system failure and/ or product failure would create arisk
for harm to property or persons (including but not limited to personal injuries or death)
shall be the sole responsibility of the person or entity applying the equipment, and those
so responsible are hereby requested to ensure that all measures are taken to exclude or
mitigate such risks.

This product is designed to be connected and to communicate information and data via
anetwork interface, which should be connected to a secure network. It is sole responsib-
ility of person or entity responsiblefor network administration to ensure a secure connec-
tion to the network and to establish and maintain any appropriate measures (such as but
not limited to the installation of firewalls, application of authentication measures,
encryption of data, installation of anti virus programs, etc) to protect the product, the
network, its system and the interface against any kind of security breaches, unauthorized
access, interference, intrusion, leakage and/or theft of data or information. ABB is not
liable for damages and/or losses related to such security breaches, unauthorized access,
interference, intrusion, leakage and/or theft of data or information.

This document has been carefully checked by ABB but deviations cannot be compl etely
ruled out. In case any errors are detected, the reader is kindly requested to notify the
manufacturer. Other than under explicit contractual commitments, in no event shall ABB
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1.3.

1.4.

1.5.

1.6.
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be responsible or liable for any loss or damage resulting from the use of this manual or
the application of the equipment.

Conformity

This product complies with the directive of the Council of the European Communities
on the approximation of the laws of the Member States relating to electromagnetic
compatibility (EMC Directive 2004/108/EC) and concerning electrical equipment for
use within specified voltage limits (L ow-voltage directive 2006/95/EC). This conformity
isthe result of tests conducted by ABB in accordance with the product standards EN
50263 and EN 60255-26 for the EMC directive, and with the product standards EN
60255-1 and EN 60255-27 for the low voltage directive. The product is designed in
accordance with the international standards of the IEC 60255 series.

Trademarks

ABB isaregistered trademark of ABB Group. All other brand or product names men-
tioned in this document may be trademarks or registered trademarks of their respective
holders.

General information

This manual provides thorough information on all the Ethernet-based Slave protocols
supported by the COM600 and and their central concepts. You will find instructions on
how to configure the related objects belonging to the different Ethernet-based dlave
protocol servers. The basic operation procedures are al so discussed.

Information in this user’s manual is intended for application engineers.

Asaprerequisite, you should understand the basic principles of the different Ethernet-
based slave protocols and the |IEC 61850 standard.

Document conventions

The following conventions are used for the presentation of material:

* Thewordsin names of screen elements (for example, the titlein thetitle bar of a
window, the label for afield of adialog box) are initially capitalized.

+ Capitd lettersare used for the name of akeyboard key if it islabeled on the keyboard.
For example, pressthe ENTER key.

+ Lowercaseletters are used for the name of akeyboard key that is not |abeled on the
keyboard. For example, the space bar, comma key, and so on.

*  PressCTRL+C indicates that you must hold down the CTRL key while pressing
the C key (to copy a selected object in this case).
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« PressESC E Cindicates that you press and release each key in sequence (to copy
a selected object in this case).

«  Thenames of push and toggle buttons are boldfaced. For example, click OK.

¢ The names of menus and menu items are boldfaced. For example, the File menu.
« Thefollowing convention is used for menu operations. MenuName > Menu-

Item > CascadedM enultem. For example: select File> New > Type.

¢ The Start menu name alwaysrefersto the Start menu on the Windows taskbar.

e System prompts/messages and user responses/input are shown in the Courier font.
For example, if you enter a value out of range, the following message is displayed:

Entered value is not valid. The value must be 0 - 30

* You can be asked to enter the string MIF349in afield. The string is shown asfollows
in the procedure:

MIF349
*  Variables are shown using lowercase | etters:

sequence name

Use of symbols

This publication includes warning, caution, and information icons that point out safety-
related conditions or other important information. It also includes tip icons to point out
useful information to the reader. The corresponding icons should beinterpreted asfollows.

/_\ The electrical warning icon indicatesthe presence of ahazard
which could result in electrical shock.

ﬁ The warning icon indicates the presence of a hazard which
could result in personal injury.

@ The caution icon indicates important information or warning
related to the concept discussed in the text. It may indicate
the presence of a hazard which could result in corruption of
software or damage to equipment or property.

ﬂ The information icon alerts the reader to relevant facts and
conditions.

11
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Thetip icon indicates advice on, for example, how to design
Q your project or how to use a certain function.
1.8. Terminology
Term Description
Alarm An abnormal state of a condition.

12

Alarms and Events; AE

An OPC service for providing information about alarms and
events to OPC clients.

COM®600 Series; COM600

COM®600 as a generic name for COM600S IEC and COM600F
ANSI products

Data Access; DA

An OPC service for providing information about process data to
OPC clients.

Data Object; DO

Part of a logical node object representing specific information,
for example, status, or measurement. From an object-oriented
point of view, a data object is an instance of a class data object.
DOs are normally used as transaction objects; that is, they are
data structures.

Data Set The data set is the content basis for reporting and logging. The
data set contains references to the data and data attribute val-
ues.

Device A physical device that behaves as its own communication node
in the network, for example, protection relay.

Event Change of process data or an OPC internal value. Normally, an

event consists of value, quality, and timestamp.

Intelligent Electronic Device

A physical IEC 61850 device that behaves as its own commu-
nication node in the IEC 61850 protocol.

Logical Device; LD

Representation of a group of functions. Each function is defined
as a logical node. A physical device consists of one or several
LDs.

Logical Node; LN

The smallest part of a function that exchanges data. An LN is
an object defined by its data and methods.

OPC

Series of standards specifications aiming at open connectivity
in industrial automation and the enterprise systems that support
industry.

OPC item

Representation of a connection to the data source within the
OPC server. An OPC item is identified by a string <object
path>:<property name>. Associated with each OPC item are
Value, Quality, and Time Stamp.

Property

Named data item.
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Term

Description

Report Control Block

The report control block controls the reporting processes for
event data as they occur. The reporting process continues as
long as the communication is available.

SPA ABB proprietary communication protocol used in substation
automation.
SPA device Protection and/or Control Product supporting the SPA protocol

version 2.5 or earlier.

guage; SCL

Substation Configuration Lan- | XML-based description language for configurations of electrical

substation IEDs. Defined in IEC 61850 standard.

Abbreviations

Thefollowing isalist of abbreviations associated with COM600 that you should be
familiar with. See also 1.8, Terminology.

Abbreviation Description
AE Alarms and Events
ASDU Application Service Data Unit
BRCB Buffered Report Control Block
DA Data Access
DMCD Data Message Code Definition
DO Data Object
GW Gateway, component connecting two communication networks together
WebHMI Web Human Machine Interface
IEC International Electrotechnical Commission
IED Intelligent Electronic Device
LAN Local Area Network
LD Logical Device
LN Logical Node
NCC Network Control Center
NUC Norwegian User Convention
OLE Object Linking and Embedding
OPC OLE for Process Control
P&C Protection & Control
PLC Programmable Logic Controller
POU Program Organization Unit
RTS Request To Send

13
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Abbreviation Description
SA Substation Automation
SCD Substation Configuration Description
SCL Substation Configuration Language
SFC Sequential Function Chart
SLD Single Line Diagram
SNMP Simple Network Management Protocol
SNTP Simple Network Time Protocol
RCB Report Control Block
URCB Unbuffered Report Control Block
XML eXtended Markup Language
1.10. Related documents
Name of the manual MRS number
COM®600 User’s Manual 1MRS756125
1.11. Document revisions
Document version/date Product revision History
A/24.5.2017 5.0 Document created
B/22.3.2018 51 Document revised

14
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2.2,

Introduction

General information about the COM600 series

The COM600 product seriesare versatile Substation Management Unitsthat help realize
smart substation and grid automation solutionsin industrial and utility distribution net-
works.

They get deployed together with protection and control 1EDs, substation devices such
as RTUs, meters and PL Cs in dedicated cabinets and switchgear.

The COM®600 product is an al-in-one unit that functions as:
+  Communication gateway

+  Web Human Machine Interface (WebHMI)

«  Automation controller

+ Rea-time and historical data management unit

The COM®600 product series use process information and device data, acquired over
Ethernet or serial communication protocol interfaces to execute specific substation
functions and applications. Thus, they are critical building blocks to realize substation
secondary system solutions and in the process solving diverse customer needs.

COM600 product series variants and rationale

To facilitate substation and grid automation solutions in |[EC and ANSI market areas, a
variant-based system similar to Relion® 615 and 620 seriesis being followed from
COM®600 5.0 release.

The main reasons for such an approach are the following:

+ Toensureal COMB600 product series features are advantageously used in end-cus-
tomer projectsin the medium voltage substation automation domain.

»  Toensure an optimum feature set to be bundled together to realize specific applica-
tionsrequired in IEC and ANSI market aress.

» To ensure afuture-proof product approach.

This release then comprises of two variants, based on the primary intent or application
are defined as follows:
+ COMG600SIEC—-COM600 for substation automation, analysis and data management

(for IEC markets)

+  COM®G00S IEC isasubstation automation, analyzer and data management unit
that integrates devices, facilitates operations, manages communication and runs
analysis applications pertinent to equipment or operationsin utility or industrial
distribution substations.

+  COMG600FANSI —COMG600 asdistribution automation controller (for ANSI markets)

15
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« COMG0OF is adedicated distribution automation controller unit that runs dis-
tributed grid and feeder applications for ANSI power networks and inherits all
core features of the COM®600 series.

Functional overview

COM600 supports multiple slave communication protocols by which it exchanges data
with field devices such as protection and control |EDs, meters or other devices such as
station controllers, Ethernet switches and WebHM I s. The data communication can be
accomplished using Ethernet or serial interfaces such asRS 232 or RS485. Thefollowing
slave protocols are supported by the COM600:

1. Ethernet-based protocols
+ |EC61850-8-1
« |EC 60870-5-104
« DNP3.0LAN/WAN
*  Modbus
« OPC
2. Serid interface-based protocols
+ |EC 60870-5-101
e DNP3.0 Serid
*  Modbus

COM®600 converts all field data, acquired using the communication protocols listed
above, into OPC. An OPC server is dedicated to every supported protocol. This OPC
server enables other OPC clients (internal) to access process data from slave devices.

This manual specifically covers the above listed Ethernet based slave protocols.

The protocol handling, that is, configuration and operation aspects comprise of generic
and specific aspects. These generic and specific partswill be described separately inthis
manual.

Handling in brief:

All slave protocols have two common aspects

*  An OPC server layer
» Datamodeling based on |EC 61850
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3.1.

3.2.

IEC 61850 Proxy server configuration

About this section

This section guides you in the configuration tasks required before you can start using
the IEC 61850 Proxy Server. For information on the |[EC 61850 data modeling, refer to
COM600 User's Manual.

1. Sdect File> Open/Manage Project....

2. Inthe Open/Manage Project dialog, select the required location for the project:
»  Projects on my computer
»  Projects on network

3. Select New Project on the | eft.

» Enter aProject Name. The Description is optional.

Click Create.

5. Click Open Project.

s

Overview of configuration

Before you can start using the IEC 61850 Proxy Server, you need to build and configure
an object tree in SAB600 to define the communication structure. Start the configuration
by first configuring an OPC Server, for example, SPA OPC Server. Then continue to
configure the IEC 61850 Proxy Server. For information on configuring the OPC Server,
see the related configuration manual.

Figure 3.2-1 shows an example view of SAB600 including an object tree in the commu-
nication structure on the | eft and Object Propertieswindow displaying the object properties
on theright.

17
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DSHE| & =@

ﬂ When configuring OPC serversthefollowing characters cannot

be used in object names: \ "' ' #. Also avoid using a spacein
object names.

Help

| Object Properties

Communication | Substation Structure |

=) ﬂ SABEDD_Example
. i) Gateway 5.0x
"y Process Event Definitions

1 Common Event Settings
Scale Definitions

8- Th |ECE1850Proxy Subnetwork
S ll IECE1850Froxy|ED

LD [EDILDA
LD [ED2LD1
LD [ED3LD1
o L0 |ED4LD
i) LD [ED5LD1

Description

[010] Basic

In Use

[020] Addresses

IP Address

IP-GATEWAY

IP-SUBNET

05| ACSE AE Qualfier

0S| ACSE AP Title Value

05| Presentation Selector

05| Session Selector

05| Transport Selectar

[070] OPC Alarm and Event
Device Connection Status Class
Misc

Configuration Version

IED Type

Manufacturer

Technical Key

|IEC61850Proxy|ED
Generic |IECE1850 Proxy IED

In Use
127.001

127.001
255.255255.0

Device Connection Status

IEC61350 Proxy |ED
ABB

IP Address
IP Address for communication channel. Dotted decimal or DNS name to
be used

10, helmikuta 2017135805 ARE

SAB600_Proxy_Example_View.png

Figure 3.2-1 Example view of SAB600 communication structure
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The configuration work can be divided into two separate tasks:
1. building an object tree, and
2. configuring object properties.

First, you need to build an object tree. Thisis done by adding objects to the object tree,
see 3.3.1, General information about building object tree.

Figure 3.2-1 shows an example of how the object tree may look like after it has been
built. In the example tree you can see the |IEC 61850 Proxy Server OPC Client object
and its child objects, such as subnetwork, devices, and data objects. Indentation is used
to indicate the parent-child relationship between the objects.

After you have added the necessary objects to the object tree in the communication
structure, you need to configure them, see 3.5.1, General information about configuring
objects.
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3.3.1.

3.3.2.

3.3.3.

Building object tree

General information about building object tree

The object tree is built in the Communication structure of SAB600, see Figure 3.2-1. It
is built by adding objectsin alogical order starting from the OPC Server object.

Beforethe IEC 61850 Proxy Server can be taken into use, you need to configure an OPC
server for the process communication. For moreinformation on creating an OPC server,
refer to COM600 User's Manual.

You can add objects to the object tree in the Communication structure the following
way:

You can right-click the object to which you want to add a child object.

First add the IEC 61850 Proxy Server OPC Client. The following objects are created by
the Proxy Configuration Tool, and should not be added manually:

+ |EC 61850 Proxy Subnetwork
+ |EC 61850 Proxy IED

+ Logical Devices

+ Dataobjects

Adding IEC 61850 Proxy Server OPC Client object

To add the |EC 61850 Proxy Server OPC Client object:

1. AddthelEC 61850 Proxy Server OPC Client object in the Communication structure
by selecting the Gateway object.

2. Right-click the Gateway object and select the server object, for example New > 1EC
61850 > | EC 61850 Proxy Server OPC Client.

Configuring IEC 61850 Proxy Server with Proxy Configuration
Tool

ﬂ Before configuring Proxy I1EC 61850 Proxy Server, an OPC
server handling the | ED communication needsto be configured
to the communication structure.

To configure |EC 61850 Proxy Server with the Proxy Configuration Tool:
1. Right-click the | EC 61850 Proxy Server OPC Client object and select Proxy Config
Tool.

19
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3.4.21.

20

2. Select the check-boxesin thefirst columnto add L Dsto the IEC 61850 Proxy Server
OPC Client configuration.
3. Click Saveto create the configuration with the selected | EDs to the communication

structure.
0PCS2 - Proxy Config Tool | * 4 b x
Include  |ED Path LDCaption
OPCS1\Subnet TNED WD IED1LDM
QOPC51\Subnet 1MED2WLD IED2LD1
OPCS1\Subnet TNEDINLDT |IED3LD
OPCS1\Subnet TNEDSNLDT |IED4LDM
QOPC51\Subnet 1MEDEWLD IEDSLDT

Cancel Save |~

SAB600_Proxy_Tool.png

Figure 3.3.3-1 Proxy Configuration Tool

The Proxy Configuration Tool includes the following columns:

* Include: specifiesif theLD is part of the Proxy configuration

» |ED Path: the OPC path of the selected LD

+ LD Caption: specifies the name of the referenced LD in the Proxy configuration

IEC 61850 data publishing

About data sets

A data set is an ordered group of data objects and data attributes organized as asingle
collection for the convenience of the client. Data sets are used to define the values of
data to be transmitted in case a value of a data set member changes. A data set is used
for reporting and GOOSE messaging.

Configuring data sets

Dataset Editor

A data set groups selected data so that a client can access it easily with asingle read
operation. A dataset isalso used for event reporting; dataislinked to spontaneous event
sending only viareport control blocks (RCB) data set definition. The client reads other
data separately. Data set definitions are located always under the logical device LDO and
logical node LLNO.
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3.4.3.2.

The data set can be modified with the Dataset Editor. Open the Dataset Editor by right-
clicking the Dataset object and selecting Dataset Editor.

The Dataset object has a set of data attributes:

« IdInst: Instance of Logical Device to which the referenced data set belongs.

«  Prefix: Freely configurable part of LN caption.

* InInst: Instance of the LN type.

+ InClass: Logical node class.

« doName: Name of the data object from which the data set is formed.

« daName: Name of the data attribute from which the data set is formed.
Data attributes are collected to the data set in groups, and the functional constraint
defines the data attributes.

» fc: functional constraint
Functiona constraint divides data attributes, which have the same functional con-
straint, to groups under the same data object. For example, functional constraint ST
(status information) groups stVal, g and t data attributes to the data set.

The caption in the object tree consists of Prefix, InClass and Ininst values.

Data reporting

About data reporting

Data changes are used as atrigger for reporting. Thisinformation is grouped using a
dataset. The data set isthe content basisfor reporting. Reporting usesinformation reports
to transmit data. The data configured in a data set is transmitted in information reports.
Reporting is controlled by report control blocks.

Report control block

Report control describes the conditions for generating information reports based on
parameters set by configuration or by aclient. Report Control Blocks control the proced-
ures that are required for reporting values of data from logical nodes to one client.

There are buffered and unbuffered report control blocks:

» InaBuffered Report Control Block (BRCB) internal eventsissue immediate
sending of reports, or buffer the events for transmission. This way the values of a
dataobject are not lost dueto transport flow control constraints or loss of connection.
BRCB provides sequence-of-events functionality.

+ InanUnbuffered Report Control Block (URCB) internal events issue immediate
sending of reports on abest efforts basis. If no association exists, or if the transport
dataflow is not fast enough to support it, events may belost.
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2l
4 [000] Appearance
Caption RCB_StatUrg
Description Report Control Block
4 [010] Basic
100
Buffered True
Corfiguration Revision 1
Data Set StatUrg
indexed True
Integrity period 1]
Report ID IEC61850ProxylEDIED 1LD 1/LLNO.RCB_Stat Urg
4 [010] Option Fields
Config Reference False
Data Ref False
Data Set False
Entry ID True
Reason Code True
Sequence Number True
Time Stamp False
4 [010] Trigger Options
Data Change True
Data Update True
General Intemogation True
Period False
Quality Change True
Buffer Time

Buffer time - see IEC 61850-7-2 (0. 2147483647)

Figure 3.4.3.2-1 Report control block properties

Table 3.4.3.2-1 Report Control Block object properties

SAB600_Proxy_RCB_Properties.png

Property/Parameter

Value or value range/Default

Description

Basic

Buffer Time

Default: 0 milliseconds

With this value, RCB can be
configured to wait for other
events after the first change
before sending the report.
Value 0 means that a new
change is immediately reported
to the client. Configurable.

Buffered

True
False

Default: True

Controls if the RCB is buffered
or unbuffered.

Configuration Revision

0...2147483647

Configuration revision of the
data set referenced by this
RCB. Every modification in the
data set increases the Configur-
ation Revision property by one.

Data Set The name of the data set to be
sent by the report control block.
Indexed True Indicates if this RCB is con-
figured with indexed naming
False convention.

Default: True




1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

Manual

Property/Parameter

Value or value range/Default

Description

Integrity period

0...214748647

Default: 0

Integrity period in milliseconds.
If this attribute has a value > 0
ms, an integrity report with all
data listed in the data set is
sent periodically in this interval.
By default, this feature is not
enabled, because it generates
an unnecessary load to the
server and network. If this fea-
ture is used, the Trigger Option
‘Period’ in RCB needs to be
enabled. Configurable.

Report ID

Used as identification in
information reports to specify
that the report is from this RCB.
By default report control block
MMS path name is used. Con-
figurable.

Option Fields

Defines what information is
sent with the information report.
Configurable.

Config Reference

True
False

Default: False

Config Reference

Data Ref

True
False

Default: False

Data Ref

Data Set

True
False

Default: False

Data Set

Entry ID

True
False

Default: True

Entry ID

Reason Code

True

False

Default: True

Reason Code

Sequence Number

True
False

Default: True

Sequence Number
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Property/Parameter Value or value range/Default | Description
Time Stamp True Time Stamp
False
Default: False
Trigger Options Defines the triggering condi-

tions for creating reports.

Data change

True
False

Default: True

Specifies whether a report
entry shall be generated due to
a change of the value of the
data attribute.

Data Update

True
False

Default: False

Specifies whether a report
entry shall be generated due to
freezing the value of an
unfreezable attribute or updat-
ing the value of any other
attribute. An updated value
may have the same value as
the old value.

Period

True
False

Default: False

Specifies whether a report
entry shall be generated on the
expiration of the integrity
period.

Quality Change

True
False

Default: True

Specifies whether a report
entry shall be generated due to
a change of the value of the
quality attribute.

Configuring reporting

To configure reporting:

1. Create and configure a Data Set object.

2. Create aReport Control Block object.

3. AddaReport Enabled object. Add a ReportClient object for each IEC 61850
client. ReportClients create the same amount of instances of the RCB, each dedicated

for oneclient.

o s

GOOSE messaging

Configure the report control block.
Configure the data set of the report control block.

The generic object oriented substation event (GOOSE) is used in substation automation
for fast horizontal communication between | EDs. It can be used to exchange, for example,
interlocking and blocking information. The information is shared from one |ED to one



1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

Manual

or several |EDs using Ethernet multicast messages. A message is an image of a sent
MMS data set that is defined in the CID configuration.

|EC 61850 Proxy Server supports sending of GOOSE messages. Thereceiving of GOOSE
messages is handled by the IEC 61850 OPC Server.

The GOOSE datais sent periodically in 802.1Q multicast frames over thelocal network.
When data changes, the GOOSE frame is sent several timesin afast cycle to prevent

data | osses.

In GOOSE, the sent data is based on the data set and GOOSE Control Block (GoCB).
The data set defines what type of datais sent in the GOOSE frame. GoCB links the
GOOSE Control Block structure and its information to the data.

Table 3.4.5-1 lists the configurable GoCB object properties.
Table 3.4.5-1 GoCB object properties

Property/Parameter

Value or value range/Default

Description

Basic

Configuration Revision

Configuration Revision identi-
fies the version of GoCB.

Data Set Data Set Data set to be sent in GOOSE.
Default: None
GSEType Default: GOOSE GSEType identifies the type of

GSE Element in configuration
file (read only parameter).

Goose Address

APPID 0000 - 3FFF Application ID for the GOOSE
control block (hex value).
Default: 0000
GolD Default: (GOOSE control block | String identifier for the GOOSE
path) control block.
Max Time 0...65535 Supervision heartbeat cycle
time (ms).
Default: 10000
Min Time 0...65535 Maximal sending delay on a
data change (ms).
Default: 2
Multicast Address 01-0C-CD-01-00-00 to 01-0C- | A multicast addressing scheme
CD-01-01-FF is used when sending GOOSE
messages. A multicast address
Default: 01-0C-CD-01-00-00 | can be shared by several
sending devices or it can be
IED-specific.
VLAN-ID 000 - FFF VLAN-ID hex value.
Default: 000
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Property/Parameter Value or value range/Default | Description
VLAN-Priority 0..7 VLAN-Priority.
Default: 4
3.4.6. Configuring GOOSE publishing

To send GOOSE data, you must first define the sending data set used by the GOOSE
control block and then create the control block.

1. Create anew Data Set. Renameit if you plan to use several different sets of data
(see 3.4.2.1, Dataset Editor).

=} 4L IEC61850Proxy Subnetwork
- 5 |EC61850ProxylED

H-- L0 LDO

S LD IEDILD1

= LN m‘

....... IHE: Collapse |

_______ o | comcon ] Duse

"""" L ot Data objects » |FE  Report Control Block

Bo GOOSE »
....... s Copy

..... RCE
e n Delete New...

==
[ LB Rename
0s

- AR Properties

------- 05 MeasFit
- BB RCB_MeasFh

SAB600_Proxy_Creating_Dataset.png
Figure 3.4.6-1 Creating a new data set
2. Moaodify the data set to be sent with GOOSE.

ﬂ Normally GOOSE data sets are configured to the attribute
level and only the value and quality are used (e.g.
Pos.stVal and Pos.q). Use the Enable daName for
GOOSE option and manually remove the unnecessary
attributes from the data set.
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dsGoose - Dataset Editor | * b X
IdInst a prefic InClass Inlnst doName fc dalame
[ I[ED1LDN Cswi
[EDILDT CH Cswi 120 Pos 5T q
[EDILDT ESW Cswi 127 Pos 5T stVal
[EDILDT ESW Cswi 127 Pos 5T q

[¥] Enable dsName for GOOSE | Cancel || Save |v|

SAB600_Proxy_Modifying_Dataset.png

Figure 3.4.6-2 Modifying the data set to be sent with GOOSE
3. Create anew GOOSE Control Block (GoCB).

&-- [ opcsz
B §F |EC61850Proxy Subnetwork
- §  |EC61850PronylED
----- LD LDOD
b LD IEDILDT

Collapse

’ Data objects 3
s o L
3 Copy GOOsE b |-, Goose Control Block
. PIE o
s Delete Mew...
=]
G- BLR Rename
..Ds
=] R
[ PLE Properties

SAB600_Proxy_Creating_GCB.png

Figure 3.4.6-3 Creating GOOSE Control Block

4. Configure the GOOSE control block, see Figure 3.4.6-4.
»  Select the created data set.
+ Define APPID (Application Identifier) which is unique within the system. It
identifies the purpose of this particular dataset.
+  Define amulticast address to which the specific GOOSE datais sent. The
receiving |ED understands which frames with a specific multicast address are
the interesting ones and starts to process them.
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Description Goose Control Block
[010] Basic

Configuration Revision 1
dsGoose

GSE Type

[080] Goose Address

APPID 0000

GolD IEC61850Proxy|[EDIED1LD1/LLND.G0.Goose Control Block
Max Time 10000

Min Time 2

Multicast Address 01-0CLo-01-00-00

VLAN-ID 000

VLAN-Priority 4

Data Set
Dataset to be sent in GOOSE.

SAB600_Proxy_ GCB_Properties.png

Figure 3.4.6-4 GOOSE Control Block properties

Configuring objects

General information about configuring objects

After the objects have been added, configure the object properties. Figure 3.5.1-1 shows
an example of how to use SAB600 to configure the object properties for IEC 61850
Proxy Server OPC Client.

To configure an object:

1. Select an object in the object tree of the communication structure. The object prop-
erties appear in the Object Properties window. The properties and their values can
be viewed as shown in Figure 3.5.1-1.
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3.5.2.

3.5.3.

Object Properties [=]

2541 |

4 [000] Appearance
Caption
Description

051 Session Selector
Q51 Transport Selector

S

4 Misc
Corfiguration Version
IED Type
Manufacturer
Technical Key

IP Address

4 [010] Basic
In Uss In Uss

4 [020] Addresses
127.00.1
IP-GATEWAY 127001
IP-SUBNET 255255 255.0
051 ACSE AE Gualfier 2
051 ACSE AR Title Value 1,3.9995.23
051 Presertation Selector 00000001

[070] OPC Alarm and Event
Device Connection Status Class Device Connection Status

IP Address for communication channel. Dotted decimal or DNS name to be used

|ECE1850ProxylED
Generic IEC61850 Praxy IED

0001
0001

|EC61850 Proxy IED
ABB

SAB600_Proxy_ Object_Properties.png

Figure 3.5.1-1 Example of object propertiesin the Objects Properties window

2. Select the property you want to configure. Depending on the property value type,

configuring

is aways done either by:

« sdlecting a predefined value from a drop-down menu, or
¢ entering atext string or anumerical valuein atext field.

The available properties for different objects are listed in the following subsections.

Configuring IEC 61850 Proxy Server OPC Client

IEC 61850 Proxy Server OPC Client does not have any configurable properties.
Table 3.5.2-1 IEC 61850 Proxy Server OPC Client properties

Property / Value or Value range/ Default Description

Parameter

Basic

AE Prog ID ABBIEC61850 Slave OPC_AE_Serverinstance[1] | ProgID for OPC Alarm and Event
Server. (not configurable)

DA Prog ID ABB.IEC61850_Slave_OPC_DA .Instance[1] | ProgID for OPC Data Access
Server. (not configurable)

Configuring IEC 61850 Proxy Subnetwork

Table 3.5.3-1 lists the configurable IEC 61850 Proxy Subnetwork object properties and
the value ranges for them. The actual configuration using SAB600 is performed as

described in 3.2,

Overview of configuration.
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Table 3.5.3-1 IEC 61850 Proxy Subnetwork properties

Property / Para-
meter

Value or Value range/ Default

Description

Communication
Port

Communication Port

ETHO
ETH1

Default: ETHO

LAN port used by the IEC 61850 protocol
used for GOOSE sending.

Values shown here are default values

when no connection to COM600 has been
made. When the first connection is made
the communication port information is read
from COM600 and the corresponding NIC
value is written to NICInformation property.

IP Address

Default: 127.0.0.1

Communication channel IP address in
dotted decimal format.

Communication
Control

TCP/IP Keepalive
Timeout

1...3600

Default: 15 seconds

TCP/IP keepalive timeout in seconds.

Configuring IEC 61850 Proxy IED

Table 3.5.3-1 liststhe configurable IEC 61850 Proxy |ED object propertiesand thevalue
ranges for them. The actual configuration using SAB600 is performed as described in
3.2, Overview of configuration.

Table 3.5.4-1 IEC 61850 Proxy IED properties

Property / Para- Value or Value range/ Default | Description

meter

Addresses

IP Address Default: 127.0.0.1 Communication IP address in dotted
decimal format. (not configurable)

OSI ACSE AE Default: 23 ACSE protocol level configuration para-

Qualifier meter. AE Qualifier.

OSI ACSE AP Title
Value

Default = 1,3,9999,23

ACSE protocol level configuration para-
meter. AP Title.

OSI Presentation
Selector

Default = 00000001

ACSE protocol level configuration para-
meter. Presentation selector.

OSI Session
Selector

Default = 0001

ACSE protocol level configuration para-
meter. Session selector.

OSI Transport
Selector

Default = 0001

ACSE protocol level configuration para-
meter. Transport selector.
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3.6.

Configuring IEC 61850 Proxy Device properties

|EC 61850 Proxy Device does not have any configurable properties.

Exporting configuration to other systems

When |EC 61850 Proxy configuration is finalized from the COM600 point of view,
configuration needs to be exported from the IEC 61850 Proxy IED level using the CID
Export function. With this exported CID file, you can configure the IEC 61850 client
side. Refer to the manuals of the other systems.

ﬂ The IEC 61850 Proxy configuration needs to be exported

using the CID export function on the IEC 61850 Proxy IED
level.
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IEC 104 OPC slave configuration

About this section

This section guides you in the configuration tasks required before you can start using
the IEC104 Slave OPC Client. For information on the IEC 61850 data modeling, refer
to COM600 User's Manual.

Start Station Automation Builder 600 (later referred to as SAB600) to open a project
where at least one OPC server has been configured. You can also open and name a hew
project, where you configure at least one OPC server.

Start SAB600 to open and name a project.

1. Sdect File> Open/Manage Project....

2. Inthe Open/Manage Project dialog, select the required location for the project:
»  Projectson my computer
»  Projects on network

3. Select New Project on the left.

»  Enter aProject Name. The Description is optional.

Click Create.

Click Open Project.

o &

Overview of configuration

Beforeyou can start using the [EC104 Slave OPC Client, you need to build and configure
an object tree in SAB600 to define the Communication structure within the Gateway
object.

« |EC104 Slave OPC Client

+ |EC104 OPC Channdl

+  |EC104 Device (IEC104 |IED)
+ Dataobjects

shows an example view of SAB600 including an object tree in the communication
structure on the left and Object Properties window displaying the object properties on
theright.

ﬂ When configuring OPC serversthefollowing characters cannot
be used in object names: \ "' ' #
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File Edit View Tools Window Help

DeWd s »=e Er=0|
Project Explorer >3 X Object Properties -1 X
Communication ‘ Substation Structure | = ﬁl ‘
£ @ SABB0D_Eample 4 [000] Appearance [l
Bl (gl Gateway 5.0x Caption IEDE
% Process Evert Defiritions Description IED
% Commurication Diagnostic Event Definitions 4 [010] Basic
" Common Event Settings Diagnostics Enabled False
- 7 Scale Definitions Has Redundant Line False
B OFCS1 In Use Inuse
= TL Subnetl 4 [020] Addresses
- [ IED1 Event Buffer Overflow Address 0
- [ IED2 Intemet Address 127.0.01
= [ IED3 Intemet Address 2
- [ IED4 Intemet Address 3
- [§ IEDS Intemet Address 4
= @ orcct Station Address 1
= TG Subnet2 4 [030] Communicaton Control
=0 Acknowledge Timeout 10
s QOPCST\Subnet 1\EDTWLDTWPHPTOC 31 \Health Reply Window Size 10
- ms QPCS1\Subnet1MED 1NLD1\PHPTOC314Beh Stack To Client Waiting Time 5000
e OPCST\Subnet 1MED TRLDTWPHPTOC314\Mod 4 [035] Command Handling
sps OPCS1\Subnst 1\ED 1\LD 1ALPHD 1\ Prosgy Command Address 32000
srs OPCST\Subnet 1NED 1NLD TALPHD 10w Command Delay 1000
s OPCS1\Subnet 1\ED1\LD 1\LPHD 1\PhyHealth Corfimation Messages Placed T True
srs OPCST\Subnet1NED INLD TALLNDNLoc Disable Select-Brecute Validity C True
5 OPCS1\Subnet 1NED1NLD 1ALLND Health Event Queue Motification False
s OPC51\Subnet 1NED WD TALLND Beh 5Q=1 Packing Enabled True
- 16 OPCST\Subnet TNED WD TALLND Mod PR 1LV, W P, hd
Stack To Client Waiting Time
The maximunm time that the client waits for reply from the stack. (0. 60000)

10. helmikuuta 2017 143443 ABE

SAB600_IEC104_Slave_Example_View.png

Figure 4.2-1 Example view of SAB600

The configuration work can basically be divided into two separate tasks:
1. building an object tree, and
2. configuring object properties.

First, you need to build an object tree. Thisis done by adding objects to the object tree,
see 4.3.1, General information about building object tree and 4.3.5, Adding data objects
using Cross-References function.

Figure 4.2-1 shows an example of how the object tree may look like after it has been
built. In the example tree you can see the [EC104 OPC Client object and its child objects
like channels, devices, and data objects. Indentation is used to indicate the parent-child
relationship between the objects.

After you have added the necessary objects to the object tree in the communication
structure, you need to configure them, see 4.4.1, General information about configuring
objects.

Table 4.2-1 describes the objects shown in the object tree (Figure 4.2-1).
Table 4.2-1 IEC104 OPC Client related objects

Object Description
IEC104 OPC Client An object representing the IEC104 OPC Client.
IEC104 Channel An object representing the IEC104 channel
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Object Description

IEC104 Device (IEC104 IED) IEC104 Device is used for a virtual station in COM600
representing the slave stations visible to the IEC104
master system.

Data Object (DO) A data object is an instance of one of the IEC Common

data classes, for example single point status, measured
value etc. Depending on the class, each data object has
a set of attributes for monitoring and controlling the object,
for instance value, quality and control. Data objects are

connected from OPC servers to the IEC104 Slave OPC
Client with the cross reference function. They are shown
as child objects of the IEC104 Device object in the object
tree.

Event Definitions Event definitions are used for the diagnostic OPC Alarm
and Event Server.

Building object tree

General information about building object tree

The object tree is built in the Communication structure of SAB600, see . It is built by
adding objectsin alogical order starting from the Slave OPC Client object.

Before the Slave OPC Client can be taken into use, configure an OPC server for the
process communication.

You can add objects to the object tree in the Communication structure the following
way:

You can right-click the object to which you want to add a child object.

Add the objectsin the following order:

1. Slave OPC Client

2. Slave channel

3. SlavelED

4. Add Data Objects by using Cross-References

Adding IEC104 Slave OPC Client
To add the OPC client object:

1. AddthelEC104 Slave OPC Client object in the Communication structure by
selecting the Gateway object.

2. Right-click the Gateway object and select New > 1EC104 > |EC104 Slave OPC
Client.
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Adding Channel objects

After the|[EC104 Slave OPC Client object has been successfully added, you can continue
building the object tree by adding the IEC104 Channel object.

To add IEC104 Channel object:

1. Sdect an IEC104 Slave OPC Client object and right-click it.

2. Addan IEC104 Channel object.

3. Rename the new object. The names of the IEC104 Channels have to be unique.

Adding Device objects

After a channel object has been successfully added, you can continue building the
structure by adding the IEC104 Device object. All the data can be connected to one
device or divided to several slave devices. Before dividing datato severa slave devices,
it must be checked that the current protocol mode and the master system support the
feature.

To add IEC104 Device object:

1. Sdlect aChannel object.

2. Addan IEC104 Device object.

3.  Rename the new abject. The names within an IEC104 Channel have to be unique.

Adding data objects using Cross-References function

Data objects are added somewhat differently than the upper level objects. Basically, you
drag and drop the data objects you need from an OPC server to the IEC104 Slave OPC
Client.

To add data objects:

1. Select IEC104 Device object (IEC104 IED) and right-click it.

2. Select Cross-References. The Cross References function appears (Figure 4.3.5-1).

3. IntheProject Explorer, select now alogica node within an OPC server, from which
you want to connect the data objectsto IEC104 Slave OPC Client.
Note that you can also select an upper level (server, channel, etc.) object and drag
and drop it into the Cross-References function. Asaresult, all the data objectswithin
the selected object appear now in the Cross-References function and can be connected
to IEC104 Slave OPC Client.

4. Drag and drop thelogical nodeinto the Cross-References function. The data objects
within the logica node appear now in the Cross-References function.
Note that only data objects that have been given a non zero information addressin
the Cross-References table will be connected to the IEC104 Device.

5. At thispoint, click Save to create the cross-references (to connect the data objects
to the IEC104 Device object).
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Figure 4.3.5-1 The Cross References window

For more detail ed i nformati on about the Cross-References function, see Cross-References
function in COM600 User's Manual.

File transfer function

TheFiletransfer function allows the transfer of disturbance recordings from COM600
to IEC104 master system. Configure COM600 to retrieve disturbance recording files
from the IEDs, for example using |EC 61850 communication. The filesretrieved can be
offered to the IEC104 master. To enable the IEC104 file transfer function, you need
configure the File Transfer properties of the dlave IED object and further configure the
file transfer addresses with the File Transfer of the Cross- References function.

» FileTransfer Enabled: Specifies whether the file transfer function is enabled
» FileTransfer Source Directory: Defines the source directory for the disturbance
recording files. Default is CACOMTRADE

File namesin IEC104 file transfer are built from two numbers; IOA (Information object
address) and NOF (name of file). For NOF arunning number (1..0xFFFF) is used. For
IOA, aunique number assigned to each source |ED is used. The IOA is assigned with
the File Transfer function of the Cross-References function. There must be at least one
crossreferenced signal from the |ED, which must beincluded in thefile transfer handling.
When the File Transfer dialog is opened from the Cross-References function, it shows
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the source | EDs, which can be used for the file transfer. The Information Object Address
is automatically assigned by the tool, but it can be manually changed if necessary .

All files bel onging to the same disturbance recording are zipped into asinglefile, which
is offered to the IEC 104 master. Only onefile is offered at atime. When thefileis
transferred successfully, the next recording if available is offered. In the master system,
the received file should be renamed with zip extension and unzipped to access the con-
tents.

Transparent SPA function

COM600 supports encapsul ated SPA telegrams over |EC 104 communication. It enables
IEC104 master systemswith SPA support accessing SPA parameters of |EDs connected
to COM600. The |EC information address used for the SPA telegramsis configured
using the Transparent SPA of the Cross-References function. There must be at least one
cross referenced signal from the |ED, which must be included in Transparent SPA
handling. When the Transparent SPA dialog is opened from the Cross-References func-
tion, it shows the source |EDs which can be used for transparent SPA access. The
Information Object Address for each source |ED is assigned in the table of the dialog.

Configuring objects

General information about configuring objects

After the objects have been added, configure the object properties. Figure 4.4.1-1 shows
an example of how to use SAB600 to configure the object properties for IEC104 Slave
OPC Client.

To configure an object:
1. Sdect an object in the object tree of the communication structure.
«  Theobject properties appear now in the Object Propertieswindow. The proper-
tiesand their values can be viewed as shown in .
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Object Properties [ =]
|
4 [000] Appearance
Caption IEDE
Description IED
4 [010] Basic
Diagnostics Enabled False
Has Redundant Line False
In Use In use
4 [020] Addresses
Event Buffer Overflow Address 0
Intemet Address 127001
Intemet Address 2
Intemet Address 3
Intemet Address 4
Station Address 1
4 [030] Communicaton Control
Acknowledge Timeout 10
Reply Window Size: 10
Stack To Client Watting Time 5000
4 [035] Command Handling
Command Address 32000
Command Delay 1000
Confimation Messages Placed To Class 2 Gueue True
Disable Select-Execute Validity Check True
Event Queue Notification False
5Q=1 Packing Enabled True
4 [040] Lengths
Information Address Length 3
Length Of Cause Of Transmission 2
Maximum Message Length 253
Station Address Length 2
4 [050] Time Handling
Clack Sync Mot Required For Valid Timestamp True
‘Command Time Corttrol Ignore summer time: v
Disable Hour Change Clock Message True
Evert Time Control Sends UTCtime
Time Synchronization Intemal
4 [060] Queues
Measurement Queus Threshold 95
Measurements Update Queue 1000
State Indications Updates Queue 1000

N

.

[070] OPC Alarm and Event
Device Connection Status Class
Event Queue Full

Muttiple Updates Threshold Full
[080] File Transfer

File Transfer Enabled

File Transfer Source Directory

Command Time Control
Defines how the incoming timestamped commands are handled.

Device Connection Status
EventQueueOverflow

EventQueue SkipMuttiple Updates Threshold

False
CACOMTRADE

SAB600_IEC104_ Object_Properties.png

Figure 4.4.1-1 Example of object propertiesin the Objects Properties window

2. Select the property you want to configure. Depending on the property value type,
configuring is aways done either by

selecting a predefined value from a drop-down menu, or
entering atext string or anumerical value in atext field.

The available properties for different objects are listed in the following subsections.

Configuring IEC104 Slave OPC Client properties

Table 4.4.2-1 lists the configurable IEC104 Client properties and value ranges for them.
The actual configuration by using SAB600 is performed as described in 4.2, Overview
of configuration.

Table 4.4.2-1 IEC104 Slave OPC Client properties

meter

Property / Para-

Value or Value range/ Default

Description

Basic
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Property / Para- Value or Value range/ Default | Description

meter

Maximum OPC 0...65535 Specifies the maximum time in seconds

Server Initialization that any connected (configured) OPC

Time Default: 5 Server requires to retrieve all its initial
data.

Prog ID AE Instance identification of diagnostic OPC
alarm and event server.

ProgID DA Instance identification of diagnostic OPC
data access server.

Time Zone Correc- |-720...720 The value of this property in minutes is

tion added to the synchronization time received

Default: 0 from master.

Station/Remote
Switch

Station/Remote
Switch Handling

Do not check Station/Remote
switch position.

Check Station/Remote switch
position.

Default: Do not check Sta-
tion/Remote switch position.

Specifies if a position check for the station
remote switch is going to be made.

Station/Remote
Switch Error

Reject commands if position
bad or unknown.

Allow commands if position bad
or unknown.

Default: Reject commands if
position bad or unknown

Specifies what to do with commands if the
position of the switch is uncertain.

Configuring IEC104 Channel Properties

The IEC104 Channel properties that can be configured and value ranges for them can
be found in Table 4.4.3-1. The actual configuration by using the COM600 Station
Automation Builder 600 (SAB600) is performed as described in 4.2, Overview of con-

figuration.
Table 4.4.3-1 IEC104 Channel properties
Property / Para- Value or Value range/ Default | Description
meter
Basic
In Use In use Specifies whether the channel is initially
in use or not.
Not in use

Default: In use
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Property / Para- Value or Value range/ Default | Description
meter

Protocol IEC60870-5-104 Slave Protocol

Communication
Control

Operating Mode

Handshaking messages not
restarted

Handshaking messages
restarted

Default: Handshaking mes-
sages not restarted

Specifies whether the handshaking mes-
sages (request, status of link, reset of
remote link) are restarted when a ‘request
status of link’ message is received from
the remote end.

Polling Delay

0...65535

Default: 5000

Delay between the communication test
polling messages in seconds.

Response Timeout |0...255 The time that IEC link waits for the end of
the received message in seconds.
Default: 2
Communication
Port
Local Address 127.0.0.1 The IP address which is locally used in

COM600. When redundant communication
is used, multiple IP addresses can be
given separated by a space, for example,
"127.0.1.1 127.0.2.2". Port number can be
configured by using semicolon. For
example, "127.0.1.1;8080 127.0.2.2;8080".

Configuring IEC104 Device properties

Table 4.4.4-1 lists the configurable properties for IEC104 Device and value ranges for
these properties. The actual configuration by using SAB600 is performed as described
in 4.2, Overview of configuration.

Table 4.4.4-1 IEC104 Device properties

Name

Value/Value range

Description

Basic

Diagnostics Enabled

True
False

Default: False

Specifies whether diagnostic
AE events are sent for the sta-
tion or not.

Has Redundant Line

True
False

Default: False

Specifies whether redundant
channel is used or not.
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In Use In use Controls whether the station
communication is initially in use
Not in use or not.
Default: In use
Addresses

Internet Address 1

The IP address or the host
name of the remote host. With
redundant communication, the
used Local Address is specified
with an index after the IP
Address separated by a colon.
The index points to the IP
Addresses specified in the
Local Address property of the
channel object, for example,
"127.0.1.12:1".

Internet Address 2

The IP address or the host
name of the remote host. With
redundant communication, the
used Local Address is specified
with an index after the IP
Address separated by a colon.
The index points to the IP
Addresses specified in the
Local Address property of the
channel object, for example,
"127.0.1.12:1".

Internet Address 3

The IP address or the host
name of the remote host. With
redundant communication, the
used Local Address is specified
with an index after the IP
Address separated by a colon.
The index points to the IP
Addresses specified in the
Local Address property of the
channel object. For example,
"127.0.1.12:1".

Internet Address 4

The IP address or the host
name of the remote host. With
redundant communication, the
used Local Address is specified
with an index after the IP
Address separated by a colon.
The index points to the IP
Addresses specified in the
Local Address property of the
channel object, for example,
"127.0.1.12:1”.
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Name

Value/Value range

Description

Station Address

0...255 or 0...65535
Default: 1

The maximum value depends
on the corresponding Station
Address Length property value
as follows:

* when Station Address
Length property value is 1,
the value range for the
Information Address is
0...255 and

* when Station Address
Length property value is 2,
the value range for the
Station Address is

The station address of the IEC
60870-5-104 slave station (the
common address of ASDU in
an IEC message).

0...65535
Communication Control
Acknowledge Timeout 0...100 The timeout for sending an
acknowledgment if the amount
Default: 10 of APDUs defined by the
Unacknowledge Receive prop-
erty is not received.
Reply Window Size 0...100 Defines how many data items
can be written without a reply
Default: 10 or request from the master.
Stack To Client Waiting Time |0...60000 The maximum time that the cli-

Default: 5000

ent waits for reply from the
stack.

Command Handling

Command Address

0...65535

Default: 32000

The object address of the bit-
stream process object in the
OPC Client, where an unrecog-
nized message is handled.

Command Delay

0...65535

Default: 1000

Specifies the maximum delay
for timestamped commands, if
the timestamp of the incoming
command message indicates
that the transmission delay has
been bigger than the value
defined with this attribute, the
command is not accepted. The
attribute defines a time window
in which the timestamped
command is accepted.
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Value/Value range

Description

Confirmation Messages Placed
To Class 2 Queue

True
False

Default: True

Place confirmation messages
to class 2 queue instead of
class 1 queue.

Disable Select-execute Validity
Check

True
False

Default: True

Disable select-execute validity
check.

Lengths
Information Address Length 1..3 The length of the information
object address in octets.
Default: 2
Information address maximum
value:
0...255 when length = 1,
65535 when length = 2 and
16777215 when length =3.
Length of Cause of Transmis- | 1...2 The length of the cause of
sion transmission field in an IEC
Default: 1 60870-5-104 message
Maximum Message Length 20...255 The maximum length of trans-
mitted message in octets.
Default: 253
Station Address Length 1.2 The length of the station
address in octets.
Default: 1
Station address maximum
value:
0...255 when length = 1 and
65535 when length = 2.
Time Handling
Clock Sync Not Required For | True Received clock synchronization
Valid Timestamp not required for valid
False

Default: True

timestamp.

Command Time Control

Ignore summer time

Use summer time

Defines how incoming time
stamped commands are
handled.

Disable Hour Change Clock
Message

True
False

Default: True

Disable sending of hour change
clock synchronization mes-
sage.
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Name

Value/Value range

Description

Event Time Control

Sends UTC time

Sends local time

Controls the time stamps (UTC,
local) of events (indications)
sent to the NCC Master.

Time Synchronization

Receive clock sync
Ignore clock sync

Default: Receive clock sync

Determines the behavior of the
slave device, when it receives
a time synchronization mes-
sage.

Queues

Measurement Queue 1...100 Defines a threshold (percent of

Threshold the queue capacity) which

Default: 95 causes that update of a meas-

urement removes the oldest
entry of the same measure-
ment from the queue.

Measurement Update Queue |0...65535 Maximum number of measure-

Default: 1000

ment process data changes
that are stored internally in a
queue in the client.

State Indications Updates
Queue

0...65535

Default: 1000

Maximum number of state
indication process data
changes that are stored intern-
ally in a queue in the client.

OPC Alarm and Event

Device Connection Status

Default: Device Connection
Status

Device Connection Status
Class definition used with cur-
rent device.

Event Queue Full

EventQueueOverflow

EventQueueSkipMultipleUp-
datesThreshold

Default: EventQueueOverflow

Defines current state of event
buffers.

Multiple Updates Threshold Full | EventQueueOverflow Defines current state of skip-
ping multiple measurements
EventQueueSkipMuItipIeUp- updates threshold.
datesThreshold
Default: EventQueueSkipMul-
tipleUpdatesThreshold
File Transfer
File Transfer Enabled True States whether File Transfer
functionality is enabled or not.
False

Default: False

File Transfer Source Directory

Defines the source directory for
file transfer.
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Name Value/Value range Description
File Transfer Working Directory Defines working directory for
file transfer.

Configuring Data objects

General information about configuring objects

After the objects have been added, configure the object properties. Figure 4.4.1-1 shows
an example of how to use SAB600 to configure the object properties for IEC104 Slave
OPC Client.

To configure an object:
1. Sdect an object in the object tree of the communication structure.
«  Theobject properties appear now in the Object Propertieswindow. The proper-
ties and their values can be viewed as shown in .
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N

.

[070] OPC Alarm and Event
Device Connection Status Class
Event Queue Full

Muttiple Updates Threshold Full
[080] File Transfer

File Transfer Enabled

File Transfer Source Directory

Command Time Control
Defines how the incoming timestamped commands are handled.

Object Properties [ =]
|
4 [000] Appearance
Caption IEDE
Description IED
4 [010] Basic
Diagnostics Enabled False
Has Redundant Line False
In Use In use
4 [020] Addresses
Event Buffer Overflow Address 0
Intemet Address 127001
Intemet Address 2
Intemet Address 3
Intemet Address 4
Station Address 1
4 [030] Communicaton Control
Acknowledge Timeout 10
Reply Window Size: 10
Stack To Client Watting Time 5000
4 [035] Command Handling
Command Address 32000
Command Delay 1000
Confimation Messages Placed To Class 2 Gueue True
Disable Select-Execute Validity Check True
Event Queue Notification False
5Q=1 Packing Enabled True
4 [040] Lengths
Information Address Length 3
Length Of Cause Of Transmission 2
Maximum Message Length 253
Station Address Length 2
4 [050] Time Handling
Clack Sync Mot Required For Valid Timestamp True
Command Time Control Ignore summer time: v
Disable Hour Change Clock Message True
Evert Time Control Sends UTCtime
Time Synchronization Intemal
4 [060] Queues
Measurement Queus Threshold 95
Measurements Update Queue 1000
State Indications Updates Queue 1000

Device Connection Status
EventQueueOverflow

EventQueue SkipMuttiple Updates Threshold

False
CACOMTRADE

SAB600_IEC104_ Object_Properties.png

Figure 4.4.5.1-1 Example of object propertiesin the Objects Properties window

2. Select the property you want to configure. Depending on the property value type,
configuring is aways done either by
» sdlecting a predefined value from a drop-down menu, or
*  entering atext string or anumerical valuein atext field.

The available properties for different objects are listed in the following subsections.

Single point status (SPS)

Information in the following table applies also to the Internal SPS data object.
Table 4.4.5.2-1 Configurable SPS properties for OPC client

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data SPS Common data class according to IEC
Class 61850.




1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

Manual

Property/ Para- Value or Value range/ Default | Description

meter

Addresses

Indication Address |[0...16777215 IEC address for indication
Default: 0

Common

Class 1=Class 1 Class of ASDU. Data sent from the slave

to the master can be assigned to two

2=Class 2 classes: class 1 and class 2. Data in class

Default: 1 = Class 1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general)or 1..4
(counter)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation (1...16).

Over Write True (A new information object | Defines whether a new indication value
overwrites an older object in | overwrites an older one in the queue.
the queue)

False (No overwriting)
Default: False
Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle of queue = 1, 2

Beginning of queue = 3

how the ASDU sent is paced in the class
1 and class 2 queues.

Update Rate

0...60000

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send as Double
Point

True =1
False=0

Default: False

Specifies if a value of indication signal is
sent as double point value.

Send as Inverse
Value

True = 1
False =0

Default: False

Specifies if a value of indication signal is
sent as inverse value.
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Property/ Para-
meter

Value or Value range/ Default

Description

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Double point status (DPS)

Table 4.4.5.3-1 Configurable DPS properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data DPS Common data class according to IEC
Class 61850.
Addresses
Indication Address |0...16777215 IEC address for indication.
Default: 0
Common
Class 1 =Class 1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
2 =Class 2 classes: class 1 and class 2. Data in class

Default: 1 = Class 1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write 1 ="True Defines whether a new indication value
overwrites an older one in the queue.
0 = False
Default: 0 = False
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.
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Property/ Para- Value or Value range/ Default | Description
meter
Update Rate 0...60000 Maximum update rate of indication
changes between OPC server and client
Default: 0 in milliseconds. 0 means that server sends
all the changes to the client.
Data Class Spe-
cific
Send as Inverse True =1 Specifies if a value of indication signal is
Value sent as inverse value.
False =0

Default: False

Send as Single
Point

True =1
False =0

Default: False

Specifies if a value of indication signal is
sent as single point value.

Time Tag Handling

Do not Send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Integer status (INS)

Information in the following table applies also to the Internal INS data object.

Table 4.4.5.4-1 Configurable INS properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INS Common data class according to IEC
Class 61850.
Addresses
Indication Address |[0...16777215 IEC address for indication.
Default: 0

Common
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Property/ Para-
meter

Value or Value range/ Default

Description

Class

Class 1=1
Class2=2

Default: Class 1 =1

Class of ASDU. Data sent from the slave
to the master can be assigned to two
classes: class 1 and class 2. Data in class
1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

End of queue =0
Middle =1, 2

Beginning of queue = 3

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0.3 Priority of ASDU. This property defines

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send as Indication
as Value Type

Send with normalized value =
0

Send with scaled value = 1

Specifies whether the value of indication
signal is sent as normalized or scaled
value. Long timestamp format cannot be
used with scaled value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Enumerated Status (ENS)

Table 4.4.5.5-1 Configurable ENS properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic
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Property/ Para- Value or Value range/ Default | Description

meter

Common Data ENS Common data class according to IEC

Class 61850.

Addresses

Indication Address |[0...16777215 IEC address for indication.
Default: 0

Common

Class Class 1=1 Class of ASDU. Data sent from the slave

to the master can be assigned to two

Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

End of queue =0
Middle = 1, 2

Beginning of queue = 3

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0..3 Priority of ASDU. This property defines

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000
Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send as Indication
as Value Type

Send with normalized value =
0

Send with scaled value = 1

Default: 0 (Send with normal-
ized value).

Specifies whether the value of indication
signal is sent as normalized or scaled
value. Long timestamp format cannot be
used with scaled value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.
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Protection activation information (ACT)

Table 4.4.5.6-1 Configurable ACT properties for OPC client

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data ACT Common data class according to IEC
Class 61850.

Addresses

General Address 0...16777215 IEC address for general indication.
Neutral Address 0...16777215 IEC address for neutral indication
Phase A Address | 0...16777215 IEC address for phase A.

0 = Not in use

Phase B Address

0...16777215

0 = Notin use

IEC address for phase B.

Phase C Address

0...16777215

0 = Notin use

IEC address for phase C.

Common
Class 1=Class 1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
2 =Class 2 classes: class 1 and class 2. Data in class

Default: 1 = Class 1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-

cific
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Property/ Para- Value or Value range/ Default | Description
meter
Send as Double True =1 Specifies if the value of indication signal
Point is sent as double point.
False =0
Send as Inverse True = 1 Specifies the value of indication signal is
Value sent as inverse value.
False =0

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Directional protection activation information (ACD)

Table 4.4.5.7-1 Configurable ACD properties for OPC client

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data ACD Common data class according to IEC
Class 61850.

Addresses

General Address 0...16777215 IEC address for general indication
Neutral Address 0...16777215 IEC address for neutral

Phase A Address |0...16777215 IEC address for phase A

0 = Not in use

Phase B Address

0...16777215

0 = Notin use

IEC address for phase B

Phase C Address

0...16777215

0 = Not in use

IEC address for phase C

Common
Class 1=Class 1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
2 =Class 2 classes: class 1 and class 2. Data in class

Default: 1 = Class 1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.
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Property/ Para- Value or Value range/ Default | Description

meter

Over Write True =1 Defines whether a new indication value

overwrites an older one in the queue.

False =0
Default: False =0

Priority 0...3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Maximum update rate of indication
changes between OPC server and client

Default: 0 in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific
Send as Double True =1 Specifies if a value of indication signal is
Point sent as double point.

False =0
Send as Inverse True =1 Specifies if a value of indication signal is
Point sent as inverse value.

False =0

Time Tag Handling

Do not Send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Binary counter reading (BCR)

Table 4.4.5.8-1 Configurable BCR properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data BCR Common data class according to IEC
Class 61850.
Addresses
Indication Address |0...16777215 IEC Address for indication.
Default:0

Common




1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

4.4.5.9.

Manual
Property/ Para- Value or Value range/ Default | Description
meter
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 = 1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False =0
Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Measured value (MV)

Table 4.4.5.9-1 Configurable MV properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic

Common Data
Class

MV

Common data class according to IEC
61850.

Addresses
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Property/ Para- Value or Value range/ Default | Description

meter

Indication Address |0...16777215 IEC Address for indication.
Default:0

Common

Class Class 1=1 Class of ASDU. Data sent from the slave

to the master can be assigned to two

Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 2 = 2

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: True =1
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle =1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send As Measurand
As Value Type

Send with normalized value =
0

Send with scaled value = 1

Send with float value = 2

Specifies the type of the indication signal
value. Long timestamp format cannot be
used with a scaled value.

Time Tag Handling

Do not Send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.
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4.4.5.10.

Complex measured value (CMV)

Table 4.4.5.10-1 Configurable CMV properties for OPC client

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data CMV Common data class according to IEC

Class 61850.

Addresses

Indication Address |[0...16777215 IEC Address for indication.
Default:0

Common

Class Class1=1 Class of ASDU. Data sent from the slave

to the master can be assigned to two

Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 2 = 2

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True = 1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: True = 1
Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send As Measurand
As Value Type

Send with normalized value =
0

Send with scaled value = 1

Send with float value = 2

Specifies the type of the indication signal
value. Long timestamp format cannot be
used with a scaled value.
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Property/ Para-
meter

Value or Value range/ Default

Description

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

4.4.511. WYE

Table 4.4.5.11-1 Configurable WYE properties for OPC client

0 = Not in use

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data WYE Common data class according to IEC
Class 61850.

Addresses

Neutral Address 0..16777215 IEC address for neutral.

Phase A Address

0...16777215

0 = Notin use

IEC address for phase A.

Phase B Address

0...16777215

0 = Not in use

IEC address for phase B.

Phase C Address

0...16777215

0 = Not in use

IEC address for phase C.

Net Address

0...16777215

0 = Not in use

IED address for net.

Res Address

0...16777215

0 = Not in use

IED address for res.

Common

Class

Class 1=1
Class2=2

Default: Class 2 =2

Class of ASDU. Data sent from the slave
to the master can be assigned to two
classes: class 1 and class 2. Data in class
1 is sent with higher priority than data in
class 2.
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Property/ Para-
meter

Value or Value range/ Default

Description

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: True =1
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 1000

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send As Measurand
As Value Type

Send with normalized value =
0

Send with scaled value = 1

Send with float value = 2

Specifies the type of the indication signal
value. Long timestamp format cannot be
used with a scaled value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default:

Send Long Format Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Delta (DEL)

Table 4.4.5.12-1 Configurable DEL properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic

Common Data
Class

DEL

Common data class according to IEC
61850.
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Property/ Para- Value or Value range/ Default | Description

meter

Phase AB Address |0...16777215 IEC address for phase AB.

0 = Not in use

Phase BC Address

0...16777215

0 = Notin use

IEC address for phase BC.

Phase CA Address

0...16777215

0 = Notin use

IEC address for phase CA.

Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 2 = 2

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: True =1
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle =1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 1000

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send As Measurand
As Value Type

Send with normalized value =
0

Send with scaled value = 1

Send with float value = 2

Specifies the type of the indication signal
value. Long timestamp format cannot be
used with a scaled value.




1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

Manual

4.4.5.13.

Property/ Para-
meter

Value or Value range/ Default

Description

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Controllable single point (SPC)

Information in the following table applies also to the Internal SPC data object.

Table 4.4.5.13-1 Configurable SPC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data SPC Common data class according to IEC
Class 61850.
Addresses
Command Address | 0...16777215 IEC address for command.
Default: 0
Indication Address |0...16777215 IEC address for indication.
Default: 0
Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write

True =1
False =0

Default: False =0

Defines whether a new indication value
overwrites an older one in the queue.
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Property/ Para- Value or Value range/ Default | Description
meter
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Maximum update rate of indication
changes between OPC server and client

Default: 0 in milliseconds. 0 means that server sends
all the changes to the client.
Data Class Spe-
cific
Receive As Inverse | True = 1 Specifies if a value of indication signal is
Value sent as inverse value.
False =0
Send as Double True = 1 Specifies if a value of indication signal is
Point Value sent as double point.
False =0
Send As Inverse True Specifies the format of timestamp if one
Value is used: none, short, or long. Long time
False

tag format cannot be used with a scaled
value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Controllable double point (DPC)

Table 4.4.5.14-1 Configurable DPC properties for OPC client, subtype BASIC

Property/ Para-
meter

Value or Value range/ Default

Description

Basic

Common Data DPC Common data class according to IEC
Class 61850.

Addresses

Command Address | 0...16777215 IEC address for command.

Indication Address |0...16777215 IEC address for indication.
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Property/ Para- Value or Value range/ Default | Description
meter
Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle =1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Maximum update rate of indication
changes between OPC server and client

Default: 0 in milliseconds. 0 means that server sends
all the changes to the client.
Data Class Spe-
cific
Direct Operate True =1 If the value of this attribute is True, then
no select is required.
False =0
Receive As Inverse | True = 1 Specifies if the received open / close
Value commands are handled inversely.
False =0
Send as Inverse True =1 Specifies if a value of indication signal is
Value sent as inverse value.
False =0
Send as Single True = 1 Specifies if a value of indication signal is
Point sent as single point value.
False =0

Time Tag Handling

Do not Send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.
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Table 4.4.5.14-2 Configurable DPC properties for OPC client, subtype

CMD_OVERRIDE

Synch Override

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data DPC Common data class according to IEC
Class 61850.

Addresses

Command Address | 0...16777215 IEC address for command.

Indication Address |0...16777215 IEC address for indication.
Command Address | 0...16777215 IEC address for interlock override
Interlock Override

Command Address |0...16777215 IEC address for synch and interlock over-
Synch And Interlock ride

Override

Command Address |0...16777215 IEC address for synch override

Controllable integer status (INC)

Table 4.4.5.15-1 Configurable INC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INC Common data class according to IEC
Class 61850
Addresses
Command Address | 0...16777215 IEC address for command.
Default: 0
Indication Address |0...16777215 IEC address for indication.
Default: 0
Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.
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Property/ Para- Value or Value range/ Default | Description

meter

Over Write True =1 Defines whether a new indication value

overwrites an older one in the queue.

False =0
Default: False =0

Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send Indication As
Value Type

Send with normalized value =
0

Send with scaled value = 1

Send value of indication signal as normal-
ized or scaled. Long timestamp format
cannot be used with a scaled value.

Time Tag Handling

Do not Send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Binary controlled step position information (BSC)

Table 4.4.5.16-1 Configurable BSC properties for OPC client

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data BSC Common data class according to IEC
Class 61850.

Addresses

Command Address |0...16777215 IEC address for command.

Position Address 0...16777215 IEC address for position.

Common
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Property/ Para- Value or Value range/ Default | Description
meter
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

End of queue =0
Middle =1, 2

Beginning of queue = 3

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0.3 Priority of ASDU. This property defines

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send Indication As
Value Type

Send with normalized value =
0

Send with scaled value = 1

Specifies if the value of indication signal
is sent as normalized or scaled. Long
timestamp format cannot be used with a
scaled value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Integer controlled step position information (ISC)

Table 4.4.5.17-1 Configurable ISC properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic




1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation

Manual

Property/ Para- Value or Value range/ Default | Description

meter

Common Data ISC Common data class according to IEC

Class 61850.

Addresses

Command Address |0...16777215 IEC address for command.

Position Address 0...16777215 IEC address for position.

Common

Class Class 1 =1 Class of ASDU. Data sent from the slave

to the master can be assigned to two

Class 2=2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0.3 Priority of ASDU. This property defines

End of queue =0
Middle = 1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send Indication As
Value Type

Send with normalized value =
0

Send with scaled value = 1

Specifies if the value of indication signal
is sent as normalized or scaled. Long
timestamp format cannot be used with a
scaled value.

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.
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Controllable Enumerated Status (ENC)

Table 4.4.5.18-1 Configurable INC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ENC Common data class according to IEC
Class 61850
Addresses
Command Address | 0...16777215 IEC address for command.
Default: 0
Indication Address |0...16777215 IEC address for indication.
Default: 0
Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

Default: Class 1 =1

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1 - 16 general or 1 -
4 counter interrogation.

Over Write True =1 Defines whether a new indication value
overwrites an older one in the queue.
False =0
Default: False = 0
Priority 0..3 Priority of ASDU. This property defines

End of queue =0
Middle =1, 2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between OPC server and client
in milliseconds. 0 means that server sends
all the changes to the client.

Data Class Spe-
cific

Send Indication As
Value Type

Send with normalized value =
0

Send with scaled value = 1

Default: 0

Send value of indication signal as normal-
ized or scaled. Long timestamp format
cannot be used with a scaled value.
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Property/ Para-
meter

Value or Value range/ Default

Description

Time Tag Handling

Do not Send Time Tag = 0

Send Short Format Time Tag
=1

Send Long Format Time Tag =
2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short, or long. Long time
tag format cannot be used with a scaled
value.

Analogue set point (APC)

Table 4.4.5.19-1 Configurable APC properties for OPC client

Default: Class 1 =1

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data APC Common data class according to IEC
Class 61850.
Addresses
Command Address | 0...16777215 IEC address for command.
Default: 0
Indication Address |0...16777215 IEC address for indication.
Default: 0
Common
Class Class 1=1 Class of ASDU. Data sent from the slave
to the master can be assigned to two
Class 2 =2 classes: class 1 and class 2. Data in class

1 is sent with higher priority than data in
class 2.

Interrogation Group

1...16 (general) or 1...4 (coun-
ters)

Interrogation group. 1-16 general or 1-4
counter interrogation.

Over Write

True =1
False =0

Default: False =0

Defines whether a new indication value
overwrites an older one in the queue.
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Property/ Para- Value or Value range/ Default | Description
meter
Priority 0...3 Priority of ASDU. This property defines

End of queue =0
Middle = 1,2

Beginning of queue = 3

how the ASDU sent is placed in the class
1 and class 2 queues.

Default: 0
Update Rate 0...60000 Maximum update rate of indication
changes between OPC server and client
Default: 0 in milliseconds. 0 means that server sends

all the changes to the client.

Data Class Spe-
cific

Send Indication As
Value Type

Send with normalized value =
0

Send with scaled value = 1

Default: 0

Send value of indication signal as normal-
ized or scaled. Long timestamp format
cannot be used with a scaled value.

Time Tag Handling

Do not send Time Tag =0

Send Short Format Time Tag
=1

Send Long Format Time Tag
(cannot be used with Scaled
value) =2

Default: Send Long Format
Time Tag

Specifies the format of timestamp if one
is used: none, short or long. Long time tag
format cannot be used with a scaled value.

Configuring communication redundancy

Communication redundancy can be configured using the Local Address property of the
channel abject and the Internet Address properties of the |ED object. The Local Address
property specifiesthe | P addresses of the COM 600 computer used for the communi cation.
The Internet Address properties of the IED object specify the possible IEC104 master

| P addresses.

H Only one configured connection should be active at atime. If
multiple connections are active simultaneously, it is recom-
mended to configure an IEC104 OPC Client for each.
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See Example 1: One master connected with two redundant communication networks
and Example 2: Two redundant masters connected with two redundant communication
networks for more information.

Example 1: One master connected with two redundant communication
networks

Local addressis configured with two | P addresses, onefor each communication network.
For example, local address="127.0.1.1 127.0.2.1"

IED Internet addresses are configured to specify the corresponding IEC104 master
addresses. The index separated by a colon specifies the used local address.

For example,

* Internet address1="127.0.1.11:1"
e Internet address2 ="127. 0.2.11:2"

Example 2: Two redundant masters connected with two redundant
communication networks

Local addressis configured with two | P addresses, onefor each communication network.
For example, local address="127.0.1.1 127.0.2.1"

IED Internet addresses are configured to specify the corresponding IEC104 master
addresses. The index separated by a colon specifies the used local address.

For example,

Internet Address 1 = “127.0.1.11:1” /I First master using network 1
Internet Address 2 = “127.0.2.11:2” /I First master using network 2
Internet Address 3 = “127.0.1.12:1” /I Second master using network 1
Internet Address 4 = “127.0.2.12:2” /I Second master using network 2
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DNP3 LAN/WAN OPC slave configuration

About this section

This section guides you in the configuration tasks required before you can start using
the DNPLAN Slave OPC Client. For information on the |EC 61850 datamodeling, refer
to COM600 User's Manual.

1. Sdect File> Open/Manage Project....

2. Inthe Open/Manage Project dialog, select the required location for the project:
»  Projects on my computer
»  Projects on network

3. Select New Project on the | eft.

» Enter aProject Name. The Description is optional.

Click Create.

5. Click Open Project.

e

Overview of configuration

Before you can start using the DNP LAN Slave OPC Client, you need to build and con-
figure an object tree in SAB600 to define the Communication structure within the
Gateway object.

Figure 5.2-1 shows an example view of SAB600 including an object treein the commu-
nication structure on the | eft and Object Propertieswindow displaying the object properties
on theright.

ﬂ When configuring OPC serversthefollowing characters cannot
beused in object names: \ "' ' #
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[020] Addresses

Intemet Address

Master Address

Slave Address
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Figure 5.2-1 Example view of SAB600

SAB600_DNP_Slave_Example_View.png

The configuration work can basically be divided into two separate tasks:

1. building an object tree, and
2. configuring object properties.

First, you need to build an object tree. Thisis done by adding objects to the object tree,
see 5.3.1, General information about building object tree and 5.3.5, Adding data objects

using Cross-References function.

Figure 5.2-1 shows an example of how the object tree may look like after it has been
built. In the example tree you can see the DNP LAN Slave OPC Client object and its
child objects like channels, devices, and data objects. Indentation is used to indicate the

parent-child relationship between the objects.

After you have added the necessary objects to the object tree in the communication
structure, you need to configure them, see 5.4.1, General information about configuring

objects.

Table 5.2-1 describes the objects shown in the object tree (Figure 5.2-1).
Table 5.2-1 DNP LAN Slave OPC Client related objects

Object Description

DNP LAN Slave OPC Client

An object representing the DNP LAN Slave OPC Client.

DNP LAN Channel

An object representing the channel
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Object Description

DNP LAN IED A DNP LAN IED is used for a virtual station in COM600
representing the slave stations visible to the DNP master
system.

IED objects can be configured to use DNP 3.0 Secure
Authentication v2 or v5 using the Security related proper-
ties. DNP 3.0 Secure Authentication v2 and v5 is based
on IEC/TS 62351 and standards IEEE 1815-2010 (v2)
and IEEE 1815-2012 (v5). Version v2 uses pre-shared
update keys and does not contain roles for users. Version
v5 is able to define users and their roles and keys on-line
using DNP 3.0.

The databases for user sets and necessary keys are
created using separate tools (see chapter '5.5 Secure
authentication using IEC/TS 62351-5' for more informa-
tion). This database is called "key storage" and is defined
for the DNP LAN Slave OPC Client instance using its “Key
Storage File” property. Key storage file is always encryp-
ted.

Data Object (DO) A data object is an instance of one of the IEC Common
data classes, for example single point status, measured
value etc. Depending on the class, each data object has
a set of attributes for monitoring and controlling the object,
for instance value, quality and control. Data objects are
connected from OPC servers to the DNP LAN Slave OPC
Client with the cross reference function. They are shown
as child objects of the DNP LAN IED object in the object
tree.

Event Definitions Event definitions are used for the diagnostic OPC A&E
Server.

Building object tree

General information about building object tree

The object tree is built in the Communication structure of SAB600, see Figure 5.2-1. It
isbuilt by adding objectsin alogical order starting from the DNPLAN Slave OPC Client
object.

Beforethe DNP LAN Slave OPC Client can be taken into use, configure an OPC server
for the process communication. For more information on creating an OPC server, refer
to COM600 User's Manual.

You can add objects to the object tree in the Communication structure the following
way:

You can right-click the object to which you want to add a child object.
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Add the objectsin the following order:
1. DNPLAN Slave OPC Client

2. DNPLAN Channel

3. DNPLANIED

4. Dataobjects

Adding DNP LAN Slave OPC Client object
To add the OPC client object:

1. Addthe DNPLAN Slave OPC Client object in the Communication structure by
selecting the Gateway object.

2. Right-click the Gateway object and select New > DNP > DNP LAN Slave OPC
Client

Adding Channel objects

After the DNP LAN Slave OPC Client object has been successfully added, you can
continue building the object tree by adding a DNP LAN Channel object.

To add DNP LAN Channel object:

1. SedectaDNP LAN Slave OPC Client object and right-click it.

2. AddaDNPLAN Channel object.

3. Renamethe new object. The names of the DNP LAN Channel objectswithinaDNP
LAN Slave OPC Client have to be unique.

Adding DNP LAN IED object

After a channel object has been successfully added, you can continue building the
structure by adding the DNP LAN IED abject. All the data can be connected to one
device or divided to several slave devices. Before dividing datato severa slave devices,
it must be checked that the current protocol mode and the master system support the
feature.

To add DNP LAN IED object:

1. Select aDNPLAN Channel object.

2. AddaDNPLAN IED abject.

3. Rename the new object. The names within DNP LAN Channel have to be unique.

Adding data objects using Cross-References function

Data objects are added somewhat differently than the upper level objects. Basically, you
drag and drop the data objects you need from an OPC server to the DNP LAN Slave
OPC Client.
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To add data objects:

1
2.
3.

Select DNP LAN |ED object and right-click it.

Select Cross-References. The Cross References function appears (Figure 5.3.5-1).
In the Project Explorer, select now alogical node within an OPC server, from which
you want to connect the data objects to the DNP LAN Slave OPC Client.

Note that you can also select an upper level (server, channel, etc.) object and drag
and drop it into the Cross-References function. Asaresult, all the data objectswithin
the selected object appear now in the Cross-References function and can be connected
to the DNP LAN Slave OPC Client.

Drag and drop thelogical node into the Cross-References function. The data objects
within the logical node appear now in the Cross-References function.

Note that only data objects that have been given anon zero information addressin
the Cross-References table will be connected to the DNP LAN IED.

At this point, click Save to create the cross-references (to connect the data objects
to the DNP LAN IED).

File Edit View Tools Window Help

DSl eeEe=0]

Project Explorer ~ B X | IEDG - Cross-References 4Pk x
(nmmun'maﬁunl Substation Structure |
- B SABE00 Example Active Fiter: | None w
- i Gateway 5.0x
- Process Event Defintions [] Use Address Template T
Communication Diagnostic Event Defini|
"y Common Event Settings IED Indexes
Scale Definitions
o OPCS1
- T3 Subnett General INC | INS | SPS | ACD |ACT
= [ IED1
Lo LD iedName | Idinst| InClass| doName | Object Name| Description| Common Data Cl | In A
- [ IED2 OPCS1\Subnet!UEDT LD1 LLND Mod  OPCSTSub  Controllabl INC 1
[ I1ED3
B[] 1ED4 OPCST\Subnet1EDT LD1 LLNO  Beh OPCST\Sub  Integer Sta  INS 2z
[ IEDS \ \ \
OPCS1\SubnetEDT LD1 LLNO  Health OPCS1\Sub  Integer St INS 3
= (@ oFCCT uer = =
- T Subnet2 OPCS1\Subnet1'lEDT LD1 LLNO Loc OPCST\Sub  Single poin SPS 4
OPCS1\Subnet1EDT LD1 LPHD1 PhyHeal OPCS1\Sub  Integer Stz INS 5
| |OPCSISubretfVEDT LD1 LPHD1 InDv  OPCSTSub  Single poin SPS 6
OPCS1\Subnet1llEDT LD1 LPHD1 Proxy OPCST\Sub  Single poin SPS 7
DPCST\SubnetED1 LD1  PHFT  Mod OPCS1'Sub  Controllabl INC g
OPCS1\SubnetiEDT LD PHPT  Beh OPCS1'Sub  Integer Sta INS 9
OPCST\SubnetiEDT LD1 PHFT  Health OPCS1\Sub Integer Stz INS 0 v
< >
Modfy Fiter File | | Export to Excel | | Import From Excel Save |-
< >

10. helmikuuta 2017 145333 ABB

SAB600_DNP_Slave_Cross_References.png

Figure 5.3.5-1 The Cross References window

For more detailed information about the Cross-References function, see Cross-References
function in COM600 User's Manual.
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5.4.1.

Configuring objects

General information about configuring objects

After the objects have been added, configure the object properties. Figure 5.4.1-1 shows
an example of how to use SAB600 to configure the object propertiesfor DNP LAN

Slave OPC Client.

To configure an object:

1. Select an object in the object tree of the communication structure.
»  Theobject properties appear now in the Object Properties window. The proper-
ties and their values can be viewed as shown in .

=

[000] Appearance

Caption

Description

[010] Basic

Diagnostics Enabled

In Use

Subset

Use Securty

[020] Addresses

Intemet Address

Master Address

Slave Address

[030] Communication Control
Communication Mode
Sending Messages

Use Variations

[035] Coemmand Handling
Command Address

Execute Waiting Time after Select
[040] Lengths
2
[050] Time Handling
Time Synchnanization
[060] Queues
Measurement Gueue Threshold

Measurements Update Queus
State Indications Updates Queue
[070] OPC Alarm and Event
Device Connection Status Class
Ewert Queue Full

Muttiple Updates Threshald Full
Mizc

Protocol Name

IEDG
DNP LANAMAN |ED

False

In use

Subset 2

Don't use security

127.0.01
1
1

Quiescent
True
True

32000
a0

Handled, time sst

95
1000
1000

Device Connection Status
EventQueusOverflow
EventQueueSkip Multiple Updates Threshold

DNPs LAN

Information Address Length

The length of data a object address used in the DNP 3.0 messages. (1..3)

SAB600_DNP_ Object_Properties.png

Figure 5.4.1-1 Example of object propertiesin the Objects Properties window

2. Select the property you want to configure. Depending on the property value type,

configuring is always done either by
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«  sdlecting a predefined value from a drop-down menu, or
¢ entering atext string or anumerical valuein atext field.

The available properties for different objects are listed in the following subsections.

Configuring DNP LAN Slave OPC Client properties

Table 5.4.2-1 lists the configurable DNP LAN Slave OPC Client properties and value
ranges for them. The actual configuration by using SAB600 is performed as described
in 5.2, Overview of configuration.

Table 5.4.2-1 DNP LAN Slave OPC Client properties

Property / Para- Value or Value range/ Default | Description

meter

Basic

Maximum OPC 0...65535 Specifies the maximum time in seconds

Server Initialization that any connected (configured) OPC

Time Default: 5 Server requires to retrieve all its initial
data.

Prog ID AE Instance identification of diagnostic OPC
alarm and event server.

ProglD DA Instance identification of diagnostic OPC
data access server.

Time Zone Correc- |-720...720 The value of this property in minutes is

tion added to the synchronization time received

Default: 0 from a DNP master.

Station/Remote
Switch

Station/Remote
Switch Handling

Do not check Station/Remote
switch position.

Check Station/Remote switch
position.

Default: Do not check Sta-
tion/Remote switch position.

Specifies if a position check for the station
remote switch is going to be made.

Station/Remote
Switch Error

Reject commands if position
bad or unknown.

Allow commands if position bad
or unknown.

Default: Reject commands if
position bad or unknown

Security

Key Storage File

Defines path to key storage file in
COM®600.
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Property / Para-
meter

Value or Value range/ Default

Description

UAL Event Identific-
ation

The name to identify the source of UAL
events.

Maximum length 16 characters.

If left empty, then the OPC Client node
name will be used.

User Activity Log-
ging

Enabled/Disabled

Default: Enabled

Defines if User Activity Logging is enabled.

This setting only affects the
OPC client node itself, UAL is

configured separately for each
DNP slave IED object as well.

Configuring DNP LAN Channel properties

The DNP LAN channel properties that can be configured and value ranges for them can
be found in Table 5.4.3-1. The actual configuration by using the SAB600 is performed
as described in 5.4.1, Genera information about configuring objects.

Table 5.4.3-1 DNP LAN Channel properties

Property / Para- Value or Value range/ Default | Description
meter
Basic
In Use In use Specifies whether the channel is in use or
not.
Not in use
Default: In use
Protocol DNP Slave over LAN interface | Protocol

Communication
Port

Local Address

Default: 127.0.0.1

The IP address which is locally used. Port
number can be configured by using semi-
colon. For example, "127.0.0.1;8080".

Communication
Control

Allow Connection
From Any IP
Address

True

False

Default: False

Specifies whether the connection from any
IP address is allowed. If set to false, con-
nection is only allowed from the host IP
Address configured to the IED object.

Connection Type

Default: TCP/IP

ConnectionTypeDesc

Link Layer Confirma-
tions Enabled

In use Not in use Default: In
use

Determines whether the link layer confirm-
ations are in use.
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Property / Para- Value or Value range/ Default | Description
meter
Maximum Message | 50...249 Maximum length of a data link fragment.
Length
Default: 230
Test Function of 0...65535 Delay in milliseconds between the test
Link Interval function of link commands. If the value is
Default: 500 set to zero, the test function of a link com-
mand is not sent.
Response Timeout |0...255 Specifies the time in seconds that the DNP
3.0 link waits for the end of the received
Default: 2 message.
Test Function For | True Specifies if “Test Function for Link” is
Link enabled.
False

Default: False

Configuring DNP LAN IED properties

Table 5.4.4-1 lists the configurable properties for DNP LAN IED and value ranges for
these properties. The actual configuration by using the SAB600 is performed as described
in 5.4.1, General information about configuring objects.

Table 5.4.4-1 DNP LAN IED properties

Name

Value/Value range

Description

Basic

Diagnostics Enabled

True
False

Default: False

Specifies whether diagnostic AE events
are sent for the station.

Default: Subset 2

In Use In use Defines if the IED is in use or not.
Not in use
Default: In use
Subset Subset 2 Defines the subset level that is currently
used.
Subset 3

Use Security

Don’t use security

Use security

Use security and modify critical

requests

Default: Don’t use security

Controls whether security is enabled and
which security properties are available for
configuration.
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Name

Value/Value range

Description

Addresses

Internet Address

Default: 127.0.0.1

The IP address of the remote host.

Master Address 0...65535 The station address of the master station.
Default: 1
Slave Address 0...65535 The station address of the DNP 3.0 slave
station.
Default: 1
Communication
Control
Sending Messages | True Sending messages while waiting for a
confirmation.
False

Default: True

Use Variations

True
False

Default: True

Variations in response messages.

Command Hand-
ling

Command Address

0...65535

Default: 32000

The object address of the bitstream pro-
cess object.

Execute Waiting 0...65 The maximum time in seconds that the
Time after Select slave waits for an execute command after
Default: 30 receiving an operator command.
Lengths
Information Address | 1...3 The length of a data object address used
Length in the DNP 3.0 messages.
Default: 2
Time Handling

Time Synchroniza-
tion

Handled, time set Positive
acknowledged, time not set

Negative acknowledged, time
not set

Default: Handled, time set

Determines the behavior of the slave
device when it receives a time synchroniz-
ation message.

Queues

Measurement 1...100 Defines a threshold (percent of the queue

Queue Threshold capacity) which causes that update of a
Default: 95

measurement removes the oldest entry of
the same measurement from the queue.
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Name Value/Value range Description

Measurements 0...65535 Maximum number of measurement pro-

Update Queue cess data changes that are stored intern-
Default: 0 ally in a queue in the client.

State Indications 0...65535 Maximum number of state indication pro-

Updates Queue cess data changes that are stored intern-
Default: 0 ally in a queue in the client.

Security

Aggressive Mode | Enabled Defines whether the aggressive mode of

authentication is used.

Disabled

Default: Enabled

The aggressive mode uses less bandwidth
and using it is recommended.

Modifying this attribute is possible only if
it is enabled in the key storage using the
setting 'Allow external modification of
security attributes'.

Authentication Used

Enabled v5 (update key negoti-
ation)

Enabled v2 (preshared update
keys)

Not in use

Default: Enabled v5

Defines whether secure authentication is
used or not, can also choose between v2
and v5 (recommended) type.

Authority Certifica-
tion Key Length

All 32 bytes used in MAC calcu-
lation.

First 16 bytes used in MAC
calculation.

Default: All 32 bytes used ....

Authority certification key length with SHA-
1 Update Key Change Method.

Challenge Data
Length Critical

0..65535

Challenge data length for critical request

Reply

Request Default: 8
Challenge Data 0..65535 Challenge data length for session key
Length Session Key status.
Status Default: 8
Challenge Data 0..65535 Challenge data length for update key reply.
Length Update Key

Default: 32
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Name

Value/Value range

Description

Key Change Interval

0..65535

Default: 900

The key change interval in seconds.

If the specified interval has expired twice
without session key renegotiation between
the expirations, the session keys for the
user are invalidated and the corresponding
UAL event is reported. After this, no critical
operations for the user are authenticated
in either directions and session keys must
be renegotiated.

Key Storage ID

0..65535

Default: 1

Defines the keys and user set of the slave
station in the key storage.

Must match the 'Station Identifier' value in
the Authority Tool. This value must be
unique within the slave stations accessing
the same key storage.

Value = 0 means that the slave station is
not attached to any user set and enabling
authentication is not possible.

UAL Event Identific-
ation

The name to identify the source of UAL
events. Maximum length 16 characters.

If left empty, then the slave station node
name will be used.

UAL Event Used

Special Logging
Extended Logging
Standard Logging
Disabled

Default: Extended Logging

Defines whether the UAL events are gen-
erated by the slave station.

Special Logging is the most “noisy” mode
and also includes non-standard UAL
events, and is thus only recommended for
troubleshooting.

TLS - Settings

Certificate Pass-
phrase

Define the passphrase to open the private
key in the certificate file. If the certificate
does not require passphrase, this attribute
may be an empty string.

If the creation of self-signed certificates is
enabled the contents of this property is
included to the passphrase of the private
key of the created certificate.

When set, has an effect on all slave sta-
tions with the same Internet Address.

Certificate Store
Type

.pem file

Default: .pem file

Type of the certificate store, currently only
.pem files are supported.
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Name Value/Value range Description
Error Logging No error logging Defines if TLS error logging is enabled.

Error logging enabled

Default: No error logging.

Maximum TLS ver-
sion

TLS 1.2/SSL 3.3
Default: 1.2/SSL 3.3

The maximum supported TLS version.

Minimum TLS ver-
sion

TLS 1.2/SSL 3.3
Default: 1.2/SSL 3.3

The minimum supported TLS version.

Self-signed Certific-
ate Generation

Never
Always

Default: Never

Defines when and if self-signed certificates
are generated.

TLS Key Renegoti-
ation Interval

0..86400

Default: 830

Defines the session renegotiation interval
for TLS in seconds.

Timer is triggered when the authentication
level session keys for user "Common" are
negotiated.

The value of the property should be slightly
less than the configured authentication
level session key change interval value in
the DNP master (default in DNP3 standard
is 15 minutes i.e. 900 seconds).

Validation Failure
Action

Ignore, continue communica-

tion
Close connection

Default: Close connection

Action taken when remote certification
validation fails.

TLS - Certificate

Certificate Key File

Defines the certificate key file for TLS
communication.

When set, has an effect on all slave sta-
tions with the same Internet Address.

The TLS functionality is activated when
both certificate key file and trusted certific-
ate authority file are set.
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Name

Value/Value range

Description

Trusted Certificate
Authority File

Defines the trusted certificate authority file
for TLS communication.

When set, has an effect on all slave sta-
tions with the same Internet Address.

The TLS functionality is activated when
both certificate key file and trusted certific-
ate authority file are set.

TLS - Self-Signed
Certificate

Certificate Name

Defines the subject of the self-signed cer-
tificate.

It must have the exact values of the
"Common Name" and "Country Code"
properties and also 'ABB' as organization.
Exact format in the example below.

Example value: "CN=ABB_COM600
O=ABB C=FI" (When using country code
"FI" and common name "ABB_COM®600".)

The name and location of the created
certificate is defined using the "Certificate
Key File" property. The "Trusted Certificate
Authority File" property value doesn’t
matter when using a self-signed certificate
and it can be same as "Certificate Key
File".

When set, has an effect on all slave sta-
tions with the same Internet Address.

This property is meaningful only if the
creation of self-signed certificates is
enabled and should be left empty other-
wise.

Common Name

Defines the common name of the self-
signed certificate. No spaces are accep-
ted.

When set, has an effect on all slave sta-
tions with the same Internet Address.

This property is meaningful only if the
creation of self-signed certificates is
enabled and should be left empty other-
wise.
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Name Value/Value range Description

Country Code Defines the country code of the self-signed
certificate. Must be a string with only two
characters.

When set, has an effect on all slave sta-
tions with the same Internet Address.

This property is meaningful only if the
creation of self-signed certificates is
enabled and should be left empty other-

wise.
Critical Requests
Function Code not critical Via these properties it's possible to config-
[0..131] . ure if a function code is considered critical
critical by the authentication or not.
critical only It's generally not recommended to change

. the default values.
remotely critical only

locally

Default: varies with function

code
5.4.5. Configuring data objects
5.4.51. General information about configuring data objects

You can configure data objects either in the Object Properties window or in the Cross
References window.

The actual configuration in Object Properties window by using SAB600 is performed
as described in 5.4.1, General information about configuring objects.

To configure the data objectsin Cross References window:

1. Sdect the IED object in the object tree and right-click it.

2. Choose the Cross References window from the context menu.

3. Changethevaluesin crossreferencestable by simply writing the new valuein table
cell with the desired property.

4. Findly, click Save to save the changes.

The parameters are stored in Object propertiesin SAB600 (see the tables for each data
object type).
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5.4.5.2.

Clicking Save connects the data objects to the IED. The connected data objects appears
as child objects for the IED. The cross reference information can then be also modified
by selecting the data object and using the object properties window.

ﬂ When configuring address values for DNP |ED data objects,
thevalid addressrangeis 0 - 65535 . If the value is -1, then
the address is not available.

If you change the object names or structuring of objects of OPC Server, which are con-
nected to the |[ED, open the cross reference tool and verify that the changes are correctly
handled and then click Save to update the configuration accordingly.

DNP OPC Client supports data objectsfor status, measurements, controllable status, and
controllable analog information. The following subsections list the configurable data
object properties for the DNP OPC Client.

Directional protection activation information (ACD)

Table 5.4.5.2-1 Configurable ACD properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ACD Common data class according to IEC
Class 61850.
Addresses
General Index 0...65535 General Index
Default: 0
Neutral Index 0...65535 Neutral Index
Default: 0

Phase A Index 0...65535 Phase A Index

Default: 0

Phase B Index 0...65535 Phase B Index
Default: 0

Phase C Index 0...65535 Phase C Index
Default: 0

Common
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Property/ Para- Value or Value range/ Default | Description

meter

Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Datain class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Double
Point

True
False

Default: False

Defines if a value is sent as double point.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.
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5.4.5.3.

Protection activation information (ACT)

Table 5.4.5.3-1 Configurable ACT properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ACT Common data class according to IEC
Class 61850.
Addresses
General Index 0...65535 General Index
Default: 0
Neutral Index 0...65535 Neutral Index
Default: 0
Phase A Index 0...65535 Phase A Index
Default: 0
Phase B Index 0...65535 Phase B Index
Default: 0
Phase C Index 0...65535 Phase C Index
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.
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5.4.5.4.

90

Property/ Para-
meter

Value or Value range/ Default

Description

Send As Double
Point

True
False

Default: False

Defines if a value is sent as double point.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Analog set point (APC)

Table 5.4.5.4-1 Configurable APC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data APC Common data class according to IEC
Class 61850.
Addresses
Control Index 0...65535 Control index.
Default: -1
Indication Index 0...65535 Indication index.
Default: -1
Common
Class Class 0...3 Data sent from the slave to the master can

Default: Class 0

be assigned to four classes. Data in class
1 is sent with higher priority than data in
class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all changes to the client.
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Property/ Para-
meter

Value or Value range/ Default

Description

Data Class Spe-
cific

Control Object

Default: Analog control output
block (41).

Object number for control.

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All updates

True
False

Default: False

Defines whether all changes in value are
send to the master.

Send As Value Type

Send as 16 bit integer value
Send as 32 bit integer value

Send as 32 bit float value

Defines whether the value is sent as 16
or 32 bit integer or 32 bit float value (for
APC, CMV, DEL, MV, WYE).

Time and Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Binary counter reading (BCR)

Table 5.4.5.5-1 Configurable BCR properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data BCR Common data class according to IEC
Class 61850.
Addresses
Indication Index 0...65535 Indication index.
Default: 0

Common
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Property/ Para- Value or Value range/ Default | Description

meter

Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Datain class 1 is sent with higher
priority than data in class 3.

Update Rate 0...65535 Maximum update rate of signal state
changes between the OPC server and
Default: 0 client in milliseconds. 0 means that the
server sends all the changes to the client.
Data Class Spe-
cific
Counter Object Binary counter (20) Object number for counter.

Frozen counter (21)

Default: Binary counter (20)

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value

Send as 32 bit integer value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit value (for APC, CMV,
DEL, MV, WYE).

Send As Delta
Counter

Send as binary counter
Send as delta counter

Default: Send as delta counter

Defines if the value is sent as delta or
binary counter.

Time And Type
Variation

Send as static data (always
without time)

Event without time Event with
time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Binary controlled step position information (BSC)

Table 5.4.5.6-1 Configurable BSC properties for OPC client

Property/ Parameter | Value or Value range/ | Description
Default
Basic
Common Data Class |BSC Common data class according to IEC 61850.
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Property/ Parameter

Value or Value range/
Default

Description

Addresses
Control Index 0...65535 Control index.
Default: 0
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave to the

Default: Class 0

master can be assigned to four classes. Data
in class 1 is sent with higher priority than data
in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state changes
between the OPC server and client in milli-
seconds. 0 means that the server sends all the
changes to the client.

Data Class Specific

Control Object

Default: Analog control
output block (41).

Object number for control.

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input
(30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to the
master.

Send As Value Type

Send as 16 bit integer
value

Send as 32 bit integer
value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV, DEL,
MV, WYE).

Time And Type Vari-
ation

Send as static data
(always without time)

Event without time
Event with time

Event with relative time
(valid for binary inputs
only)

Default: Event with
time

Specifies the type of the timestamp a message
is sent with.

93



COM600 Series 5.1

1MRS758691

Slave Protocols (Ethernet based) Configuration and Operation

Manual

5.4.5.7.
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Complex measured value (CMV)

Table 5.4.5.7-1 Configurable CMV properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data CMV Common data class according to IEC
Class 61850.
Addresses
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 3

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 1000

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value
Send as 32 bit integer value

Send as 32 float bit value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event without time

Specifies the type of the timestamp a
message is sent with.
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5.4.5.8.

Property/ Para-
meter

Value or Value range/ Default

Description

Scale and Unit

Multiplier

1...1000000000

Default: 1

Multiplier for scaling decimal values.

Delta (DEL)

Table 5.4.5.8-1 Configurable DEL properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data DEL Common data class according to IEC
Class 61850.
Addresses
Phase AB Index 0...65535 Phase AB Index
Default: 0
Phase BC Index 0...65535 Phase BC Index
Default: 0
Phase CA Index 0...65535 Phase CA Index
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 3

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 1000

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.
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Property/ Para- Value or Value range/ Default | Description

meter

Send As Value Type | Send as 16 bit integer value Defines if the value is sent as 16 or 32 bit

Send as 32 bit integer value

Send as 32 bit float value

integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event without time

Specifies the type of the timestamp a
message is sent with.

Scale and Unit

Multiplier

1...1000000000

Default: 1

Multiplier for scaling decimal values.

Controllable double point (DPC)

Table 5.4.5.9-1 Configurable DPC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data DPC Common data class according to IEC
Class 61850.
Addresses
Control Index 0...65535 Control index.
Default: 0
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Datain class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.
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5.4.5.10.

Property/ Para-
meter

Value or Value range/ Default

Description

Data Class Spe-
cific

Control Object

Default: Binary control output
block (12).

Object number for control.

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.

Send As Single
Point

True
False

Default: False

Defines if a value is sent as single point.

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Double point status (DPS)

Table 5.4.5.10-1 Configurable DPS properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic

Common Data
Class

DPS

Common data class according to IEC
61850.

Addresses
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Property/ Para- Value or Value range/ Default | Description
meter
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Datain class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.

Send As Single
Point

True
False

Default: False

Defines if a value is sent as single point.

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.
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5.4.5.11.

Controllable integer status (INC)

Table 5.4.5.11-1 Configurable INC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INC Common data class according to IEC
Class 61850
Addresses
Control Index 0...65535 Control index.
Default: 0
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Control Object

Default: Analog control output
block (41).

Object number for control.

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value

Send as 32 bit integer value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).
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Property/ Para- Value or Value range/ Default | Description

meter

Time And Type Send as static data (always Specifies the type of the timestamp a
Variation without time) message is sent with.

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Integer status (INS)

Table 5.4.5.12-1 Configurable INS properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INS Common data class according to IEC
Class 61850.
Addresses
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.
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Property/ Para- Value or Value range/ Default | Description

meter

Send As Value Type | Send as 16 bit integer value Defines if the value is sent as 16 or 32 bit

Send as 32 bit integer value

integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Integer controlled step position information (ISC)

Table 5.4.5.13-1 Configurable ISC properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ISC Common data class according to IEC
Class 61850.
Addresses
Control Index 0...65535 Control index.
Default: 0
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Control Object

Default: Analog control output
block (41).

Object number for control.
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Property/ Para-
meter

Value or Value range/ Default

Description

Indication Object

Analog input (30, 32)

Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value

Send as 32 bit integer value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always

without time)
Event without time

Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.

Measured value (MV)

Table 5.4.5.14-1 Configurable MV properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data MV Common data class according to IEC
Class 61850.
Addresses
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 3

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 1000

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.
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Property/ Para-
meter

Value or Value range/ Default

Description

Data Class Spe-
cific

Indication Object

Analog input (30, 32)
Analog output (40)
Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value
Send as 32 bit integer value

Send as 32 bit float value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event without time

Specifies the type of the timestamp a
message is sent with.

Scale and Unit

Multiplier

1...1000000000

Default: 1

Multiplier for scaling decimal values.

Controllable single point (SPC)

Table 5.4.5.15-1 Configurable SPC properties for OPC client

Property/ Para-
meter

Value or Value range/ Default

Description

Basic
Common Data SPC Common data class according to IEC
Class 61850.
Addresses
Control Index 0...65535 Control index.
Default: 0
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Property/ Para- Value or Value range/ Default | Description
meter
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Datain class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Control Object

Default: Binary control output
block (12).

Object number for control.

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Double
Point

True
False

Default: False

Defines if a value is sent as double point.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the timestamp a
message is sent with.
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5.4.5.16.

Single point status (SPS)

Table 5.4.5.16-1 Configurable SPS properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data SPS Common data class according to IEC
Class 61850
Addresses
Indication Index 0...65535 Indication index.
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Binary input (1, 2)
Binary output (10)

Default: Binary input (1, 2)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Double
Point

True
False

Default: False

Defines if a value is sent as double point.

Send As Inverse
Value

True
False

Default: False

Defines if the value of a message is
inverse.
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Property/ Para- Value or Value range/ Default | Description
meter
Time And Type Send as static data (always Specifies the type of the timestamp a
Variation without time) message is sent with.
Event without time
Event with time
Event with relative time (valid
for binary inputs only)
Default: Event with time
5.4.5.17. WYE

Table 5.4.5.17-1 Configurable WYE properties for OPC client

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data WYE Common data class according to IEC
Class 61850.
Addresses
Neutral Index 0...65535 Neutral Index
Default: 0
Phase A Index 0...65535 Phase A Index
Default: 0
Phase B Index 0...65535 Phase B Index
Default: 0
Phase C Index 0...65535 Phase C Index
Default: 0
Net Index 0...65535 Net Index
Default: 0
Res Index 0...65535 Res Index
Default: 0
Common
Class Class 0...3 Class of ASDU. Data sent from the slave

Default: Class 0

to the master can be assigned to four
classes. Data in class 1 is sent with higher
priority than data in class 3.
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Property/ Para-
meter

Value or Value range/ Default

Description

Update Rate

0...65535

Default: 1000

Maximum update rate of signal state
changes between the OPC server and
client in milliseconds. 0 means that the
server sends all the changes to the client.

Data Class Spe-
cific

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All Updates

True
False

Default: False

Defines if all changes in value are sent to
the master.

Send As Value Type

Send as 16 bit integer value
Send as 32 bit integer value

Send as 32 bit float value

Defines if the value is sent as 16 or 32 bit
integer or 32 bit float value (for APC, CMV,
DEL, MV, WYE).

Time And Type
Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event without time

Specifies the type of the timestamp a
message is sent with.

Scale and Unit

Multiplier

1...1000000000

Default: 1

Multiplier for scaling decimal values.

Controllable Enumerated Status (ENC)

Table 5.4.5.18-1 Configurable ENC properties for OPC client

Property/Parameter

Value or Value range/ Default

Description

Basic

Common Data Class

ENC

Common data class according
to IEC 61850.

Addresses
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Default: Class 0

Control Index 0...65535 Control index.
Default: -1
Indication Index 0...65535 Indication index.
Default: -1
Common
Class Class 0...3 Data sent from the slave to the

master can be assigned to four
classes. Data in class 1 is sent
with higher priority than data in
class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal
state changes between the
OPC server and client in milli-
seconds. 0 means that the
server sends all changes to the
client.

Data Class Specific

Control Object

Default: Analog control output
block (41).

Object number for control.

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All updates

True
False

Default: False

Defines whether all changes in
value are send to the master.

Send As Value Type

Send as 16 bit integer value

Send as 32 bit integer value

Defines whether the value is
sent as 16 or 32 bit integer or
32 bit float value (for APC,
CMV, DEL, MV, WYE).

Time and Type Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the
timestamp a message is sent
with.
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5.4.5.19.

Enumerated Status (ENS)

Table 5.4.5.19-1 Configurable ENS properties for OPC client

Property/Parameter Value or Value range/ Default | Description
Basic
Common Data Class ENS Common data class according
to IEC 61850.
Addresses
Indication Index 0...65535 Indication index.
Default: -1
Common
Class Class 0...3 Data sent from the slave to the

Default: Class 0

master can be assigned to four
classes. Data in class 1 is sent
with higher priority than data in
class 3.

Update Rate

0...65535

Default: 0

Maximum update rate of signal
state changes between the
OPC server and client in milli-
seconds. 0 means that the
server sends all changes to the
client.

Data Class Specific

Indication Object

Analog input (30, 32)
Analog output (40)

Default: Analog input (30, 32)

Object number for indication.

Send All updates

True
False

Default: False

Defines if all changes in value
are send to the master.

Send As Value Type

Send as 16 bit integer value

Send as 32 bit integer value

Defines if the value is sent as
16 or 32 bit integer or 32 bit
float value (for APC, CMV,
DEL, MV, WYE).

Time and Type Variation

Send as static data (always
without time)

Event without time
Event with time

Event with relative time (valid
for binary inputs only)

Default: Event with time

Specifies the type of the
timestamp a message is sent
with.
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5.4.7.
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Configuring security

For more information about the secure authentication offered by DNP 3.0 dave, see
5.5, Secure authentication using IEC/TS 62351-5. This section will just give a short
overview of how it is configured.

If possible, it's easiest to first configure the project normally without enabling security,
any other potential communication problems can then be detected and addressed without
extrainterference from the security mechanisms.

Then, create and configure the needed key storage using the provided Authority Tool
and take it into use for the OPC Client object viathe Key Storage File property. Enable
security for the affected IED objects viathe “ Use Security” property. Configure the [IED
Security properties to match the corresponding valuesin the key storage and the remote
master.

Transport Layer Security (TLS) isoptional and can be configured once the normal
authentication is working. See 5.4.7, Configuring Transport Layer Security (TLS)for
more information.

For troubleshooting authentication problems the |ED tools “ Online diagnostics” and
“Security diagnostics’ can be used, a so the Security Eventslist in the COM 600 WebHMI
might contain useful information.

Configuring Transport Layer Security (TLS)

TouseTLS, enable security for the affected IED objectsviathe“ Use Security” property.
Note that thiswill by default also enable secure authentication.

Then configure certificate key file and certificate authority file for the IED using the
corresponding properties. The file namesrefer to the full file system pathsfor these files
on the COM 600 device. Currently only pem-file type is supported.

If aself-signed certificateis used, then certificate name, common name and country code
must also be configured for that part, otherwise those properties must be left empty.
When a self-signed certificate is used the certificate key file and certificate authority file
will be generated to the file paths configured above for those properties.

It's recommended to use certificatesissued by a proper certificate authority, but it'salso
possible to generate private certificates for internal use with e.g. OpenSSL, see below
for an example.

Generating certificates with OpenSSL

Thisisashort example of the openssl commands needed to generate certificatesfor TLS
use for the COM600 DNP dave and the remote DNP master. The commands are taken
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from http://datacenteroverl ords.com/2012/03/01/creating-your-own-ssl-certificate-
authority/.

It is assumed here that opensdl isinstalled. It is also assumed the remote DNP master
accepts pem-files, similarly to the COM600 DNP slave.

openssl genrsa-out rootCA.key 2048

openssl req -x509 -new -nodes -key rootCA .key -days 1024 -out rootCA.pem
openssl genrsa-out clientl.key 2048

openssl req -new -key clientl.key -out clientl.csr

openssl X509 -req -in clientl.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial
-out clientl.crt -days 500

type clientl.key clientl.crt > clientl.pem
openssl genrsa-out server.key 2048
openssl req -new -key server.key -out server.csr

openssl x509 -req -in server.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial
-out server.crt -days 500

type server.key server.crt >server.pem
copy Server.crt server_c.pem

The only opensd question that needs an answer is“Common Name”; for the rootCA
and server the COM600 | P address (should be same as “Local Address’ property value
of the line object) can be used and for the client the DNP master’s | P address (should be
same as “Internet Address’ property value of |ED object) can be used.

All other questions can be bypassed by simply pressing Enter.
After this, certificates are defined for DNP 3.0 communication followingly:
DNP Slave (Server)

Certificate Key File = C:\Program Files\COM610 GW SW\DNP-LAN_WAN OPC
Client\bin\OPCC_DNP_LAN_1\server.pem

Trusted Certificate Authority File = C:\Program Filess\COM 610 GW SW\DNP-
LAN_WAN OPC Client\bin\OPCC_DNP_LAN_1\rootCA.pem

Copy the files above to these places in the COM600 computer. The used directory is
freely selectable, in this example the instance directory of the DNP OPC Client was used.

M
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DNP Master (Client)
Certificate Key File or corresponding setting = D:\..\client1.pem
Trusted Certificate Authority File or corresponding setting = D:\..\server_c.pem

Copy the mentioned files to the selected places in the master computer as needed.

Known problems

TCP connection can be disconnected when TL S keys are negotiated. More likely to
happen when “Link Layer Confirmations Enabled” property is set to enabled and the
“TLS Key Renegotiation Interval” property is set to aquite small interval. Depends on
master key change interval settings as well.

Workaround: Do not use link layer confirmationsif TLSis used.

Secure authentication using IEC/TS 62351-5

Secure authentication using IEC/TS 62351-5

DNP 3.0 dave protocol stack supports secure authentication asdefined in IEC/TS 62351-
5 and IEEE 1815-2010 (when v2 used) and |EEE 1815-2012 (when v5 used). Transport
Layer Security (TLS) defined by IEC/TS 62351-3 may be used together with secure
authentication.

A separate Authority Tool is needed to create an encrypted database for user sets and
the update keys for each station (*) object connected to DNP 3.0 master or slave lines.
ThisAuthority Tool is delivered separately and the feature described in this chapter
cannot be used without the key storage database created with the Authority Tool. An
online help is provided with the Authority Tool. Authority Tool is used for configuring
the application layer authentication only and not the TLS defined in IEC/TS 62351-3.

Contact the nearest ABB representative for the Authority Tool and the detailed description
of the creation and handling of the key storages.

(*) The Authority Tool usesthe term ‘station’ for what isa DNP master or slave IED in
the SAB600 communication tree. Currently SAB600 only supports secure authentication
for DNP 3.0 slave, while the Authority tool supports both master and slave.

The usage of secure authentication in the mentioned protocol s protects the systemsfrom
unauthorized access and helpsto reveal possible attacks. IEC/TS 62351 part 3 and part
5 describes the addressed threatsin detail. It isassumed here that the reader of this chapter
knows the principles and motives of IEC/TS 62351.
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Following picture describes the main steps of the configuration of the secure authentica-
tion. If possible, doing thetesting of the communication channels and signal engineering
separately without secure authentication isworth to be considered. The configuration of
the key storage can be made concurrently with other testing activities. When other tests
are completed, the secure authentication can be enabled and tested.

No

Install the Autharity Tool
to authority computer

Does the Exchange Key Toal
exist in the target system

Y

Install the Exchange
Key Toal

Yes

Export Exchange Key |
from the target system

Import target Exchange |
Key 1o the Authority Tool

Transfer the Exchange Key
to the authority computer

Y

Create a new key store Export the key stare with Transfer the exported key
with the Authority Tool 7| the target exchange key 7| store file to the target computer

Enable authentication
in the target system

Flowchart_secure_authentication_configuration.png

Figure 5.6-1 Flowchart of the secure authentication configuration

If the secure authentication feature is used, it is very important to keep all symmetric
keys (Update keys, Authority Certification key) in secret, otherwise the benefit of the
usage of the feature is compromised. The key storage databases used by the protocol
stack must be encrypted with akey created with the Export Exchange Key Tool included
on the COM600 device. The encryption key is bound to the devicein question. From an
engineering of point view, the usage of v5 authentication with asymmetric modeiseasier
since all the keys visible during engineering are public keys and those need not be kept
Secret.

The supported algorithms in symmetric mode are'SY MMET-

RIC_AES128 SHA1 HMAC and 'SYMMETRIC_AES256_SHA256 HMAC' and in
asymmetric mode 'ASYMMETRIC_RSA1024 DSA_SHA1 HMAC_SHAL' In case
some other algorithm is needed, contact the nearest ABB representative.

ﬂ Not all algorithms listed in the Authority Tool are currently
supported with COM600.
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The principal sequence of the configuration is described below. Most of the steps are
the same for v2 and v5 versions and for master and slave. Steps 7 and 8 are different
depending on the used authenti cation mode and the master/dave role of the station object
in question. The naming of the fields follows IEEE 1815 but if the system is connected
to asystem from a different vendor, the naming may also differ. If v5 authentication is
used and the station aobjects uses symmetric update key change mode, the instructions
given for asymmetric mode can be ignored (and vice versa).

1. Instal theAuthority Tool to aseparate computer in asafe place. | dentify the persons
who may have accessto the key information kept in secrecy (Authority Certification
key and Update keys). The instructions for the Authority Tool installation are
delivered together with the tool.

2. Export the Exchange Key using the Exchange Key Tool in the COM 600 compulter.
See the chapter 'Exchange key fileimporting and exporting' for the usage details of
the Exchange Key Tool. Select "No, do not export private key" and the type of the
exported key will be Signed public key. (Private key exporting is also supported but
not needed in COM600).

3. Transfer the Exchange Key file to the computer where Authority Tool is used.

4. Import the Exchange Key file to the Authority Tool.

5. Fromthe SAB600 communication tree, identify the station (IED) objectswhich will
use secure authentication.

6. Create akey storage for the COM600 computer. The same key storage can be used
by multiple DNP Slave instances but one DNP Slave instance can use only one key
storage. It isalso possibleto have aseparate key storagefor each DNP Slaveinstance.

7. Create necessary users, user sets and station objects to the key storage. Assign user
numbers and names as needed. The station names are freely selectable but their
content must be the same in both master and slave (technically, matching not
necessary with v2 but is recommended). The field name may also be called as 'out-
station name' when connected to athird party system.

Station identifier should match the value of the “Key Storage ID” property of the
corresponding |ED object in the SAB600 communication tree.

If DNP3 secure authentication v5 is configured and the station object is connected
toadaveline (asisawaysthe casein DNP slave), create a user set which contains
no other users but "Common" (present as default) and define this user set in the
station creation. When the COM 600 system is connected to the NCC and the update
keys are successfully negotiated, the users and their roles for the IED in COM600
are the same as defined in the NCC.

Thus, in DNP3 Secure authentication v5, the users are created online using DNP3.
If DNP3 secure authentication v5 is configured and the station object is connected
to amaster, aRole, Role Expiry Interval and Update Key Change Method must be
given to each user. The given update key change method should follow the update
key mode accepted by the slave system (symmetric/asymmetric). In most cases, the
Update Key Change Method is the same for each user.

If the Update Key Change Methodissetto'SYMMETRIC_AES128 SHA1 HMAC'
or' ASYMMETRIC_RSA1024 DSA_SHA1 HMAC_SHAZ1', theupdate key length
may be set to 16 bytes, with other selectionsto 32 bytes. If the session key wrapping
algorithm isAES-256, the update key length must always be 32 bytes. When the
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update key length is changed in 'Stations' level and ared mark is visible beside the

update key, selecting the users from column 'Selected' and pressing the button

'Generate Update Keys for Selected users' is needed, also when v5 is used.

8. For stations using DNP3 secure authentication v2 connected:

a. For stations connected to slave lines: enter the Update Key manually for each
user in each station object according to the settings in the master end. This
appliesin al cases, i.e. when the master isABB SY S600 or when it isathird
party system.

b. For stations connected to master lines. generate the Update Key for each user
in each station object. The configured user names can be case-sensitive
depending on the master system. If the nameis not found in the key storage for
the station object, the user is not able to send control commands to the station.
Make a clear-text copy of the settings of each station (e.g. a screenshot) and
store them in a safe place. These copies are used when the corresponding con-
figuration is made to the slave devices using their own tools (= third party sys-
tem).

For stations using DNP3 secure authentication v5 connected:

a.  For stations connected to slave lines:

If symmetric modeis used, in 'System'’ level of the Authority Tool, paste
'Authority Certification Key' provided from the master/authority system. In
'Stations' level, set Update Key Mode of the station to 'Symmetric' and the
Authority Certification Key entered in 'System' level is copied automatically
for the created station. If the station is created before the setting of the authority
certification key, paste it manually for each station in 'Stations' level. In case a
different authority certification key is needed for each slave line, the authority
certification key from different masters can be pasted manually for each created
station (in 'Stations' level). The authority certification key visible in 'Station'
level is always the one used in communication. If the used update key method
is'SYMMETRIC_AES128 SHA1 HMAC the authority certification key
length may be 16 bytes (128 bits) or 32 bytes (256 bits). This is dependent on
the functionality of the remote system, and can be configured if needed viathe
“Authority Certification Key Length” property in SAB600. With other symmetric
update key agorithms, the authority certification key length is 32 bytes (256
bits).

If asymmetric mode is used, in 'System' level of the Authority Tool, import
‘Authority Public Key' provided from the master/authority system. In 'Stations
level, set Update Key Modeto 'Asymmetric', select Station(s) and press'Generate
Station Key pair(s)' to generate asymmetric key pairs for stations. Export the
outstation public key using button 'Export station public key(s)' to be used the
in the master system. If multiple slave lines are used in asymmetric mode and
those use different authorities, the slave lines must configured to different DNP
Slave instances and they must use separate keystorages.

b. For stations connected to master lines:

If symmetric mode is used, in 'System' level of the Authority Tool, press'Gen-
erate’ button to generate an 'Authority Certification Key' and copy it to be
provided for the slave system. In 'Stations' level, set Update Key Mode to
'Symmetric', select Station(s) and paste the generated authority certification key
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10.

11.

12.

13.

from 'System' level for each station in 'Stations' level. In case a different
authority certification key is needed for some of the remote |EDs, a dedicated
authority certification key can be pasted manually for any created station (in
'Stations' level). The authority certification key visiblein 'Station' level isalways
the one used in communication. If the used update key method is'SYMMET-
RIC_AES128 SHA1 HMAC, the authority certification key length may be
16 bytes (128 bits) or 32 bytes (256 bits). Thisisdependent on the functionality
of the remote system, and can be configured if needed viathe “Authority Certi-
fication Key Length” property in SAB600.. With other symmetric update key
algorithms, the authority certification key length is 32 bytes (256 bits).
If asymmetric mode is used, in 'System' level of the Authority Tool, press
'‘Generate' to generate an authority key pair and export 'Authority Public Key'
for the dave system. In 'Stations' level, set Update Key Mode to 'Asymmetric',
select Station and press 'Import outstation public key' to import the public key
of the slave system.
Savethe key storage database and make abackup. In case of adave on DNP3 secure
authentication v5, the backup can be used to restore a situation where no users have
been created for the dave. If this done, the master must repeat the 'User Add' oper-
ation and the update key negotiation for each user.
Export (i.e. encrypt) the stored key storage database using the Exchange Key from
COM®600 computer. Name the file according to the role of the COM600 computer.
Transfer the exported key storage database fileto the COM 600 computer. In SAB600,
configure the name and path of the key storage using the“Key Storage File” property
of the DNP OPC Client object.
Activate and test the secure authentication in SAB600 by configuring the “Authen-
tication Used” property of the corresponding station/IED object. For stations con-
nected to master lines, the corresponding settings must be done to the lave devices
using e.g. the clear-text copy of the Update Keys and users (v2 only).
Repeat steps 2 to 12 for each COM600 computer using secure authentication.

Limitations

One DNP OPC Client instance can use only one key storage.

A station object can use either v2 authentication of v5 authentication but not both.
A station object can use either symmetric or asymmetric update key change methods
but not both.

Troubleshooting

In case there are problems when connecting to another system, the following tips may
help:

In Authority Tool ared mark besides the update key field may be visible when the
update key length has been changed. In this situation, it is necessary to select al
users from 'Selected' column and press the button 'Generate Update Keys for
Selected users.
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When setting up the system, more UAL eventsrelated to error situations are visible
whenthe SAB600 “ UAL Event Used” property of the [ED object is set toitshighest
reporting level.

Communication log can be taken using any network analyzer (TCP and UDP). In
casethe TLS encryption is used in TCP mode, the unencrypted communication log
can be recorded using the protocol analyzer of the DNP Slave, see SAB600 online
diagnostics tool for the subnetwork/line object.

Authentication diagnosticsin SAB600 providesinformation if some operation fails
repeatedly. If the failed operation is directly related to certain user, repeating the
same operation and recording the changesin the authentication diagnostic counters
for that user provides helpful information for the analysis.

If the used key storage database file size changes to Okb after the file is updated, it
could mean that the PFX fileis not correctly bound to the user account. Start the
Exchange Key Tool in that computer and login in with the key user role. If anote
appearsthat adviceto bind the PFX file (seefigure below), rebind the PFX fileusing
the instructions given in the part 'Installation of the Exchange Key Tool' in this
chapter.

Exchange Key Tool L&J

. . 1 Bind PFX file to a user account!
"' Goto Administrator menu (run as Administrator) and click Bind to
Account menu item.

Bind_PFX_file.png

Figure 5.6-2 Bind PFX file

Notes and tips related to handling of key storage files

An exported key storage file cannot be used in another computer but must be
exported again using the Exchange key from the new (COM®600) target compuiter.
Take agood care of the Authority Tool database because if it islost, the exported
databases from the same key storage file cannot be utilized as a back-up.

Key storage may contain station objects and user sets which are not used by the
SAB600 yet. Thiswill help to test the system step by step.

It is safest to create at |east one key storage for each geographical location. If one
of those is compromised, the information cannot be utilized for an attack to another
location.

Same communication linein DNP OPC Client may contain stations that use
authentication and stations that do not.

If COM®600 is used both in the master (currently not supported) and slave end, the
same key storage can be exported twice and no manual entering of the user numbers
and update keys are needed for key storage used in the computer operating as slave.
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Each key storage must still be exported using the Exchange Key from the target
computer. This practice is applicable only with DNP3 secure authentication v2.
Temporary key storages can be created to test the system'’s functionality with secure
authentication.

If a'User Add' operation is made for an existing user in slave using v5, it is handled
as 'User Change'.

5.7. Installation of the Exchange Key Tool

Exchange Key Tool is by default included on the COM600 device. The installation of
thistool isneeded only if the secure authentication, as described in * Secure authentication
using IEC/TS 62351-5", is used on the computer in question.

Toinstal:

1. Run*“C:\Program Files\COM610 GW SW\Common\bin\ekt.exe” as administrator.

2.  Select administrator.

3. Select administrators > Bind to Account from the Menu bar.

4. Enter ausername, e.g. "dnpauth” to the Select or Create Usernamefield. If anew
username is given, aWindows user with this name will be created. DO NOT use
the“COM®600” user account for this!

5. PressImport new to select aPFX file, select the PFX file (delivered separately
together with the Authority Tool or created according to the customer's requirements)

6. Enter the required password for the PFX file.

7. Select theimported PFX from the list and press Bind

8. If anew username was given in step 8, a password for the created Windows user
must be entered in this phase.

9. Binding of the Exchange Key Tool to a Windows user should be successful. Close

thetool. See next chapter for Exchange key file importing and exporting.

Exchange Key Tool

Select user role to login:

@ Administratar, before Exchange Key Tool can be used, key user must
" be bound to a Windows account and personal exchange information.

=

exchange_key_tool.png

Figure 5.7-1 Role selection dial og in Exchange Key Tool
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a5l Bind Exchange Key Tool User to a Person...

Select or Create a User Account:
dnpauth W

Select Exchange Key Tool Personal Information Bxchange file:

3095A533716E8266152DC2440B591] KM Details

[Subject] Cl 0 ool[lssue
[Subject] CN=COM&D0-PC, CN=COME00Y
[Subject] CN=COMB00-PC[lssuer] CN=CO

Bind Cancel

bind_exchange_key_tool.png

Figure 5.7-2 Bind Exchange Key Tool user to PFX

5.8. Exchange key file importing and exporting

To start Exchange Key Tool:

1. Launch“C:\Program Files\COM 610 GW SW\Common\bin\ekt.exe”.

2. Select Key user.

3. Enter the password. If the Exchange Key Tool is started for the first time as aKey
user after having been installed and/or bound to an account, the Old Password isthe
password of the Windows user given in step 12 of the installation phase.

Enter anew password.

When a new password is entered, the tool closesitself and needsto be restarted. In
this case, proceed from step 1.

Select Key Management > Export Exchange Key.

5. A private key is not needed for COM600 use, so choose public key.

>

6. PressBrowse and define the filename. Make sure to choose atarget folder that the
user account used by the Exchange Key Tool has write access to, e.g. the COM600
user home directory cannot be used.

7. Press Export. Store the created file, for example to a USB stick.

8. The exchange key will be used as an encryption key for al key storagesin the
computer in question.

9. Transfer the exchange key file to the computer where Authority Tool is used. Start
it and select Key Management -> Import Exchange Key.
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a! Export Local Key

Do you want to export private key with the key file?

Mote!
Same private key iz needed in both HSE machines.

() Yes, export private key

(@ No. do not export private key

Select private key for signature:
[Subject] CN=Authority Tool[lssuer] CN=Autt Details...

Export filename:
C:'share \com600 pbkey
BExport Cancel
export_local_key.png
Figure 5.8-1 Key exporting
& Import Key [

Import filename:

C:\User'binauth_toolswcom600 pbkey

Select signature verfication certfficate:
[Subject] CHN=Authority Tool[lssuer] CHN=Autt Details...

[ Import J I Cancel I

import_key.png

Figure 5.8-2 Key importing

5.9. Secure authentication device profile
DNP 3.0 in COM 600 supports secure authentication versions v2 and v5.

For secure authentication version v2, the supported message types are of object type 120
(Authentication), variations 1-7 and 9.

For secure authentication version v5, the supported message types are of object type 120
(Authentication), variations 1-7 and 9-15.

The function codes used with these object types are 32 = Authentication Request and
131 = Authentication Response. The supported qualifiers arefixed in DNP 3.0 standard.
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6.1.

6.2.

Modbus TCP slave configuration

About this section

This section guides you in the configuration tasks required before you can start using
the Modbus TCP Slave OPC Client. For information on the IEC 61850 data modeling,
see COM600 User's Manual .

Start Station Automation Builder 600 (later referred to as SAB600) to open a project
where at least one OPC server has been configured. You can also open and name a new
project, where you configure at least one OPC server.

1. Select File> Open/Manage Project....

2. Inthe Open/Manage Project dialog, select the required location for the project:
*  Projects on my computer
»  Projects on the network

3. Select New Project on the |eft.

»  Enter aproject name. The description is optional .

Click Create.

Click Open Project.

AN

Overview of configuration

Before you can start using the Modbus TCP Slave OPC Client, build and configure an
object treein SAB600 to define the Communi cation structure within the Gateway object.

«  Modbus TCP Slave OPC Client
Modbus TCP Channel

«  Modbus TCPIED

+ Dataobjects

Figure 6.2-1 shows an example view of SAB600 including an object tree in the commu-
nication structure on the left and Object Propertieswindow displaying the object properties
on theright.

ﬂ When configuring OPC serversthefollowing characters cannot
be used in object names: \ "' ' #
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File Edit View Tools Window Help

D@y ®e[EE=0
Project Explorer 2 X Object Properties > 31X
‘Communication | Substation Structure | ﬁl |
= @ SABE00_Example 4 [000] Appearance
=l Gateway 5.0x Caption IEDE
- ¥ Process Event Definitions Description Modbus TCP IED
Communication Diagnostic Event Defintions 4 [010] Basic
Common Evert Settings Diagnostics Enabled False
Seale Definitions In Use Inuse
- OPCS1 4 [020] Addresses
BTG Subnetl Slave Address 1
- [ 1EDT 4 [030] Communication Control
- [ IED2 Bad Quality Handiing lanore
@ IED3 4 [070] OPC Alarm and Event
& [ IED4 Device Connection Status Class  Device Connection Status
- [§ IEDS 4 Misc
[SES oPcCt Protocol Name ModbusSlave LAN
- L% Subnet2
-0

-5 OPC51\Subnet 1\ EDTSLD 1\PHPTOC31\Heatth
o5 OPCST\Subnet MEDTWLD TWPHPTOC314Beh
et OPCSTVSubnet MEDTNLD 1WPHPTOC31%WMod

3ps OPCS1\Subnet 1"ED LD T\LPHD 1" Proxey
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o5 OPCSTVSubnet MEDTMLD 1\LLNDWHeatth
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me OPCS1\Subnet1"EDTWLD\LLNDWMod

Slave Address
The station address of the slave station. {0..255)

10. helmikuuta 2017 145924 ABB

SAB600_Modbus_Slave_Example_View.png

Figure 6.2-1 Example view of SAB600

To configure an object tree:

1. Build an object tree by adding the necessary objects to the object tree, see
6.3.1, General information about building object tree and 6.3.5, Adding data objects
using Cross-References function.
Figure 6.2-1 shows an example of how the object tree may look like after it has been
built. In the example tree you can see the Modbus TCP Slave OPC Client object
and itschild objects, such as channels, devices, and data objects. Indentation is used
to indicate the parent-child relationship between the objects.

2. Configure the object propertiesin the communication structure, see 6.4.1, General
information about configuring objects.

The following table describes the objects shown in the object tree (Figure 6.2-1).
Table 6.2-1 Modbus TCP Slave OPC Client related objects

Object Description

Modbus TCP Slave OPC Client | An object representing the Modbus TCP Slave OPC Client.

Modbus TCP Channel An object representing the channel.

A Modbus TCP IED is used for a virtual station in COM600
representing the slave stations visible to the Modbus master
system.
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Object Description
Data Object (DO) A data object is an instance of one of the IEC Common data
classes, for example single point status, measured value etc.
Depending on the class, each data object has a set of attributes
for monitoring and controlling the object, for instance value,
quality, and control. Data objects are connected from OPC
servers to the Modbus TCP Slave OPC Client with the cross-
reference function. They are shown as child objects of the
Modbus TCP IED object in the object tree.
Event Definitions Event definitions are used for the diagnostic OPC A&E Server.
6.3. Building object tree
6.3.1. General information about building object tree

The object treeis built in the communication structure of SAB600 by adding objectsin
alogical order starting from the Modbus TCP Slave OPC Client object. For more
information, see Figure 6.2-1.

Before the Modbus TCP Slave OPC Client can be taken into use, configure an OPC
server for the process communication. For more information on creating an OPC server,
see COM600 User's Manual .

To add objects to the object tree in the communication structure:
You can right-click the object to which you want to add a child object.

Add the objectsin the following order:
1. Modbus TCP Slave OPC Client
2. Modbus TCP Channel

3. Modbus TCP IED

4. Dataobjects.

6.3.2. Adding object

To add the OPC client object in the communication structure:

1. Sdect the gateway object.

2. Right-click the gateway object and select New > M odbus > M odbus TCP Slave
OPC Client

6.3.3. Adding channel objects

After the Modbus TCP Slave OPC Client object has been successfully added, continue
building the object tree by adding a Modbus TCP Channel object.
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To add Modbus TCP Channel object:

1. Sdect aModbus TCP Slave OPC Client abject and right-click it.

2. Add aModbus TCP Channel aobject.

3. Rename the new object. The names of the Modbus TCP Channel objects within a
Modbus TCP Slave OPC Client must be unique.

Adding IED object

After a channel object has been successfully added, continue building the structure by
adding the Modbus TCP IED object. All the data can be connected to one device or
divided to several slave devices. Before dividing datato several slave devices, check
that the current protocol mode and the master system support the feature.

To add aModbus TCP IED object:

1. Seect aModbus TCP Channel object.

2. AddaModbus TCP IED object.

3. Rename the new object. The names within Modbus TCP Channel must be unique.

Adding data objects using Cross-References function

Data objects are added by dragging and dropping from an OPC server to the Modbus
TCP Slave OPC Client.

To add data objects:

1. Sdect aModbus TCP IED object and right-click it.

2. Select Cross-References. The Cross-References function appears (see Figure 6.3.5-
1).

3. IntheProject Explorer, select alogical node within an OPC server, from which you
want to connect the data objects to the Modbus TCP Slave OPC Client.

ﬂ You can also select an upper level (server, channel, etc.)
object and drag and drop it into the Cross-References
function. All the data objects within the selected object
appear in the Cross-References function and can be con-
nected to the Modbus TCP Slave OPC Client.

4. Dragand drop thelogical nodeinto the Cross-References function. The data objects
within the logical node appear in the Cross-References function.
5. Specify the addresses that map to the data objects.

ﬂ Only Coails and Holding registers can be mapped, input
status and input registers should not be used.
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6.4.1.

Only data objects that have been given a non-zero
information address in the Cross-References table are

connected to the Modbus TCP |ED.

6. Click Saveto create the cross-references (to connect the data objects to the Modbus

TCPIED).

e

G

Eile Edit View Tools Window
DSH s 2a [Ee=0
Praject Explorer

‘Communication | Substation Structure |

Help

~ 3 X

B ﬂ SABED0_Example
(=) Gateway 5.0x
W Process Event Definitions

-1 Common Event Settings

« [l Scale Defintions

=[] OPCS1

(= Th Subnetl

- [ 1ED1
B LD LD

- [ 1ED2

- [ 1ED3

- [ 1ED4

- [ IED5

= (@ opccl

[ TG Subnet?

m

B-E-E-E

Communication Diagnostic Evert Defi

IED6 - Cross-References ‘

Active Fiter | None

[] Use Address Template
IED Indexes

General |INC | INS | 5PS

4 X

ACD | ACT

iedName

| 1dInst| InClass| doName | Object Mame| Description| Common D| Indication Index | Ci A

OPCS1\Subnet HEDT
OPCS1\SubnetNED1
| OPCS1\SubrettIED!
OPCS1\SubnetIED1
| OPCSt\SubnettIEDT
OPCS1\Subnet HEDT
OPCS1\SubnetNED1
OPCS1\Subnet NEDT
OPCS1\SubnetIED1
OPCS1\Subnet NED1

LDT LLNG  Med OPCS11Sub  Controllabl [NC 1 0

LD1 LLNO  Beh OPCS1\Sub  Integer Sta  INS 2

LD1 LLNO Heslth OPCS1\Sub Integer Stz INS 3

LD1 LLNO Loc OPCS1\Sub  Single poin  SPS 4

LD1  LPHD1 PhyHeal OPCS1\Sub Integer Sta INS 3

LD1 LPHD1 InOw OPCS1\Sub  Single poin SPS 3

LD1 LPHD1 Proxy OPCS1\Sub Single poin SPS 7

LD PHPT  Mod OPCST\Sub  Controllabl [NC 3 0

LD1 PHPT Beh OPCS1\Sub  Integer Sta  INS 9

LD1 PHPT  Hezlth OPCS1\Sub Integer Sta INS 10 ~
>

Modfy Fiter File | | Export to Excel | | Import From Excel Save |-

10. helmikuuta 2017 150105 AR

Figure 6.3.5-1 The Cross-References window

SAB600_Modbus_Slave_Cross_References.png

For moreinformation about the Cross-References function, see COM 600 User's Manual .

Configuring objects

General information about configuring objects

After the objects have been added, configure the object properties. Figure 6.4.1-1 shows
an example of how to use SAB600 to configure the object properties for Modbus TCP

Slave OPC Client.

To configure an object

1. Sdect an object in the object tree of the communication structure.
The abject properties appear now in the Object Properties window.
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4 [020] Addresses
1
4 [030] Communication Control

4 [070] OPC Alarm and Event
Device Connection Status Class
4 Misc

Slave Address
The station address of the slave station. (0255}

Object Properties n
=
4 [D00] Appearance
Caption IEDE
Description Modbus TCP IED
4 [010] Basic
Diagnostics Enabled False

In Use In use

Bad Quality Handling Ignare
Device Connection Status

Protocol Name ModbusSlave LAN

SAB600_Modbus_ Object_Properties.png

Figure 6.4.1-1 Example of object properties in the Objects Properties window

2. Select the property you want to configure.

Depending on the property value type, configuring is done by:
» sdlecting a predefined value from a drop-down menu, or
» entering atext string or anumerical valueinto atext field.

The available properties for different objects are listed in the following subsections.

Configuring Modbus TCP Slave OPC Client properties

Table 6.4.2-1 lists the configurable Modbus TCP Slave OPC Client properties and their
value ranges. The actual configuration by using SAB600 is performed as described in
6.2, Overview of configuration.

Table 6.4.2-1 Modbus TCP Slave OPC Client properties

Property/Parameter

Value or Value range/Default

Description

Basic

Maximum OPC Server Initializ-
ation Time

0...65535

Default: 5

Specifies the maximum time in
seconds that any connected
(configured) OPC Server
requires to retrieve all its initial
data.

Prog ID AE Instance identification of a dia-
gnostic OPC alarm and event
server.

Prog ID DA Instance identification of a dia-

gnostic OPC data access
server.

Station/Remote Switch
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Property/Parameter

Value or Value range/Default

Description

Station/Remote Switch Hand-
ling

Do not check Station/Remote
switch position.

Check Station/Remote switch
position.

Default: Do not check Sta-
tion/Remote switch position.

Specifies if the position of the
station remote switch is going
to be checked.

Station/Remote Switch Error

Reject commands if position
bad or unknown.

Allow commands if position bad
or unknown.

Default: Reject commands if
position bad or unknown.

Defines command handling, if
the position is bad or unknown.

Configuring Modbus TCP Channel properties

The Modbus TCP Channel properties that can be configured and their value ranges are
listed in Table 6.4.3-1. The actual configuration by using SAB600 is performed as
described in 6.4.1, Genera information about configuring objects.

Table 6.4.3-1 Modbus TCP Channel properties

Property/Parameter Value or Value range/Default | Description
Basic
In use In use Specifies whether the channel
is in use or not.
Not in use
Default: In use
Protocol Modbus Slave over TCP inter-

face protocol

Communication Port

Local Address

Default: 127.0.0.1

The locally used IP address.

Communication Port Default: 502 The port that the server is
listening on.
Allow Any Master Address True/False Specifies whether any master

Default: False

address is allowed to connect
(True) or only the configured
ones (False).

Allowed Master Addresses

List of IP-addresses separated
by a space.

Default: 127.0.0.1

Specifies the master/client

addresses that are allowed to
connect when not any master
address is allowed to connect.
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Property/Parameter Value or Value range/Default | Description
Connection Idle Timeout Seconds The idle timeout in seconds for
the Modbus master connection,
Default: 120 not enabled if set to zero.
If no Modbus application mes-
sage is received from the mas-
ter before this timeout has
elapsed, then the master will
be disconnected and the con-
nection discarded. The timeout
is restarted each time a Mod-
bus application message is
received and processed.
Max Modbus Transactions 0..65535 The maximum number of con-
current transactions.
Default: 10
Max TCP Client Connections |0..65535 The maximum number of con-
nected masters/clients.
Default: 32
TCP Keep Alive Interval Seconds Specifies the interval, in
seconds, between when suc-
Default: 1 cessive TCP keep-alive pack-
ets are sent if no acknowledge-
ment is received.
TCP Keep Alive Timeout Seconds Setting this to a non-zero value
enables the TCP keep-alive
Default: 0 timer for the Modbus master

connection. The value specifies
the timeout, in seconds, with
no activity until the first keep-
alive packet is sent.

The related TCP Keep Alive
Interval property specifies the
interval, in seconds, between
when successive keep-alive
packets are sent if no acknow-
ledgement is received.

The number of keep-alive
probes (data retransmissions)
is fixed (currently 10) and can-
not be changed.

Configuring Modbus TCP IED properties

Table 6.4.4-1 lists the configurable properties for Modbus TCP IED and their value
ranges. The actual configuration by using SAB600 is performed as described in
6.4.1, General information about configuring objects.
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Table 6.4.4-1 Modbus TCP IED properties

Name

Value/Value range

Description

Basic

Diagnostics Enabled

True
False

Default: False

Specifies if diagnostic AE
events are sent for the station.

In Use In use Defines if the IED is in use or
not.
Not in use
Default: In use
Addresses
Slave Address 0...255 The station address of the
slave station.
Default: 1
Bad Quality Handling Ignore Determines how bad quality of
mapped data is handled in
Zero

Send Exception Response
No Response

Default: Ignore

response processing.

It can either be ignored, zero-
valued response data can be
sent, an exception response
can be sent, or no response at
all may be sent.

OPC Server Command
Timeout

0..3600

Default: 30

Timeout in seconds for the
enforced OPC server write
command.

Data object configuration

Configuring data objects

Configure data objects either in the Object Properties window or in the Cross-Refer-

ences window.

Theactua configuration inthe Object Propertieswindow by using SAB600is performed
as described in 6.4.1, General information about configuring objects.

To configure the data objects in the Cross-References window:
1. Sdect the IED object in the object tree and right-click it.
2. Select the Cross-References window from the context menu.
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3. Changethevaluesin cross-references table by entering the new value in the table
cell with the desired property.

4. Click Save to save the changes and to connect the data objectsto the IED. The
connected data objects appear as child objectsfor the IED. Modify the cross-reference
information by selecting the data object and using the object properties window.

The parameters are stored in the object propertiesin SAB600 (see the tables for each
data object type).

Table 6.4.5.1-1 Valid address ranges for configuring address values for Modbus
IED data objects

Value range Address value

00001..9999 Coils, 0X references
40001..49999 Holding registers, 4X references

H Address value 0 means that the corresponding information is
not available or not used in the configuration.

If you change the object names or the structure of objects connected to the |IED in the
OPC Server, open the cross-reference tool and verify that the changes are correctly
handled. Click Save to update the configuration accordingly.

Modbus OPC Client supports data objects for status, measurements, controllabl e status,
and controllable anal og information. The following subsectionslist the configurabl e data
object properties for the Modbus OPC Client.

Directional protection activation information (ACD)

Table 6.4.5.2-1 Configurable ACD properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ACD Common data class according to IEC
Class 61850.
Addresses
General Address 0...65535 General Address.
Default 0
Neutral Address 0...65535 Neutral Address.
Default 0
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Property/ Para- Value or Value range/ Default | Description
meter
Phase A Address | 0...65535 Phase A Address.
Default 0
Phase B Address | 0...65535 Phase B Address.
Default 0
Phase C Address |0...65535 Phase C Address.
Default 0
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Send as Double True Specifies if a value of an indication signal
Point is sent as a double point value.
False
Default: False
Send as Inverse True Specifies if a value of an indication signal
Value is sent as an inverse value.
False
Default: False

Protection activation information (ACT)

Table 6.4.5.3-1 Configurable ACT properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data ACT Common data class according to IEC
Class 61850.
Addresses
General Address 0...65535 General Address.
Default: 0
Neutral Address 0...65535
Default: 0
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Property/ Para- Value or Value range/ Default | Description
meter
Phase A Address | 0...65535 Phase A Address.
Default: 0
Phase B Address | 0...65535 Phase B Address.
Default: 0
Phase C Address |0...65535 Phase C Address.
Default: 0
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Send as Double True Specifies if a value of an indication signal
Point is sent as a double point value.
False
Default: False
Send as Inverse True Specifies if a value of an indication signal
Value is sent as an inverse value.
False
Default: False

Analogue set point (APC)

Table 6.4.5.4-1 Configurable APC properties

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data APC Common data class according to IEC

Class 61850.

Addresses

Control Address 0...65535 Control address. Holding register address
for the control. Holding register (4X refer-

Default: 0

ence) address range 40001-49999.
Address 0 equals no information available.
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Property/ Para- Value or Value range/ Default | Description
meter
Indication Address [0...65535 Indication address. Holding register
address for the control. Holding register
Default: 0 (4X reference) address range 40001-
49999. Address 0 equals no information
available.
Data Format 1=WORD Data format for write value.
2 = Integer
3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last
Default: 1
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
6.4.5.5. Binary counter reading (BCR)

Table 6.4.5.5-1 Configurable BCR properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data BCR Common data class according to IEC
Class 61850.
Addresses
Indication Address |0...65535 Indication address.
Default:0
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Property/ Para-
meter

Value or Value range/ Default

Description

Data Format

1=WORD
2 = Integer
3 = Long MSW First
4 =Long MSW Last
5 = Float MSW First

6 = Float MSW Last

Data format for counter value.

Default: 1
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means

that the server sends all the changes to
the client.

Binary controlled step position information (BSC)

Table 6.4.5.6-1 Configurable BSC properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data BSC Common data class according to IEC
Class 61850.
Addresses
Control Address 0...65535 Control address.
Default: 0
Indication Address |0...65535 Indication address.
Default: 0
Data Format 1=WORD Data format for position value.
2 = Integer

3 = Long MSW First
4 =Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1
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Property/ Para- Value or Value range/ Default | Description
meter
Scale Default: None Scale used with position information.
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Received as Inverse | True Specifies if a control value is received as
Control Value an inverse value.
False
Default: False
6.4.5.7. Complex measured value (CMV)
Table 6.4.5.7-1 Configurable CMV properties
Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data CMV Common data class according to IEC
Class 61850.
Addresses
Address 0...65535 Indication address.
Default: 0
Data Format 1=WORD Data format for measurement value.
2 = Integer
3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last
Default: 1
Scale Default: None Scale used with measurement information.
Common
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6.4.5.8.
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Property/ Para-
meter

Value or Value range/ Default

Description

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.

Delta (DEL)

Table 6.4.5.8-1 Configurable DEL properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data DEL Common data class according to IEC
Class 61850.
Addresses
Phase AB Address |0...65535 Phase AB Address.
Default: 0
Phase BC Address | 0...65535 Phase BC Address.
Default: 0
Phase CA Address | 0...65535 Phase CA Address.
Default: 0
Data format 1=WORD Data format for measurement values.
Phase AB, BC, CA |2 = Integer

3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Scale

Default: None

Scale used with measurement information.

Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
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6.4.5.10.

Controllable double point (DPC)

Table 6.4.5.9-1 Configurable DPC properties

Default: False

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data DPC Common data class according to IEC
Class 61850.
Addresses
Control Address 0...65535 Address for Control command.
Default: 0
Indication Address [0...65535 Address for Indication.
Default: 0
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Received as Inverse | True Specifies if a control value is received as
Control Value an inverse value.
False

Send as Inverse
Value

True
False

Default: False

Specifies if a value of an indication signal
is sent as an inverse value.

Send as Single
Point

True
False

Default: False

Specifies if a value of an indication signal
is sent as a single point value.

Double point status (DPS)

Table 6.4.5.10-1 Configurable DPS properties

Property/ Para-
meter

Value or Value range/ Default

Description

Basic
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Property/ Para- Value or Value range/ Default | Description
meter
Common Data DPS Common data class according to IEC
Class 61850.
Addresses
Indication 0...65535 Indication address.
Default: 0
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Send as Inverse True Specifies if a value of an indication signal
Value is sent as an inverse value.
False

Default: False

Send as Single True Specifies if a value of an indication signal
Point is sent as a single point value.
False
Default: False
6.4.5.11. Controllable integer status (INC)

Table 6.4.5.11-1 Configurable INC properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INC Common data class according to IEC
Class 61850.
Addresses
Control Address 0...65535 Control address.
Default: 0
Indication Address | 0...65535 Indication address.
Default: 0
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6.4.5.12.

Property/ Para-
meter

Value or Value range/ Default

Description

Data Format

1=WORD
2 = Integer
3 = Long MSW First
4 =Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Data format for indication value.

Scale

Default: None

Scale used with indication value.

Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.

Integer status (INS)

Information in the following table applies also to the Internal INS data object.

Table 6.4.5.12-1 Configurable INS properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data INS Common data class according to IEC
Class 61850.
Addresses
Address 0...65535 Indication address.
Default: 0
Data Format 1=WORD Data format.
2 = Integer

3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1
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Property/ Para- Value or Value range/ Default | Description

meter

Scale Default: None Scale used with indication value.
Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.

Integer controlled step position information (ISC)

Table 6.4.5.13-1 Configurable ISC properties

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data ISC Common data class according to IEC

Class 61850.

Addresses

Control Address 0...65535 Control address.
Default: 0

Indication Address |0...65535 Indication address.
Default: 0

Data Format 1=WORD Data format.
2 = Integer

3 = Long MSW First
4 =Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Scale

Default: None

Scale used with indication value.

Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
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6.4.5.14.

6.4.5.15.

Measured value (MV)

Table 6.4.5.14-1 Configurable MV properties

3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data MV Common data class according to IEC
Class 61850.
Addresses
Address 0...65535 Indication address.
Default: 0
Data Format 1=WORD Data format.
2 = Integer

Scale

Default: None

Scale used with measurement information.

Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.

Controllable single point (SPC)

Information in the following table applies also to the Internal SPC data object.

Table 6.4.5.15-1 Configurable SPC properties

Property/ Para-
meter

Value or Value range/ Default

Description

Basic

Common Data
Class

SPC

Common data class according to IEC
61850.

Addresses
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Manual
Property/ Para- Value or Value range/ Default | Description
meter
Control Address 0...65535 Control address.
Default: 0
Indication Address [0...65535 Indication address.
Default: 0
Common
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Received as Inverse | True Specifies if a control value is received as
Control Value an inverse value.
False

Default: False

Send as Double
Point

True
False

Default: False

Specifies if a value of an indication signal
is sent as a double point value.

Send as Inverse
Value

True

False

Default: False

Specifies if a value of an indication signal
is sent as an inverse value.

Single point status (SPS)

Information in the following table applies also to the Internal SPS data object.

Table 6.4.5.16-1 Configurable SPS properties

Property/ Para- Value or Value range/ Default | Description
meter
Basic
Common Data SPS Common data class according to IEC
Class 61850.
Addresses
Address 0...65535 Address.
Default: 0
Common
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Property/ Para- Value or Value range/ Default | Description
meter
Update Rate 0...60000 Maximum update rate of indication
changes between the OPC server and the
Default: 0 client in milliseconds. The value 0 means
that the server sends all the changes to
the client.
Data Specific
Send as Double True Specifies if a value of an indication signal
Point is sent as a double point value.
False
Default: False
Send as Inverse True Specifies if a value of an indication signal
Value is sent as an inverse value.
False
Default: False

6.4.5.17. WYE

Table 6.4.5.17-1 Configurable WYE properties

Property/ Para- Value or Value range/ Default | Description

meter

Basic

Common Data WYE Common data class according to IEC

Class 61850.

Subtype

Subtype WYE Simple Subtype of WYE.

Addresses

Neutral Address 0...65535 Neutral address.
Default: 0

Phase A Address | 0...65535 Phase A address.
Default: 0

Phase B Address | 0...65535 Phase B address.
Default: 0

Phase C Address | 0...65535 Phase C address.
Default: 0

Net Address 0...65535 Net address.
Default: 0
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Property/ Para- Value or Value range/ Default | Description

meter

Res Address 0...65535 Res address.
Default: 0

Data Format 1=WORD Data format.

(Phase A, B, C, Net, | 2 = Integer

Res)

3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Phase Scale

Default: None

Scale used for phase measurement value.

Neutral Scale

Default: None

Scale used for neutral.

Net Scale Default: None Scale used for Net.
Res Scale Default: None Scale used for Res.
Common

Update Rate

0...60000

Default: 0

Maximum update rate of indication
changes between the OPC server and the
client in milliseconds. The value 0 means
that the server sends all the changes to
the client.

Controllable Enumerated Status (ENC)

Table 6.4.5.18-1 Configurable ENC properties

Property/Parameter Value or Value range/Default | Description

Basic

Common Data Class ENC Common data class according
to IEC 61850.

Addresses

Control Address 0..65535 Control address. Holding
register address for the control.

Default: 0

Holding register (4X reference)
address range 40001-49999.
Address 0 equals no informa-
tion available.
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6.4.5.19.

Indication Address 0..65535 Indication address. Holding
register address for the control.
Default: 0 Holding register (4X reference)
address range 40001-49999.
Address 0 equals no informa-
tion available.
Data Format 1=WORD Data format for indication
value.
2 = Integer

3 = Long MSW First
4 =Long MSW Last
5 = Float MSW First
6 = Float MSW Last

Default: 1

Scale

Default: None

Scale used with indication
value.

Common

Update Rate

0...60000

Default: 0

Maximum update rate of indica-
tion changes between the OPC
server and the client in milli-
seconds. The value 0 means
that the server sends all the
changes to the client.

Enumerated Status (ENS)

Table 6.4.5.19-1 Configurable ENS properties

Property/Parameter Value or Value range/Default | Description

Basic

Common Data Class ENS Common data class according
to IEC 61850.

Addresses

Indication Address 0..65535 Indication address. Holding
register address for the control.

Default: 0 Holding register (4X reference)

address range 40001-49999.
Address 0 equals no informa-
tion available.
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Data Format 1=WORD Data format for indication
value.
2 = Integer
3 = Long MSW First
4 = Long MSW Last
5 = Float MSW First
6 = Float MSW Last
Default: 1
Scale Default: None Scale used with indication
value.
Common
Update Rate 0...60000 Maximum update rate of indica-
tion changes between the OPC
Default: 0 server and the client in milli-
seconds. The value 0 means
that the server sends all the
changes to the client.
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7.2

7.3.

External OPC client configuration

About this section

In this section, thereis alist of the requirements that have to met by the 3 party OPC
Client as well as information on Windows settings (user IDs, DCOM).

This section also gives you an overview of how to access the OPC servers of COM600
with a 3" party OPC Client.

Requirements for the OPC Client

*  Windows 2000 or newer operating system

»  Support for OPC Data Access 2.0 Specification

+  LAN/DCOM connection to COM600

»  Possihility to modify DCOM and possible firewall settingsto allow OPC DCOM
communication with COM 600

COMG600 OPC servers

In Figure 7.3-1 and Figure 7.3-2 you can see the difference between viewing the OPC
serversand clients of an example project in Station Automation Builder 600 (later referred
to as SAB600), and viewing them in a 3¢ party browser.

= (@ SABED0_Eample
- W Process Event Defintions
Communication Diagnostic Event Definitions

- M Common Evert Settings
+-- 7 Scale Definitions

- OPCS1

I 0PCS2

+-- [ OPCC1

SAB600_Servers.png

Figure 7.3-1 Example project as seen in SAB600
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& SPA OPC D& Server Instance [1]
= DataAccess Y3

& |EC B0870-5-104 Slave OPC AE Server Instance [1]
& |EC 61850 OPC AE Server Instance [1]
[H-& 5PA OPC AE Server Instance [1]

Servers.png

Figure 7.3-2 Example project |oaded to COM600 and browsed with a 3rd party OPC Client

The 3" party browser shows the separate servers for the Data Access and Alarms and
Events. The instance numbers of the servers are embedded in brackets to the name of
the server. The diagnostic and control OPC serversfor the IEC101 Slave are also shown
inthelist.

Data access

The OPC server namespace consists of channels, IEDs, logical devices, logical nodes,
and data objects.

- [#) OPCS1
e TG WAT
= =) AATIIGDIAT
- LD LDO
= L0 CTAL
i LN LLND
- LN LPHD1
+- LN CBCILO1
S LN
e Mod
s Beh
w5 Health
-+ LPL NamPlt
opi: Pos
- 35p5 PosOpn
- 3p3 PosCls
3p5 PosOk
e RET OpOpn
~oeAET OpCla
---5r6 AutoPls
e OpDITmms
- e OpCrtRs
- 5k5 OpnEna
- 5p5 ClsEna
- LN CBXCBER1
- LM DCSXSWI
- LN DCSKSWI2
LN DCEXSWI3
- LM ESSXSWI
- LM ESSXSWI2
- LN DCCILO1
LN DCCSWIT
- LM DCXSWIT
- LN DCCILOZ2
LN DCCSWIZ
- LM DCXSWIZ
- LM ESCILO1
- LM ESCSWN
LN ESXSWI
L0 DR

P o O O O O O O

SAB600_IEC61850_OPC_Server_Namespace.png

Figure 7.4-1 |EC 61850 OPC Server namespace in SAB600



1MRS758691

COMG600 Series 5.1

Slave Protocols (Ethernet based) Configuration and Operation
Manual

)

opeds//#4BB.IECE1850_0PC_DA_Servernstance{1]1/4DECSESR-DT1A-49DF-5a44-4615808CD18E}
= wal

- Attribues

ErE Aa1100141

+-[&] Attributes

o[ CTRL

[E Attributes

[ Lo
[E LPHD1
[E cBoLot

~[E OpCritRs
[ OpDITmms
[ NanPt
[ Dp0pn
- Heakth
-[E OpCh
[ Beh

[ CEna
[ FosOpn
[ Pos

[ PosCh
[ Posti
[ OprEna
[ Mod
- AutoPls
[ CBxCeR!
[ DCsxsw

[ DCsxsw2
[E DCSxEwI3
[E Essxswil
[ Essxawi2
[ pooLo
[E DCCswI
[E DCxswil
[ poowoz
[E pooswiz
[ Doxswi2
[E ESCLOY
[E ESCswil
[ EsKswit
© Station Remote Switch OPC Path
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IEC61850_OPC_Server_Namespace.png

Figure 7.4-2 |EC 61850 OPC Server namespace in 3rd party OPC Client

IEC 61850 OPC Server namespace in SAB600 and 3 party OPC Client are almost
identical with some differences. For example, the scale definitions seen in the SAB600
namespace are not visible in the OPC server namespace, and the attributes appear in the
OPC server namespace but not in the SAB600 namespace.

Attributes (Figure 7.4-3) contain OPC items for communication diagnostics and special
functions like file transfer and transparent communication access.
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opcda://
o]
- Anributes
[E Disgnostic counters
© Inuwse
- DObject status
© Diagnostic events enabled
@ Diagnostic events level
=-E] Aa1180181
& Atributes
-[E Diagnostic counters
[ File vansfer
@ Inuwse
© Dbject status
@ Device connection status
@ Device configuration versian status
© Diagnostic events enabled
© Diaghostic events lvel
© GODSE connection stalus
@ Events
@ IP addess
© Configuation version

check overide supported
© Interlocking ovenids supported
© Transparent XSAT

~[E CTAL

o

DObject status

Device connection status
Diagnastic events enabled
Diagnastic events level
Protacol stack version

@ File version
@ Product version

IEC61850_OPC_Server_Namespace_Attributes.png
Figure 7.4-3 |EC 61850 OPC Server namespace and the attributes
The OPC items in data objects contain the actual process data. Theitemsare not visible

in the SAB600 namespace but they can be monitored online using the Diagnostic Tool
in Figure 7.4-4.

Mame Yalue | Quality Timestamp Write value |
stWal 2 GOOD (Dxcd)  2004.09,18 12:01:42.733

subval i BAD (00} 1601.01.01 0Z2:00:00.000

subID BAD (00} 1601.01.01 0Z2:00:00.000

sube 0 G000 (Oxc0)  2004,09,15 12:01:39,107 Refresh |
subEna False @OOD (Oxcd) 1601.01.01 02:00:00.000

stSeld False EBEAD (Dx0) 1601.01.01 0Z2:00:00.000

ctlSeloff i GOOD (Decd)  1601,01.01 02:00:00.000

ctl5elon i GOOD (Dec)  1601.01.01 02:00:00.000

ctioperQff 0 GOOD (Decd)  1601.01.01 02:00:00.000

ctioperon 0 GOOD (Dxcd)  1601.01.01 02:00:00.000

ctliCan ] GOOD (Decd)  1601,01.01 02:00:00.000

£ 2

Tool connection

Q v Follow selectad

pos_dpc_online_diagnostics.jpg

Figure 7.4-4 OPC items of Pos data object monitored with SAB600 online diagnostics. Pos object
isan instance of DPC (Controllable Double Point) data class.

For the 3¢ party OPC Client, the OPC items can be found from the namespace below
the data objects in Figure 7.4-5. OPC items of a data object are specified by the data
class of the object.

Generally, the names and the usage of these OPC items are protocol independent. Further
information about the data classes, their OPC items and mapping to certain protocol can
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be found from the data object modeling chapter in the technical reference of protocol-
specific user’s manuals.

For more information on data modeling according to the IEC 61850 standard, refer to
the section |EC 61850 Data modeling in COM600 User's Manual.

£ opoda/i/4BBIECE1850_OFC_DA_ServerInstance(1] 144DECEE 3-0714-43DF-8344-4615B08CD 3E )
2 E wal

B[ Attributes

E-E asiiamal

7] Attributes

& CTRL

- Attibutes

© oi0psiif

© cliselin
@ ctSellf

@ ofiCan

€ ctidper

© lasthppiEror

|IEC61850_OPC_Server_Pos.png

Figure 7.4-5 OPC server namespace with the OPC items of Pos data object viewed with 3rd party
OPC Client

Figure 7.4-6 shows group of OPC items subscribed by 3" party OPC Client and monitored
in aDiagnostic Tool. The figure a so shows how the full OPC item name consists of the
complete path name to the object with the backslash *\' character as a separator.

Itemn | Walue | Quality | TimeStamp | Result | Server | Group
& WATAAT DM ATWCTRLACBCS W Poshsiial : 0 GOOD 10:38:10.320 opedatil.. group
& WATAATITAMATNCTRLACBCSWIT\PoshetiSelDff 0 BAD 12:00:00.000 opedadid.. group
& WATAATITAMATNCTRLACBCSWIT \PoshctiCan 0 BAD 12:00:00.000 opedadid.. group
= WATWMATITOMATVCTRLAVCECS w1 WPoshetiDperQn 1] BAD 12:00:00.000 opcda/df.. group
& WATAATITAMATCTRLACBCSWIT\Posh et perQf 0 BAD 12:00:00.000 opedaddd. group

OPC_Item_Monitoring.png

Figure 7.4-6 OPC items monitored with 3rd party OPC Client

Alarms and Events

The OPC Alarms and Events server interface is available for each master and slave
protocol component. For both master and slave components, it can be used for supervising
the communication status with diagnosti cs events. For master protocols, itisaso possible
to configure alarms and events for process data. Alarms and events are configured by
linking the data objects and event definitions. See COM600 User's Manual for detailed
information about the configuration of alarms and events.
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The names for alarms and events are based either on the communication structure or
substation structure names. If the datais connected to the substation structure, the name
is based on the substation structure, otherwise the name is based on the communication
structure.

Simple and condition type events can be configured for discrete signals, for example
single and doubl e point status aswell asfor measurement limit val ue supervision. Control
operations can be configured for tracking events. The event area of the OPC servers can
be browsed using the browsing interface, see Figure 7.5-1.

IEC 61850 OPC AE Server Instance [1] - Area zpace
—-[=] |ECE1350 Subnetwork.
--[=] REF543 580
=& Device Connection Status
e Device Connection Statuz
--[=] REF543_51
+-- & Device Connection Status
== WasSAS]
- 20kV[YL]
—-[=] BAYS0[B]
+-[=] REF543_50[ED)
+-[=] LLWNO[LM]
--[=] DIRPTOC3S[LM]
—-[=] St
=& general
= StartSignalFronmGeneral
--[=] Op
=& general
= TripSignalFromGeneral
[=l DIRRBRF35[LM]
[=l DIRPTOC3E[LM]
[=l DIRRBRF3E[LM]
[= TIPTOF7Z[LN]
[= TIPTUF7Z[LN]
[= T2PTOF7Z[LN]
[= T2PTUF7Z[LN]
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Figure 7.5-1 An example view of the area space of an OPC server

Event categories and their vendor-specific attributes are shown in Figure 7.5-2.
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Figure 7.5-2 An example view of event categories of an OPC server
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Example views of simple and tracking events and condition events are shown in Fig-

ure 7.5-3 and Figure 7.5-4.
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Figure 7.5-3 An example view of simple and tracking events
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Figure 7.5-4 An example view of condition events

pics/AE_conditions.jpg
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DCOM configuration

User authentication is required between the client and the server computer. In practice,
thismeansthat the same user account with the same password must exist in the COM 600
Computer and in the 3¢ party OPC Client computer. The OPC Client must be run within
this user account.

OPC serversin COM600 Computer are run within a preconfigured user account named
as COM600 (factory default password: aEc2006rs). One possibility isto create the
COM®600 user to the client computer as well, and run the OPC Client within this user
account. Another possibility isto create a new user to the COM600 Computer, the same
user that is used in the client computer. In the latter caseit is still required to create the
COM®600 user to the client computer asit is needed for the OPC servers' accessto the
client computer.

Note that if you want to change the default COM 600 user's password it must be done
using the management tool in SAB600, as the password is configured in the DCOM
configuration for each component in COM600.

It isaso required to enable the DCOM in the client computer. This can be done using
the DCOMCNFG program. In some operating systems like Windows X P you must note
thefollowing: the default installation for X P forces remote users to authenticate as Guest.
This means that DCOM clients cannot connect to a server running on an XP computer
unless the Guest account is enabled and has enough rights to launch the server.

To adjust the setting from the control panel:

1. Click Start/Control Panel/Administrative Tools.

2. OpentheLocal Security Settings window.

3. Expand thetree view and select Security Optionsin the left-hand pane.

4. Intheright-hand pane, scroll down and select Networ k Access. Sharing and
security settings for local accounts.

Right-click and select Properties.

6. Select Classic - local usersauthenticate as themselves.

o

Moreinformation about setting up the DCOM can be found from the Microsoft and OPC
Foundation internet sites. OPC Foundation has published anumber of reports about using
OPC via DCOM, which can be downloaded from their internet site (www.opcfounda-
tion.org)
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8.2.

8.3.

8.3.1.

8.3.1.1.

IEC 61850 Proxy server operation

About this section

This section describes the basic operation procedures you can carry out after the IEC
61850 Proxy Server abject properties have been configured.

After this, you can, for example, monitor and control the condition of connectionsin the
Proxy Subnetwork. Thisis done by using the Online diagnostics function in SAB600.

ﬂ Please note that IEC 61580 Proxy OPC Server supports only
|EC 61850 Ed1.

Activating COM600 with new configurations

For information about activating COM 600 with new configuration, see COM600 User's
Manual.

Diagnostics

IEC 61850 Proxy Server OPC Client

Online diagnostics

To view version information on | EC 61850 Proxy Server Client or to monitor and control

the state of the client, right-click the IEC 61850 Proxy Server OPC Client and select
Online diagnostics.
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IEC61350 Proxy Server O...lient - Online diagnostics
 Online attributes
Yerzion information

Product wersion: OPC Clignt far IEC 1850 [1]
File wersion: 0606
Protocol stack wersion: b5 Lite 510

Reset I iew log file Clear log file

— Tool connection

Hecontect |

Proxy_online_diagnostics.png

Figure 8.3.1.1-1 IEC 61850 Proxy Server Online diagnostics

In Online diagnostics dialog box you can:

» reset the IEC 61850 Proxy Server OPC Client
+ view theevent log file

» clear theevent log file

8.3.1.2. Diagnostic AE client

Diagnostic events can be monitored and controlled using the Diagnostic AE Client
function, see Figure 8.3.1.2-1.
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IEC61850 Proxy Server O...ient - Diagnostic AE client|

> d bk X

Ewvent court: 21
Time | Type Source | Meszage | Befresh |
20101230 19:36:11.421  Spstem Message  MMS \Wiite REX521_101L01/CBCSwWI1 203C0$Pos$SBOwscthial = 0
2M012.3019:36:11.421 Spstem Message  MMS \Wiite REx521_101LD1/CBCSWI1 20$C0$Pos$SB DwdonigingorCat = 2 Settings |
20101230 19:36:11.421  Spstem Message  MMS \Wiite REX521_101LD1/CBCSWI 20$C0$Pos$5B Dwiorigingor dent = 435454
20101230 19:36:11.421  Spstem Message  MMS \Wiite REX521_101L01/CBCSwW1 203C0$Pos$SBOwsctiMNum = 770 Clear |
20101230 19:36:11.421  Spstem Message  MMS \Wiite REX521_101L01/CBCS w1 203C0$Pos$SB0wWST = 17:36:11
2M012.3019:36:11.421 Spstem Message  MMS \Wiite REx521_101LD1/CBCSWI 20$C0$P0s3SB 0w Test =0 Feconnect |
20101230 19:36:11.421  Spstem Message  MMS \Wiite REX521_101L01/CBCSwWI1 208C0$Pos3SBOwECheck = 3
2M012.3019:36:11.421 System Message  DOPC Wiite LOM_Channel REX521_101.LD1.CECS'WI1 20 Poz.ctlSel0ff = 1, OK vV Active
2101230 19:36:11.421 System Meszage OPC Data Change  LOM_Channel RE*521_101.L01.CBCSWI1 20 Pos.st5eld = TRUE
2M012.3019:36:12.281 System Message  MMS \Wiite REx521_101LD1/CBCSWI1 203C0$Pos$0perfetifal = 0 v Auto scroll
2M012.3019:36:12.281 System Message  MMS \Wiite REx521_101LD1/CBCSWI1 20$C0$Pos$0perfonigingorCat = 2
2M012.3019:36:12.281 System Message  MMS \Wiite REx521_101LD1 /CBCSWI1 20$C0$Pos$0 perfonigingorl dent = 495454 Ezpart |
20101230 19:36:12.281 Spstem Message  MMS \Wiite REX521_101L01/CBCSwI1 203C0$Pos$0 perdctibum = 2
20101230 19:36:12.281 Spstem Message  MMS \Wiite REX521_101L01/CBCSwWI1208C03Pos30perT = 1736112
20101230 19:36:12.281 Spstem Message  MMS \Wiite REX521_101L01/CBCSwI1 203C0$Pos$0perdTest = 0
20101230 19:36:12.281 Spstem Message  MMS \Wiite REXE21_101L01/CBCSwWI1 208C0%3Post0perfCheck = 3
2M012.3019:36:12.281 System Message  DPC ‘Wiite LOM_Channel REX521_101.LD1.CBCSWI1 20.Poz. ctOperDif = 1, O
2M012.3019:36:12.281 System Message OPC Data Change  LOMW_Channel REX521_101.LD1.CBCSWwWI120.Pos. stival = 1
2M012.3019:36:12.296 System Message OPC Data Change  LOM_Channel REX521_101.L01.CBCSWI120.Pos.stSeld = FALSE
20101230 19:36:59.265 System Meszage OPC Data Change  SPA_Channel REX521_202 LD1.CECS'WI120. Pos.stval =1
2M012.3019:37:32.296 System Message OPC Data Change  SPA_Channel REX521_203.L01 RRECA0.AutoR ecSt =ival = 1

1

| i

Proxy_diagnostic_AE_client.png

Figure 8.3.1.2-1 IEC 61850 Proxy Server Diagnostic AE client

8.3.2.

8.3.21.

Online diagnostics

IEC 61850 Proxy IED

The |EC 61850 communication activity can be monitored with the Online diagnostics

function, see Figure 8.3.2.1-1:

* Inthe Statusinformation field, you can monitor the device status.

» Inthe Diagnostic countersfield, you can monitor the communication activity. The
available attributes can be seenin Figure 8.3.2.1-1.

» Toreset Diagnostic counters, click Reset counters.

+ Totakethe |EC 61850 communication into use, select the I n use checkbox. To take
the communication out of use, clear the checkbox.

» Diagnostic counters are updated every 2 seconds. To update them manually, click

Refresh.
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|ED_online_diagnostics.png

Figure 8.3.2.1-1 IEC 61850 Proxy IED online diagnostics
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9.1.

9.2

9.3.

IEC 104 OPC slave operation

About this section

This section describes the basic operation procedures you can carry out after the object
properties for the IEC104 Slave OPC Client have been configured.

Activating COM600 with new configurations

For information about activating COM 600 with new configuration, see COM600 User's
Manual.

IEC104 Slave OPC Client diagnostics

To view version information on IEC104 Slave OPC Client or to monitor and control the
state of the client, right-click the [EC104 Slave OPC Client and select Onlinediagnostics,
see Figure 9.3-1.

-Online attributes
-Wersion information
Product version:

File wersion: 1.0.58
Protocol stack version: 9.0,00PC01
Reset ‘ Wiewy Jag File Clear log file

Tool connection
Recannact v Eollow selecked

IEC104_Slave_OPC_Client_Online_diagnostics.jpg

Figure 9.3-1 IEC104 Save OPC Client Online diagnostics

In Online diagnostics box you can:

* reset IEC104 Slave OPC Client

« view theevent log file, see Figure 9.3-2
« clear theevent log file

I OPCC_IEC104_1_Eventlog.ixt - Notepad (==
File Edt Fomnat Wiew Help
Info 2004-05-26 12:47:25.859 EventiLog: *** oRCC_IEC104 1.0.58 [2004-05-0F 09:10] started **% a

Info 2004-05-26 12:47:25.937 configuration: wNo configuration file(C:\Progran Files\COMELONIEC
Info 2004-05-26 12:48:12.343 configuration: Starting reset...
Info 2004-05-26 12:48:14.437 configuration: ...reset completed.

w
£ >

IEC104_OPC_Client_Online_Diagnostics_view_log_file.jpg

Figure 9.3-2 Event log file
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9.6.
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IEC104 Channel diagnostics

The IEC104 Channél activity can be monitored with the Online diagnostics function.
You can also take a channel into use or out of use as described in this section.

To monitor and control IEC104 Channel activity:

1. Sdect the channel you want to monitor in the object tree of SAB60O0.
2. Right-click the channel.

3. Sdect Onlinediagnostics.

In the Diagnostic countersfield, you can monitor the channel activity. To reset Diagnostic
counters, click Reset counters.

You can take an IEC104 Channel into use by marking the In use check box. If you
unmark the check box, the channel istaken out of use. To update diagnostic counters,
click Refresh.

For more information on the channe online diagnostics with the Analyzer function, see
COM600 User's manual.

IEC104 Device diagnostics

The IEC104 Device communication can be monitored with the Online diagnostics
function. You can also take a device into use or out of use as described in this section.

To monitor and control |EC104 Device communication:

1. Select the device you want to monitor in the object tree of SAB600.
2. Right-click the device.

3. Select Online diagnostics.

In the Status information field, you can monitor the device status.

The Diagnostic countersfield providesinformation on device activity. To reset diagnostic
counters, click Reset counters.

You can take IEC104 Device into use by marking the I n use check box. If you unmark
the check box, the device is taken out of use. To manually update diagnostic counters,
click Refresh.

Signal diagnostics

The IEC104 Slave OPC client has a diagnostic function which makesit possible to
monitor the flow of process data changes and commands. The diagnostic functionis
activated by marking the Diagnostic Events Enabled check box, located in the Online
diagnostics function of the IEC104 Device. When the diagnostic function is activated,
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the IEC104 OPC Client Alarm & Event server generates events with information about
data changes and commands.

To view the event list:
1. Sdect the [IEC104 Slave OPC Client object in the object tree of SAB600.
2. Right-click the IEC104 Slave OPC Client.

3. Select Diagnostic AE client (see Figure 9.6-1)

Event counk: 33

Time Type Source M... Value | Quality
2004.05.26 12:51:11.413 DM - Indication  LOM Channel\LOM REX IED Lagical Device\LLMOYMYimag 105 GOOD (Oxc
2004,05.26 12:51:13.631 DM - Indication  LOMN Channel\LOM REX IED Logical DeviceLLMOWMWmag 107 GO0 (Oxc
2004,05,26 12:51:15.994 DM - Indication  LOMN ChanneliLOn REX IEDLogical Device\LLMOYMmang 112 GO0 (Oxc
2004,05.26 12:51:17.527 DM - Indication  LOMN ChanneliLOn REX IED Logical Device\LLMOVmag 48 G000 (Oxc
2004.05.26 12:51:18.343 DM - Indication  LOMN Channel\LOM REX IED Logical Devicel\LLMOYMYimag 56 GOOD (Oxc
2004.05.26 12:51:20.347 DM - Indication  LOM Channe\LOM REX IED Logical Device\LLMOYMYimag 97 GOOD (Dxc
2004.05.26 12:51:23.352 DM - Indication  LOM Channel\LOM REX IED Logical Device\LLMOYMYimag 104 GOOD (Oxc
2004,05.26 12:51;40.022 DM - Indication  LOMN ChanneliLOn REX IEDLogical Device\ LMDV mag 104 @000 (Oxc
2004,05.26 12:52:01.812 DM - Command  LOMN Channel\LOm REX IEDLogical Device\LLNOWDPC 1

2004,05.26 12:52:01,906 DM - Comma...  LON Channel\LOm REX IEDLogical Device\LLMOWDPC

2004.05.26 12:52:03.343 DM - Command  LOM ChanneliLOMN REX IED Logical Device|LLNOWDPC 1

2004.05.26 12:52:03.421 DM - Comma... LOMN ChanneliLON REX IED\Logical Device\LLNOIDPC

2004,05.26 12:52:03.421 DM - Comma,., LM ChanneliLOM REX IEDLogical Device\LLNOWDPC

2004,05.26 12:52;03,452 DM - Indication  LOMN Channel\LOm REX [EDLogical Device\LLMDDPC sthal 1 GOoD (Ox
2004,05,26 12:52:03.532 DM - Indication  LOMN ChanneliLOn REX IEDLogical Device\LLMOYMmang 45 OO0 (Oxc
2004.05.26 12:52:05.551 DM - Indication  LOMN ChanneliLOmM REX IEDYLogical Device LMY man 0 GO0 (Oxc
2004.05.26 12:52:16.046 DM - Applica...  IEC104 Channel . IEC104 IED

2004.05.26 12:52:16.062 DM - Comma... IEC104 Channel.IEC104 IED

2004,05.26 12:52:03.452 DM - Indication  LOM ChanneliLOm REX IEDILogical Device\LLMOWDPC sty al 1 QOO0 (Oxc
2004,05.26 12:52:05.551 DM - Indication  LOMN ChanneliLOn REX IEDLogical Device\LLMOVWmag 0 OO0 (Oxc

£

Figure 9.6-1 IEC104 Save OPC Client Diagnostic AE client

IEC104_Diagnostic_AE_Client.jpg

Detailed information about field values (ASDU types, qualifier values and so on) can

be found in the |EC 60870-5-104 standard documentation.
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10.2.

10.3.
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DNP3 LAN/WAN OPC slave operation

About this section

This section describes the basic operation procedures you can carry out after the object
properties for the DNP LAN Slave OPC Client have been configured.

After this, you can, for example, monitor and control the condition of connectionsin the
network. Thisis done by using the Online diagnostics function in SAB600.

Activating COM600 with new configurations

For information about activating COM 600 with new configuration, see COM600 User’s
Manual.

DNP LAN Slave OPC Client diagnostics

To view version information on DNP LAN Slave OPC Client or to monitor and control
the state of the client, right-click the DNP LAN Slave OPC Client object and select
Online diagnostics, see Figure 10.3-1.

Dnline atkribukes
Wersion information
Product wersion:
File version: 1.0.71
Protocal skack wersion: 2.0,00PCOL

Reset | Wieww |og File | Clear laq file

Tool connection

Fer v FEaollow selected

A040346.jpg

Figure 10.3-1 DNP LAN Save OPC Client Online diagnostics

In Online diagnostics box you can:

» reset DNPLAN Slave OPC Client

+ view theevent log file, see Figure 10.3-2
+ clear theevent log file
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10.4.

10.5.

B OPCC_DMP_LAN_1 _Eventlog.txt - Notepad
File Edit Format ‘iew Help

fnfo 2004-00-15 15:12:24.963 Miscellaneous: Starting reset... ~
Info 2004-09-15 15:12:36.529 miscellaneous: ...reset completed.
nfo 2004-09-15 15:13:06.863 Miscellaneous: starting reset...

A040347.jpg

Figure 10.3-2 Event log file

DNP LAN Channel diagnostics
The DNP LAN Channel activity can be monitored with the Online diagnostics function.
You can aso take a channel into use or out of use as described in this section.

To monitor and control DNP LAN Channel activity:

1. Sdect the channel you want to monitor in the object tree of SAB600.
2. Right-click the channel.

3. Select Online diagnostics.

In the Diagnostic countersfield, you can monitor the channel activity. To reset Diagnostic
counters, click Reset counters.

You can take a DNP LAN Channel into use by marking the I n use check box. If you
unmark the check box, the channel is taken out of use. To manually update diagnostic
counters, click Refresh.

For more information on the channel online diagnostics with the Analyzer function, see
COM600 User's manual.

DNP LAN IED diagnostics

The DNP LAN IED communication can be monitored with the Online diagnostics
function. You can also take a device into use or out of use as described in this section.

To monitor and control DNP LAN IED communication:

1. Sdect the device you want to monitor in the object tree of SAB600.
2. Right-click the device.

3. Select Online diagnostics.

In the Status information field, you can monitor the device status.

The Diagnostic countersfield providesinformation on device activity. To reset diagnostic
counters, click Reset counters.
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You cantakeaDNP LAN IED into use by marking the I n use check box. If you unmark
the check box, the device is taken out of use. To manually update diagnostic counters,
click Refresh.

Online attributes
Skate

v Inuse

[v Diagnostic events enabled

Skatus information
Connection stakus: 814
Dekailed status: Device communication O

Diagnoskic counters

Suspensions:

Transmitted data messages:
Transmitted command messages:
Transmitted confirmation messages:
Received data messages;

Received command messages:
Received confirmation messages:
Received unknown messages:

e S e o S e S R e 3 B

Reset counters Refresh |

Signal update buffering
High priarity

Pending: 1] Max: |1013 Set

Interrogated
Pending: 1] Max: 210 Set

Skate indications
Pending: 1] Max: |210 Set

~Measurements
Pending: 1] Mayx: (500 Set

Tool connection

(L= [v Follows selected

A040349.jpg

Figure 10.5-1 DNP LAN IED Online diagnostics

10.6. Signal diagnostics

The DNP LAN Slave OPC client has a diagnostic function which makesiit possible to
monitor the flow of process data changes and commands. The diagnostic functionis
activated by marking the Diagnostic Events Enabled check box, located in the Online
diagnostics function of the DNP LAN IED. When the diagnostic function is activated,
the DNP OPC Client Alarm & Event server generates events with information about
data changes and commands.
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To view the event list:
1. Seectthe DNP LAN Slave OPC Client object in the object tree of SAB600.
2. Right-click the DNP LAN Slave OPC Client.

3. Sedlect Diagnostic AE client (see Figure 10.6-1)

Ewank counkt:

Tirme: Tvpe Source M... | Vake| Qua..| Cause | Index| Ot Refresh
200401116 16:34:4. .. Dewvice Connsc...  DNP LAN Channel DRP Slawve Lok [ED. Device Connecton Status D, :
2004011016 16:35:1.., DM - Indcation  TECH1E50 SubrebeorkiSPAZCA02 LD G4 CSWTI Posstyal 10 o Sgant... g Settings
2004011116 16:35:2,.. DM - Indication  TECGHLES0 SubnebuorkiSPAZCA0: LD+ CTWTI Pas | styal i1 192 Spant... i

2004/11/16 16:35:3.., DM - Indcation  IECH1E50 SubnebworkiSPAZCA0: LD D4 CSWI Pos)styal 12 192 Spont.., ] Clear |
2004011016 16:36:0.., DM - Commard  IEC61250 Subrebworki SPAZCA0ALD WO DTS Pas FCi3 1 11

20041116 16:36:0... DM - Command...  IECE1850 Subrebaorkl SPAZCA0LD 1Y DCSWIL1Pas i 1

2004/1116 16:36:1... DM -Cormand  [EC61E50 SubretwoeklSPAZCH0:ILD1 G 0CSWIL Pos 3=t 1 11 =
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Figure 10.6-1 DNP LAN Save OPC Client Diagnostic AE client

Detailed information about field values (ASDU types, qualifier values and so on) can
be found in the DNP standard documentation.
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Modbus TCP slave operation

About this section

This section describes the basic operation procedures you can carry out after the object
properties for the Modbus TCP Slave OPC Client have been configured.

After thisyou can, for example, monitor and control the condition of connectionsin the
network. Thisis done by using the Online diagnostics function in SAB600.

Activating COM600 with new configurations

For information about activating COM 600 with new configuration, see COM600 User’s
Manual.

Modbus TCP Slave OPC Client diagnostics

To view version information on Modbus TCP Slave OPC Client or to monitor and control
the state of the client, right-click the Modbus TCP Slave OPC Client object and select
Online diagnostics, see Figure 11.3-1.

Modbus Slave TCP OPC Client - Online diagnostics | -

i Online attributes
Wergion information
Praduct wersion:

File: wersion: 11117
Pratocol stack version: 1.0.0.0
Rezet | wier g file [E(eanag file

i Tool connection

HECEMHEES ¥ Fallow selected

Modbus_TCP_Slave_OPC_Client.jpg

Figure 11.3-1 Modbus TCP Save OPC Client Online diagnostics

In the Online diagnostics box you can:

» reset Modbus TCP Slave OPC Client

+ viewtheevent logfile, see Figure 11.3-2
+ clear theevent log file.
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11.4.

File Edit Format Wew Hep

Enfo 2004 =-09-15 15:12:24.5963 Miscellaneous:
Info 2004-09-13 15:12:36.329 MWiscellaneous:
nfo 2004-09-15 15:13:06.863 wiscellaneous:

starting reset...
1aFE5ET completed.
starting reset...

Figure 11.3-2 Event log file

Event_log_file.png

Monitoring Modbus TCP Channel activity

The Modbus TCP Channel activity can be monitored with the Online diagnostics function.
You can aso take a channel into use or out of use as described in this section.

To monitor and control Modbus TCP Channel activity:
1. Select the channel you want to monitor in the object tree of SAB600.

2. Right-click the channel.
3. Select Online diagnostics.
4

Monitor the channel activity inthe Diagnostic counter sfield. The available attributes

can beseenin Figure 11.4-1.

5. Toreset Diagnostic counters, click Reset counters.

Modbus TCP/IP Channel - Online diagnostics | *d Pk X

— Online attributes
 State

¥ Inuse

— Diagnostic counters

Transmitted messages: 16250
Failed tranzmizziotis: a
Transmitted replies: 8125
Received meszages: 8125
Buffer overflow emors: 0
TEP Connect count: 3
TCP Accept count: 3
TEP Claze count: 2
Reset counters | Refresh
— T ool connection
Eecantest v Follow selected

Modbus_TCP_Channel_Online_diagnostics.png

Figure 11.4-1 Modbus TCP Channel Online diagnostics

To take a Modbus TCP Channel into use:

1. Sdect theIn use check-box. If you clear the check-box, the channel istaken out of

use

2. Update diagnostic counters by clicking Refresh.
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11.5. Monitoring Modbus TCP IED communication

The Modbus TCP IED communication can be monitored with the Online diagnostics
function. You can take a device into use or out of use as described in this section.

To monitor and control Modbus TCP |[ED communication:

1.
2.
3.
4

5.

Select the device you want to monitor in the object tree of SAB600.

Right-click the device.

Select Online diagnostics.

Monitor the device statusin the Statusinfor mation field. The Diagnostic counters
field provides information on the device activity.

To reset diagnostic counters, click Reset counters.

To take aModbus TCP IED into use:

1. Sdect the In use check-box. If you clear the check-box, the device is taken out of
use.
2. Update diagnostic counters by clicking Refresh.
Modbus Slave TCP IED - Online diagnostics | - kX
 Online attributes
 State
v Inuse

¥ Diagnostic events enabled

 Status infarmation
Connection status: ak.
Detailed status: Device communication Ok,

— Diagnostic counters

Suzpenzions: 0

Transmitted meszages: 20528

Feceived messages: 20529
Reszet counters Refresh

Tool connection

Hecammest ¥ Follow selected

Modbus_TCP_IED_Online_diagnostics.png

Figure 11.5-1 Modbus TCP |ED Online diagnostics
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11.6.

Viewing events

TheModbus TCP Slave OPC Client has adiagnostic function, which enables monitoring
of the flow of process data changes and commands. When the diagnostic functionis

activated, the Modbus OPC Client Alarm & Event server generates events with inform-
ation about data changes and commands.

To view the event list:

1. Activate the diagnostics function by selecting the Diagnostic Events Enabled

check-box, located in the Online diagnostics function of the Modbus TCP IED.

N

Select the Modbus TCP Slave OPC Client object in the object tree of SAB600.

3. Right-click the Modbus TCP Slave OPC Client.
4. Select Diagnostic AE client

Modbus Slave TCP OPC Client - Diagnostic AE client |

Ewent count:

E

- 4 [ X

Time

| Tupe

| Source | Message

2003/031512:00:1...
2003/031512:00:1...
2003/031512:00:1...
2003/031512:00:1...
2003/031512:00:1...
2003/031512:00:1...

Device Connection Sta...
Device Connection Sta...
Device Connection Sta...
Device Connection Sta...
Device Connection Sta...
Device Connection Sta...

Modbus TCPAP Channel\Modbus Slave TC...  Connection OK,
Substation[SModbuz Slave TCPIED{IED]..  Connection OF,
Substation[SModbuz Slave TCPIED{IED]..  Connection OF,
Modbus TCPAP Channel\Modbus Slave TC...  Connection OK,
Substation[SModbuz Slave TCPIED{IED]..  Connection OF,
Modbus TCPAP Channel\Modbus Slave TC...  Connection OK,

Refresh
Seftings
Clear

Eecannect

add

IV dctive
V¥ Auto scrol

Ewport

d

Modbus_TCP_Slave_OPC_Client_Diagnostics_AE_Client.png

Figure 11.6-1 Modbus TCP Save OPC Client Diagnostic AE client
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