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prevail.

© Copyright 2022 ABB.

All rights reserved.

Trademarks

ABB is a registered trademark of the ABB Group. All other brand or product names mentioned in this document may be trademarks or registered trademarks of their
respective holders.

2 ABB



M2M Gateway

1MRS758481 H

ARMG600

Product version: 5.0.1

Issued: 2022-01-11

Revision: H

1. Description

M2M Gateway ARM600 is a member of ABB’s Arctic product
family. ARM600 is a communication server, a VPN
concentrator and firewall and is typically placed in the same
location as the central control and monitoring system, such
as SCADA.

ARMB00SW is a software-only version of ARM600 with
additional features such as a faster update cycle via a
dedicated software repository and capability to be run in
virtual machine environment.

ARMB00 manages all Arctic 600 series wireless gateway
connections and is the main interface between the field
devices and the central control and monitoring system.
ARM®600 includes the Arctic Patrol application for condition
monitoring and centralized device management. Centralized
device management is essential to ensure the network
operability in large-scale or geographically dispersed
communication systems.

ARMG600 provides static IP addressing for the central control
and monitoring system. This means that the Arctic 600 series
wireless gateways in remote locations can use normal SIM
cards with dynamic IP addresses from any operator. Thus
different operators can be used depending on the coverage
and pricing. Both standard (public) and private APN type SIM
cards can be used in this communication system.

ARMBO0O is typically part of a complete communication
system which consists of Arctic 600 series wireless gateways
and a central Arctic M2M Gateway ARM600 communication
server. ARMB00 is an essential part of the total
communication solution. The communication solution is
application independent, that is, any type of remote
application can be connected to any type of centralized
control and monitoring application.

ARG600 .
\ "
~ 3 . _ e
-t O\ - Thpa— P ‘;,~
Ke ARM600
ARP600 /] SCADA
4 ;
LI
| /
s
ARRB00 |
TR I

)

ARC600

Figure 1. Communication system overview
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2. Key features

¢ VPN concentrator manages VPN tunnels to Arctic 600
series wireless gateways
— Supports OpenVPN, L2TP and SSH-VPN tunnels
— OpenVPN bridging
— Connection to ARM600 with a PC from any location

via VPN

e Firewall to restrict unauthorized access

* Provides static IP addressing of Arctic 600 series
wireless gateways for SCADA

e Full routing capability allows integrating remote LAN into
a central LAN

e Configuration via Web Ul and command line (SSH)
access

e Arctic Patrol offers condition monitoring and centralized
device management application that supervises the
cellular connections to the connected Arctic 600 series
wireless gateways and enables advanced remote
management of all connected Arctic gateways and
ABB's RIO600 devices

e Supports virtual machine environment, for example,
VMware vSphere ESXi 6.7 or later (only applies to
ARMB600SW)

e Software updates via a repository (only applies to
ARMB00OSW)

e 19” rack mountable design (only applies to ARM600
hardware variants)
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Figure 2.  ARMSG600 installed in the company DMZ
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Figure 3. ARMSG600 installed behind the company firewall

3. Deployment

ARMBO0O is typically installed in the same location as the
central control and monitoring system. ARM600 can be
installed, for example, in the company DMZ (demilitarized
zone) between the company LAN and the public Internet or
directly behind the company firewall. ARM600SW should only
be installed behind the company firewall according to Figure
3.

ARMG600 requires a fixed line Internet connection with a public
and static IP address. A public IP address is required so that
the data from the connected Arctic 600 series wireless
gateways can be routed to ARM600 via the public Internet. A
fixed IP address is required because the data connection
between the Arctic 600 series wireless gateways and
ARMG600 is initiated by the Arctic devices. The IP address of
ARMG600 must be configured into the Arctic device and, thus,
a static IP address is required instead of a dynamic one.

Users with private APN contract SIM cards in the Arctic
devices can benefit from using ARMB00. In this case, static IP
addressing is not required from ARMB00 as the cellular
operator provides fixed IP addresses for the SIM cards. The
added value of ARM600 comes from the added security, end-
to-end routing from central LAN to remote LAN and
centralized device management. Therefore, using private APN
type SIM cards and ARM600 are complementary to each
other. This offers the best possible reliability and security in a
cellular-network based communication system.
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4. Arctic Patrol

ARMBO0O includes the Arctic Patrol centralized device
management application. Arctic Patrol provides condition
monitoring of the cellular connections, statistical data of
network usage, direct access to the connected Arctic 600
series wireless gateway user interfaces, automatic backup of
Arctic 600 series wireless gateway configurations and alarms
from any faults in the availability of the Arctic 600 series
wireless gateways. The Arctic Patrol interface can be
accessed via ARMB0O0. It offers information about the entire
communication system status at a glance.

e Pre-installed in M2M Gateway ARM600
e Condition monitoring of cellular connections
e Statistical data of network usage

status (total 10); VN (total 11);
O« Erors 0 O Never connected 0 VPN Type: All - |
[J* Warnings 0 [« Down 0 Filter: ]
O ok 10 0% up 10 Page refresh: off v | Reset all filters
[ Accept devices ] [ Do action
(#) 1*1 1+1 -1 [ Status VPN Name & Location Firmware Connection  Signal  IP Address
Serial number Level Connection
#1 F116 349 Mobile WAN, SIM1 B Very  10.10.116.116/24 1month 5 mins ago
1VHB71028431 192.168.116.2 good  fe80::206:70ff:fe05:529/64
sim1
#2 [m} F128 3.49 Mobile WAN, SIM1 Very e80::206:70ff:fe04:14/64 8 37 secs ago
1VHB71010011 192.168.128.2 good  10.10.128.128/24 months
s
#3 (] \TF130 3.49 e80::206:70ff:fe04:c/64 8 1 min ago
1VHB71010007 192.168.130.2 10.10.130.130/24 months
fe80::206:70ff:fe04:c/64
30.29.130/24
#4 [m] ATF132 349 Mobile WAN, SIM1 Bl Good  fe80::206:70ff:fe04:26/64 8 2 mins ago
1VHB71010025 192.168.132.2 SIM1 10.10.132.132/24 months
#5 (m] F134 349 Mobile WAN, SIM1 [ Normal fe80::206:70ff:fe04:12/64 6 4 mins ago
1VHB71010022 192.168.134.2 SIM1 10.10.134.134/24 months
#6 (m] F136 349 1e80::206:70ff:fe04:1/64 8 2 mins ago
1VHB91000000 192.168.136.2 10.10.136.136/24 months
fe80::206:70ff:fe04:1/64
172.30.25.136/24
#7 [m] F138 349 Mobile WAN, SIM1 [ Very  fe80::206:70ff:fe00:10/64 8 59 secs ago
1VHB91200003 good  10.10.138.138/24 months.
s
#8 [m] ATF140 3.49 e80::206:70ff:fe02:9388/64 8 9 secs ago
ARCMX28-454-128-029388 192.168.140.2 10.10.140.140/24 months
fe80::206:70ff:fe02:9388/64
172.30.25.140/24
# [m] ATF142 3.4 Ethernet WAN 10.10.142.142/24 s 4 mins ago
'AUG8248-400-328-022BE9 192.168.142.2 fe80::206:70ff:fe02:2bea/64 months
172.30.29.142/24
#10 (m] ATF144 349 Ethernet WAN 10.10.144.144/24 8 3 mins ago
'AUG8248-400-328-0304CA 192.168.144.2 fe80::206:70ff:fe03:4cb/64 months

172.30.29.144/24

Figure 4.  Arctic Patrol user interface

ABB

Uptime Last Patrol

Direct access to the connected Arctic 600 series
wireless gateway user interfaces

Automatic backup of Arctic 600 series wireless gateway

configurations
Communication network faults generate alarms

Individual or mass updates of all connected Arctic 600

series gateway firmware

Individual or mass updates of all connected RIO600

firmware

VPN Status VPN VPN  Actions
RX L4

Up2days  55.9MiB 53.3 MiB
openveN

192.168.116.2

Up 7 days 190.5 188.1 Web UL
openveN  mB MB

192.168.128.2

Up15days 3495 329.8 Web UL
OpenVPN MiB Mig
192.168.130.2

Up 10 hours  12.2 MiB 11.7 MiB  [WeBUL
OpenVPN
192.168.132.2

Up 10 hours  12.3 MiB 11.6 MiB  [[WEBIUL
OpenVPN
192.168.134.2

Up 10 hours 6.7 MiB 6.2 MiB  [WeBIUR
OpenveN
192.168.136.2

Upilday  333MiB 33.6MB
openveN
192.168.138.2

Up15days 3439 324.6 Web UL
OpenvPN Mg Mg
192.168.140.2

Up15days 2112 207.2
OpenVPN MiB Mg
192.168.142.2

Up15days 1173 93.0MB [[WeBUL
OpenVPN MiB

192.168.144.2
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5. Physical interfaces (only for ARM600 hardware variants) functionality of both variants is identical apart from the
ARMG600 is available in two variants, standard and enterprise number of connected devices.

edition. Standard edition can be connected to a maximum of

300 Arctic 600 series wireless gateways, whereas the Standard edition

enterprise edition can take up to 2000 connections. The The ARMB00 standard edition is designed to be mounted into
enterprise edition also offers hardware-level redundancy with & 19" rack.

dual hot-swappable hard drives and dual power supplies. The

Figure 5. Front panel

1 Optical drive
Power on indicator, power button

Hard drive

Service tag (EST)
USB 2.0 port

a b O N

Figure 6. Back panel

1 Ethernet port eth0 (Gb1)

Ethernet port eth1 (Gb2)

Power supply health/activity indicators
Video (VGA) port

iDRAC

Two USB 3.0 ports

N o a b~ 0N

Power supply unit (PSU)
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Enterprise edition
The ARMB00 enterprise edition is designed to be mounted
into a 19” rack.

Figure 7. Front panel
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Figure 8. Back panel
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Ethernet port eth2
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6. Technical data (only for ARM600 hardware variants)

Table 1. Dimensions

Description Standard edition

Enterprise edition

Height x Width x Depth - 4x 3.5 chassis
|+ 42.8 x 434.0 x 596 mm (without bezel)

-+ 1.67 x 17.09 x 23.5in

8x 2.5" chassis
i+ 42.8 x 434.0 x 545 mm (without bezel)
[+ 1.67 x17.09 x 21.5in

Table 2. Hardware

Description Standard edition

Enterprise edition

Processor environment { Processor ¢ Intel Pentium

- 8 GB UDIMM

Intel Xeon

- 32 GB UDIMM

480 GB SSD SATA 6Gbps
{ 2.5in hot-plug

Dual, 480 GB SSD SATA 6Gbps
{ 2.5in hot-plug

Single power supply 350 W

Dual, hot-plug, redundant power
¢ supply (2 x), 550 W

i Metal, 19" rack mountable (1U)

{ Metal, 19" rack mountable (1U)

Temperature: Continuous
: operation (for altitude less than
£ 950 m or 3117 ft)

10...80% relative humidity with
29°C (84.2°F) maximum dew
. point

Relative humidity: operating

10...80% relative humidity with
29°C (84.2°F) maximum dew
: point
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7. Mounting (only for ARM600 hardware variants) 8. Ordering data (only for ARM600 hardware variants)
Both variants are designed to be mounted into a 19” rack. The product label contains basic information about the unit
such as product name and service tag.

Table 3. Ordering data

Description Standard edition Enterprise edition
ARM600C2500NA ARM600C2505NA

Ethernet ports 2 4

Power supply : single dual

1) With the hardware listed in Table 2

9. Tools

The devices can be configured using a graphical user
interface via a Web based browser. A conventional console
interface is also provided.

Logged in as arctic-adm - Logout

Server state: OK Last week: OK
VPNS: 0/0/0 (up/dovminc)
Patrols: 0/0/0 (oksiwarnings/errors)
System
Status. System load (current):  OK
Sy oad st weok): | OK
ey Process count (current):  OK
Network Configuration Process count (last week): OK
Static Routing Memory usage (current):  OK
VPN Memory usage (last week): OK
L2TP-VPN Swap usage (current): OK
g’;?ﬂ‘\;’;’; Swap usage (last week): OK
Firewall Hard disk space: OK
Genenl Hard disk space (inodes): OK
Filter Incoming
Filter Forwarded
Filter Outgaing CPU usage
D-NAT
S-NAT
Arctic Patrol
Overview
Devices /\;
Details N / \
Statistics >
Configuration g / ™
Tools 2 | N
User Administration 5} y / AN /
Backup —~= N / N /
Auto Backup — . / - N /
Support Log / ~ N
08:00 08:30 09:00 09:30 10:00 10:30

Figure 9. ARMSG600 user interface
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10. Document revision history

Document revision/date

Product version

History

A/2015-12-18  First release
5/20170929 .... C Ontentupdatedtocorrespondmthepmductverswn ..................
C/2018-06-29 ............................................. Content updated to correspond to the product version
D/20190424 ....................................................................................................................................... . Conten t updated tocorrespond to the pmduct Ver3|on ..................
E/20200302 ........................................................ 4 53 ...................................................................... . Conten t updated tocorrespond to the pmduct Versmn ..................
F/202101_19 ......................................................... 453 ...................................................................... Contentupdated .........................................................................................
G/20210628501 .... C ontentupdatedtocorrespondtothepmductve,—s.on ..................
H/20220111501 ...................................................................... Contentupdated .........................................................................................
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