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IP Router

Principle

An IP Router converts KNX (TP) telegrams into IP network
telegrams (KNXnet/IP) and vice versa

This allows data exchange between KNX and IP networks

The IP Router can be used as a line or area coupler and
complies with the specifications of the KNXnet/IP
standard

Together with the ETS, the IP Router can program devices
via LAN
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KNXnet/IP Capabilities

Routing (Coupler)

— Connection of KNX Lines and Areas over IP

=
— Routing of KNX telegrams ”
Tunneling (Interface) b T
— To connect a PC to KNX via IP ¢
« ABB i-busTool Rty

« Working with ETS (download, diagnostics,...)
* Visualisation

« Connection of Tablet/Smart Phone with App via Wi-Fi
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KNX telegrams in the network - Multicast

— Multicast designates communication of a transmitter with a
group of receivers

— The IP Router Secure sends the KNX telegrams packaged as
UDP/IP telegrams on the IP network, and all IP Router Secure
devices parameterized with the same multicast address receive
and evaluate these telegrams

- If a telegram is intended for the corresponding subline, the IP
Router Secure routes the telegram into the line — otherwise, it is
rejected

— The IP Router Secure sends telegrams from the KNX to the IP
network in accordance with the KNXnet/IP protocol specification

— This multicast IP address 224.0.23.12 port 3671 is the defined
address for the KNXnet/IP from the KNX Association in
conjunction with IANA for KNX IP devices

— In order for several IP Router Secure devices to communicate with

one another in a network, multicast communication must be
possible between the devices (e.g. routers, switches or firewalls)

LAN (PoE
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ABB j. g > @



Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

IP Router: Routing — Coupler

Ethernet / LAN

IPR/S
1.0.0

Connection “KNXnet/IP Routing“:
Multicast (Point to Multipoint)

Main line

IP Router as Area Coupler
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IP Router: Routing — Coupler

224.0.23.12 < 2/3/46 “0”> Ethernet / LAN

Connection “KNXnet/IP Routing“:
Multicast (Point to Multipoint)

224.0.23.12 <2/3/46 “0">

Filter table:
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IP Router: Tunneling - Interface
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Bus safety from the perspective of a manufacturer

— Residential and functional buildings have been equipped with
intelligent bus technology for 25 years

— Increasing opening towards the Internet and smart devices

— This increases comfort, safety and efficiency, but also the risk of
attacks on the building infrastructure

— Buildings cannot be made absolutely secure, but the effort of an
attack can be increased and the impact limited locally

— There are technical, organizational and planning aspects to
consider

SMART HOME AND BUILDING SO

GLOBAL. SECURE. CONNECTED.

LUTION
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T >

www.knx.org
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Situation

— The most relevant attack scenario on a KNX installation is over
the IP network

— But access over TP is of course also possible and relevant for
Building Automation

Line 1.1.xxx
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Threat scenarios

IP network
— Local (Wi-Fi/LAN)

* Often no separate technical network; therefore, users have
direct access to IP communication

— Remote access / Internet:
* Network Routers are often "open" visible on the Internet
* High number of potential attackers

Fieldbus Ly
— Private housing “
* KNX cable outside the building =

— Commercial buildings -
* Access to the bus via any node (especially in the hotel)

AL Ik D
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Attack types (examples)

Impacts

Denial of Service Attack (DOS)

— Telegram flood on KNX (IP) device, as a result the deviceis
temporarily unavailable

Doing unwanted functions

— Driving blinds, switching lights, ...

Sabotage

— Change set points, reprogram devices, short circuit bus
Espionage

— Spying on user profiles

Deceive, intrusion

— Opening a door, disabling/unset security systems

Possible impacts

- Image damage (manufacturer, system integrator, end
customer)

— Dataloss
— Reduction of comfort
— Security loss

— Economic damage

- There are already ways to prevent / significantly hinder access
to the system

- Due to the current enhancements of the KNX standard ("KNX
Secure"), additional security mechanisms are possible

- KNX Secure alone does not make the system secure!
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The “entire chain” must be taken into account

Manufacturer

— (Product) security standards (cyber security, robustness),
updates

— Specification of standards (KNX Secure)

— Provision of checklists, training, ...

System integrator, installer

— Safety concept for planning, installation and operation
— Risk analysis

End customer, operator of the building

— Access control, security concept

— IT security (current security settings ...)

AL Ik D
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General measures

Cybersecurity must be an integral part of planning and execution a
facility

Already it is possible to make access via IP (relatively) secure

— To the outside (firewall, VPN, filtering MAC addresses)

- Inside (separate technical IP network, encryption with Wi-Fi)
Prevent physical access to the bus

— Lockable distribution boards

— Devices with dismantling protection

— Separate lines for sensitive areas

— No KNX cable outside the building

OABE , A nn
August 7, 2019 | slide 14 APD
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Special solution for the attack scenario from the field level

Standard IP Interfaces connect hotel rooms with a central system
(BMS Server)

Tunneling connection from each room to central BMS
Security by isolated rooms — no KNX Secure!

It covers the use case , Attack” from the field level

No direct inter-room communication available

BMS can also monitor the KNX field devices

- ABB “Hotel IP Link Bundle” HIL/S 20.1.1

Building

Management ﬂ
System e EI% Ethernet/
LAN
* Room 1 * * Room 2 * Roomn
IP Interface IP Interface IP Interface
IPS/S IPS/S IPS/S
0000000000 G 0000000000 G G
0o 0 0
: ooco : 000 : So5
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Special solution for the attack scenario from the field level

ABB “Hotel IP Link Bundle” HIL/S 20.1.1 o
— The Hotel IP Link Bundle is consisting of a KNX IP Interface K e
(IPS/S) and a KNX Power Supply (SV/S) 2 A Lax

— The IPS/S supports the KNXnet/IP protocol (tunneling) from the
KNX Association | m 4

— A central system (BMS server, visualization system, hotel

management system) establishes a connection to each w'eg
individual IP Interface IPS/S via the integrated tunneling server ® mminoy ABB 0
) 7 Eiz (T
— The SV/S generates and monitors the KNX system voltage for ' o

up to 20 KNX TP (twisted pair) devices via an integrated choke
— The additional 30 V DC voltage output is used to power the

(. . . .
IPS/S 2.1 | o l

~

— Order no.: 2CDG110237R0011
IP Link Bundle HIL/S 20.1.1




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

Special solution for the attack scenario from the field level

I
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1. ONLED
2. LAN/LINKLED
3. Telegram LED
4. Supply voltage connection
5. Bus connection terminal
6. Programming LED @”‘
7. Programming button @
8. Label carrier
9. LAN connection
10. Power supply connection Us
11. Status LED
12. IPS/S 2.1 connection
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Measure KNX Secure

KNX Secure has been developed to respond to the current and
future challenges regarding cyber security in building automation

— Step 1: Securing the IP communication with "KNX IP Secure"

* Implementation of the KNX IP Secure Standard in routers,
interfaces and other IP devices

* Software clients (visualizations) are also affected

— Step 2: Implementation of “KNX Data Secure” in all field devices

AL Ik D
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KNX Secure offers maximum protection

— Home and building automation with KNX is secure
— KNX Secure guarantees maximum protection

* KNXIP Secure extends the IP protocol in such a way that all
transferred telegrams and data are completely encrypted

+ KNX Data Secure effectively protects user data against
unauthorized access and manipulation

— The KNX technology is standardized according to EN 50090-4-3,
which means that KNX successfully blocks hacker attacks on the
digital infrastructure of networked buildings

— Thus minimizing the risk of digital break-ins

— Moreover, KNX Secure meets the highest encryption standards
(according to ISO 18033-3, such as AES 128 CCM encryption) in
order to effectively prevent attacks on the digital infrastructure
of buildings and to achieve the highest level of data protection
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KNX Secure Brochures of the KNX Association

— KNX Secure Checklist
— KNX Secure Position Paper KNX KNX
— KNX Secure Products e M

| E] ke
— https://knxsecure.knx.org Y o

&

KNX Secure KNX Secure

Checklist e KNX Secure Products
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Conclusion

— There is no 100% security

— Manufacturers, KNX Association, associations and the system
integrators are pushing the issue of safety to make the building
(even) safer

— Safety, comfort and economy have to be balanced against each
other

— In each project, it must be weighted how much security is
necessary

— The entire lifecycle of a building must be taken into account

— Integrators with the appropriate know-how have a competitive S _— S i
advantage and should use it b= e FESE

Elbphilharmonie (Hamburg)
Concert hall/Stadiums and recreation

OABE , A nn
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KNX IP Secure (KNXnet/IP Secure Routing and Tunneling) = KNX Data Secure

— TP Telegrams are wrapped in a secure frame on IP — Each individual group telegram can be encrypted

— Tunneling connections are secure — Data Secure means effort; every field device has to be changed

— AllIP devices in a project have to speak secure (hardware and software)

\ PC/ - - pC/ Visu
IP Secure ETS Visu ETS
@ Ethernet/LAN Ethernet/LAN
IPR/S - IP Router IPR/S IP Router IPR/S IP Router IPR/S IP Router IPR/S IP Router IPR/S IP Router
11.0 Secure 1.2.0 Secure x.y.0 Secure 11.0 1.2.0 x.y.0
nl
] 60000000 [cocooooo]
] seasanal
—F \ \ \ =3
] (e 1 |
- o550 - @ - @ nnnnnnnnnn @ =
is 3t o0
o0 0 o Data P 0 Data 0 Data -
- . - Secure , Secure = Secure "
= [oooocoooo0000000 [T " 00000000 . So0o500505565500 [ Goo .
........ D b ® * 8 0 0 0 b
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ABB IP Router Secure IPR/S 3.5.1

The ABB IP Router Secure is a KNX device according to the KNX
Secure Standard (KNXnet/IP Security)

— The communication on the IP backbone is secure (multicast
communication)
- All KNX IP devices must support the KNXnet/IP security
protocol

— ETS5 and the current version of the device application are
required for programming

— The device can be safely put into operation
— All tunneling connections are encrypted
— Firmware Update with ETS App, available in KNX Online Shop

LAN (PoE

®on 'PRS3S5, :
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ABB IP Router Secure IPR/S 3.5.1 - Summary of the features

The IP Router Secure has the same properties (ETS parameter,
filter table, ...) as the standard IP Router IPR/S 3.1.1

— 5 Tunneling Servers - parallel access, less hardware

— Power over Ethernet (PoE) 2 no additional power supply
or12..30VDC

— ABB i-bus Tool support - easier commissioning and diagnostic

— Smart housing concept - better and safer installation, wiring
and commissioning

— Unicast Communication - Solution if Multicast is not possible

- Network management function “Monitoring for KNX bus
voltage failure” - improved performance of the complete
solution

— Support of full filter table for all main groups 0...31 >
no restrictions for usage of the extended group address range

LAN (Pog

T
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ABB IP Router Secure IPR/S 3.5.1 - Technical Data

— Housing and form factor similar to IPR/S3.1.1

— 2 MW standard DIN rail component

— Supply voltage Us 12...30 V DC (+10% / -15%)

and/or

PoE (IEEE 802.3 af class 1)

— LAN connection 10/100 BaseT, IEEE 802.3 via R145 plug
Power loss Max. 1.8 W

— Current consumption
* Supply voltage Us Max. 120 mAat 12V
* KNX <10 mA

-

LAN (PoE)

y
f
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ABB IP Router Secure IPR/S 3.5.1 - Device connection

Label carrier

KNX programming LED (red)
KNX programming button
KNX bus connection terminal
Cover cap

Power supply connection Us
Telegram LED (yellow)
LAN/LINK LED (yellow)

ON LED (green)

10. LAN connection

© o N o A WwWDNhHE

LAN (PoE)
—@on
——O LAN/LINK
/Q Telegram

i




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Operation and display

ON

— After the supply voltage Us is connected, the LED initially lights
up continuously

— After approx. 40 sec., the LED starts flashing until initialization
is complete

LAN/LINK

— Onceinitialization is complete, the LED lights up when the
supply voltage Us is present and the Router is connected to an
IP network

— The LED flashes with data trafficon IP

Telegram

— The LED lights up continuously when the supply voltage Us is

present and the Router is connected to KNX after the startup
process is complete

— The LED flashes with data traffic on KNX

O

LAN/LINK

O

Telegram

-

LAN (PoE)
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ABB IP Router Secure IPR/S 3.5.1 - Supplied state

— The device is supplied with the physical address 15.15.0

— All physical tunneling connection addresses are set to 15.15.100
in the supplied state (only one tunnel is visible to the outside)

— In ETS5, the first five free addresses in the line are assigned
automatically after the IP Router has been inserted into a line

— The tunneling connection addresses set in the ETS will be
adopted only after the first download

— The IP address is set to automatic IP assignment (DHCP/AutolP)

— The device is supplied with the option “Group telegrams -
Route”
- This is not the default setting in the application, but it
simplifies commissioning

— The parametrized settings will be adopted after the first
download

=

ETS5™ - IP Router Secure
Edit Workplace Commissioning Diagnostics Af

Q Close Project Undo +—u Reports

Topology X  Diagnostics

Topology

X Delete _* Download | * @ Info

[l Topology
i Dynamic Folders
4§} 1Areano. 1
4 E 11line11XYZ
4 "W 1.1.0 ABB IP Router Secure IPR/S3.5.1

s 1.1.1 KNXnet/IP tunneling interface

| e 1.1.2 KNXnet/IP tunneling interface
s 1.1.3 KNXnet/IP tunneling interface

s 1.1.4 KNXnet/IP tunneling interface
s 1.1.5 KNXnet/IP tunneling interface
4] 1.1.6 DAU-Gateway, DG/S2.64.1.1
4] 1.1.7 Fan Coil Controller,PWM 3-speed, FCC/51.1.2.1

=

ETS5™ - IP Router Secure

Edit Workplace Commissioning Diagnostics Ap
(%) Close Project ! Undo Redc »=4u Reports
Topology X | Diagnostics

Topology

XK Delete } Download | * € Info

I:lif Topology
[55 Dynamic Folders

4 i 1Areano. 1

4 | 11 Line11XYZ
4 "W 1.1.0 ABB IP Router Secure IPR/S3.5.1

s 1.1.251 KNXnet/IP tunneling interfack

| s 1.1.252 KNXnet/IP tunneling interfact
s 1.1.253 KNXnet/IP tunneling interfact
s 1.1.254 KNXnet/IP tunneling interfact
el 1.1.225 KNXnet/IP tunneling interfack
4] 1.1.2 DALI-Gateway, DG/S2.64.1.1
‘i] 1.1.3 Fan Coil Controller,PWM,3-speed, FCC/S1.1.2.1
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ABB IP Router Secure IPR/S 3.5.1 - Market Introduction

— Market Launch: Q2/2019

MdentNo.mpe  fsews

2CDG 110177 ROO11 IPS/S 3.1.1 Available further on
IP Interface

2CDG 110175 ROO0O11 IPR/S 3.1.1 Available further on
IP Router

2CDG 110176 ROO11 IPR/S 3.5.1 New

IP Router Secure

-

LAN (PoE)

®on 'PRIS35;

{ LAN LINK

¢ Telegran
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ABB IP Router Secure IPR/S 3.5.1 - Technical documents

www.abb.com/KNX

- Products and Downloads
- System Infrastructure and Interfacing

— Application Software ETS5
— Product Manual
— Technical Data
— Installation and Operating Instructions
— Specification Text
— Product Information
— Presentation Slides
— CE Declaration of Conformity (.PDF)

— Environmental Information

System Infrastructure and Interfacing

Couplers and Gateways for communication and integration

Jo

Components
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ABB IP Router Secure IPR/S 3.5.1 - Training

Training & Qualification Database: https://go.abb/ba-training

— Webinars

* New IP devices: IP Router IPR/S 3.1.1 and IP Interface IPS/S
3.1.1 (October 2015)

* Advanced features of IP devices: IP Router IPR/S 3.1.1 and IP
Interface IPS/S 3.1.1 — Part 2 (November 2015)

» Various software tools for KNX, e.g. firmware update with
ABB i-bus® Tool (February 2019)

— Webinar slides
— Webinar recordings (MP4 file)

"
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—
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Jiirgen Schilder and Thorsten Reibel - November 2015

» Building
outer IPR/S 3.1.1
and IP Interface IPS/S 3.1.1 — Part 2
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ABB IP Router Secure IPR/S 3.5.1

— The IP Router Secure has the same properties (ETS parameter,
filter table, ...) as a standard IP Router

— NEW: For commissioning and operation in KNX Secure mode,
the “Factory Default Setup Key” (FDSK) is also required

— When delivered, there are two stickers with the “Device
Certificate” on the left side of the device

— No backdoor - if a project or the keys are lost, they are lost!

;AN‘pOE

®oy PR35,

ray
ABBw—bus" KN @

Device Certificate (FDSK)

fDevice Certificate (FDSK) A
AABLST-PTKAAA- E. E
CAQDAQ-COMBYI-

BEFAWD-ANBYHT Er
FDSK

AABLST-PTKAAA- E E
CAQDAQ-CQMBYI-

BEFAWD-ANBYHT
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ABB IP Router Secure IPR/S 3.5.1

— When commissioning the device, therefore, a few points must
be considered

-
— Only ETS5 is supporting KNX Secure ‘
LAN (PoE)
— Manufacturers of BMS/visualization software have integrated |
KNX Secure, so interoperability with IP Router Secure is available Son PR35
% ;m_
ABB i-bug® oo @
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ABB IP Router Secure IPR/S 3.5.1 - Commissioning

— As soon as a KNX Secure device is imported into a project, an
ETS project password must be assigned
- ETS enforces this

— The project is thus protected against unauthorized access

— The password must not be lost — without this password, access
to the project is not possible

[] ETS5™ - IP Router Secul E e ° i =)
t ostics Apps  Windo (2]
Settin K N X
P Router Secure Last Modified: 1001.201313:33  Total size: $2.35 K&
Detail Security Project Log Project il
Name Password
IPRouterSecure ~ eeeeessesees = Change Passwort d
09.01.201913:27  Accepte
Project Numb BCUK
09.01.2019 08 n’ 7
08.01.2019 15 c 50y
(Y Set Project Password
02.01201¢ 23 ‘ 3 r
27.12.2018 00;
19.12.2018 19: A good password should consist o ast eight characters
at least one number v, one uppercase |etter one IO\ rercase
19.12.2018 15: L
letter, and have a speclal character.
18.12.2018 15:
18.12.2018 02 ss range for plug-ins
New Password o Hgne
17122018 13 et
- 1T eeessssssscsssscssee
12.12.2018 11
03.12.2018 11
2612018140 | geeeeesessccsscssece Lo
09.11.2018 10:,
25.10.2018 12:
OK Can
ETS Version ETS 5.6.6 (Build 1190) License ETSS Professional  Apps 22 active
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ABB IP Router Secure IPR/S 3.5.1 - Commissioning

— In the topology view, set the security level
* Automatic (default)
« ON
- OFF

ETS5™ - IP Router Sex

it Workplace
@ Close Project

x

Topology, Group Addre.

[ Topology
[ Dynamic Folders

Group Addresses ¥

= Add Main Groups | ~

Group Addresses
[55 Dynamic Folders

Intel(R) Ethernet Connecti.

¥ Download |+ @ Info ~

Workplace | 2| Catalogs [l Diagnostics

#) Reset Unload ~ &= Print

Area *  Name

Areas Lines Devices

Main Grot Name

Main Groups

Topology

Description

Building

Mainline M

Security
Automatic

Off

Parameter

&3 Print

Description

pe

Pass Through Line Couple

P
Group Addresses | {]| Devices >

Zu Properties >

o @

Settings Comm...  Inform...

Backbone Name
Backbone area

Description

Status

Unknown -
Backbone Medium

or -
Network Latency

WLAN (< 1s) -
Multicast A

22402312

Security
Automatic

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations
Undo History

Last used workspace




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

— Add IP Routers Secure and the other devices to the project, set
parameters, link group addresses,...

— IP Routers Secure have the same parameters (filter table, ...) as
a standard IP Routers

— Additional addresses (local) for the tunneling server of the IP
Router are defined

s

Edit Workplace Commissioning Diagnostics Apps Window

@ Close Project Undo

i Topology

[%5 Dynamic Folders

4§ 1Areano. 1

4 E 11 Line 1.1XYZ
4 fial 11.01PR/S3.5.1 IP Router, MDRC
b 1.1.1 KNXnet/IP tunneling interface
b 1.1.2 KNXnet/IP tunneling interface
ok 1.1.3 KNXnet/IP tunneling interface
<k 1.1.4 KNXnet/IP tunneling interface
b 1,15 KNXnet/IP tunneling interface
1] 1.1.6 DG/52.64.1.1 DALI-Gateway,Basic, 2f M..
4] 1.1.7 FCC/$1.1.2.1 Fan Coil Controller,PWM,..
4] 1.1.8 6136/07-8xx-500 Smart Touch 7

1] 1.1.9 5V/530.640.5.1 Power Supply,Diagnosi...

[ 12 Line 12XvZ
E 13 Line 1.3z

IP-Router Arbeit ("71) (1921.. | ~

= Reports

Highlight Changes  De

KNX->LAN

LAN->KNX

P settings

Group Objects

Workplace ¥

Catalogs

1.1.0 IPR/S3.5.1 IP Router, MDRC > KNX->LAN

Group telegrams
main groups 0..13

Group telegrams
main groups 14..31

Physically addressed telegrams
Broadcast telegrams

Telegram confirmation
for group telegrams

If free group address structure is used:

Main group 013 => 1.28671
Main group 14..31 => 28,672..65,535

<
Parameter

110 PR/S351 P RouterMDRC

B Diagnostics  [J:]:| Topology

Grant Customer Access

Filter

O Filter Block

O Route Block

O Only if routed

<--- NOTE

g suilding

Always

i Properties

@ B O
Settings ® Comm...
Name

IPR/S3.5.1 IP Router, MDRC
Individual Address
1 (=

Description

Last Modified 10.01.2019 14:07
Last Downloaded -
Serial Number

Secure Commissioning
@ Activated

BB Add Device Certificate
Secure Tunneling

@ Activated

Status

Unknown

#- Find and Replace
Workspaces

@ Todo Items

D Pending Operations
Undo History

Last used workspace

o

Inform...

Park

i




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

Edit Workplace Commissioning Diagnostics Apps Window

— “Properties” > “Settings”

E o
© Close Project Undo 3 =% Reports Workplace * =2 Catalogs [l Diagnostics  [[i1 Topology

* Device name (is loaded in the device)

X Delete W Download | v Highlight Changes  Default @ Grant Customer Access

5 @

. . s
[it] Topology b - Comm... Inform...
* |Individual address e PP ————————
Dynamic Folders Name
4 ¥ 1Areano.1 KNX->LAN Group telegrams IPR/S3.5.1 IP Router, MDRC

main groups 0..13 e

* Description L st | G s

4 fig] 1101PR/S3.5.1 IP Router, MDRC Filter wul | e} Park
b 1.1.1 KNXnet/IP tunneling interface

main groups 14..31

Description
estings Physically addressed telegrams O Filter | Block

— New:

ok 1.1.2 KNXnet/IP tunneling interface
ek 1.1.3 KNXnet/IP tunneling interface

ok 1.1.4 KNXnet/IP tunneling interface

Broadcast telegrams

Telegram confirmation

O Route Block

O Only if routed

Always

. S ecure C omm ] S S'i (o) n-i n g ol 115 KNXnet/IP tunneling interface for group telegrams Last Modified 10012019 1407

1] 116 DG/S264.1.1 DALL-Gateway Basic 20 M.. I free group address structure is used: Last Downloaded -
4] 1.1.7 FCC/51.1.2.1 Fan Coil Controller,PWM, .. Main group 0.13 => 1.28671 <--- NOTE Serial Number

1] 1.1.8 6136/07-8xx-500 Smart Touch 7 Main group 14.31.=>28,672:65,535 Secure Commissioning
4] 1.1.9 5V/530.640.5.1 Power Supply, Diagnosi. @ Activated

E 12Line1.2XYZ BE Add Device Certificate

* Secure Tunneling E 13 e 1302
Secure Commissioning ® Actiared

Status

l ’ Activated v ek

] § Add Device Certificate
. Activated ' A Find and Replace

» Add device certificate (FDSK and serial number)

i Secure Tunneling Workspaces
Deactivated : @ Todo tems
‘ Actxvated A © Pending Operations
Grood Undo History

IP-Router Arbeit (*.71) (192.1. = 110 IPR/S35.1 IP Router MDRC Last used workspace
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

ETSS™ - IP Router Secure.

Edit Workplace Commissioning Diagnostics Apps Window

- “Properties” - “Settings”

= = — =
@ Close Project Undo =% Reports Workplace * 2| Catalogs  [MP Diagnostics [[ili| Topology =~ [E8] Building |28 | Group Addresses  [{1] Devices >

£ Properties >

— Secure Commissioning

Topology X | Diagnostics

* X Delete W Download | ~ - Highlight Changes P Grant Customer Access

Name

* If secure commissioning is deactivated for at least one IP + )
router, all IP Router Secure and the communication on the IP 2D e — [ererfrere

4 B 1Areanc.1 KNX->LAN Groip Eegram: Fiter
main groups 0..13 = 11 o 2 | Pk

backbone is not in secure mode!!! A T e

4] 1.1.0 ABB IP Router Secure IPR/S3.5.1 i AL
4] 1.1.6 DALI-Gateway, DG/S2.64.1.1
4[] 1.1.7 Fan Coil Controller,PWM,3-speed, FCC/..

4] 1.1.8 Smart Touch 7, 6136/07-8xx-500 PRI P Route
Secure Commissioning
4] 1.1.9 Power Supply, Diagnosis, SV/530.640.5.1

P settings Physically addressed telegrams O Filter  Block

Block
Last Modified 16.01.2019 12
Last Downloaded 16.01.2019 09.

) F P Only if cguted Al
1] 1.1.10 Switch Actuator,4-fold,SA/S4.16.6.1 Deactivated NS
E 12Line12XvZ Serial Number _ 0002:7C088
4 ine 12

Secure Commissioning

el 1.2.0 ABB IP Router Secure IPR/S3.5.1 j<--- NOTE

1] 1.26 Control element s0lo®, 4-gang T TOUp TS T > 25 0T 207357 Deactivated

E 13Line13xvz

. Security Notice
The device is no longer loaded securely. SF
= % - Find and Replace
The passwords of the IP interfaces are deleted and therefore can be used by gt P
anyone without a password. Workspaces

The IP backbone communication will be unsecure. @ Todo ttems
All already secured devices on the IP backbone must be downloaded again.

Status

“ Unknown .

© Pending Operations
>
Undo History

Router Secure IPR/S3.51 Last used workspace
OK Cancel ||= == =

I




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

— “Properties” = “IP”
» Setting the IP address (automatically or static)

* Multicast address
224.0.23.12 / port 3671 is the defined address for the
KNXnet/IP from the KNX Association in conjunction with IANA
for KNX IP devices

* The MAC address is read out after a download and displayed
New:
+ Commissioning password

e Authentication code

ETS5™ - IP Router Secure

ETS Edit Workplace Commissionin g Diagnostics Apps  Window ~ 9
= = =
=% Reports Workplace * | ==| Catalogs | [l Diagnostics ||| Topology Emldmg 22| Group Addresses 4 >
Zu Properties >
X Delete W Downlozd | ~ Highlight Changes Default Paramsters  Grant Customer Access 0 @
P Com... Infor...

[iF] Topology

[ Dynamic Folders
¥ 1Areanc.1
4 E 11Line 11XvZ

4 flg] 1.1L.01PR/S25.1 IP Router, MDRC
b 1.1.1 KNXnet/IP tunneling interface
wfl 1.1.2 KNXnet/IP tunneling interface
ol 1.1.3 KNXnet/IP tunneling interface
el 1.1.4 KNXnet/IP tunneling interface
el 1.1.5 KNXnet/IP tunneling interface

4] 1.1.6 DG/$2.64.1.1 DALL-Gateway,Basic. 2f MD...
4] 1.1.7 FCC/51.1.2.1 Fan Coil Controller, WM 3-...

4] 1.1.8 6136/07-8x¢-500 Smart Touch 7

] 1.1.9 5V/520.640.5.1 Power Supply, Diagnosis,..

E 12line 12XvZ
E 13Line 13xvz

USB Interface (MDRC) (A3B) =

KNX->LAN

LAN->KNX

IP sattings

7 L1.0IPR/S3.5.1IP Router, MDRC > KNX->LAN

Group telegrams
main groups 0..13

Group telegrams
main groups 14..31

Physically addressed telegrams
Broadcast telegrams

Telegram confirmation
for group telegrams

It free group address structure is used:

Main group 0..13 => 128671
Main group 14..31 => 28,672..65535

Filter
Filter

Q Filter

O Route

O Onlyifr

< NO

Block

Bloc!

k

© Obtzin an IP address automatically

Use a static IP address

MAC Address
Unknown

Multicast Address
22402312

W Commissioning Password
= NGgtpk

W Authentication Code
Pu_gn;u

¥ Commissioning Password

* NGgtpk

W Authentication Code

Pu &h:U

A Find and Replace
Workspaces !
@ Todo Items

© Pending Operations

_Group Objects |

Parameter

110 FR/ZET F ReutnMORT

Undo History

Last used workspace
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

— When commissioning a KNX secure device (first download), a -
commissioning key (“Device Certificate”) is required A g
— This commissioning key consists of | —-— - p— m— N
evice Cerlificate
* FDSK = Factory Default Setup Key oL iam ( I]EI a]
® Tologr
. AABLST-PTKAAA-
* Serial number IPR/S it iy CAQDAQ-CQMBYH-
. . . . BEFAWD-ANBYHT E |'
and is placed on a sticker on the left side of the device and must
be imported into the ETS =7 : FDSK
— One sticker can be used for project documentation, the other | AABLE7-PTKAAA- 02210
: CAQDAG-CQMBYI-
can be left on the device B EE AWDANBYHT o
" RAs
Device Certificate (FDSK)
o — [CE:
g i
- am
ro.ve O3 ‘




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

The FDSK is only required for initial commissioning
After that, the ETS creates new “Tool Keys”

The “Tool Keys” are transferred via the bus with encryption
based on FDSK to the IP Routers

Further device configuration is encrypted based on the “Tool
Key”

The FDSK is only needed again after a device reset to factory
settings

-

LAN (Pog)

®oy PR35, y
T UNK

® Toograr

ABB iy i @

Device Certificate (FDSK)

fDevice Certificate (FDSK) A
AABLST-PTKAAA- E. E
CAQDAQ-COMBYI-

BEFAWD-ANBYHT E |'

FDSK

AABLST-PTKAAA- E E
CAQDAG-CQMBYI-

BEFAWD-ANBYHT

" e )

A DD



Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

[T ETS5™ - 1P Router Secure L 2 “ o
~ @

How to enter the “Device Certificate”? e

Edit Workplace Commissiening Diagnostics Apps Window
] = oy oy
@ Close Project Undo Redo =4 Reports Workplace * Catslogs  [BF Disgnostics  [|31i| Topology  [BH] building  [33 ] Group Addresses  [{]] Devices >

roperties

— The ETS asks for the key when first programming

X Delsie ® Downlosd |+ @ fep @ Highlight Changes Do Zarameiers  Grant Customer Access " )
. I . cCe ” (i Topology Backbone T 11.0IPR/S3.5.1IP Router Secure > IP settings com...Infor.
— Click on “Add Device Certificate B oo
4 Bl 1Areano 1 KNX->LAN Type of IP communication © Multicast Unics  [PR/S3.5.1 1P Router Secure
. - Eﬁ‘l Line L1XYZ [ The device name, IP address and Individual Address
[ ] S I t d d - 1.1.01PR/S2.5.1 [P Router Secure tunneling servers are set in the <--- NOTE 11 [ Park.
e e C e eV] C e ol 111 KNXnet/IP tunneling interface 1P settings Properties windaw of ET5. Description
el 11,2 KNXnet/IP tunneling interface
: “ : ” el 113 KNXnet/IP tunneling inte =1
* ETS main menu “Security st rngr] B Ading Devcs Crtcte
ola 115 KNXnet/IP ‘tunneling inte} E Last Modified 07.08.2019 11:22
> > 4] 116 DG/52:64.1.1 DALI-Gatew: Last Downloaded -
— The reading can be done offline D stcesstmcorom e e R l
E 1.1.8 6136/07-8xx-500 Smart Tc Secure Commissioning
. . 4] 119 5V/S30.640.5.1 Power Sup| -
— The keys are assigned automatically to the IP Routers Secure by B s2tess202

ETS

E 13 line 13XvZ

ETS5™ - IP Router Secure

it Workplace Commission|

+ 73 2

Name

IP Router Secure

Last Modified ¥ Status
10012091339 Unknd(
090120191327  Accepte
090120190845  Editing
080120191520 g

02012019 23 o

1| g
Overview Bus
Cancel
Projects = Archive ETS Insite TP Router secure Last Modified: 111472019 225 #M  Total size: 11536 M5

t Keyring

BTy Key (FDSK) Device




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

How to enter the “Device Certificate”?

— The key can be

* Entered via the keyboard
 Read in with a QR code scanner

» Read with the webcam of laptop

E‘E%E! Adding Device Certificate
[=]

This device supports secure commissioni

If you have the certificate of the device avail

ng.
labl

le, you

can scan the QR code or enter it noy

AABL57 - PTKAAA - CAQ

-

ARBL5ST-PTKAAA-
CAODAQ-CAMBYI-
BEFAWD-ANBYHT

Devic riificate (FDSK)

~

[m]
(=]

Cancel

=

FDSK

AABLS7-PTKAAA-
CAQDAQ-CAMBYI-
BEFAWD-ANBYHT

.

-
=

=




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

How to enter the “Device Certificate”? , _ ’ =
EIL%E]!EI Adding Device Certificate
— The key can be =l G
® Ente red Via the keyboard \TTZ:::: :f:i::;li?z::::ff:zgsxsc‘zr::agnable you can scan the QR code or enter it now.

* Readin with a QR code scanner
» Read with the webcam of laptop

AABLS7 - P7TKAAA - CAQDAQ - CQMBYI -




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1"

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

How to enter the “Device Certificate”?
— The key can be

* Entered via the keyboard

* Read in with a QR code scanner

* Read with the webcam of laptop

E:

e

Adding Device Certificate

This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it now.

AABLS7 - PTKAAA - CAQDAQ

- CQMBYL - BEFAWD  JANBYH |

Cancel
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

How to enter the “Device Certificate”?

— Valid keys (serial number and FDSK) has been entered

— The ETS assigns the FDSK to the IP Routers Secure
automatically

ETS5™ - IP Router Secure

- 1.1.0 IPR/S3.5.1 IP Router Secure > IP settings

E%E! Adding Device Certificate
[=

This device supports secure commissioning

orts secure E
If you have the certificate of the device available, you can scan the QR code or enter it nol

KNX->LAN Type of IP communication

AABLS7 - PTKAAA - CAQDAQ - CQMBYI

N

Serial Number 0002:BEFDFF50

[[Factory Key _000102030405060708090A080CODOEOF )

- BEFAWD

~ @
Properties
' k= 0
Sett bl Com... Infor...

Unice IPR/S35.11P Router Secure

n Individual Address
P

11

Description

[t v

£ Find and Replace




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Commissioning

The ETS assigns the “Backbone Key” to all KNX IP Secure devices
in the project and also generates separate passwords for each
tunneling server

The passwords of the tunneling server can be changed if
necessary

The keys are generated and managed by the ETS
If necessary, keys and passwords can be exported




Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Download IP Router Sec.

The individual address and application program can be ”“"““*‘“ -
programmed in different ways , N ; e,

— Another programming interface (USB or IP) which supports KNX ~ Comestin Curent nterface 4 UsB

.+, ABB USB Interface (MDRC)

“long frame” telegrams (APDU > 15), e.g. USB/S 1.2 from ABB s 11255

USB Interface (MDRC)
4 Configured Interfaces +

I Manufacturer

— One of the integrated tunneling servers i « Discovered Inerfaces

Group Monitor Medium

. . & USB Interface (MDRC) (AB3)
— Local download, via KNXnet/IP Routing =

~ Diagnostics

™
onnection 1217-LM  224.0.23.12
Individual Address
192.168.0.106:3671

11255 Address free?

4EETSACT:
scure - 9:80:
L 15150 1P Router Secure 192168.0.105:3671 00-0C:DE:88:80:D
Unlosd Device Max telegram length (APDU):
Device Info 53

= Individual Addresses
Programming Mode
Individual Address Check

Line Scan

Ok Test

ETS Version ETS 5.6.6 (Build 1190) Licanse ETSS Professional  Apps 22 active
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Download IP Router Sec.

ETS5™ - IP Router Secure

— Theindividual address was programmed via USB

. . @ Close Project Undo =% Reports Workplace ¥ = =| Catalogs [l Diacmactice 230 Tonatoa L 0icine 88 oo dddecccas (]| Devices
— Even though another interface, e.g. USB is used, the ETS

switches to “Direct IP” and the application program will be
downloaded directly via IP (if “Use direct IP connection" is R B | Numbor| Group A} ome

. o . o i
activated and the IP connection is available) AT R |
» M 1.1.0 ABBIP Router Secure IPR/S3.5.1
E 1.1.6 DAL-Gateway, DG/S2.64.1.1
4[] 1.1.7 Fan Coil Controller,PWM,3-speed, FCC/...
4] 1.1.8 Smart Touch 7, 6136/07-8xx-500
4] 1.1.9 Power Supply,Diagnosis, SV/530.640.5.1
4] 1110 Switch Actuator,4-fold, SA/S4.16.6.1
4 E 12line12XvZ

1.2.0 ABB IP Router Secure IPR/S3.5.1
1] 126 Control element solo®, 4-gang v Download(Phy. Addr: Finished
[ 13 Line 13xvZ [

Topology

) Reset Unload » =4 Print

)

Group Objects  Parameter

Control4 USB Interface (M. - 110 A83 I Router Secure IPR/S3.5.1 Last used w

AL Ik D
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Downloading

Downloading with tunneling servers:

With one of the integrated tunneling connections KNX devices and

the IP Router Secure can be programmed

— Choose the tunneling interface of an IP Router and click “Select”

~ Diagnostics

ETS5™ - IP Router Secure

Edit Workplace Commissioning Diagnostics Apps Window

Overview Bus Catalogs Settings

~ Connections Current Interface

Gy ABB USB Interface (MDRC)
Interfaces Individual Address: 1.1.255

Options 4 Configured Interfaces
= Monit
onitor 4 Discovered Interfaces

Geoup honitor 11.0 ABB IP Router Secure IPR/S35.  192.168.0.106:3671

Bus Monitor

USB Interface (MDRC) (ABB)

Intel(R) Ethernet Connection 1217-LM  224.0.23.12
Unload Device

e & &

Intel(R) Ethernet Connection 1217-LM  224.0.23.12
Device Info

— Individual Addresses
Programmin g Mode
Individual Address Check

Line Scan

1.2.0 ABB IP Router Secure [PR/S35.  192.168.0.105:3671

T
KNX

@ <& IP Tunneling
Name

ABB IP Router Secure IPR/S3.5.

Host Individual Address

110

Individual address

No specific address

1P Address
192.168.0.106

Port
3671

MAC Address
00:0C:DE:89:80:02

N

Test Select
&

Licanse ETSS Professional  Apps 22 active

[E=E
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Downloading

Downloading with tunneling servers:

With one of the integrated tunneling connections KNX devices and
the IP Router Secure can be programmed

— One of the free tunneling servers will be taken over

— For a faster download, a tunnel connection should be created to
each IP Router Secure

Edit Workplace Commissioning Diagnostics Apps Window

L]

Overview Bus

Interfaces

Options
= Monitor

Group Monitor

Bus Monitor
~ Diagnostics

Unload Device
Device Info
= Individual Addresses
Programming Mode
Individual Address Check

Line Scan

Catalogs

Settings

Current Interface

1.1.0 ABB IP Router Secure IPR/S3.5.

Individual Address: 1.1.1

4 Configured Interfaces =

4 Discovered Interfaces

S

@ E &

1.1.0 ABB IP Router Secure IPR/S3.5.
1.2.0 ABB IP Router Secure IPR/S3.5.

US8 Interface (MDRC) (ABS)

Intel(R) Ethernet Connection 1217-LM

Intel(R) Ethernet Connection 1217-LM

192.168.0.106:3671

192.168.0.105:3671

22402312

22402312

00:0C:DE:892:80:02

00:0C:DE:88:80:DE

S4:EE75:4C1F49

S4:EE75:4CIF49

£TS Version ETS 5.6.6 (Build 11¢

90)

TS
KNX

@ <& IP Tunneling
Name
ABB IP Router Secure IPR/S3.5.

Host Individual Address
110

Individual Address

111 Address free?

1P Address
192.168.0.106

Port
3671

MAC Address
00:0C:DE:89:80:02

Ok

Licanse ETSS Professional  Apps 22 active

R S S —

(2]
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Downloading

Downloading with tunneling servers:

With one of the integrated tunneling connections KNX devices and
the IP Router Secure can be programmed

— Firewall, virus scanner, ... can block a download
- USB Interface!

% McAfee Host Intrusion Prevention

Application Infarmation | Connection [nformation ]

Metwork Application Alert
Application attempting to access the Network.

Allow

Selecting "Allow'" will create a new permizzion rule for this application,
Selecting Deny will create a new block rule for this application.

Infarmation
Event Time : 03.04.2018 10:30:26
Product Hame : ETS
Application Hame : ETS.EXE
Application Path : CAPROGRAM FILESSETS44ETS.EXE
Vendor Name : KM Agsociation cvba
Yersion : 4.0.2504.18788
Optiohs

USB Interface

Update Security...

On-Access Scan Statistics...

McAfee status: Issue detected

: 14:10

I "
® @k v me 0D 000003

-

Quick Settings >

Manage Features 4

v On-Access Virus Scanning - on
On-Access Scan Properties... Scan Computer for >

On-Access Scan Messages... B} View Security Status...

Open Access Protection Log File McAfee Agent Status Monitor...

v HostIPS - on

LIPS,

v Firewall - on IX 1
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1”

ABB IP Router Secure IPR/S 3.5.1 - Export

Export of ETS project: T -
. . =z : jects Archive ETS Inside
— Projects should be exported at regular intervals L] ? cffl | Projects | Archive ET 5 o
— The exported projects are quasi the “backups” on which one can fike) A Ei s -
fall back later on o * Lt erid |
] o ) e IP Router Secure 23012019 [
— The completely exported project contains additional files S E—
N Set Key
* DLLs of plug-ins B8t Lt 22012019
TAUTZ0T9 U906 Unknown oo System Language
+ KNX Secure passwords, keys, ... BOAE G SDme g
08.01201915:20  Editing ree
27.12.201800:34  Unknown ;‘eiectat:date ] OT:rZeT.:eI
1912.20181937  Unknown Status Compatibilty
181220181515 Unknown Sl bt Hide extended group address range for plug-ins
1812201809:40  Unknown Comment Use:slawed b= commugication
x‘2.12‘2018 1;43 Unkn:)':‘:‘n
03122018 11:14 Accepted
26.11.2018 14:47  Unknown
09.11.201810:22  Unknown
25102018 12:36  Unknown B u
ETS Version ETS 5.6.6 (Build 1190) License ETSS Professional Apps 22 active
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ABB IP Router Secure IPR/S 3.5.1 - Export

Export all KNX Secure keys, passwords, ...:

— ETS main menu “Security” - Export of all keys “Keyring’
* Backup
* For visualization systems based on this project
+ Diagnostics with another ETS

— Password protected file “*.knxkeys”

H

ik
Overview Bus
Projects = Archive
+ 7% L

Name

IP Router Secure

Catalogs

ETS Inside

m&m Workplace Commissioning Diagnostics Apps Window

Settings
1P Router Secure l

Details

Last Modified v  Status

10.012019 1339

09.01.2019 13:27

09.01.2019 08:45

08.01.2018 15:20

02.01.2018 23:47

27.12.2018 00:34

19.12.2018 19:37

19.12.2018 15:55

18.12.2018 15:15

18.12.2018 09:40

17.12.2018 13:40

1212.2018 11:43

03.12.2018 11:14

26.11.2018 14:47

09.11.2018 10:22

25.10.2018 12:36

Unknd Export
Accepte Export Keyring

Editing Device Certificates

Editing =+ Add

Security Project Log Project Files

Unknow [ Serial Number 4
Unknow | 00027BEA4BSS0
0002:7C08B550

Unknow

Factory Key (FDSK) Device
0C4DFE39B0DCIEGEF40FEAD2A06A5347
EF534A322337A8488357EF22845A828D

Unknow
Unknow
Unknow
Unknow
Unknow
Accepte
Unknow
Unknow

Unknow

ETS Version ETS 5.6.6 (Build 1190)

Last Modified: 1/14/2013 2:57 PM  Total size: 11538 M3

License ETSS Professional

Apps 22 active
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ABB IP Router Secure IPR/S 3.5.1 - Reset

Unload the IP Router Secure and reset to factory settings: [t} Topology x

I Dynamic Folders

— The device can be reset to factory settings

4 .y 1Areano. 1
- Itis a secure device and the following should be noted: 4 [ 11 Line 11XYZ
* In secure mode operation, the device can only be reset via the & biviaa .l
ETS if the ETS uses the project with which the device was e 1.1.1 KNX s
. . . . . 4 licati
parameterized or if the FDSK is present in the project ek 1.1.2 KNX nloa nload Application
L 113KNX @ Info *  Unload Application and Address

* The IP Router Secure will be unloaded like a standard device

1 )
s 1.1.4 KNX v Reset Device

L 115 wvnv

Number Group |

i
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ABB IP Router Secure IPR/S 3.5.1 - Reset

Unload the IP Router Secure and reset to factory settings: [Et] Topology *  Number Group

: : . [55 Dynamic Fold
Option “Unload application” I D osidc i

4 3y 1Areano. 1
— The IP address and IP configuration will be retained S e
— Any unicast configuration will be retained % boron > l
: : ea 1.1.1 KNX
— The passwords and IP addresses of the tunneling servers will be i s [ s ]. [Un,oad Applicatio}
deleted - o
L 113KNX @ Info *  Unload Application and Address

— The key for multicast communication (“backbone key”) will be & LA R .
retained l 11 niv i

— The tool key assigned by the ETS will be retained - the FDSK will
not be needed for reprogramming

— The physical address will be retained
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ABB IP Router Secure IPR/S 3.5.1 - Reset

Unload the IP Router Secure and reset to factory settings: k| Topology = Number Group )
. . . [55 Dynamic Fold
Option “Unload application and address” ynamic Folders
4 i1 1Areano. 1
— The device is reset to factory settings 4 B 11 Line 11XVZ
e.g. “Backbone Key”, “Tool Key”, ... is deleted
. . . . e . i Download »
— The FDSK is necessary for the recommissioning if it is not s 1.1.1 KNX
. . . . . . . Unload *  Unload Applicati
present in the ETS project from the original commissioning s 1.1.2 KNX nlos ETE T

" 4

L 113KNX @ Info » [Unload Application and Address

1 ; - :
w2 1.1.4 KNX v Reset Device

L 115 wvnv

L
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ABB IP Router Secure IPR/S 3.5.1 - Reset

Reset directly on the IP Router Secure:

The reset to factory settings can also be performed directly on the

device. This does not pose a security risk because the device is no

longer part of the secure system - No multicast communication

to other IP Router Secure possible!!!

— Press the programming button (3) when the KNX bus is not
connected

— Hold the programming button (3) down and plug on the bus
terminal

— The programming LED (2) flashes (2 Hz)

— Hold the programming button (3) for at least 5 sec. and then
release it

— The programming LED (2) goes out, and the device reboots with
the factory settings

— The IP Router can be reprogrammed if the device’s FDSK key is
still known to the ETS
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Situation 1 - Attack over the IP network

PC .
No IP Secure — ET{S’ Visu
— Record and send KNX telegrams with ETS group monitor X = &

— Record and analyze IP telegrams with special software, HAN (L)
e.g. Wireshark

M Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
&= = G N B ==
dmco liBRBRe=>=R ST EAKARQXE IPR/S IP Router IPR/S IP Router
[ [source=192.168.0.106 1.1.0 1.2.0
No. Time Source Destination Protocol Length Info -
‘ 92 5.488252 192.168.0.109 224.0.23.12 KiXnet/IP 60 RoutingInd L Data.ind 1.2.6->1/4/1 GroupValueWrite $01
93 5.539876 192.168.0.107 192.168.0.1 DHS 96 Standard query @xb6c8 A culpehnswss@l.servicebus.windows.net T 1.1.10
94 5.560845 192.168.0.107 192.168.0.1 Dis 88 Standard query @xfc35 A parental.rest.gti.mcafee.com Switch Actuat
95 5.561666 192.168.0.108 224.0.23.12 KiXnet/IP 60 RoutingInd L _Data.ind 1.1.1@->1/4/2 GroupValueWrite $01 = e o e WItC ctuator § e e
i 96 5.895736 192.168.0.107 192.168.0.1 DNS 86 Standard query @x52ec A updatekeepalive.mcafee.com x : . ss e
L 97 6.281394 192.168.0.109 224.0.23.12 KiXnet/IP 60 RoutingInd L Data.ind 1.2.6->1/4/1 GroupValuewWrite 300 * 000 A-Switch: 1/4/1 *
98 6.361176 192.168.0.108 224.0.23.12 KlXnet/IP 6@ RoutingInd L Data.ind 1.1.1@->1/4/2 GroupValueWrite $@@ — | A-Status: 1/4/2 aY} il D
99 6.368691 WistronI_4c:1f:49  Broadcast ARP 60 Who has 192.168.1.1? Tell 192.168.0.100 — I . — | Py
100 6.403460 192.168.0.107 192.168.0.1 DNS 73 Standard query @x4013 A www.google.de ] )
101 6.672286 192.168.0.107 192.168.0.1 DHS 87 Standard query @x7be4 A inference.location.live.net c = | | c \ J
102 6.746145 HewlettP_Sb:iec:8a  AbbStotz 4a:88:f2  ARP 42 Who has 192.168.0.108> Tell 192.168.0.107 3 i
> Frame 97: 68 bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: AbbStotz_08:80:58 (00:0c:de:08:80:58), Dst: IPv4mcast_17:0c (01:00:5e:00:17:0c)
Internet Protocol Version 4, Src: 192.168.0.109, Dst: 224.8.23.12 i il 1.2.6 Control Element
User Datagram Protocol, Src Port: 3671, Dst Port: 3671 - - - : / /
KNX/IP Routing Indication = YT " R1-Switch1/4/1
CEMI L_Data.ind, P=Low, H=5, Src=1.2.6, Dst=1/4/1, GroupValueWrite $@@ " [ ] Ri_LED. 1/4/2
]
0

KNR KNR
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Situation 1 - Attack over the IP network

No IP Secure: Record and analyze IP telegram with special software, e.g. Wireshark

M *Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
Am 0 BRB Ie>=F sEEHaaan
[ [source=192.168.0.106
No. Time Source Destination Protocol Length Info
’ 92 5.488252 192.168.6.109 224.0.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $01
i 93 5.539876 192.168.0.187 192.168.0.1 DNS 96 Standard query @xb6c8 A culpehnswss@l.servicebus.windows.net
E 94 5.560845 192.168.0.167 192.168.0.1 DNS 88 Standard query @xfc35 A parental.rest.gti.mcafee.com
t 95 5.561666 192.168.0.108 224.0.23.12 KNXnet/IP 60 RoutingInd L _Data.ind 1.1.18->1/4/2 GroupValueWrite %01
: 96 5.895736 192.168.0.1087 192.168.0.1 DNS 86 Standard query @x52ec A updatekeepalive.mcafee.com
[97 6.281394 192.168.0.109 224.8.23.12 KNXnet/IP 60 RoutingInd L _Data.ind 1.2.6->1/4/1 GroupValueWrite $@0 ]
98 6.361176 192.168.0.1e8 224.0.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.1.18->1/4/2 GroupValueWrite %00
99 6.368691 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.163.0.100
100 6.403460 192.168.0.107 192.168.0.1 DNS 73 9
101 6.672286 192.168.8.107 192.168.0.1 DNS 874 |P address of IP Router: 192.168.0.109
182 6.746145 HewlettP_Sb:ec:8a AbbStotz_4a:80:f2 ARP 42 .
Multicast address: 224.0.23.12 =

Frame 97: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on in cd
Ethernet II, Src: AbbStotz_©8:80:58 (©0:8c:de:@88:80:58), Dst: IPv4mcast c (

Internet Protocol Version 4,(Src: 192.168.8.109, Dst: 224.0.23.12 ] KNX telegram;

Individual address: 1.2.6
CEMI L_Data.ind, P=Low, H=5,(Src=1.2.6, Dst=1/4/1, GroupValueWrite $00 | ‘ Group address 1/4/1

User Datagram Protocol, Src Port: 3671, Dst Port: 3671
KNX/IP Routing Indication

Value: “0”
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Situation 2 - Attack over the IP network

IP Secure
— The complete KNX telegram is encrypted

— An IP telegram with the same KNX group address and the same
value is different for each transmission
- No replay attack possible!

— The ETS has assigned a “Backbone Key” for multicast
communication on IP to all KNX IP Secure devices in the project

M “Ethernet
Datei i Ansicht igati i Analyse i
A = @® BREQRe2=FEEFERaAQHE

(W [anzeigefilter anwende Ct

Wireless Tools Hilfe

No. Time Source Destination Protocol Length Info

: 138 28.949368 192.168.0.107 192.168.1.39 SNMP 88 get-request 1.3.6.1.4.1.236.11.5.1.1.9.15.0
139 28.988366 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
140 29.108397 192.168.0.1067 192.168.0.1 DNS 84 Standard query @x6a3c A sls.update.microsoft.com
141 29.2406720 192.168.0.105 224.0.23.12 KNXnet/IP 97 SecureWrapper $@0@00006102E .00027BE4B550.0008
142 29.326881 192.168.0.106 224.0.23.12 KNXnet/IP 97 Securelirapper $00000206108D.020027C08B550.0069
143 29.344683 Avm_4c:eS:6a HewlettP_Sb:ec:8a ARP 60 Who has 192.168.0.1072 Tell 192.168.0.1
144 29.344703 HewlettP_Sb:ec:8a Avm_4c:e5:6a ARP 42 192.168.0.107 is at a@:d3:cl:5b:ec:8a
145 29.654080 192.168.0.107 192.168.0.1 DNS 83 Standard query @xc348 A officecdn.microsoft.com
146 29.847150 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
147 30.847166 WistronI_4c:1f:49 Broadcast ARP 6@ Who has 192.168.1.12 Tell 192.168.0.100
148 30.948341 192.168.0.107 192.168.0.1 DNS 90 Standard query @xb6ed A mobile.pipe.aria.microsoft.com

Frame 141: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface @
Ethernet II, Src: AbbStotz_88:80:de (@0:0c:de:88:80:de), Dst: IPvamcast_17:0c (91:00:5e:00:17:0c)
Internet Protocol Version 4, Src: 192.168.0.105, Dst: 224.0.23.12

User Datagram Protocol, Src Port: 3671, Dst Port: 3671

KNX/IP Secure Wrapper, Seq Nr: $00000006102E, Ser Nr: $0@027BE4BS50, Tag: $0008 (no key available)

N

IP Secure

Ers

LAN

IPR/S
1.1.0

Line 1.1.xxx

KNR

IP Router

Secure
00000000
.o e
000 n
|
00
o0 0
: 000
(=]
i
| |

i.1.10

Switch Actuator
A-Switch:1/4/1
A-Status:1/4/2

Visu

&
i

IPR/S IP Router

1.2.0 Secure
§ -.e - e
><- .. L]
[4Y] 0
N il (—
2 J
O

1.2.6 Control Element
L R1-Switch1/4/1
" R1-LED:1/4/2

KNX
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Situation 2 - Attack over the IP network

IP Secure: The complete KNX telegram is encrypted

‘ *Ethernet

Datei Bearbeiten

Ansicht Navigation Aufzeichnen Analyse Statistiken

Telephonie  Wireless Tools  Hilfe

AdE 7 ® ERRE Re>=F I EZ EQaAQAQH
| i l.&.f‘:zexgeﬁlter anwenden ... <Ctrl-/>
No. Time Source Destination Protocol Length Info
i 138 28.949368 192.168.0.107 192.168.1.39 SNMP 88 get-request 1.3.6.1.4.1.236.11.5.1.1.9.15.0
E 139 28.988866 WistronI_4c:1f:49 Broadcast ARP 6@ Who has 192.168.1.12 Tell 192.168.0.100
i 149 29.188397 192.168.0.107 192.168.0.1 DNS 84 Standard query @x6a3c A sls.update.microsoft.com
L{ 141 29.24@8720 192.168.0.105 224.98.23.12 KNXnet/IP 97 SecureWrapper $00000006102E.00027BE4B550.00038
142 29.326881 192.168.0.106 224.8.23.12 KNXnet/IP 97 SecureWrapper $00000006108D.00027C03B550.0069
143 29.344683 Avm_4c:e5:6a HewlettP_Sb:ec:8a ARP 6@ Who has 192.1638.0.107? Tell 192.168.0.1
144 29.3447@3 HewlettP_Sh:ec:8a Avm_4c:e5:6a ARP 42 192.168.0.107 is at a0:d3:cl:5b:ec:8a
145 29.654080 192.168.0.107 192.168.0.1 DNS
146 29.84715@ WistronI_4c:1f:49 Broadcast ARP IP address Of IP ROUter' 1921680109
147 30.847166 WistronI_4c:1f:49 Broadcast ARP Multicast address: 224.0.23.12
143 30.948341 192.168.0.107 192.168.0.1 DNS

» User Da
K

NX/IP Secure Wrapper, Seq Nr: $20820006102E, Ser Nr: $80@27BE4B55@, Tag: $@008 (no key available) ]

Ethernet II, Src:
Internet Protocol Version 4, Src
ram Protocol, Src Port: 3671, Dst Port: 3671

Frame 141: 97 bytes on wire (776 bits), 97 bytes captured (776 bits)
AbbStotz_88:80:de (90:0c:de:83:88:de
192.168.0.105, Dst: 224.0.23.12

o erfa
ﬁif Complete encrypted KNX telegram
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Situation 3 - Attack over the IP network

No IP Secure
— Unload and download an IP Router with the ETS is possible

[iE| Topology

v

[55 Dynamic Folders

4 iy 1Areal

E 1.1 Line 1.1.abc

4 [E 12Line 1.2 def

» "M 12.01PR/S3.1.1IP Router MDRC
4] 1.2.6 DAL-Gateway, DG W Download
4] 1.2.7 Fan Coil Controller
4] 1.2.8 Smart Touch 7, 61.

4] 1.2.9 Power Supply,Diac
41 1.2.10 Switch Actuator,4 ¥) Reset Device

Compare Device

Info

»

»

»

Number Group Add Name

' 4

|

Unload Application

Unload Application and Address

Ctrl + U

N

|

IX ETS

PC/

IPR/S IP Router
1.1.0

Line 1.1.xxx

KNR

00000000

000 n

1.1.10

Switch Actuator
A-Switch:1/4/1
A-Status:1/4/2

Visu

"4

IPR/S
1.2.0

IP Router

>

X “e sa

x

[aN] nl

N f (D

2 )

£

1.2.6 Control Element
. Ri-Switch 1/4/1
" R1-LED:1/4/2
KNX
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Situation 4 - Attack over the IP network

\ e/ |
IP Secure IP Secure ETS Visu

— Unload and download an IP Router with an “Attack ETS” is not E,% &
possible @ ‘ LAN 2

- No “BackboneKey”r | e UIIW
IPR/S IP Router IPR/S IP Router
1.1.0 Secure 1.2.0 Secure
i.1.10
00000000
P = Switch Actuator -
S — A-Switch: 1/4/1 S
. % A-status:1/4/2 o (-
S = 2 -
4 4
© o 1.2.6 Control Element
550 . R1-Switch1/4/1
" R1-LED:1/4/2
]
0
|
KNX (T
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Situation 5 - Attack over the IP network

\ _
IP Secure IP Secure ETS Visu @:
— Replacing the IP Router Secure with a IP Router Standard @ = i
. . . . . Eth t/LAN
— This does not pose a security risk because the device is not a sroet/ | - P Router
part of the secure system = No multicast communication to ‘e?\@’ E Secure
other IP Router Secure possible!!!
IPR/S IP Router IPR/S IP Router IPR/S IP Router
11.0 Secure 1.2.0 Secure X.y.0 (standard)

0o 00000
oo 0 il
- 0000000000000000 - 000 . 00000000
s e 00 00 -] b
i % 0
A A
x —— R —~
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Situation 6 - Attack over the IP network

IP Secure
— Factory reset can be done directly on the IP Router Secure

— This does not pose a security risk because the device is no
longer part of the secure system - No multicast communication
to other IP Router Secure possible!!!

— Despite existing FDSK there is no access to the system (e.g. the
sticker with the FDSK is still on the device)

— For commissioning and operation in KNX Secure mode, the
“Backbone Key” and “Tool Key” is required!

\

IP Secure

@_

PC/
ers

ek

Visu

IPR/S IP Router
X.y.0

Ethernet/LAN
IPR/S IP Router IPR/S IP Router
1.1.0 Secure 1.2.0 Secure
j] I
| |
[=1-] 0000000000
[-1-] n n
©000000000000000 ooo
........ [m]
n
KnX . KX ]

00000

KNR

00000000

LI

[-1.1.] n

a
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

A professional diagnostics and commissioning tool

,,@ i-bus® Tool 1.9.37.0

( /?, \\@

i-bus® Tool

L5
e

OABE ADRD
August 7, 2019 | Slide 67 RAPD



Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1"

ABB IP Router Secure IPR/S 3.5.1 —i-busTool

The ABB i-bus® Tool is required in order to set certain functions of the ABB IP devices and it simplifies commissioning on the IP side
HETy .. - . 0 O T.Amaaw.,. . ews

e option from left panel:

Connect to a single KNX device via Falcon for diagnostics and commissioning.

Demo mode for all supported KNX devices.

IP discovery with information about IP configuration. Discovers all ABB IP devices.

S bus calculation Calculation and sizing of the security busses (S bus 1 and S bus 3)

Supported devices Displays a list for all supported devices.
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

Go to the start page of the i-bus® Tool, click Connect and then click IP devices in the window that then appears
Hoaar) T - S 0009 S.aSmaes. . s

e option from left panel:

Connect to a single KNX device via Falcon for diagnostics and commissioning.

Demo mode for all supported KNX devices.

IP discovery with information about IP configuration. Discovers all ABB IP devices.

S bus calculation Calculation and sizing of the security busses (S bus 1 and S bus 3)

Supported devices Displays a list for all supported devices.
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

This function serves to find and display ABB IP devices in the network

i bus® Tool 1937.10
AL

Dark

Individual address IP Address TP1 Prog. LED | KNX Secure Firmware status
ABB IPR/S3.5.1 dx: P Rout 110 192.168.0.106 :80:02 Active v/ Uptodate

ABB IPR/S3.5.1 DB 4C: Line 1.2.x: ABB IP Rout 120 192.168.0.105 00:0C:DE:88:80:DE oK Active v/ Uptodate

Filter Detailed data
_——
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

The checkbox “Detailed data” shows more details about the selected device

s Individual address
Welcome

ABB IPR/S3.5.1 DB 4C: Line 1.2x: ABBIP P 120 192.168.0.105 00:0C:DE:88:80:DE < Active v/ Uptodate

Connect t

Filter Detailed data

Detailed data Unicast configuratio

osace Firmware = 0.3.662

IP address assignment method = DHCP

1P address = 192.168.0.106 Subnet = 255.255.255.0  Gateway = 192.168.0.1

BaseT = 100 MBit/s

Serial number = 00027C08B550

Physical address = 1.1.0

Programming mode = Off

Bus state = Ok

Routing multicast = 224.0.23.12

Secure mode = Enabled

Copy to dlipboard
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

The IP Router Secure cannot be updated in KNX Secure mode. In this case, the firmware update will be possible only with the ETS app
“ABB KNX Bus Update” . ol e Dl

IP Address MAC Address TP1 Prog. LED | KNX Secure Firmw

ABB IPR/S3.5.1 DB 3A: Line 1.1.x: ABB IP Rout . 192.168.0.106 00:0C:DE:89:80:02 Active v/ Uptodate

ABB IPR/S3.5.1 DB 4C: Line 1.2.x: ABB IP Rout 2 192.168.0.105 00:0C:DE:88:80:DE < Active Update available

S bus calculation Filter Detailed data

v Log
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

Blink LED: The LED of the selected device flashes for 5 seconds

Detailed data
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Webinar “KNX Secure and ABB IP Router Secure IPR/S 3.5.1"

ABB IP Router Secure IPR/S 3.5.1 —i-busTool

Restart device: The selected devices restart (not in IP Secure mode possible)

Detailed data
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ABB IP Router Secure IPR/S 3.5.1 —i-busTool

Create “Unicast Groups” of max. 10 IP Router - no IP Secure mode!!!

% i-bus® Tool 1.9.37.10

<m

Detailed data
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ABB IP Router Secure IPR/S 3.5.1

Summary - What is new?

— KNX IP Router Secure IPR/S 3.5.1 fulfills the KNX Secure Standard
(KNXnet/IP Security)

— Communication on IP backbone, tunneling servers and
commissioning from ETS are secure

— After commissioning, an IP Router Secure behaves like a
standard IP Router and also has the same parameters

— All functions from standard IP Router IPR/S 3.1.1 are available
— The ETS requests a password for the project
— The ETS user only has to remember the ETS project password!

— The “Device Certificates” (FDSK) of all IP Routers Secure and
other IP devices Secure must be entered

— The ETS generates and works with many keys — but there is no
need to change them
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Training & Qualification - Database

In In this database you can find the complete online training ABB

portfolio for ABB Home and Building Automation I —
The database includes the following types of training content:

— Application Manuals

— E-Learnings

— Presentations

- Video tutorials

— Webinar slides and videos

www.abb.com/knx or https://go.abb/ba-training

- Training and Qualification

- Training Database
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Training & Qualification - Calendar 2019

In addition to the online modules and the traditional training
programs offered by your local ABB sales team, we offer a variety
of on-site trainings conducted by our specialists at different ABB
training facilities

In this Training & Qualification Calendar you can find the
educational events that are taking place during 2019

If you are interested in a training please click the training und you
will be forwarded to register in “ABB MyLearning”

www.abb.com/knx or https://go.abb/ba-training

- Training and Qualification
- Training Calendar

ABB

Training & Qualification Calendar

}“IEIE MyLearning

HOME

5

CATALOG  PROFILE  ADMINISTER  REPORTS MY LEARNING

CERTIFIED KNX BASIC COURSE
Code : 9C5C007151-GLE-EN-20190218_22

Certified KMNX Basic Course at ABB in Heidelberg, Germany, 5 day
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KNX Certified Training 2019

Certified KNX Courses in Heidelberg

— Advanced Course: 22" to 26t July

— Tutor Course: 09t to 13th September

— Basic Course : 215t to 25t October

— Followed by two day application training

And many more training courses in the calendar
“International Training Dates 2019”

www.abb.com/knx or https://go.abb/ba-training
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Next Webinar

... the topic will be announced

Wednesday 17th April 2019

— Morning 09:00 am Europe Time
(Berlin, UTC + 2h)

— Afternoon 03:00 pm Europe Time
(Berlin, UTC + 2h)
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Disclaimer

The information in this document is subject to change without notice and should not be construed as a commitment by ABB. ABB
assumes no responsibility for any errors that may appear in this document.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any nature or kind arising from the use
of this document, nor shall ABB be liable for incidental or consequential damages arising from use of any software or hardware described
in this document.

© Copyright [2019] ABB. All rights reserved.






