FRANKFURT, GERMANY, MARCH 20, 2018

New ABB IP Router Secure uses latest
KNX Secure technology to safeguard
building data

IP router is first to protect KNX installations from cyberattacks and deliver a
more robust KNX network.

With an increasing trend towards integration of smarter buildings into IP networks, ABB has become one
of the first KNX manufacturers to offer a more secure router with the launch of the new ABB i-bus® KNX
IP Router Secure (IPR/S 3.5.1).

Further enhancing the security of the industry standard KNX protocol, the new ABB router encrypts all
communication across a building’s IP backbone and also secures the commissioning, thereby reducing
the risk of an attack over the IP network. It aims for the highest possible security on the market, based
on the encryption standard ISO/IEC 18033-3 AES 128.

Axel Kaiser, Global Product Manager of ABB’s Building Automation business, said: “Security is one of the
key decision factors when it comes to smart buildings with the most likely source of attack on a KNX in-
stallation from over the IP network. In smart buildings such as hotels and offices, most of the threats
come from unauthorized access on the IP network. It is important to recognize that this threat can come
from anywhere within the building (Intranet) as well as from outside (Internet), causing significant and
costly damage. With the ABB i-bus® KNX IP Router Secure, non-approved users cannot access the KNX
network via IP and this therefore guards against threats and bolsters the overall health of the KNX net-
work.”

Franz Kammerl, President of the KNX Association added: “Terminals, interfaces, radio standards and
communication protocols: vulnerabilities can potentially be found everywhere. Therefore, smart homes
and buildings should be secured with the most comprehensive and recognised safety standard, which is
also unique in the world in this area: KNX Secure.”

Extending ABB'’s portfolio of powerful and reliable system devices, the ABB i-bus® KNX IP Router Secure
offers arange of features including: KNXnet/IP Secure Routing for a secure communication on the IP
backbone and KNXnet/IP Secure Tunneling for up to five clients such as ETS or visualizations; an option
for Unicast communication and easy commissioning with Engineering Tools Software (ETS).

ABB (ABBN: SIX Swiss Ex) is a pioneering technology leader in electrification products, robotics and
motion, industrial automation and power grids, serving customers in utilities, industry and transport
& infrastructure globally. Continuing a history of innovation spanning more than 130 years, ABB today
is writing the future of industrial digitalization with two clear value propositions: bringing electricity
from any power plant to any plug and automating industries from natural resources to finished prod-
ucts. As title partner of Formula E, the fully electric international FIA motorsport class, ABB is push-
ing the boundaries of e-mobility to contribute to a sustainable future. ABB operates in more than 100
countries with about 135,000 employees. www.abb.com
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