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Security Workplace
Package overview Security Workplace

"+ Centralized Microsoft Patching*

= Centralized Antivirus Management
MAINTAIN — J

- Centralized, Automated Backup and
Recovery

= Security Event Monitoring

= Configuration Change Management
= |CS Asset Management

COMPLY = - Automated Compliance Reporting
= Policy Management

- Workflow Automation Suite

- File Sanitizer (ODI-X)*
DEFEND < = Intelligent Whitelisting

OPTIONS - Network Segmentation and DMZ
(_ Implementation

© ABB «* Indicates product is in managed release "“====

February 16, 2017  Slide 5



Security Workplace
Package overview

Security Baseline Requirements** MAINTAIN

COMPLY

DEFEND

Automated back-up & recovery v
Centralized anti-virus management v
Centralized Microsoft patch management v

Monitoring, Reporting and NERC CIP Compliance

v
v
v

Security event management*
Configuration change management*
ICS asset management*
Automated compliance reporting*
Automated data collection*

Policy management*

Workflow Automation Suite

Active Defense Options

AN N R NI N NN

Electronic perimeter protection
Intelligent application whitelisting

Security architecture, DMZ

*Available for Fleet-Wide and Multi-Vendor Control Systems
**Active ServiceGrid contract required

v'=Included

O = Optional Add-on to any package

© ABB
February 16,2017  Slide 6

O O O



Security Workplace

Maintain Package




ABB Security Workplace
Maintain

Automated
Backup & Recovery

| = Incremental-Daily-Weekly-Monthly
e — ' ‘ e - Centrally manages backup plans
e — lm@ / « Conversion to VM
:: » o' (Valume Labeled 'System Reserver /,«"H:

.i" (Volume Labeled ‘System P __//

Deduplication/ Efficient backups

A DD
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ABB Security Workplace
Maintain

Centralized Anti-

Virus Management

Assigned Palicies

Assigned Client Tasks

This Group Only

e [  System Name A | Managed
Paichipdate  Anthius Maragement | Bachup and Aecovery | Bachup Testing | NERC-CIP Asporting | L138 Management |
- [C | spuscla Managad
Menkiw | () Deshbosits gy SrtemTies @il Queriesdhepots L Pobey Cataiog
. ! | C | spusciz Managed
System Tree ¥ | spLussav Manageq

Choose Columns

“reate Time-Basad Password (Host IPS 8.0)

o A%y Tasks on & Singhs Sysim 2

art Table

Transfer Systzms

Group Details | Agent D,

Daploy Agents

Modify Policies on a Single System
Modify Tasks on 2 Single System
Run Client Task Now

Set Description

Set Policy & Inheritance

Show Agent Log

Show Client Events

Show Threat Events

Update **

[k
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- Manage AV Policies

- Manage DAT file deployments
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Maintain

~0ns  Action  About

i spLuscL1
il
HIDASM Operating System
Status
Y  ~LUS_11 Collection Time
rie z
al
Patch Lindate | antrerus Maragement | Backup and Recovery | Backum Testing | NERC-<CIF Reportng | LSS Mansgemert | i Ry t
Pl Dk Fapostery  Options  Action  Abouk =L Scan Node(s) for Update Status i Software :
 — [ Delete Moda(s) | Symphony Pl
ersion
w SPLUSCLL Reeset Lpdate Status Mode(s) e
Operating Sysiem
e \ Assign Profile »
Collection Time
Graslity - Copy Patches to Remote Nods(s) I
1 Saltmare
- Install Pakches on Remote Mode(s) t Security Update~
Erion !
F — Download All Approved Updates For Node(s) ————————— §
= wapproved updates a

Copy Patches to Aemote Nodsis)
Brol ol Patchors on Beemcne hoodeds) It Security Updates

Dowrioad A Acroved Lpdates for Node(s)

In

— 2 Approved updates

Repository 4

o
R oy
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Centralized Microsoft
Patch Management

IAPG developed and maintained

Reduces effort in deploying
Microsoft patching

Aligned with ABB Validation
Documents
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ABB Security Workplace
Comply

Security
Event Management

Improve situational awareness

Monitor system performance

"ﬂ — | i - Consolidate event logs
Event Distribution by Time  Lest Month o D p— | — ]
A = = - Detect anomalies
B - = - Triage alerts
.__ =
|[,'—__D— Je— .
T y Generate reports

A\ 1D ED
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Comply

Configuration Change
Management

© ABB
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Reduce manual activities by 80%
Improve change management
Eliminate configuration drift
Report compliance effortlessly

Improve control system cyber
security
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Comply

ICS Asset
Management

Asset Distnbrution by Operating System

1 .
| b X - Reduce cyber security risks
‘ — E 'Nintlmn!tl[ii-
A 2] " i - Meet compliance requirements
o, e S« Unified, single view of asset base

A\ I I
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Comply

Devic: Ports And Services Baseline vs Actual

.Lm:.l'\- Fadure Fom 10.11.0.210 byroat | ®
Login Palure fom 10110210 byroot
User logn fadure
Liser logn talure

shiop Favileed login: wser name 5 correci bl
s EIEERDE i srong
Failed login: wier name i conmest but
the pasyword is smong

Faiea ngin: user Namea |5 DOt ou
T CREINOIT IF dTong

Failed login: user name coss Not e

Faied Rgin: Ut name coes not

P Failand iQin uter name ot i
e Failsd bgin: user nams= -
-
=T »
—
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Automated Compliance
Reporting

NERC-CIP compliance

- Ports and services
- Software inventory
- Password policy

- User accounts
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Comply

Policies Waiting for Promotion

Total Humber of Policy Draths Waiting for Prometion: T
Policy Group | Policy Draft Date Created

fbex 5 MERLC Detect ki
CIPdefault | Permissive et
. policies F R =6
e barch MERC JERC CIP-005
: = o NERG | MRACERNS | anoanie tare
I i Grovp P

© ABB
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(reat

Policy
Management

Communicate new policies
Track acceptance
Manage conformance

Always be audit-ready
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Comply

Work Activities

Initiate Change

Attached Documents

Document Mame ’.
Approved Patch List.docy
Configurationdocx /
RTU Configuration.pdf % y

© ABB
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Workflow
Automation Suite

= Initiate, track, approve, document
and report on workflows

= Document management

- Automated reporting
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Defend Options

File Application Network Segmentation/DMZ
Sanitization Control Implementation

sdixed files log of Odix Stations 1 1
e Control files entering your system

Fie ID = Timestamp

Patcs et | s Mg | Baciugsand Recorery | Baciup et | MEPC-CIF Resuring LS8 Marsgrent |

. 14173 igizsnuazlw abb-demo Cybersec 611f2e2ch651 S Can fo r VI ru S eS

Odixed files log of Odix Stations 14172 2015-02-10 abb-demo Cybersec 611f3e2cba51

~ Station

a ’y
e % Username? Scan cod:

,,,,,
e e 17:20:31

ID = Timestomp 5 Satn UsemameZ  Scan code 14171  2015-02-10 abb-demo Cybersec 611f3e2cbB5”
\ 17:20:31 . .
- Prevents distributed attacks

14170 2015-02-10 abb-demo Cybersec 611f3e2chf |

- "in ‘-:_:. anb-tema Cvearsac 613038 efshed 191 17:20:31 F
14169 2015-02-10 abb-demo Cybersac 611f3¢ 4
17:20:31 4

,,,,, o 2015-02-10 abb-demo Cybersac

Easy and fast to use

n abb-demo Cuk-

-

Files upload directly to share

© ABB AL D HD
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ABB Security Workplace
Defend Options

File Application Network Segmentation/DMZ
Sanitization Control Implementation

Application whitelisting

-

P mde A P i ot bz | Bacns Mg | WEB (TP Baparing | LS iaeagueasny

——) o oy & i
¥ Solbdeora: Top 10 Systeme with Mosi Violations Detecied o the L., ¥ Salid

Dashboard 3

At-a-glance dashboard

e, T —

Easy policy creation

Fully integrated into AV management
console

© ABB
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ABB Security Workplace
Defend Options

[ Application Network Segmentation/DMZ
Sanitization Control Implementation

Basic Features

- Edge Routing/Firewall

- Unified Threat Manager

- IPSec/ SSL VPN

- Transparent Firewall (FDI/Cnet)

1

llllllll
rrrrrrr

''''''''''''''''''''
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ABB Security Workplace
Continuing Development

Security Information Device Network Anomaly
and Event Monitoring (SIEM) Control Detection
B
- Log aggregation - Intelligent alerting
= Log correlation - Customizable

Routers

© ABB https://www.integritysrc.com/blog/122-benefits-of-log-consolidation-in-a-siem-environment ‘l l. l.
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ABB Security Workplace
Continuing Development

Security Information Device
and Event Monitoring (SIEM) Control

—_—
E
McAfee ePO Management Console

Policies Device and
Data Events

Serial/Parallel

-
-
-
-
-
@ ’

v ~a
? ' \ 5
i i )
f 1 N
e | ¥
‘ [ by
b
[
CD/DVD i WI/IRDA

Firewire Bluetooth

UsB

http:/iwww.mcafee.com/us/resources/data-sheets/ds-device-control.pdf

© ABB
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Network Anomaly
Detection

- Unrivaled data
protection

- Comprehensive device
management

- McAfee ePO centralized
management platform

- Complete visibility

AL ID D
FApmw



ABB Security Workplace
Continuing Development

Security Information Device Network Anomaly
and Event Monitoring (SIEM) Control Detection
—_—
- Ongoing
Evaluations

Simple Ul, Alerts

Network Mapping
- DPI

ADD
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Maintain - Demonstration
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p 2 E o” @AppAssureSCcre > ‘_I

Bunning tar

APPASSURE

Protected Machines

S = Lottty o Tt et o

Apphssure OL_REP_0D 11/17/2016 1:00:01 AW 82.01GB

ASPA DL_REP_00 14/17/2016 4 66,79 GB

CLIENT1 DL_REP_00 171772016 121.11 GB

DOMA DL_REP_00 /1772016 40 16.73 GB

EWs1 OL_REP_0D 11/17/2016

7
3
9
CONA DL_REP_00 11/17/2016 4:00: 3 19.35 GB
3
9 124.27 GB
3

EWSA DL_REP_00 11/17/2016 4:01:39 AM 29.8GB

L S N N

HCONA DL_REP_00 1171772016 4:00:08 AN 125.81 GB
HISTA DL_REP_00 1171172016 11:56:58 AM 245.79 GB
OPCA DL_REP_00 1171772016 4:00:37 AM 19.22 GB

2 |1

Replicated Machines

I S [ T Ry e

tod

Recovery Points Only

I T S [T S ey oo

Na data to display

Repositories Add New Repository

ot s | Fcome | oo o e foms | comrmn
109 7%

@ | DL_REP_00 29278 27178 963.65 G 14
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Maintain - Demonstration

CLIENT1

HCONA

Hi

© ABB
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min/? e/ 9226 48 O« ﬂ Ql!@AppAssureSCore |—‘

Running ta:

Summary

Host: ASPA.B00A. local
Last Snapshot:  11/17/2016 4:00:02 AM
Hext Snapshat:  11/18/2016 4:00:00 AN
Encryption:  Disabled

Version: 5.4.3.106

Volumes

¥ Setaschedule @ Force Base Image @ Force Snapshot
e e
- (Volume Labeled ‘System Reserved') NTFS. 259.38 MB used of 350 MB Su Mo TuWe Th Frsa No active protection 11/18/2016 4:00:00 AW Q
NTFS 21.19 GB used of 39.66 GB sutioTuWe ThFrsa Mo active protection 11/18/2016 4:00:00 Al o -

NTFs 44,34 GB used of 60 GB SuMoTuWeThFrsa Mo active protection 11/18/2016 4:00:00 Al % -




ABB Security Workplace
Maintain - Demonstration

4 E,'O ~Bd (2 Apphssure 5 Core

ASPA Recovery Points

Apphssure Summary

Total Recovery Points: 3 Repository Status:
CLIENT1 Total Protected Data:  66.79 GB =l 7%
Repository: DL_REP_00

220,83 GB used of 2.92 TB

Recovery Points

- Actions
:

g’ (Volume Labeled System Reserved), C:i, Fi\ Incremental 11/17/2016 4:00:02 AN 204.92 M8
g’ (Volume Labeled System Reserved), G, Fi\ Incremental 11/16/2016 4:01:04 Al 148.32 MB
' (Wolume Labeled System Reserved]), C:\, Fil

Base 14/15/2016 11:30:21 AW 86,44 GB

© ABB
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ABB Security Workplace
Maintain - Demonstration

,O 2 ﬁ (‘.‘J.”@AppAssmeSCore > ‘—I

Recovery Points | Total Protected Space
> Apphssure DL_REP_0O 11/17/2016 1:00:01 A 82.01 GB
bpliance

ASPA DL_REP_0D 11/17/2016 4:00:02 Al £6.79 GB
tect CLIENT1 DL_REP_0D 11/17/2016 3:00:06 Al 121.11 GB
CONA DL_REP_0D 11/17/2016 4:00:49 A 19.35GB

DOMA DL_REP_OD 1471772016 4:00:04 AR 18.73GB

Apphssure

EWS1 DL_REP_0D 11/17/2016 3:00:03 A 124,27 GB

CLIENT1 DL_REP_0D 11/17/2016 4:01:39 Al 29.8GB

L3 SN O N N O ON

DL_REP_OD 11/17/2016 4:00:08 Al 25.81 GB
DL_REF_OD 1171172016 11:56:58 AM 245.79 G
DL_REP_OD 1471772016 4:00:37 AR 19.22 GB

A

Ewst

Replicated Machines

Lo metne e s e e s

Recovery Points Only

S [P ey gy oy

Ho data to display

Repositories Add New Repository.

09 7

@  DL_REP_OO 2978 TR 963.65 GB 14 1

11/17/2016 9:00:00 4 The transfer of the backup on SERVOPA has been skipped because the protected machine is offtine
11/17/2016 9:00:00 44 The transfer of the backup on HISTA has been skipped because the protectad machine is offline

11/17/2016 6:00:00 AM The transfer of the backup on HISTA has been skipped because the protected machine is offline

© ABB
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Maintain - Demonstration
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-,Q-;‘ ABB Security Workplace
File
Patch Update | Antivirus Management I Baday
Patch Disk Repository ~ Options  Action

Computer
BOOXA_51

£ B00KACLEENT
W sooxaserver1
W sooxaseryver2
W wsus

800XA_60

5 300X ASOCLIENT
W sooxasosERvER 1
W sooxasoserveRz

SPLUS_20

W oowama

W HisTa

% SpLUSCLIENT
W spLusseRvER
W swe

ip and Recavery | Bachup Testing | AppAsere‘l’eshgl System Log I
About

Patch Update Summary Report
Microsoft Security Updates

Computer

o5 BOOXAGDCLIENT
) B00Xa60SERVERT
| BOOXASDSERVER2
=5 BOOXACLIENT

[ BOOXASERVERI
W B00XASERVERZ
| DoMAINA

§ HisTA

S SPLUSCLIENT

) SPLUSSERVER

B swe
1 J

Detail

hide

Approved

Approved
updates N/A updates pdates

u
(Installed)

Unapproved
updates

(Installed) (Not (Installed)

installed)
1]

Updates that are installed but unapproved.

Missing Updates that are approved.




BB Security Workplace
alntain - Demonstration

Patch Update | Antiirus Management | Backup and Recovery | Bada Testing | Appéssure Testing | System Log |
Patch Dk Repestery [ o

Computer | ~— .
BOOXA_S1 QK_JVL Computer

2 a00CAnLIENT Organize v System properties

) soovasenven:

B 2ocassmvenz

W wsus

[*2] I Search Computer

Uninstall or change a program  Map network drive  Open Control Panel

=150 Favorites = Hard Disk Drives (1)
Bl Desktop
4 Downloads
197 GB free of 232 GB
=l RecentPlaces
BOONA_G0

Local Disk (C:)

hide

ved
NJA updates | APpro
“ Devices with R ble Storage (3) (Installed) ?Inslal‘la:l}
= =1/ Lbraries s DVD Drive (D:) &4
2 BOCHASOCLIENT 8 Documents A 2015_09_Sep_Master_Patch DVD RW Drive (E:)
BOONABISERVER 1 slisEG) O bytes free of 2,49 GB &
B sooasisERER & e (el 0 bytes fre= o %9
W sooasossRvER 2

=] Pictures

DVD RW Drive (£3)
soLus_20 B videos - $

1€ Network

P t REMOTE  Domain: DCSTEST.local
— Processor: Intel(R) Xeon(R) CPU

Detail

Memory: 4.00 GB

Updates that are installed but unapproved.

Missing Updates that are approved.

© ABB
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ABB Security Workplace
Maintain - Demonstration

&4 ABE Security Workplace
Fila

Patch Update [.ﬁrmhawt| Backup and flacovery | Backup Testng | AppAssure Testng | System Log |

Patch Disk Repostory | Options

Import a Disk...

View The Patch Repository
Refresh

B soovassavenz

W wsus
BOOXA_60

—* BOONASOCLIEENT
N soocasossmven
B soocsossvez
SPLUS_20

B oomara

W st

=2 SPUUSCLEENT

W srLussERvER
B

© ABB
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About

| IPatch Update Summary Report

Microsoft Security Updates

i soous
=1

Updates that are installed but unapproved.

Approved
updates
(Not
installed)

Unapproved
updates
(Installad)
| }
1] 0

N/A updates
(Installed)

hide

Approved
updates
(Installed)

Missing Updates that are approved.




ABB Security Workplace
Maintain - Demonstration

& ABB Security Workplace
Fl=

Pm%ufmmsMuugumdBadwuﬂlemmlMmeimwﬂawlsmmg]
Patch Disk Repository  Options  Action  Abaut

s Patch Update Summary Report

= BOOMACLIENT
= SOASERVER 1 Microsoft Security Updates hide
BOONASERVER?
W wsus Approved
“““pl""""’d updates N/A updates """';‘,;:d
800XA_60 Sy {Not (Installed) = UP<
mport to repository (In 4] installed) (Installed)

CH B000CABOCLIENT
¥ soosos=veR G BOONAGOCLIER I 0
W soocsossvenz - ; Please insert the ABB Palch Update disk into the optical drive :

SPLUS_20 BOOXAGOSERVERZ )
DA 2015_09_Sep_Master_Patch

“. DOMAINA 3 i Disk Date: Sep /2015

W s XASERVEF

=% SPLUISCLIENT CAEER Import
¥ seuusserver = 2

B sw

Detail

Updates that are installed but unapproved.

Missing Updates that are approved.
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ABB Security Workplace
Maintain - Demonstration

i ABB Security Workplace
File

Patch Update | Antrvinus Management | Bakup and Recovery | Bacup Testing | Appassure Testng | System Log |
Patch DiskRepository  Opions  Acton About

Patch Update Summary Report

8 SOONACLIENT
: BOCNASERVER Microsoft Security Updates hide
SO0NASEAVER2
W wsus Approved
o
updates N/A updates :"W'
(Installed)

Unapproved
BODXA_60 Computer {ufrg:ﬂ?ad) (Not {Tnstalled)
= BOORKASOCLIENT Import to repository installed)

B soousos=RveR N [ )
W soonssasErverz T . Please insert the ABB Patch Update disk into the optical drive 0 0

SPLUS_20 BO0KAG Az [ 0
|

DOMAINA
¥ . Disk Date: 52,2015

W rsa

=2 SPUUISCLIENT
W sPuussERvER,
B B oomama u

Creating new disk repostory 6 %.

B somaseaver2

Detail

Updates that are installed but unapproved.

Missing Updates that are approved.
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ABB Security Workplace
Maintain - Demonstration

&k ABB Security Workplace

Fe
wwau[muawdmnmm]mmm;mﬂm[smmi
PatchDiskRepository  Opfions Acton About

B00XA_S1 Repository Summary
S BOCACLIENT

B s Patch Disks Database

B soocassenz
W wsus
B00XA_60 32.77 GB total size.

O B OCASOCLIENT Sep 2015 - 89 updates, - 915.66 MBbytes, -
== ;

W srososseR Aug 2015 - 79 updates. - 936.23 MBbytes. -

SPLUS_20

Jul 2015 - 103 updates. - 1.23 GBbytes, - [__Delete |

W oomama
W v

£8 5pLUSCLEENT ° Jun 2015 - 40 updates. - 412.09 MBbytes. - [ Delete |
W sPLusservER:

Bsw * May 2015 - 79 updates. - 816.44 MBbytes. -

Apr 2015 - 56 updates. - 817.97 MBbytes. -

Mar 2015 - 139 updates. - 6.2 GBbytes. - )8 Delete |

Feb 2015 - 121 updates. - 1.56 GBbytes. - [8__Delete |

Jan 2015 - 60 updates. - 53.95 MBbytes. -

Dec 2014 - 64 updates. - 1.41 GBbytes. - [l Delete |

Nov 2014 - 129 updates. - 855.93 MBbytes. -

A DD
February 16, 2017  Slide : " l. ..




ABB Security Workplace
Maintain - Demonstration

& ABB Security Workplace
File

Fatch Update hnﬁvirus Ma\agementl Backup and Renmerv] Backup Testing ‘ Appn:ﬂ.re‘fsmgl System Log |

Patch Disk Repository

Options | Action About

Computer

l Set Credentials. ..

BOOXA_51

5 BOOXACLIENT
W sooxaserver1
B soonasenvenz
W wsus

B00XA_60

= S00KABOCLIENT
W s00xa60sERVER 1
B sooxasosevER2

SPLUS_20

W oomama
W HisTA

Add Computers...

I Enable Legacy System Support
ystem

Status Ide
Collection Time i

Quality

Detected Software

Profile

Profile Version

CAB Date

Server 2008 RZ SP1 64-bit

‘ Log

‘ & Repository

‘ File Copy Status

‘ Remote Installation Status

8 SpLUSCLIENT Microsoft Security Updates
W spLusserver

| & 0 Unapproved updates are installed.

3 Approved updates are not installed.

| & 0 Updates marked Not Applicable to this product are installed.

| & 136 Approved updates are installed.

| & 10 Unapproved updates not installed.

Windows Update Log

© ABB
February 16,2017  Slide :




ABB Security Workplace
Maintain - Demonstration

BOOXA

SEWe
¥ soox4
¥ s00xd
B wsusj

BOOXA,
= go0x
Ee
Ewe

Woo

Domain:

i’:ybarseclo:d

Usemame:

lngres

Password:

| o0

| @ Repasitory

SPLUS Cancel I

| File Copy Status

| Remote Installation Status

E@

W HisTA

¥ SpLUSCLIENT
B seLusserver
B swe

© ABB
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Microsoft Security Updates

| & 0 Unapproved updates are installed,

i 3 Approved updates are not installed

| @o Updates marked Not Applicable to this product are installed.

; & 136 Approved updates are installed.

[ & 10 Unapproved updates not installed.

Windows Update Log
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© ABB
February 16, 2017

Slide -

& ABB Security Workplace

File

Patch Update IAntwru; Mmagementl Backup and Recovery | Backup Testing | A,upnmue‘fsmgl System Log |

Patch Disk Repository  Options ~ Action  About

BOOXA_51

4 300X ACLIENT
W sooxasERvERL
B sooassrver:z
W wsus

BOOXA_60

=% 800XABDCLIENT
W sooxasosERvER1
W so0xAs0sERVER2

SPLUS_20

W oomama
W HisTa
2 SPLUSCLIENT

Computer

i SPLUSSERVER

Operating System Server 2008 R2 5P1 64-bit

Status Ide

Collection Time

Quality

e Cheatito 7 5.

Profile [ Sympheny Fus 2.0, Cn'::lvs;h“=|vdp;-1 Composer Harmony 6.1
Profile Version

CAB Date

Microsoft Security Updates

Log

| @ Repository

File Copy Status

Remote Installation Status

]W
W s Scentets) orlbsie Siate | ed updates are installed.

Delete Node(s)

Reset Update Status Node(s) updates are not installed.

Assign Profile

e S narked Not Applicable to this product are installed.

Install Patches on Remote Node(s)
ed updates are installed.

Download Al Approved Updates for Node(s)

| & 14 unapproved updates not installed.

Windows Update Log
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Maintain - Demonstration

5 ABB Security Workplace
Fle
Patch Update hn‘h'viru; Mmagementl Backup and Raucwerv] Backup Testing | AppAssue‘!eshgl System Log I
Patch Disk Repository ~ Options ~ Action  About

Computer
800XA_51

| SPLUSSERVER
=2 BO0KACLIENT

W sooxaserver 1

w SO0KASERVER? Operating System Server 2008 R2 |

) wsus Status
Collection Time

BOOXA_60 Quality

Log

| @ Repository

= 800XASOCLIENT Detected Software T bt |

W sooxasosERvER 1 Profile |

W sooxasossver2 e — o |
CAB Date

File Copy Status

Remote Installation Status
SPLUS_20

W comama Data Collection Status

!.HE‘STA 10/21/2015 9:45:10 AM: Remote scan starting
Unexpected Admin Share Return status.

@ Unexpectad Admin Share Refurn status.

v 104212015 9:45:16 AM: Copying agent files to target system
10/21/2015 9:45:21 AM: File transfer took 5s at 29,8 MB/s
10/21/2015 9:45:21 AM: Starting legacy agent
——— Agent messages
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£ ABB Security Workplace
File

Patch Update IAn‘h'viru; Mmagemenll Backup and Recovery | Badkup Testing | Apphme‘fsh'\gl System Log I

Patch Disk Repository  Options

4 BOOXACLIENT
W sooxassrver:
W sooxassrver:
W wsus

800XA_60

% B00XAGOCLIENT
W sooxas0sERVER 1
W sooxasoservER2

SPLUS_20

W oomama

W HisTa
Ca

Action  About

il SPLUSSERVER

Operating System Server 2008 R2 SP1 64-bit

Status

Collection Time I 1 :

Quality Good

Detected Software anin e e

Profile [ Symphony Plus 2.0, Cc“":o;é-‘h“ql‘cd.“é.]. Composer Harmony 6.1
Profile Version

CAB Date

Microsoft Security Updates

& 0 Unapproved updates are installed.

| Log

| @ Repository

| File Copy Status

| Remote Installation Status

17 Approved updates are not installed.

& 0 Updates marked Not Applicable to this product are installed.

& 108 Approved updates are installed.

& 14 Unapproved updates not installed.

Windows Update Log
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ABB Security Workplace

File
Patch Update | Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Patch Disk Repository ~ Options  Action Ak
Comy
B00XA_51

17 Approved updates are not installed.

% 800KACLIENT o MS-ID KB Artidle Status Title
W sooxaserver1 Repository
X Qualified Security Update for Windows Server 2008 R2 x64 Edition
i SOCUASCAVERS, v MS515-031 3046040 fb(w\
W wsus ——

Qualified Security Update for Windows Server 2008 R2 x64 Edition

800XA_60 v M515-029 3035126 (KB3035126)

Mar-2015 Mark Approved

2 300XASOCLIENT Qualified Security Update for Windows Server 2008 R2 x64 Edition
B sioxasossves MS15-028 3030377 (KB3030377)

W sooxasoservER2

Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
SPLUS_20 M515-027 3002657 (KB3002657) e
Qualified Security Update for Windows Server 2008 R2 x64 Edition
w DOMAINA M515-025 3035131 (kB3035131)

W HisTa
8 spusoLENT

Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-024 3035132 (KB3035132)

<

Mar-2015 Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
M515-023 3034344 (KB3034344)

<

Mar-2015 Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-021 3032323 (KB3032323)

<

Mar-2015 Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
M515-020 3033889 (KB3033889)

<«

Mar-2015 Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-020 3039066 (KB3039066)

<

Mar-2015 Mark Approved

Qualified Cumulative Security Update for Internet Explarer & for Windows
MS15-018 3032359 Server 2008 R2 x64 Edition (KB3032359) Yok

<

Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
M515-015 3031432 (kB3031432)

<«

Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-014 3004361 (KB3004361)

€

Mark Approved

=

Qualified Security Update for Windows Server 2008 R2 x64 Edition
M515-011 3000483 (KB3000483)

<

Mark Approved

-

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-005 3022777 (KB3022777)

LEELEELECEEEEY

Mark Approved

b At £ AN d e i A O £ A T A
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& ABB Security Workplace

File

Patch Update Inmmru; Mmagementl Backup and Recovery | Backup Testing | A,upnmue‘fsmgl System Log |

Patch Disk Repository  Options ~ Action  About

BOOXA_51

4 300X ACLIENT
W sooxassrveR 1
B sooassrver:z
W wsus

BOOXA_60

=% 800XABDCLIENT
W sooxasosERvER1
W so0xAs0sERVER2

SPLUS_20

W oomama
W HisTA
A spLUSQUIENT

W swe

Computer

i SPLUSSERVER

Operating System Server 2008 R2 5P1 64-bit
Status Ide
Collection Time 7
Quality

Deeced softwre

Profile [ Symphany Plus 2.0, Cn'::lvsé'.h.‘elvdp;-l Composer Harmony 6.1
Profile Version

CAB Date

Microsoft Security Updates

Log

| @ Repository

File Copy Status

Remote Installation Status

Scan Node(s) for Update Status
Delete Node(s)

ed updates are installed.

Reset Update Status Noge(s) H updates are not installed.

Assign Profile

et RN marked Not Applicable to this product are installed.

Install Patches on Remote Node(s)
ed updates are installed.

Download Al Approved Updates for Node(s)

@ 14 L?pploved updates not installed.

Windows Update Log
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BB Security Workplace
File
Pateh Update | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Renorting | USB Management |
Patch Disk Repostory  Options  Action  About

Comy
BOOXA_51

) SPLUSSERVER
= BOOXACLIENT

W sooxaseriErs | Log
B sooxassrverz Operating System 5 SP1 G-bit
W wsus Stafus | & Repository
Collection Time 5012 718
Quality File Copy Status
% 300XASOCLIENT Detecied SoRware ! J + The last patch copy process completed successfully
W soocasossvERt
W sooxasossRvER2

BOOXA_60

Profile

Profile Version Copying Patches: 17 of 17 (100 percent).
SPLUS_20 CAB Date 1

W oomama Remote Installation Status

W isTa
== SPLUSCLIENT

Microsoft Security Updates

‘ &9 0 Unapproved updates are installed.

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ 9 108 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

Windows Update Log
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& ABB Security Workplace
File

Patch Update IAntwru; Mmagementl Backup and Recovery | Backup Testing | A,upnmue‘fsmgl System Log |
Patch Disk Repository  Options ~ Action  About

Computer
BOOXA_51

i SPLUSSERVER
== B00XACLIENT

W sooxasERvERL
w BO0XASERVERZ Operating System Server 2008 R2 5P1 54-bit
W wsus Status 7

Collection Time A | @ Repository
BOOXA_60 Quality

Log

IntemetE: & 7
=2 800X ASOCLIENT Detected Software ORI | File Copy Status
W sooxasosERvER1 Profile Symphony Phus 2.0, Comgoser Melody 6.1, Composer Harmony 6.1
W sooxacoservER2 Profile Version o |

CAB Date

Remote Installation Status

SPLUS_20

W oomama

W HisTa

8 SPLUSCLIENT Microsoft Security Updates
|

W swe Scan Node(s) for Update Status
Delete Node(s)
Reset Update Status Node(s)

ed updates are installed.

Ii updates are not installed,

Assign Profile

Imarked Not Applicable to this product are installed.

Copy Patches to Remate Node(s)
Install Patches on Remote Node(s) |

ed updates are installed.

Download Al Approved Updates for Node(s)
| & 14 Unapproved updates not installed.

Windows Update Log
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Workplace

Patch Update | antivirus Managemert | Backup and Recovery | Backup Testing | NERC-CIP Reperting | USB Management |
Patch Disk Repository  Options  Action  About
Com|
B00XA_S1

) SPLUSSERVER

== 800KACLIENT

W sooxaserver1 |

W sooxassrienz Operating System SB1 G-

W wsus Status | & Repository
Collection Time 1132 719

800XA_60 Quality | File Copy Status

Log

¥ :x:z;;?;k Detecles Softwane ¥ Remote Installation Status

¥ soososever2 xv : 8 iy &l = il « The remote patch installation was started successfully
ersian

SPLUS_20 CAB Date

W oomama .

B Hista Installing Patches: 1/17

£ SPLUSCLIENT

Microsoft Security Updates

| & 0 Unapproved updates are installed.

| 17 Approved updates are not installed.

| &9 0 Updates marked Not Applicable to this product are installed.

| & 108 Approved updates are installed.

| & 14 Unapproved updates not installed.

Windows Update Log
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BB Security Workplace
Fie
Pakch Update | anthirus Management | Backup and Recowery | Backup Testing | NERC-CIP Reparting | LUSE Management |
PatchDisk Repository  Options  Action  About

BOOXA_S51

) SPLUSSERVER

=2 BOOXACLIENT

W sooxassrver: ‘ Log
W sooxassrier2 Operating System ;
W wsus Status ‘ & Repository
Collection Time 1011342 13
Quality F ‘ File Copy Status

BOOXA_60

£2 80OXASOCLIENT :
W BIOXASDSERVER L L c Remote Installation Status

B sooxasos=ver2 Profile
Profile Version
SPLUS_20 AB Dale
W omama .
W Hista Installing Patches:
C8 SPLUSCLIENT

« The last patch installation process completed successfully

Microsoft Security Updates

| & 0 Unapproved updates are installed.

| 17 Approved updates are not installed.

| & 0 Updates marked Not Applicable to this product are installed.

| & 108 Approved updates are installed.

| & 14 Unapproved updates not installed.

Windows Update Log
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SPLUSSERVER

User Name: Cybersec
Logon Domain: CYBERSEC

Recyde Bn

CPU: 2.93 GHz Intel Xeon(R) X5670
Memory: 4096 MB

08 Version: Windows 2008 R2
Service Pack: Service Pack 1

IP Address: 172.16.4.211
Free Space: C:\7.84 GB NTFS
Boot Time: 9/30/2015 9:28 AM

oy McAfee DAT Date: (none)
Operations

B Restart your comenter to finish instoling important wpdates

Windows can®t update important fles and services while the system i
using them. Make sure to save your files before restarting.

Remidmein: |10 minutes |
Restart now __Pwswcﬂe

10:25 AM
10/21/2015

& L 3
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Configuring Windows updates
35% complete
Do not turn off your computer.
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& ABB Security Workplace
File

Patch Update IAntwru; Mmagementl Backup and Recovery | Backup Testing | A,upnmue‘fsmgl System Log |

Patch Disk Repository  Options ~ Action  About

Computer
BOOXA_51

i SPLUSSERVER
== B00XACLIENT

W sooxasERvERL
w BO0XASERVERZ Operating System Server 2008 R2 5P1 54-bit
W wsus Status 7

Collection Time A | @ Repository
BOOXA_60 Quality

Log

IntemetE: & 7
=2 800X ASOCLIENT Detected Software ORI | File Copy Status
W sooxasosERvER1 Profile Symphony Phus 2.0, Comgoser Melody 6.1, Composer Harmony 6.1
W sooxacoservER2 Profile Version o |

CAB Date

Remote Installation Status

SPLUS_20

W oomama

W HisTa

8 SPLUSCLIENT Microsoft Security Updates
|

Bsve Scan Node(s) for Update Status |
Delete Node(s)
Reset Update Status Node(s)

ed updates are installed.

¥ updates are not installed.

Assign Profile

ooy et RN marked Not Applicable to this product are installed.

Install Patches on Remote Node(s)

ed updates are installed.

Download Al Approved Updates for Node(s)
& 14 Unapproved updates not installed.

Windows Update Log
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-,% ABB Security Workplace
Fle

Patch Update hn‘h'viru; Mmagementl Backup and Raucwerv] Backup Testing | AppAssue‘!eshgl System Log I

Patch Disk Repository ~ Options ~ Action  About

Computer
800XA_51

= |l SPLUSSERVER
— BOOXACLIENT

W sooxaserver 1 |
W sooxaserver2 Operating System
W wsus Status

Collection Time B0/13/2015 SA47215 A | @ Repository
B0OXA_60 Quality

Log

=X S00XASOCLIENT Detected Saftware s : . |

W soonasossrvER 1 Profile Syme % Corrg ody &1 Gom 1

i sooxasosvmRa Profile Version . |
CAB Date am

File Copy Status

Remote Installation Status
SPLUS_20
W comama Data Collection Status
.-_N.HES” 10/21/2015 9:45:10 AM: Remote scan starting

Unexpected Admin Share Return status.

Unexpectad Admin Share Refurn status.

v 104212015 9:45:16 AM: Copying agent files to target system

10/21/2015 9:45:21 AM: File transfer took 5s at 29,8 MB/s

10/21/2015 9:45:21 AM: Starting legacy agent
——— Agent messages
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£ ABB Security Workplace
File
Patch Update | Antivirus Management | Badup and Recavery | Bacup Testing | AppAssure Testing | SystemLog |
Patch Disk Repasitary options Action About

Com

|Computer
SONKA 51 ﬂ SPLUSSERVER
£4 800XACLIENT
W sooxassrvert Operating System P L Ed-bi | Log
B sooxassrver2 Status e
W wsus Collection Time E0f1342 3 | @ Repository
Quality
800XA_60 Detected Software 1 > - | File Copy Status
Profde

£2 300XABOCLIENT -
Profile Version 5 | -
W sooxasosever1 s : Remote Installation Status

W sooxasoservER2

SPLUS_20
W oomama Microsoft Security Updates

HISTA
! Il’wsc_ NT ‘ & 0 Unapproved updates are installed.

‘ & 0 Approved updates are not installed.

‘ &9 0 Updates marked Not Applicable to this product are installed.

‘ & 125 Approved updates are installed

‘ @ 14 Unapproved updates not installed.

Windows Update Log
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£ ABB Security Workplace

File
Patch Update

Backup and Recavery | Backup Testng | AppAssure Testing | System Log |

Log On to ePolicy Orchestrator
ePolicy Orchestrator 5.0 U McAfee

Language: English
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ABB Security Workplace
File

Patch Update  Antivirus Management | Backup and Recavery | Backup Testing | MERC-CIP Reporting | USE Management |

Menu v | @ Dashboards gy SystsmTree @) QueriesaReports | Policy Catalog Logoff | @ W McAfee

Reporting

Dashboards Oashbosrd actions v

Systems per Top-Level Group v | Quick System Search

Package Name Type My Repository
DAT DAT 7542.0000

— — e ————

Hast Intrusion Prevention Content DAT 8.0.0,3693.3693

LinuxShield Hot Fix 1.9.0.28822.HFBT2066
McAfee Resl Time Content Content 1.0.0.235
SLARevocation License 10
PO Agent Key Updater Plugin 480641 1st Level Group Number of Managed Systems
B My Organization\SWP Management System\
W My Organization\SPlus 1.1 Demo\

My Organization\SPlus 2.0.2}
Total

Use this text box to search systems by System Name, Description, 1P Address, MAC Address,
DNS Name, Agent GUID, User Name, Custom 1, Custom 2, Custom 2 and Custom 4.

Malware Detection ¥ | McAfee Links

ePolicy Orchestrator Tutorials

Watch video tutorials for select ePolicy Orchestrator tasks

Technical Support for Enterprise Products
Go to the McAfas Enterprise Support home page

Minimum Tool
Collact information for Suppart about your systam

Clobal Threat Intelligence
Central resource for the latest data on current and emerging threats.

Number of Threat Events

Mcafea, Inc. Home Page
Ga to the McAfee home page
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& ABE Security Workplace
File

£tivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

m @) Dashboards g SystemTree @i Queries & Reports  Hl| Policy Catalog Logoff | @ '@ McAfee

Reporting Systems Policy

System Tree E
L6 @ Dashboards @il System Tree A Policy Catalog

Dashboards \ | ous
@l Queries & Reports : Tag Catalog Policy Assignments ¥ | Quick System Search

Policy Discovery —_— o
Y “ S Threat Event Log Help Desk Policy Assignment Rules

Policy Cataloy
¥ & Mcafee Labs Real Time Questions Policy Comparison

=3 Master Repository

Host IPS 8.0 Client Task Catalog

Solidcore Events client Task Assignments

=] Master Repository .
Solidcore Alerts Client Task Comparison
View and edit the packages in the
Master Repository. Host IPS Catalog

Software Automation Data Protection

PO Build: ePolicy Orchestrator 5.0.1
Famldrﬂz'*sf olicy Orchestrator = product Deployment & server Task Log ! oLe policy Use this text box to search systems by System Name, Description, 1P Address, MAC Address,
e ! DNS Nama, Agent GUID, Usar Name, Custom 1, Custom 2, Custom 3 and Custom 4.

Time: 4/22/15 10:46:20 AM EDT Sala anze & Server Tasks “= | DLP Incident Manager

User: Cybersec

=} Master Repository 5)  Automatic Responses DLP Operational Events |

v | Mcafee Links
Wls TbULed NEpoSILones. 11 Issues

ePolicy Orchestrator Tutorials

= tch video tutorials for select ePolicy Orchestrator tasks

Extensions .| Solidcore Client Task Log

R Licensing Host IPS Policy Migration
Technical Support for Enterprise Products

Go to the McAfee Enterprise Support home page

User Management Configuration Application Control

Minimum i i Tool
Collect information for Support about your system

Users % Server Settings :—| Inventory

Permission Sets V@ Personal Settings Image Deviation

— ) o Global Threat Intelligence
Audit Log == Registered Servers - | Policy Discovery Central resource for the latest data on current and emerging threats.

Contacts ™ agent Handlers

McAfee, Tnc. Home Page

Bl Registered Exccutables Go to the McAfes home page

& solidcore Rules
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5 ABB Security Workplace
File:

Pakch Updake  Antivirus Management | Backup and Recavery | Backup Testing | NERC-CIP Reparting | USE Management |

Menu v | () Doshboards g SvstemTrec @l Querics&Reports Log off | @ | 'W McAfee

Software

Master Repository

Packages in Master Repository Hide Filter
All Branches

Status Varsion Minor Varsion Languzge Check-In Dats Signed by Distribution Type Branch Actions

oK 7542.0000 Nautral 3/1/15 10:38:47 AM EST  McAfes Current Change Branch | Delete
€PO Agent Key Updater oK Plugin 641 Neutral 4/11/14 3:29:34 DM EDT | ABEPM Licensed Current Change Branch | Delete
Hast Intrusion Prevention oK Hot Fix s 803520 Neutral 4/11/14 3:48:31 PM EDT | McAfes Current Change Branch | Delete
Hast Intrusion Prevention oK Install 2589 Neutral 4/11/14 3:48:14 DM EDT | McAfes Licensed Current Change Branch | Delete
Hast Intrusion Prevention Content ok DAT 3693 Neutral 4/11/14 3:45:40 PM EDT | McAfes Current Change Branch | Delete
LinuxShield oK Hot Fix 1.9.0.28822 HFE72066 English 4/11/14 3:49:44 DM EDT | McAfes Current Change Branch | Delete
McAfee Agent for Linux ok Install 4.8 English 4/11/14 3:29:52 PM EDT | ABBPM Licensed Current Change Branch | Delete
McAfee Agent for Mac 0F X oK Install English 4/11/14 3:52:08 DM EDT | ABEPM Licensed Current Change Branch | Delete
McAfee Agent for Windows oK Install English 4/11/14 3:30:33 PM EDT | ABEPM Licensed Current Change Branch | Delete
McAfee Anti-Spam for McAfee Security for M OK Install Neutral 4/11/14 3:50:32 PM EDT | McAfes Current Change Branch | Delete
McAfee Data Loss Prevention oK Install English 4/11/14 3:47:49 PM EDT | McAfes Current Change Branch | Delete
McAfee Endpoint Protection for Mac ok Install Neutral 4/11/14 3:48:53 McAfee Current Change Branch | Delete
McAfee =PO Deep Command Discovery Plugil OK Install Neutral 4/11/14 3:48:15 21 ABBEM Licensed Current Change Branch | Delete
McAfee Quarantine Manager ok Install Neutral 4/11/14 3:50:51 PM McAfee Current Change Branch | Delete
McAfee Real Time Client oK Install 1 Neutral 4/11/14 3:51:32 PM ABBRM Licensed Current Chanae Branch | Delete
McAfee Real Time Content Content 1 Neutral 4/11/14 3:51:49 PM ABBPM Current Change Branch | Delete
McAfee Security for Microsoft Exchange (x64 Install Neutral 4/11/14 3:50:15 PM McAfee Current Change Branch | Delete
MySQL for McAfes Quarantine Manager Install Neutral 4/11/14 3:51:12 PM McAfes Current Change Branch | Delete
Product Improvement Program Install Neutral 4/11/14 3:29:45 PM EDT | McAfes Licensed Current Change Branch | Delete
SiteAdvisor Enterprisa Install 5. Neutral 4/11/14 3:47:21 PM EDT | Mcafes Current Change Branch | Delete
Solidcore Client for Windows Install Neutral 2/5/15 11:57:23 AM EST | ABEPM Licensed Current Change Branch | Delete
VirusScan Enterprisa Install X Neutral 4/11/14 3:47:04 PM EDT | Mchfes Licansed Current Change Branch | Delete

VirusScan Enterprise for Linux Install English 4/11/14 3:43:25 PM EDT | McAfee Current. Change Branch | Delete

Actions v | 23 icems Check In Package

Idle:
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workplace

"Patch Update  Antivirus Management |Eatkup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Menu v @ Dashboards ;’f—; SystemTree g, Queries & Reports A Policy Catalog

Logoff | @ | '@ McAfee
Software
Master Repository

Check In Package 1 Package

What package are you checking in?

Note: Tf distributed repositories are set up to replicate only selected packages, your newly check-in package will be replicated by default. To avoid replicating a newly checked-in package, deselect it from each distributed repositary or disable the replication task before checking in the package.

Package type: Product or Update (.ZIP)

®
(O Extra DAT (.DAT)
o]

Super DAT [.EXE)

File path:

[ Search mcafee dat

Organize ~

r Favorkes Mame Date modified
P Desktop ) 7736:cdat exe
& Downloads B 7r41xdat ene

1) avwepo773edat.zip

Type | Size

3i12/2015 2:00AM  Application 73,804 KB

317/z015 00 AN Application 75,599 KB
=, Recent Places 312/20152:01 A Compressed (zippe... 40,767 KB
4 Libraries :
[ Documents
o Music
=] Pictures

[BE videos

B

& Computer
&, Local Disk (1)

File name: Iawepo??lﬂdat.zwp =] Jeirites ¢

4

www.abb.com
© ABB Inc.
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ABB Security Workplace
File
"Patch Update Antivirus Management |Eatkup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |
Log off | @ | 'WMcAfee

Menu v @ Dashboards ;1'—; SystemTree @i Queries & Reports | Ppolicy catalog

Software

Master Repository
Check In Package 1 Package

What package are you chacking in?

ote: TF distributed repositories are set up to replicate only selected packages, your newly check-in package vill be replicated by default. Ta aveid replicating a newly checked-in package, deselect it from each distributed repository or disable the replication task before checking in the package.

@ Product or Update [.ZIP)
(O Extra DAT [.DAT)
(O Super DAT (.EXE)

Package type:

File path: [D:\McAfee dat\avvepo7741dat.zip
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File

Patch Update  Antivirus Management | gackup and Recowery | Backup Testing | MERC-CIP Reporting | USE Maragement

‘., .
T Please wait...
¥
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BB Security Workplace
File

"PatchUpdate  Anthvirus Managemen | Backup and Recavery | Backup Testing | NERC-CIP Reporting | USE Management |
Menu v | () Doshboards  ggm SystemTree @ Queries&Reports | Policy Catalog Logoff | @ W McAfee

Software

Master Repository
Chack In Packaae 1 Package 2 Package Options

Click "Save" to check in the selected package

Package info: Name: DAT

Version: 7741.0000
Minor Version:
Type: DAT

Language: Neutral

Branch: Current Another package (version 7542.0000) already exists in this branch. Checking in o this branch will sverwrite the existing package.
Previous

Evaluation

Options: Move the existing package to the Previous branch

Package signing: This packags is signed.

Conflicting Packages that will be
removad:

BacLl Save I(an:a\
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& ABE Security Workplace
File

Patch Update Antivinus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

Menu v | (D Dashboards gy SystemTree @l Queries&Reports | Policy Catalog Logoff @ | '@ McAfee

Software

Master Repository

Packages in Master Repository Hide Filter
(2= Al Branches v |

Version Minor Version Language Check-In Date Signed by Distribution Type Branch Actions

7826.0000 Neutral 6/23/15 12:54:27 PM | McAfee Currant Change Branch | Delet

7680.0000 Meutral s/

/15 9:19:50 AM PO/ McAfee Previous

Host Intrusion Prevention Hot Fix Neutral 4/11/14 3:48:31 PM EDT | McAfee Current Change Branch | Delete
Host Intrusion Prevention Tnstall 8 Neutral 4/11/14 3:48:14 PM EDT | McAfee Licensed Current Change Branch | Delete
Host Intrusion Brevention Content DAT Neutral 4/11/14 3:45:40 PM EDT | McAfee Current Change Branch | Delete
LinuxShield Hot Fix 1 English 4/11/14 3:49:44 PM EDT | McAfee Current Change Branch | Delete
McAfee Agent for Linus Install English 4/11/14 3:29:52 PM EDT | ABBPM Licansed Current Change Branch | Dalete
McAfee Agent for Mac OS X Install English 4/11/14 3:52:08 PM EDT | ABEPM Licensed Current Change Branch | Delte
Mcafee Agent for Windows Install English 4/11/14 3:30:33 PM EDT | ABBPM Licansed Current Change Branch | Dalete
McAfee Anti-Spam for McAfee Security for Mi Install [ Neutral 4/11/14 3:50:32 PM EDT | McAfee Current Change Branch | Delte
McAfee Data Loss Pravention Install English 4/11/14 3:47:49 PM EDT | Meafes Current Change Branch | Dalete
McAfee Endpoint Protection for Mac Tnstall Neutral 4/11/14 3:48:55 PM EDT | McAfee Current Change Branch | Delete
McAfee 2P0 Desp Command Discovary Blugil Install Neutral 4/11/14 3:44:15 PM EDT | ABBPM Licansed Current Change Branch | Dalete
McAfee Quarantine Manager Tnstall Neutral 4/11/14 3:50:51 PM EDT | McAfee Current Change Branch | Delete
Mcafee Real Time Client Install Neutral 4/11/14 3:51:32 PM EDT | ABBPM Licensed Current Change Branch | Dalete
McAfee Real Time Content Content 1 Neutral 4/11/14 3:51:45 PM EDT | ABEPM Current Change Branch | Delete
McAfee Security for Microsoft Exchangs (x64| Install Neutral 4/11/14 3:50:15 PM EDT | Meafes Current Change Branch | Dalete
MySQL for McAfee Quarantine Manager Tnstall Neutral 4/11/14 3:51:12 PM EDT | McAfee Current Change Branch | Delete
Product Improvement Pragram Install Neutral 4/11/14 3:29:45 PM EDT | Meafes Licansed Current Change Branch | Delete
SiteAdvisor Enterprise Tnstall Neutral 4/11/14 3:47:21 PM EDT | McAfee Current Change Branch | Delete
Solidcore Client for Windows Install Neutral 5/15 11:57:23 AM EST | ABBSM Licansed Current Change Branch | Dalete

VirusScan Enterprise Install 8 Neutral 4/11/14 3:47:04 PM EDT | McAfee Licensed Current Change Branch | Delete

Actions v | 24 items f Check In Package
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ABB Security Workplace
File

tivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

@) Dashboards

Master Repository

System Tree

Dashboards
Discovery

Policy Catalog

j‘: System Tree

Manage groups, systems, palicy
assignments, and client tasks
assignments.

: ePolicy Orchestrator 5.0.1
28)

Server: ABBPM

Time: 4/22/15 11:10:41 AM EDT

User: Cybersec

j‘:, System Tree g Queries & Reports

Reporting

@ Dashboards

&l Queries & Reports

[&] Threat Event Log
McAfee Labs
Host IPS 8.0
Solidcore Events

Solideore Alerts

Software

2 Product Deployment

Software Manager

¥
=3 Master Repository

BB Distributed Repositories

Extensions

R Licensing

User Management

o Users
Permission Sets

& Audit Log

“=| Contacts

A Ppolicy Catalog

Systems

51] System Tree

Help Desk

5 Real Time Questions

Automation
@] Sserver Task Log
O™ server Tasks
Automatic Responses
Issues
Solidcore Client Task Log
Host IPS Policy Migration
Configuration
@ Server Settings
Persanal Settings
ZE Registered Servers

2™ Agent Handlers

Solidcore Rules

BBl Registered Executables
O

Policy

Policy Catalog

policy Assignments
Policy Assignment Rules
policy Comparison
Client Task Catalog
Client Task Assignments
Client Task Comparison

Host IPS Catalog
Data Protection
I/ oL Policy

DLP Incident Manager

DLP Operatienal Events

Application Control
Inventory
Image Deviation

policy Discovery

joned by
=Afae
Afee
3BPM
Afee

cAfee

Distribution Type

Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Branch
Current
Previous
Current
Current
Current.
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current.
Current
Current.
Current
Current.
Current
Current

Current

Logoff | @ '@ McAfee

Actions
Change Branch | Dalsts
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delsts
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delete
Change Branch | Delste
Change Branch | Delete
Change Branch | Delste
Change Branch | Delete
Change Branch | Delste
Change Branch | Delete
Change Branch | Dalsts
Change Branch | Delete
Change Branch | Dalsts
Change Branch | Delete

Change Branch | Delste

Hide Filter
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ABB Security Workplace
File:

Patch Update  Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Menu v | @) Dashboards g SystemTree @) Queries&Reports  Hll  Policy Catalog Log off | @ | '@ McAfee

Systems

System Tree

Assigned Policies | Assigned Client Tasks | Group Details | Agent Deployment

w My Organization

[P This Group Only custom: [EXTRS  cuick ind: [ I cee M Show selected rows
SPlus 1.1 Demo

SPlus 2.0.2

State Tags 1P Address Last Communication

SWP Management System SPLUSCLL M=naged Server 172.16.4.6 4/22/15 11:01:22 AM
Lost&Found spLUSCL2 ianaged Server 172.16.4.7 4/22/15 10:54:18 AM

SPLUSSRY H2nzged Server 172.16.4.5 4/22/15 11:03:38 AM

Deploy Agents

Run Client Task Now

Set Description
Choose Columns
Sat Policy & Inheritance

Export Table

Show Client Events
Tag

Show Threat Events
Real Time

Transfer Systems

Application Control Update Now

Agent wiake Up Agents

Directory Management

System Trea Actions: Actions v | 3 of 3 selecrad Wake Up Agents

Tdle:
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5 ABB Security Workplace
File
Patch Update  Antivirus Management IEaEkup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Logoff | @ W McAfee

Menu v | () Dashboards gy SystemTree @ Queries & Reports Al Policy Catalog

Systems

System Tree

Select a task object from the list of Tasks or create a new task. To see the task results, go to the Audit Log and Server Log.

Product Task Type Task Name

|2.1.0:Anti-malware McAfee Agent Statistics POC - Content Update

McAfee Agent Mcafee Agent Wakeup (Windows only) POC - Patch Update

jt Exchange 8.0.0 2| Mirror Repositories (Windows only)
SiteAdvisor Enterprise Plus 3.5.0 R

Solidcore 6.1.4 Product Update

VirusScan Enterprise §.5.0

VirusScan Enterprise for Linux 1.9.0 or Create New Task

Number of Systems ( 3)

Agent Version

My Organization > SPlus 1.1 Demo > SPLUSCLL 4.8.0.641

My Organization > SPlus 1.1 Dema > SPLUSCL2 4.8.0.641

My Organization > SPlus 1.1 Demo > SPLUSSRY 4.8.0.641

Run Task Now || Cancel
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) ABB Security Workplace
File

Patch Update  Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reparting | USE Management |

Menu v () Dashboards @ SystemTres @l Queries & Reports A Policy Catalog

Logoff @ W McAfee

Systems

System Tree

Run Client Task Now

“Update in Progress” dialog box [ Show “Updsta in Progress” dialog box on managad systams
(Windows systems only): m

Package selection: QO &Ml packages
@ Selected packages

Package types: Signatures and engines:

[ Host Intrusion Prevention Content

Paiches and service packs:
[] =Po Agent Key Updater 4.2.0
[ vinuxshield 1.9.0.28822
[] McAfee Real Time Content 1.0.0
=]

Host Intrusion Prevention 8.0.0

Run Task Now |ficancel
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ABB Security Workplace
File
Pateh Lpdate  Antiirus Management | Backup and Recavery | Backup Testing | NERC-CIP Reparting | USE Management |

Logoff | @ W McAfee

Menu v | (0 Dashboards @iy SystemTree  @ij Queries & Reports Al policy Catalog

Systems

System Tree

Running Task: McAfee Agent > Product Update > McAfee Agent > Product Update
Initiated: 4/22/15 11:12:41 AM by Cybersec

System Status

> My Organization > SPlus Demo > SPLUSCLZ
» My Organization > SPlus 1.1 Demo > SPLUSCLL

» My Organization > SPlus 1.1 Demo > SPLUSSRV
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Cybersec
SWPDEMO

Dual 2.13 GHz Intel Xean(R) ES506
4096 MB

Windows 2008 R2
Service Pack 1

172, B

Free Spat CA218.81 GB NTFS

oot Time 42212015 12:19 PM

McAfes DAT Date: 9/30/2015
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Thank You

- Speaker name: Joseph Catanese

- Speaker title: Manager, Cyber Security IAPG
AL BB D . phone: 440-585-2789
Mpm | |

- E-Mail: joseph.p.catanese@us.abb.com
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