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ABB In Process Safety

Brief introduction

35+ years of experience in process safety systems

’ ] | ] I ‘ Over 4 9 O O O System 800xA High Integrity

lj - \ ‘ ] safety systems installed globally since 2005

Installations in over 55 countries

26 Safety Execution Centers worldwide




Functional Safety

Evolution to Performance Based Standards

@ 1992 }> 1996 }> 1998 }> 2003}> 2004}> 2010 }> 2015 }> 2016}>

Process Safety Management for Hazardous Chemicals

OSHA CFR1910.119-1992

Functional Safety: Safety Systems
ANSI/ISA-84.01-1996

Functional Safety: Programmable
Systems IEC61508 Ed. 1

IEC61511 ANSI/I.SA-84.01-2004 IEC61511
Ed. 1 Adoption of IEC61511 Ed. 2

D N

> IEC61508 Ed. 2
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SIL Capable Systems
Offering




Integrated Control and Safety Systems




Functional Independence yet Integrated

Process
Control
System

Alarms

Safety
Instrumented
System —

A

et

Physical and
Community
Safety
Procedures




Integrated Process Control and Safety

IEC 61850

Same operations
interface and
engineering

Base System
Servers

Historian and
Data Archiving

Centralized

Plant-wide

Sequence of

System Workplaces
AC BOOM

L

Process control and
safety in the same HI

controller

High Integrity
Controller

Process control and
safety running in

PROFIBUS / PROFINET / Modulel]

separate controllers

\\ Events

/

Common system
therefore reduced
spare parts, training
etc...

PROFIBUS / }

Common, integrated
asset management

strategy




Operators can effectively react to abnormal events




Lack of Integration increase project cost

The engineering effort and cost of
interfacing a safety could be significant

...Over the system lifecycle

- Lifecycle costs add up
- Extra hardware
= Custom interface
- HART analog inputs
- Additional “soft benefits” include:
Device / asset management
Common history, events etc.
Easier sensor validation

800xA HI

— $300,000

—— $275,000

Adding SIS Points | $250,000
HART Analog Inputs

Interface Upgrade $225,000

Training

BPCS to SIS $200.,000

Interface

Application $1 75,000

Engineering

—$150,000

Hardware & Software

$125,000

34 Party TMR



Independence and Functional Safety Standards

BPCS should be independent to the extent that
the functional integrity of the SIS is not
compromised.

Physical separation between BPCS and SIS may
not be necessary
- independence is maintained,
— SIS operation is not be dangerously affected by:
* Failures of the BPCS;
* BPCS maintenance, operation or modification.

Need “effective” separation between BPCS & SIS.

(1) IEC 61511-1 clause 11.2.4
(2) [ISA-84 .00.01-2004 Part 2 Clause 11.4.2

AMERICAN NATIONAL STANDARD

ANSI/ISA-84.00.01-2004 Part 1
(IEC 61511-1 Mod)

Functional Safety: Safety
Instrumented Systems for the
Process Industry Sector - Part 1:
Framework, Definitions, System,
Hardware and Software
Requirements

Approved 2 September 2004




Integrated control and safety

Advantages

Potential common cause are analyzed and
minimized during the design

Access control is a standard off-the shelf
feature including write protection,
bypassing and override mechanism

Integrated testing is performed during the
design validation and verification test,
including Network Security

Version control, compatibility and
interoperability testing are all part of the
release procedure



Independent High Integrity

Interfaced or Standalone Safety

- Independent High Integrity has the exact same certified components as the
System 800xA High Integrity safety system

- Does notinclude functionality related specifically to process control (i.e. HMI or
Operations)

- Control Builder Safe includes those items required for certified safe operations

Perfect solution for many Great for industrial
industries: applications:
Oil & Gas Emergency Shutdown =
Petrochemical Relay Interlock
Chemical Remote Terminal Units
Pulp & Paper Burner Management
Power High Integrity Pressure

Protection



Independent High Integrity

Overview

Hardware

— TUV certified SIL 3 controller (PM865/SM811)
- 24 VDCDC /0 and 4-20 ma Analog inputs
Control Builder Safe

— Engineering

— |IEC1131 languages

— Access control and override control

— Certified Libraries

Connectivity and Interfacing

— ABB Control systems

— 3rd party software and control systems
Diagnostics

Engineering Any DCS
‘Waorkplace(s) Workplace(s)

2800 High
Integrity 11O
Module(s)

Solenoid
valve

Pressure
Transmiter
2600T

Small Independent HI system with engineering and DCS



Burner Management System

BurnerLib —
2 [ Bumerlib1.0-1
— ----- 1..' Connected Librarifai
AC800M High Integrity Burner Management Library (BurnerLib) is L
fully integrated. - s
------ # ComplementInConfig
Contains five SIL 3 classified function block types to implement (o sl
complete Burner Management applications. = i
------ 45 ReallnZoo3Config
— Includes complete control over startup and operation. il
....... & TightnessTestPar
Has built in Alarm Handling, Faceplates and Display Elements. s . prction Bl s
------- 3= Burner
. L T T T T T I Ji cmplementin
Satisfies most relevant standards. ~° i
. . . b -?j RleaIInL:u:B
Allows complete visualization of the process W Thinesle

(No more “black box”). SIL3



800xA High Integrity Certification
TUV Certificates

E E CERT.I‘F_IqC:.hTE

. ecape ol Gt Qi Doviiopman Dagriri AC 800M High Integrity

e - Safety Manual

: i = oy A IRED

E E - FRIPED
Product Safety Development Department Safety Manual

Certificate Safety Certificate

TUV Product Service certified all product components in the

High Integrity offering




800xA High Integrity Certification
Certified to Functional Safety Standards

Fully certified to IEC 61508, a generic standard
providing guidance in the design of safety system
products

In compliance with IEC 61511, a process industry
specific standard providing guidance in the
design of safety system projects

PRODUCT SERVICE These standards specify procedures and routines
for all activities required to manage safety
throughout the entire lifecycle of the system

Planning, design, implementation,
documentation, training, operation and
maintenance

Functional o7
Safety Y




Certificates

800xA High Integrity — Meets Industry Standards

Laws and Directives

2014/35/EU Low Voltage Directive

2014/30/EU EMC Directive

93/68/EC and amendments | CE marking Directive

2006/42/EC Safety of Machinery Directivel!)

94/9/EC — ATEX directive Electrical and mechanical equipment and protective systems, which
may be used in potentially explosive atmospheres

(1) To fulfill the Safety of Machinery Directive, you need to make sure that the System 800xA, Operations Basic Operaiions,
2PAAT11131% and System 800xA, Operator Manual, Warnings, 2PAAT108858* are translated into the local official

community language.

Please refer to Safety Manual 3BNP004865-601 for further information



Certificates

800xA High Integrity — Meets Industry Standards

General Safety Standards

|IEC 61508 Ed2

2010 | Functional safety of electncal/electronic/programmable
alectronic safoty-related systems

EN 150 1384841

2008 | Safety of machinery - Safaty-related parts of control systams
Part 1: General principles for design

EN IS0 13848-2

2008 | Safety of machinery - Safety-related parts of control systams
Part 1: Validation

Please refer to Safety Manual 3BNP004865-601 for further information



Certificates

800xA High Integrity — Meets Industry Standards

Additional Approvals for Safety Compliance

UL 508 2010  |Industrial Control Equipment
UL 1998 2010 | Standard for Software in Programmable Components
FM 78051 1988 | Programmable Logic Control based Bumer Management

Systams

CSA 22 2 NO.142-
M1aa7

2000

Process Control Equipmant

EN 50178

1697

Electronic equipment for usa in power installations

(1) Only aselacted number of AC BOOM HI boards are cariified acconing io FMTE0S
(Z) The AC BOOM HI 15 designed In accordance with this standard. The standand ks not includad In the cermcation.

Please refer to Safety Manual 3BNP004865-601 for further information



Certificates

800xA High Integrity — Meets Industry Standards

Application Standards (to the extent applicable)

IEC 61511 2003  |Functional safety - Safety Instrumented Systems for the
process industry secfor
ISA 584.01 2004 | Application of safety instrumentad systems for the process

industries

ISO 10418 (API RP 14¢)V | 15993

Petroleum and natural gas industries — offshore production
platforms — Analysis, design, installation and testing of basic
surface safety systems

EM 50156-1 2004  |Electrical equipment for furnaces
EN 298 2003 | Automatic gas burner control systems for gas burners and
Ch 89,10 gas burning appliances with or without fans
EN 54-2 and -4 1997 | Fire detection and fire alarm systems
NFPA 72 2007  |Mational Fire Alarm Cede
NFPA 79 2007  |Electrical Standard for Industrial Machinery
NFPA 85 2007 |Boiler and Combustion Systems Hazards Code
b compilation o - )
Ch463 ( pilati f 8501 — 8506)
prENY 1 g54(1) 1995  |Internal and external fault behavior of safety-related

electronic parts of gas appliances

{1} The AC 300K HI iz designed in accordance with this standard. The standard is not includad in the cerification.

Please refer to Safety Manual 3BNP004865-601 for further information



Why customers benefit from High Integrity?

Use of Diverse Technology

Provides better protection against
Common Cause Failures, leading to
reduced PFD

Systematic Capabilities

Features as Difference Report, Compiler
Restrictions, Access Control and Safe
Online Write helps prevent systematic
errors in programming the system

Live Code Evaluation

Difference Report and Load Evaluate Go
(LEG) are unique to High Integrity

Tight integration

Integration to 800xA is the best SIS -
BPCS integration in the market

Safe Online Write

Standard-off-the-shelf SOW allows for
cost-effective, secure, pre-tested and
certified approach to writing and
bypassing the SIF and reduce the
chances of systematic errors




Benefit: Flexible and Cost effective solutions

Use of Diverse Technology

SIL 3 without redundancy
Smaller footprint
Flexible configuration

Systematic Capabilities

Reduce human error
Ensure compliance to Safety Manual

Live Code Evaluation

Simplifies application troubleshooting

Simplifies Management of Change and
Audit Tralil

Tight integration
Safe Online Write

Eliminate extensive programming and
testing




15t Generation Logic Solver Architectures

Duplex Triplex Quad (Bi-Duplex)
loo2D 2003 2004D
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800xA High Integrity

Diverse Architecture, Diverse Implementation

e ACS800M HI The SIL 3 High Integrity controller has
E SIL3 parallel processing paths based on diverse
T e el el technology

=' \CD/';;; Integrity voting between paths

sM I Safety /O SIL3 compliments the built in active

diagnostics
HFT Controller (PM) and Safety Module (SM)
1 developed by diverse (different and
SIL 1 independent) teams and tested by a third
SIL2 team by people with different

backgrounds in different locations

The two channel architecture meets SIL3
4= 4= requirements for hardware fault detection
IEC61508-2 Table 3 and reaction




800xA High Integrity

Diverse Architecture: SIL 3 without Redundancy

SM811 PM865

TB840

Single 1/0 AI8880, DI880 and DO880

©ABB



800xA High Integrity

Diverse Architecture: Redundancy for Availability

{
e
e
HITEILL,
o
i 44
» O -
i'i!f'.‘
iy
.il..

» J 4 CPUs

AC800M High Integrity offers availability
figures comparable to or better than
typical TMR systems

— Availability up to 99.9999%

Redundancy and switch-over to stand-by
unit allow continuous operation without
time restriction upon failure of one of the
redundant modules



E)OXA High Integrity

S880 I/0 Functionality

Single and Redundant
configuration

Hot Insertion and Hot Swap
in redundant configuration

G3 Coating

EX certified —Zone 2, Class 1
according to US standard

Embedded Diversity

Two diverse execution paths based on
different hardware technology

Both MCU and FPGA

Each individual single IO module has an
internal loo2 architecture



Engineering
Application Development Environment

The engineering tool, the Control Builder M, will

¥ Control Builder M Professional - HI_De o [=] 9]

File Edit View Tools Window Help

NPk RERS FPy @ o o . . o o
B automatically limit user configuration choices to ensure

E
B [ Libraries

£ @, Appliations . .
1] g BPCSApp - (HI_Ctir.BPCS) -I n t e g r-l ty

DemoControlApp - {HI_Ctir.DemoControl)

B Safety functions protect and control download to the

process and runtime environment

&, Programs

Download is prevented unless all SIL requirements

= J5l| ESDiProg
ESD_1 SDLevel

<

PWR_FIRE SDInBool

PWR_SD SDOutBool

|2} XY_10 SDOutBoal are I I Ie

Embedded firewall mechanisms include

- F5ff SDStatusProg

CRC protection on different levels

[ Y| ForceControlProg

333§;§3i55'“:‘c*}7§5°’ Double code generation with comparison

2}
.
=}

0 -

PSTAPD - (HI_CHr PST)

UseCaseApp - (HI_Ctir UseCase)
o Compiler with revalidation

cTA
B |4 Controliers
B g HLCHr (127.0.0.1:2)
B @) Connec ted Applications
Bl W) Connected Libraries
Bl sl Hardware AC800M HI
= 4 0 PMB5SHI/TPa30

s~ 1  Ethemet

s~ 2 Ethemet
s~ 3 Co
s~ 4 Co
B g= 11 ModuleB
sJ 1 aosss

- g) 2 ams0
i £ 101(901) DISBO

L. 58 102(202) DOBRO
s) 1 sMsil

T

S5 Access Variables

Demo Administrator




Engineering:
IEC 6-1131-3 Supported languages

----- | Libraries

= El applications

..... El, application_1 - {Contraller_1.Marmal)
(= E«ﬂ, Application_2 - {Controller_1.5IL)
- a Zonnected Libraries

....... 2 Data Types

------- ﬂ- Function Block Tvpes

|é| ----- Programs

. 3EE Programl
[ Bl YMT_Contraller_1
[]. - ELcTa
g Controllers

E| ----- Eﬂv’ Cantraller_1 (172, 16,0.0)

[ E__" Connected Applications

........ E Application_t
------- B Application_2
e WMT Controller 1
E - El] connected Libraries

- [ Hardware AC B0OM HI

i PM&AS HIf TPE30

SME11

..... ;

------- {81 Mormal
- {3] Slow

------- " Access Variables

: Eﬁ; application_2 - (Controller_1,5IL)

------- i Control Module Types S I L
o % Control Modules '

[+ a Connected Libraries
....... ", Daka Types

....... ﬂ. Function Block Types
------- i Contral Module Types
------- % Zantral Modules

= Programs

o % Programi

Control Modules
Mix of IEC 61131-3 languages

IEC 6-1131-3 Supported languages

Supported Languages SIL2 SIL3

Function Block
Structured Text Yes Yes

Sequential Function Yes No
Chart



Engineering
Safety Application Libraries

"37? ZE1_ExampleProject

% Libraries

SIL3 Mark

SIL 2 Mark

N R 0 0 8 2 e e e 8 e A

% Swstem
Bl alarmEventlib 1.4-5
Bl easicLib 1.5-6
El cEtexamplelib 1.0-1
EL CE1Matrix 1.0-1
[ cElsimulatelib 1.0-0
[, cESupportlib 1.0-1
ControlSupportLib 1.2-1
B 1corLib 1.2-0
EL 1osimulationLib 1.0-0
] mMmMscommLib 1.2-7
Signallib 1.5-5
B signalsupportlib 1.0-3
E SupetvisionBasicLib 1.0-6
[l % Zonnecked Libraries
[+ %S Data Types
= :a- Function Block Types
[+ 42} SDEoal
& =sDInBool
[+ 481 SDInReal
Lo d8F sDLevel
& spoutBool
B sDReal
B sovalve
& statusRead
: % Zontrol Module Types
| wMTLb 1.0-0

System
BasicLib
MMSCommlLib
AlarmEventLib
ProcessObijLib
SupervisionLib

SupervisionBasicLib

FireGasLib
SignalLib



Engineering
SIL Certified Libraries

eplate

Support for IEC61131-3 Functions and FB
types
New SIL3 FB Types
Input/Output handling
(Boolean, Real)
Support for Shutdown applications (ESD,
PSD)
Valve
Shutdown level

@4 5DLevel_1 : MainFaceplate s | x|

B ===

communication
MMSDefHI and MMSReadHI
Data type check added in both

OABE ADRDR



Engineering

Re-Use Instead Of Re-Inventing

=l |:| Libr aries

-] SvstemLib

-E] ContraolBasicLib

B icorlib

‘B controlstandarduib

‘B alarmeventib

m MyLibrary 7
----- @ Data Types /

El CI:I- Function Block Tvpes —
[ = o okorControl
-3 Control Module Types

-] Contraladvancedlib

-] ry_tark_lib

-] tanklib

-] mypanelib

B

B-

E| applications
%“1 Application_1 - {Controller_1. Mormal)
----- @ Data Types
----- :El- Function Black Types
----- %} Control Module Types
- =-JFE Control Modules
El i Programs

----- i3 Programl - {Controller_1.Fast)

El -4EE Program?Z - (Controllsr_1.Mormal)

: ~38F Motorl  MyLibrary:MokarConkral
~3BF Motor2  MyLibrary:MokorContral
~3BF Motor3  MyLibrary:MokarConkral
i LodBF Motord MyLibrary:MoborControl
I +-32F Program3 - (Controller_1.5low)
-] Controllers

=

=1
Function Block Type
MotorControl
Motor 1
& =1
| Function Block Type
Instances
Motor
& =1
Motor
& >=1
Motor
& =1




Diagram Editor for SIL Applications

-
@ Insert Variable Lﬁ

Fitter
[#] Communication variables

- TUV certified engineering
environment for safety ST
applications E::{mHEg ;EWMIHZR -’:Dms W‘"d"“".:H:; Only show items that contain:

[7] Variables

MName Data Type |Attributes
. . 1 |Viooc XX YY dint retain
| | Easy S I F CO nflg u ratl O n 2 |V123_AC_Auto_Open |bool retain Name Data T‘,"DB Direction Description
3 M NN | tai
e = e @ Meyz_NN_ real in Mhoyz from NN

n S u p po rts LOW to H ig h S I L T EEREE), Comnan ication Variables g:;f:—;;f_—\rﬁfo—own :;:lrzl :: ::z;sf:-t%m:‘:open from process cortrol
Communications

- A’Lower SIL”
. . . SDValve is a SIL3 certified Function Block
communication variable from standard library SupervisionBasicLib

is indicated by different
M ” V123 AC_Auio_Open SDValve 1:1
color and “Expected SIL”. (ool T s

[ Inzert | | Close ] | Help J

W123_AC == Name Outf
b4 e
V123_AC_FBOpen Ei:;
= Booll0 = ParError |
WEE_AE_AU'.]_WE“ V123 AC Fiiose \ T—
| bool , TEE Communication variable of same or higher
MonSIL a4 - (B30 SIL
« + 3 Code

Variables (local)

Starting check 2011-12-13-13:22:26
Summary: Time 1 second. 0 Errors. 0 warnings

v % _Description » Check A4 _Findin Editor 7 IR




Engineering

Compiler Restrictions

ﬂ Compiler switches

Xl
Switch Global 5IL 1-2 51L3 = [F: I
Simultanecous Esecution in 5FC Errar
Loops In 5T Allowed Errar Errar Cancel |
Mested IF or CASE Allowed Allowed Allowed
Implicit Cast Allowed Allowed Allowed Help |
Ingtruction List language Allowed Errar Errar
Ladder Dizaram lanouaoe Allovwed Errar Errar L!
i Current compiler switch to edit below: Simultaneous Execution in SFC

i~ Global ~SIL1-2 SIL3

I_a_llc-wed _:j IE”U' ﬂ IE”U' Li M‘

The compiler warns and / or prevents the engineer from designing dangerous code

— For example complex code structures, loops etc

The compiler checks that all restrictions and rules necessary to achieve the intended SIL of the

application are adhered to

An error is reported when a rule is violated and the attempted download to the controller is

blocked



Engineering

On-line changes

| SIL | Ehangedl F\eslarll Remarks

I
WESDimp S Mo
R rGapp SIL1-2 Mo

~ Control ller Configurations

Hame | SysiD | Changed | Remarks

'_J,H\_Clll 127.0.01:2 Mo Downloaded ta & simulated contraller

Help Cantinue I Cancel

Reauthenticate 3

User ID: I Safety Engineer

User Name: Safety Engineer

Password: I e

Reason: IDDwnIUad

=l

Approval New cause added to level PSD-3.1] ;I

Comment:
({optional)

el

o]

Cancel |

Online changes can be downloaded to
the controller without interfering with

the running process
FB/CM parameters (e.g. trip limit)
Hardware settings (e.g. ISP value)
Logic
Downloads are protected by the
“Access enable” function
Re-authentication can be configured to

ensure that the user is authorized
This is also recorded in the audit trail



Engineering

Difference Report

Reports the differences between the project running in the controller and the project in the
Control Builder M

Presented before download to the controller
Changes may be rejected (in which case the download is cancelled)
Each difference report is saved and stored automatically and can be reviewed at any time

This, together with audit trail functionality and more, provides a well documented and traceable
history T — —




Security
Safety Module Security

AC BOOM

o

58 Pa.
RRERRgp
EREARD

* Reset All Forces — Enable a quick reset of all forces
in the controller

« Access Enable - Activates the access enable
function

* Hotinsert — Initiates hot insertion of SM811 (in
redundant configuration)

* Force Indicator — Active if one or more signals are

———
,l
¢

= H
_.,E...:' in force
JL + System Alarm Indicator — Active if there are one or

more system alarms

y C
[ ] [ ]
P P
“Reset all forces” Hot Insert Force System

Indicator Alarm



Security
System Security And Embedded Firewalls

Engineering Operations

» Read only
= Gonfirm

« Confirm &
access enable

= GConfirm
operation

+ Dialog box

Provides functions for protection of SIL
classified applications in AC800M HI Controllers

— SIL Access Control and Authorization

— Force Control / Override Control / Bypass
Management

— Confirmed Online Write / Confirmed
Operation

-
-

Embedded firewalls and confirmation
» procedures protect the SIL application from
inadvertent / accidental control actions

. Access disable

Access enable

|
I
I
I
|
|
i Any force active
I
|
I
I
I




Security: Audit Trail

- Enables audit of all operator Audit log contains:

and engineering actions ~ Date and time for the operation

* Audit actions examples — Node from which the operation was
Configuration changed performed

Signal forced — User name of those performing the
Download operation

Reserved/Released — Type of operation
— Object, property or aspect affected by the

44 HI_Demo_Project : Engineering Audit List - . ° =10l
” 89 = | H1_Demo_ProjectiEnginesring sudit =] ¥ 0% &5 5 - |
OB 4P EEHSAO
EventTime | Objectiame | M g | UserAccount | NodeName | il
1 101229 18:11:43:554 HI_Demao_Project Project download completed Safety Engineer BODXAHIDEMO
2 |10122918:11:29:995 PSDApp Application downloaded warm restart Safety Engineer 800XAHIDEMO
3 |10122918:11:13:917 HI_Demo_Project Download difference report accepted Safety Engineer S00XAHIDEMO
4 [1012 29 18:08:59:587 HI_Demo_Project Project download started Safety Engineer B00XAHIDEMO
5 |10122918:08:51:489 PSD3xProg Aspect "Program" modified Safety Engineer S00XAHIDEMO
6 |1012 29 18:08:47:313 PSD3xProg Aspect "Program" modified Safety Engineer S00XAHIDEMO
7 |1012 29 18:08:28:949 PSDApp Entity "PSDApp" reserved by "Safety Engineer" Safety Engineer B00XAHIDEMO =l




Lifecycle Updates



AC 800M High Integrity

Product Offering

Performance

1.8 --

0.9 --

W sin

Capacity

32 MB



New Safety controller
PM867/SM812 — More power for critical applications

— Expected to handle full Module bus capacity
(around 450 1/0)

— Fast response times (faster than 250ms)

— About 2x more powerful than PM865/SM811
— Double memory compared to PM865 (64Mb)
— Enables future technologies

- PM867/SM812: more power, same size

© ABB Group
February 27, 2017 | Slide 44 a4



New Safety controller
PM867/SM812: a new family member

PM867/SM812 is a new member to
the family of controllers

PM865/SM811 is still Active and
avatiable

Supported on 800xA 6.0.2 and
forward

SIL 3 Capable and Certified (TUV
SUD)

©ABB



Other Safety related features

Burner Management Library
— Now available in v6.0.2

— Reduces engineering effort through powerful building
blocks

— Includes complete control over startup and operation.
Difference report viewer updated
— Updated with offline support for viewing reports

System Diagnostics update

— NonSIL System Diagnostics no longer requires a
combined High Integrity and Process Control license.

Improved failover for redundant controllers

: ey

=
<
o
™
=
=
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(T}
*
o
a
=
pry
e
=
=
w
[T}

CERTIFICATE
No. Z1013 07 29902 006

;;;;;

©ABB



Control Builder Safe 2.0
Stand Alone Safety

Safety — Reduced Footprint and Enhanced Capacity
- PM867 & SM812 (~1.5-2x capacity) - Single & Redundant

Life Cycle Management
— Windows 10 Workstation Support (Windows 10 Enterprise -

amo. 1

Windows 10



Changes to Burner Management Library
Version 1.1-2 (with 800xA 6.0.2, release April 2016)

Some parameters in Burner object lose their current value at warm download. The out
parameters of the object did not have the attribute Retain set. (#58223)

Erroneous Order to Open PilotValve is Set during Application Reconfiguration. If BurnerLib
burner is Active an Erroneous Order to Open PilotValve was Set during Application
Reconfiguration. 800XxACON-CN-5112-001 (#56144)

Realln2o03 does not show the Error alarm if Faultloo3 alarm has been set before. (#55688)
New indication in FB Tightness Test. (#55749)
Improved alarm messages in Realln2003. (#56281)



AC 800M High Integrity

Product Offering
Performance

4

1.8 --

0.9 --

Rk
/85 /8

wrrwll vl

Capacity

16 MB

32 MB

64 MB



Conclusions

ABB has relevant and proven experience in Functional Safety for Process applications
Top player worldwide and in key industries with over 4000 installations worldwide
Integrated to 800xA, Independent or Interfaced to S+ or other DCS, HMI or SCADA

Diverse Redundancy and Logical Separation are ways to avoid Common Cause Failures and
maintain Independent Protection Layers

Product functionality enables cost effective and flexible solutions

Follows design practices as described on the IEC/ISA Safety Lifecycle to built robustness to the
integration and achieve Independent Protection Layers

Security and Access Control are crucial for the successful implementation of the integration

Reduce engineering effort and ensures compliance to relevant Safety and Application
standards
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Independent Protection Layers

Is a Fire & Gas System a Layer of Protection?

Process
(@{e)glife]
System

Alarms
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Fire and Gas Systems (FGS)

Subset of industrial automation and control systems

Employed in the process industries for the purpose of:

—Detecting loss of containment of hazardous materials

—And initiating response to mitigate the impact

Typically the design intent is not to prevent a hazardous condition
But rather to reduce (or mitigate) the consequences to a lower level
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Fire & Gas Systems
F&G System Example

Living Quarters

Serial

=Loca/ Fire
“ Alarm System

» G

p=

Communication

--------------------------------

©ABB



NFPA 72

Scope and Certification

NFPA extends beyond the control unit and covers:

— Application, installation, performance, inspection, testing and maintenance of fire alarm
systems, supervising systems public emergency alarm reporting system, fire warning
equipment and emergency communication systems and their components

Automation Systems are tested and certified to comply with the requirements of a Fire Alarm
Control Unit,

— Primary and secondary power sources
— Receives signals from initiating devices or other fire alarm control units

— And processes signals to determine part or all of the required fire alarm system output
functions.
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Nationally Recognized Testing Lab (NRTL)

TUV SUD Product Services GmbH (TUVPSG)
— 49-89-5008-4335

— Ridlerstrasse 65, D-80339

— Munich, Germany

List includes:

— CSA International

PRODUCT SERVICE — FM Approvals LLC (FM)
(formerly Factory Mutual Research Corporation)

— Underwriters Laboratories Inc. (UL)

Functional @/

Safety For additional information please visit
- http://www.osha.gov/dts/otpca/nrtl/nrtllist.html
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S800 High Integrity 1/0
Al880 Features

8 channels, 4-20mA and 0-20mA

Certified for 4-20mA

10mS time resolution

0 —1240mS configurable filtering time

Communication with Hart enabled transmitters (router)

Replaceable shunt per channel

Supervision of shunt

Current limited field power supply per channel

Supervision of power supply per channel, also in a redundant configuration

Individual supervision and reporting of 4 configurable alarm limits per channel
(Device Malfunction Low, Low, High, Device Malfunction High)

Simple configuration for alarm limits according to Namur standard NE 43
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Analog Inputs

AI880A as DI - Loop Supervised Digital Input Module is used with an external field loop resistor network, this resistor
network shall be configured in accordance with the guidance in the user manual Doc No. 3BSE020924

Automatic fire detectors selected for select process modules include UL listed / FM approved standard photoelectric
smoke detectors and rate compensated heat detectors. Manual fire detection includes UL listed fire alarm call points.
Each of these field devices interface with the Safety Instrumented System (SIS) via the high integrity input module
(AI880A). The input module is configured for loop supervision and digital input. The resistor network is an end-of-line
/ in-line assembly placed in the circuit near the field device for open circuit and short circuit supervision.

FGS
S8001/0 Rp \ FIELD
AIS80A DEVICE
R1
I

A\ IR HR
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S800 High Integrity 1/0
DO880 Features

16 channels, 19-30 V

Certified for "normally energized” (NE) (high demand), "normally de-
energized” (ND) (low demand)

Output diagnostics is performed without pulsing of
outputs

Outputs are supervised for overload and short & over current protected
Load is monitored in energized and de-energized state (per channel)
Configurable limits for overload

Upon channel errors, relevant outputs are set to safe state (de-energized)
Upon module errors, all outputs are set to safe state (de-energized)
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Digital Outputs

Normally De-energized DO880 channels can only be used in High Demand applications provided the demand rate of the
process exceed 10 minutes.

Normally De-energized DO880 channels used in loops were a false trip directly cause a hazardous event (e.qg. fire
extinguishing with CO2) are restricted to SIL2 if the field device has a response time that is shorter than 10ms.

Normally De-energized DO880 channels are meant to be used with latched field devices where no continuous energized
safe state is required.
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Fire & Gas System

Safety Certified Libraries

#- B FireGasLb2.3-2
#- ] Iconlib 1.2-0

DetectorRemote = LiEarises
B wskem
¥ #- B AlarmEventLib 1.4-5
#- [ Basiclib 1.5-6
Detectochk

# - B controlsupportlio 1.2-1
Detector1Real \

#- B MMsCommlib 1.2-7
# - B signalib 1.55
ignalSupportLi

Supervision Library
Detector input

System control and monitoring

Output handling
Overview presentation

) Libraries

+- B system

+- [ alarmEventLib 1.4-5

+- [ Basiclib 1.5-6

+ E ControlSupportLib 1.2-1

cccccc

Alarm/Eve 4| >
42k Deluge

B FireGasLib 2.3-2
T Connected Libraries
AE @ Data Tvpes

= 2 Control Moduks Types
/

12 coZ

2 FeOoutputOrder HoerecTion_reLease i S
B sprinker e @utputOrder
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o
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Libraries enable significant savings

during engineering
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Modules for monitoring and control

of protection systems

CcOe

Deluge

Sprinkler
Override functionality built into the modules
to supervise the use of Force, Inhibit,
Disable, and Manual Mode



Fire & Gas System - F&G
800xA HI - Display Structure

Group
Overview

Site
= | = = = Overview

Site overview B ::MR :IIIIIE‘
Group overview Group overview semmasten
Area Area -
Area Area -~
Area
Area Area

Ovreview Detector
e Faceplate
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Conclusion

NFPA 72 covers system or application design aspects that are outside of the product(s)

certification.
AC800M High Integrity satisfies the requirements of NFPA 72, EN 54 and IEC 61508/61511 as

certified by TUV.
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