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Cybersecurity. Why is it important?
Examples of recent events



Cybersecurity. Why is it important?

Anonymous US Survey 
made by the SANS Analyst 
Organization (2013) 
covering most major 
Industries



US 19%

Lao 12%

UK 8%

China 35%

Netherlands 2%
Japan 2%
Brazil 4%
Poland 2%
Vietnam 2%

Russia 6%

Occupied 
Palestinian 
Territory 2%

Chile 2%
Croatia 2%
North Korea 2%

Why is it important?
Other real case examples

1. IT department use vulnerability 
scanning tools

2. Neeris brought in by USB-stick

3. A control system could be targeted with 39 attacks in 28 days!



What is Cyber Security?
Summary

Malicious 
software

Hacking Employee 
Mistake

?



What is Cyber Security?
Why is it an issue? 



Cyber security best practices
Normal IT vs. Industrial best practices

3 bad 
password tries;
locks account

Operator loses 
control!

Deployment 
guidelines

Install new patches 
ASAP

May not work! 
May need reboot!

Vendor validate 
Patches

Use firewalls and 
Intrusion Detection 

Systems

Do they know the
industrial protocols 

used?
Vendor validate 

solutions

Normal IT use Industrial use

Differing 
priority

Different 
approach

Availability Confidentiality

Integrity

Confidentiality

Integrity

Availability



Cyber security best practices
A lot of support available

Industrial Autom. 
Energy
IT

Design Details

Completeness

ISA 99*

IEC 62443

NIST 800-53

IEC 62351

N
ER

C
 C

IP

Operator Manufacturer

ISO 27K 

Technical 
Aspects

Management/
Process 
Aspects

Details of 
Operations

Relevance for 
Manufacturers

NIST Cyber Security Framework

IEEE P 1686

* Since the closing of 
the ESCoRTS project, 
ISA decided to relabel 
the ISA 99 standard to 
ISA 62443 to make the 
alignment with the IEC 
62443 series more 
explicit and obvious.

Source: ESCoRTS 
Project (European 
network for the 
Security of Control and 
Real-Time Systems)



Cyber security best practices
Defense in Depth 

The coordinated use of 
multiple security measures, 

addressing people, 
technology, and operations.



Security in the Product Development Process:
Requirements, Design, Implementation, Verification

Secure by 
Design

Default installation and usage with
minimal attack surface
Built in functions for Defense in Depth

Secure by 
Default

Support for Secure Project and Plant Lifecycle
Validation of 3rd party software and solutions 

Secure in 
Deployment

Correct information to those who need to knowCommunication

How ABB works with Cyber Security
The SD3 + C Security Framework used for 800xA



800xA Extended Security
A modular approach

Fundamental
security

Enhanced
security

Products Services

Advanced Access Control

800xA Whitelisting

Digital Signature

800xA Audit Trail

PC, Network and Software Monitoring

Automation Sentinel 

Antivirus updates

Windows Security 
updates

Policies & Guidelines 
Consultancy

Cyber Security 
Fingerprint

My Control System
(Field communication - e.g. security bulletins & 

security reports) 

Built in 
security

System Hardening & System 
Configuration

(Robustness testing, roles based access control, 
IPSec, back-up & restore, host firewall for severs 

& workstations, and storm protection for 
controllers & communication modules, etc.)

Training
(e.g. E163)

Management 
& Monitoring

Industrial Defender 
Automation 

Systems Manager™ 

Cyber Security 
Monitoring 

Service
(ServicePort)



 Based on Windows 8.1 & 
Server 2012 R2

 Improved Cyber Security 
robustness testing

 Windows UAC - User 
Account Control 

 Digital system code signing 
of applications

 Faster access to approved 
Microsoft security updates 
and anti virus definition files

Future proof and easier to keep secure

The most secure system 
available without 

compromising functionality

What is new in 6.0?



Plant Security Server

What is new in 6.0?
Download from ABB WSUS/EPO

ABB-WSUS/EPO

 The ABB WSUS1/EPO2 is updated with 
latest MS Patches and McAfee Datfiles
validated and approved for use the control 
system.

 The ABB WSUS/EPO automatically 
synchronizes with the Plant Security 
Server WSUS/EPO frequently.

Pilot phase Q1-2, 2014
1 Windows Security 
Update Service
2 McAfee ePolicy
Orchestrator

DCS

WSUS1 Server
EPO2 Server 

The Plant Security Server distributes the 
updates to the connected Control Systems

Remote 
Access 
PlatformAPPROVED





800xA Networks
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Ethernet in industrial applications

Trends & drivers:
 Increasing use of PROFINET, IEC 61850, EtherNet/IP, 

etc.

 Ethernet reach the field to a greater extent.

 Cyber security focus

 Remained focus on reliability & availability

 Mobility

Leads to:
 More & more functionality in network equipment, but 

harder to configure.

 Increased focus on monitoring of IT assets to ensure 
stable systems.

 Wireless deployment of automation networks

Trends & drivers
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System 800xA
Modern DCS depend on a reliable network 
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800xA Network Switches

 ABB can now take full responsibility 
also for the networks in our Control 
System deliveries

 Detailed supervision makes it 
possible to detect and solve 
network related problems early

 Designed for industrial use gives 
high availability, also in tough 
environments

Key benefits
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Functionality
Availability

Investment



800xA Networks

Type of 
equipment

Configuration
support

Architecture
support

Software
support
(E.g. firmware)

Hardware 
support

Non 
Industrial IT 
certified

Industrial IT 
certified  

800xA Networks    

Fully supported by ABB

 Preconfigured for 800xA.

 Integrated detail status 
monitoring & alarming.

 Fully supported by ABB.
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When questions arise, you can always 
turn to ABB. 



800xA Networks

 Switches are preconfigured for 
use with 800xA. 

 Only two settings are needed to 
get up and running:

 Change the default IP.
(If more than one switch is used.)

 Set speed & half/full duplex.
(Especially for AC800M.)

Preconfigured for 800xA

© ABB Group 
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Increased engineering efficiency
& 

Reduced risk of misconfiguration = 
Increased uptime



800xA Networks

PNSM enables embedded monitoring of IT-
assets in System 800xA. The following 
types of equipment can e.g. be monitored:

 Servers

 Workstations

 Switches

 Firewalls

Enhanced network monitoring – PNSM Intro
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800xA Networks

Attribute monitored IIT certified 800xA Networks

Device general health 
(summary alarm)  

Power supply status  

Port connected 

Port lockdown 

Device temperature 

Traffic
(Packets per second & per port) 

Input Error Rate
(% of bad/dropped packages) 

Enhanced network monitoring

 Preconfigured for 800xA.

 Integrated detail status 
monitoring & alarming.

 Fully supported by ABB.

© ABB Group 
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Early identification of network 
issues, before problems arise. 

=
Increased uptime.



800xA Networks
Enhanced network monitoring

 Faceplates, documentation, trends, 
and alarm lists, is easily accessible 
using standard aspect/object 
technology.

 Graphical representation of the 
network can be created to easily 
identify where in the network an 
issue arisen.

 Solution is integrated into 
Maintenance Workplace.

 Preconfigured for 800xA.

 Integrated detail status 
monitoring & alarming.

 Fully supported by ABB.
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NE840 NE820 NE810 NE801 NE802

Ports 19 19 10 5 5

- Gbps 4 (SFP)
7 (RJ45)

4 (SFP)
7 (RJ45) 2 (SFP) 1 (SFP)

4 (RJ45)

- 10/100 Mbps 8 (RJ45) 8 (RJ45) 8 (RJ45) 1 (LC)
4 (RJ45)

Managed    Lightly** Lightly**

RSTP   

Ring redundancy FRNT 
(20ms recovery time)

FRNT
(20ms recovery time)

FRNT 
(20ms recovery time)

VLAN IEEE 802.1Q IEEE 802.1Q IEEE 802.1Q

Quality of Service 4 queues 4 queues 4 queues

G3 compliant     

Temperature range -40 to +55ºC -40 to +70ºC -40 to +70ºC -25 to +70ºC -40 to +70ºC

Fanless     

Marine certification DNV DNV DNV DNV DNV

Power supply 110/230V AC Redundant 24V DC Redundant 24V DC Redundant 24V DC Redundant 24V DC

800xA Networks
Portfolio

** Possible to configure half/full duplex & 10/100Mbit using physical DIP-switches, 
to ensure stable communication with AC800M controllers.

© ABB Group 
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800xA Networks

 NeCo – Easy-to-use configuration tool 

 Draw 2D graphical representation 
automatically.

 Upload new firmware in a bulk 
manner.

 Bulk configuration

 Wide range of SFPs
 LC connectors

 Multi mode & single mode

 0.55 – 120km range

 Possible to monitor

 RJ45 connectors

Portfolio

© ABB Group 
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NE870 NE871

Ports 11 3

- Gbps 3 (RJ45) 3 (RJ45)

- 10/100 Mbps 8 (RJ45)

Managed  

Routing  

- RNRP  

Firewall  

800xA Networks
RNRP Routers

Client/server network

Control network

Demilitarized zone

 RNRP – Redundant Network Routing protocol

 RNRP Routers 

 Will have same ruggedness and functionality as 
existing Network Equipment + RNRP and firewall 

 Makes it possible to separate network areas with full 
redundancy without using windows computers

 Can connect from redundant Client/Server network to 
single DMZ network

 Makes it possible to separate Safety networks 
without using windows PCs for separation



What about networking security?
Security zones - Layers, Traditional design

Internet

Enterprise network

Demilitarized zone

Client/server network

Control network

Field network

Is the risk the same throughout 
the entire system?

Risk = Likelihood x Impact



What about networking security?
Security zones, an example

Internet
Enterprise zone

Demilitarized zone

Control zone Safety control zone

Client zone

WiFi zone

Field zone

Server zone

Increased incident likelihood:
 Enterprise network?
 Obsolete Windows nodes?
 Wireless networks?

Increased incident impact:
 Control Networks?
 Safety networks?



What about networking security?
RNRP networks today & tomorrow

Client/server network

Control network

Connectivity servers also 
work as RNRP routers. 

Aspect servers

Connectivity servers

Increased availability,
enhanced security, & 

decreased maintenance.
RNRP routers. 

Aspect & 
connectivity 

servers



What about networking security?
RNRP networks tomorrow – Connect to DMZ

Demilitarized zone

Client/server network

RNRP routers/firewalls for 
redundant connection to DMZ. 



What about networking security?
RNRP networks tomorrow - Connect controller networks

RNRP routers/firewalls can 
connect two controller areas. 

Control network Safety network



What about networking security?
RNRP networks tomorrow – Connect controller networks

RNRP routers/firewalls 
to connect controller 

networks to a controller 
backbone, if >2 

controller networks. 

Control network Safety network



What about networking security?
RNRP networks tomorrow – Tunnel area

RNRP routers/firewalls 
to connect network 

areas. 

Non-RNRP 
network



What about networking security?
RNRP router/firewall use cases
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