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800xA High Integrity

§ ABB in Safety

§ Functional Safety Update

§ High Integrity Overview
§ Integrated Control and Safety

§ Diversity and Systematic Capabilities

§ Typical Applications
§ F&G Systems, Burner Management

§ Burner Library

§ Where to find additional information

Safety Update



ABB in Safety for the Process Industries
35+ Years in Safety

§ 35+ years of experience in the
specification, design,
implementation and installation
of process safety systems

§ Over 3,600 System
800xA High Integrity safety
systems installed globally
since 2005

§ Developed and installed the
original “integrated” safety
system with the Safeguard
platform

§ Global installations in over 55
countries including largest
offshore installation on earth
(Troll A)
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ABB Safety Execution Centers
35 Years Of Experience With Safety Systems

Safety Execution Center (SEC)
TUV Certified SEC



Where to find help?
TÜV endorsement of ABB SEC Approach



Success Stories
Kindly Tech Trading Co. Egyptian Potassium Sulfate

§ ABB Solution:
§ Freelance system and Independent HI safety system

solution, including
§ 2 redundant AC 900F controllers,
§ 1 PM 865 HI,
§ 1 DCS Engineering stations,
§ 1 ESD Engineering Station,3 Operator stations
§ 1 set of Freelance 2013 and Control Builder

Safe
§ 1500 I/O signals
§ Fieldbus: PRFOIBUS DP

§ Other ABB products:
§ low-voltage switchgear, motor control center

system, low-voltage drives and low-voltage
motors.

§ Why ABB?
§ Comprehensive solution and leading technology

§ Operation: July, 2016



§ Application:

§ Emergency shutdown system (ESD)
designed for safe shutdown of the terminal
operations during emergency situation

§ ABB solution

§ Integrated Process and Safety IO solution for
600 IOs. with one PM865 Controller , S800 I/Os
and Control Builder Safe

§ Status: Under commissioning

§ Why ABB:

§ Cost-effective solution

§ 2 Standalone safety System, 2 PM865 with
process and Safety IOs.

Success Story
Stand alone Safety Reference



Functional Safety Update



Functional Safety
Evolution to Performance Based Standards

1992 1996 1998 2003 2004 2010 2015

Process Safety Management for Hazardous Chemicals
OSHA CFR1910.119-1992

Functional Safety: Safety Systems
ANSI/ISA-84.01-1996

Functional Safety: Programmable
Systems IEC61508 Ed. 1

IEC61511
Ed. 1

ANSI/ISA-84.01-2004
Adoption of IEC61511

IEC61508 Ed. 2
Acceptance and enforcement of safety standards fuel
opportunities



Business drivers
State of the Safety Systems installed base

Systems installed
before publication
of current standards

65%

Systems used today
are obsolete

87%

Users perceived
compliance to new
standards are difficult

90%

Systems upgrades
are planned during
plant turnaround

84%

Expansion & upgrade of existing plants drives safety systems retrofit



Independent Protection Layers

B



All Lifecycle Steps matter
Specification, Design and Implementation 58%!

43

15

15

6

21

Specification

Design and Implementation

Operation and Maintenance

Installation and Commisioning

Changes after operation

Primary Cause of Control System Failure
Source: Out of control: Why control systems go wrong and how to prevent failure
HSE Books  ISBN 0-7176-2192-8



Functional Safety Standard and Safety Lifecycle

Design & Development
of other means of risk

reduction

Hazard and Risk Assessment1

Allocation of safety functions
to protection layers2

Safety Requirements
specification for the safety

instrumented system3

Design & Engineering of
Safety Instrumented System
4

Installation, Commissioning
and Validation5

Operation and Maintenance6

Modification7

Decommissioning8

M
anagem

entoffunctionalsafety
and

functionalsafety
assessm

entand
auditing

10

Safety
Life-C

ycle
structure

and
planning

11

Verification

9

Safety Lifecycle from IEC 61511



SRS Requirements

§ Definition of the safe state

§ Process inputs and their trip points

§ Process parameters normal operating range

§ Process outputs and their actions

§ Relationship between inputs and outputs

§ Selection of energize-to-trip and reenergize-
to-trip

§ Response time requirement

§ Operator interface requirement



Adopting Functional Safety Standards
Industry is challenged

87

5 3 2

Following applicable standards

Design and implementation

Following Funtional Safety Management
System

Replacing the product

Where do you anticipate the challenge in upgrading your Safety
System?
ABB Industry Survey (%)



Functional Safety Standards
Application of IEC 61508 and IEC 61511/ISA84

PROCESS SECTOR
SAFETY INSTRUMENTED

SYSTEMS STANDARD

Using
Proven–in

-Use
Hardware
Devices

IEC 61511

Using
Hardware
Developed

And
Assessed

To
IEC 61508

IEC 61511

Developing
Embedded
(System)
Software

IEC 61508

Developing
New

Hardware
Devices

IEC 61508

Developing
Application

Software
Using Full
Variability
Language

IEC 61508

Developing
Application

Software
Using

Limited
Variability
Or Fixed

Programs

IEC 61511

Hardware
Software

Nov 04, 2014



High Integrity:
One system Any Process Control



§ Safety is a top priority for most users in all industries

§ Process Industries:
§ Oil & Gas, Chemical, Petrochemical, Pulp & Paper,

Power Generation

§ Multiple applications:
§ ESD/PSD, FGS, BMS, HIPPS, etc.

High Integrity
One system for any Process Automation Interface

800xACompact Freelance Symphony Plus



Plant-wide
Sequence
of Events

Same operations
interface and
engineering

Centralized
Historian and
Data Archiving

Centralized
Historian and
Data Archiving

Common, integrated
asset management

strategy

Common system
therefore reduced

spare parts, training
etc…

Process control
and safety in the

same HI controller Centralized
Historian and
Data Archiving

Process control and
safety running in

separate controllers

Integrated Process Control and Safety
System 800xA High Integrity



Protection Layers must be Independent
Not uncoordinated



What are the benefits of ICSS to Operations?
Better response to abnormal conditions

§ Integrated Control and
Safety System (ICSS)
implementations enable
end-users to fully leverage
the capabilities on the BPCS
§ Information Management
§ Reporting
§ Alarm Management
§ Sequence Of Events
§ Asset Optimization
§ Engineering
§ Etc

Integration must be designed to avoid Common
Cause Failures



800xA High Integrity
Integrated Control and Safety: Advantages

Potential common
cause are
analyzed and
minimized during
the design

TUV Certificate

Access control
is a standard
off-the shelf
feature
including write
protection,
bypassing and
override
mechanism

Integrated testing
is performed
during the design
validation and
verification test,
including Network
Security

Version control,
compatibility and
interoperability testing
are all part of the
release procedure

Optimize Factory Acceptance Test and Lifecycle Support



System 800xA High Integrity
The Value of Adding Safety to 800xA

800xA HI 3rd Party TMR

- Hardware and Software $125,000

$300,000

$200,000

$250,000

$225,000

$275,000

$150,000

$175,000

- Application Engineering
- BPCS to SIS Interface
- Training
- Software Maintenance
- Interface Upgrade Testing
- HART Analog Inputs
- Adding SIS Points

The cost of adding an 800xA High Integrity
safety system to an 800xA DCS is
significantly cheaper than adding a safety
system that needs to be interfaced

Extra licenses, processor and
ethernet module required

Additional programming and
testing for Safe On-line Write

Custom interface requires extra
design, programming and test

Separate engineering tool
means more training

Extra cost for engineering tool
software maintenance

Interface updates require more
documentation and testing

Extra hardware and software is
needed to implement HART

Adding SIS points means
updating that custom interface



System 800xA High Integrity
The Value of Adding Safety to 800xA

3rd Party TMR

$125,000

$300,000

$200,000

$250,000

$225,000

$275,000

$150,000

$175,000

§ Lifecycle costs add up
§ Extra hardware
§ Custom interface
§ HART analog inputs

§ Additional “soft benefits” include:
§ Device / asset management
§ Common history, events etc.
§ Easier sensor validation

The cost of adding an 800xA High Integrity
safety system to an 800xA DCS is
significantly cheaper than adding a safety
system that needs to be interfaced

800xA HI

Hardware & Software

Application
Engineering

BPCS to SIS
Interface

Training
Software Maintenance

Interface Upgrade

HART Analog Inputs

Adding SIS Points



Operators can effectively react to abnormal events



Thanks to a Common Operation Environment…
…Operator can take timely action

Monitor the Process and respond to Abnormal
Conditions



Independent High Integrity
Interfaced or Standalone Safety

§ Independent High Integrity has the exact same
certified components as the System 800xA High
Integrity safety system

§ Does not include functionality related specifically to
process control (i.e. HMI or Operations)

§ Control Builder Safe includes those items required for
certified safe operations

Perfect solution for many
industries:

Oil & Gas
Petrochemical
Chemical
Pulp & Paper
Power

Great for industrial
applications:

Emergency Shutdown
Relay Interlock
Remote Terminal Units
Burner Management
High Integrity Pressure

Protection



§ Hardware
§ TÜV certified SIL 3

controller (PM865/SM811)
§ 24 VDC DC I/O and 4-20

ma Analog inputs
§ Control Builder Safe

§ Engineering
§ IEC1131 languages
§ Access control and

override control
§ Certified Libraries

§ Connectivity and
Interfacing
§ ABB Control systems
§ 3rd party software and

control systems
§ Diagnostics

Independent High Integrity
Overview

Small Independent HI system with engineering and DCS



TÜV Certificates
ABB High Integrity Safety Certificates

Product Safety
Certificate

Development Department
Safety Certificate

Safety Manual

TÜV Product Service certified all product components on the High Integrity offering



§ Functional Safety
§ IEC 61508

§ IEC 61511/ISA 84

§ UL1998

§ Basic Safety
§ IEC61131

§ EN50178

§ UL508

Certificates
Industry Standards

§ Application Standards
§ NFPA72/EN54

§ NFPA85/FM 7605

§ IEC62061

§ NFPA79
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Why customers benefit from High Integrity?

§ Use of Diverse Technology
§ Provides better protection against Common Cause Failures, leading to

reduced PFD

§ Systematic Capabilities
§ Features as Difference Report, Compiler Restrictions, Access Control

and Safe Online Write helps prevent systematic errors in programming
the system

§ Live Code Evaluation
§ Difference Report and Load Evaluate Go (LEG) are unique to High

Integrity

§ Tight integration
§ Integration to 800xA is the best SIS – BPCS integration in the market

§ Safe Online Write
§ Standard-off-the-shelf SOW allows for cost-effective, secure, pre-tested

and certified approach to writing and bypassing the SIF and reduce the
chances of systematic errors

High Integrity is different and better…



§ Use of Diverse
Technology

§ Systematic Capabilities

§ Live Code Evaluation

§ Tight integration
§ Safe Online Write

What does it mean for you?

§ SIL 3 without redundancy
§ Smaller footprint
§ Flexible configuration

§ Reduce human error

§ Ensure compliance to
Safety Manual

§ Simplifies application
troubleshooting

§ Simplifies Management of
Change and Audit Trail

§ Eliminate extensive
programming and testing

Cost effective and Flexible solutions



1st Generation Logic Solver Architectures
Traditional redundant systems

• Duplex
• 1oo2D

• Quad (Bi-Duplex)
• 2oo4D

• Triplex
• 2oo3



Diverse Architecture, Diverse Implementation

§ The SIL 3 High Integrity controller has
parallel processing paths based on
diverse technology

§ Integrity voting between paths
compliments the built in active
diagnostics

§ Controller (PM) and Safety Module
(SM) developed by diverse (different)
teams (Vasteras and Malmo,
Sweden) and tested by a third
independent team by people with
different backgrounds

§ The two channel architecture meets
SIL3 requirements for hardware fault
detection and reaction

SIL 3? Yes, Redundancy? Not required

1oo1D 1oo2D

90 - 99
60 - 90
< 60

0SFF (%)

SIL 3
SIL 2
SIL 1

1
SIL 1
SIL 2
SIL 3
SIL 4

HFT

> 99

IEC61508-2 Table 3

PM

SM Safety I/O SIL3

CB
SIL3

AC800M HI
SIL3



§ Single and Redundant
configuration

§ Hot Insertion and Hot Swap
in redundant configuration

§ G3 Coating

§ EX certified – Zone 2, Class
1 according to US standard

Diverse Architecture, Diverse Implementation

§ Embedded Diversity
§ Two diverse execution

paths based on different
hardware technology

§ Both MCU and FPGA
§ Each individual single IO

module has an internal
1oo2 architecture

S880 High Integrity I/O



SIL 3 Criteria without Redundancy
Single Configuration

SM811              PM865 Single  I/O  AI8880, DI880 and DO880TB840



§ AC800M High Integrity offers
availability figures comparable to or
better than typical TMR systems
§ Availability up to 99.9999%

§ Redundancy and switch-over to
stand-by unit allow continuous
operation without time restriction
upon failure of one of the redundant
modules

Reliability and Availability
Flexible redundancy options

4 CPUs



§ Engineering tool automatically limits
user configuration choices to ensure
integrity

§ Safety functions protect and control
download to the process and
runtime environment
§ Download is prevented unless all

SIL requirements are met

§ Embedded firewall mechanisms
include:
§ CRC protection on different levels

§ Double code generation with
comparison

§ Compiler with revalidation

Systematic Capabilities: Engineering
SIL Compliant Application Environment



Systematic Capabilities: Engineering
Diagram Editor for SIL Applications

TUV certified, easy to
configure, engineering
environment for safety

applications!!

SDValve is a SIL3 certified Function Block from
standard library SupervisionBasicLib

Communication variable of same or higher SIL

Variables (local)



§ The compiler warns and / or prevents the engineer
from designing dangerous code

§ The compiler checks that all restrictions and rules
necessary to achieve the intended SIL of the
application are adhered to

§ An error is reported when a rule is violated and the
attempted download to the controller is blocked

Systematic Capabilities: Engineering
Compiler Restrictions



§ Online changes can be
downloaded to the
controller without
interfering with the
running process
§ Trip limit change
§ Hardware settings
§ Logic

§ Downloads are protected
by “Access enable”
function

§ Re-authentication can be
configured to ensure that
the user is authorized
§ This is also recorded in

the audit trail

Systematic Capabilties: Engineering
On-line changes



Live Code Evaluation: Engineering

§ Reports the differences between the project running in
the controller and the project in the Control Builder M

§ Presented before download to the controller
§ Changes may be rejected (in which case the download

is cancelled)
§ Each difference report is saved and stored

automatically and can be reviewed at any time
§ This, together with audit trail functionality and more,

provides a well documented and traceable history

Difference Report



§ Enables audit of all
operator and engineering
actions

§ Possible to disabled
during commissioning

§ Audit actions examples
§ Configuration changed
§ Signal forced
§ Download
§ Reserved/Released

Live Code Evaluation

§ Audit log contains:
§ Date and time
§ Node information
§ User name of the

individual performing
the operation

§ Type of operation
§ Object, property or

aspect affected by the
operation

Audit Trail



Security
System Security And Embedded Firewalls

§ Provides functions for protection of
SIL classified applications in
AC800M HI Controllers
§ SIL Access Control and

Authorization

§ Force Control / Override Control /
Bypass Management

§ Confirmed Online Write / Confirmed
Operation

§ Embedded firewalls and
confirmation procedures protect the
SIL application from inadvertent /
accidental control actions



§ Available protocols…
§ Safety Peer to Peer

§ OPC

§ ABB protocols

§ Modbus TCP *

§ RS232 *

§ ..to connect to..
§ AC800M HI controllers

§ Process panels

§ ABB or 3rd party DCS &
PLC

§ 3rd party HMI software

Independent High Integrity
Connectivity and Interfacing

* Planned for a future release



Typical Applications



Emergency Shutdown Systems - ESD
PSD - Primary Protections LAHH

LSW

Logic
Solver

ESD1

XV3

XV2

ESD

HH Alarm!
1001

Separator

SIF execution

Shutdown
Executed

LSW



Fire & Gas System – F&G
System Configuration Example

Living Quarters

Addressable Fire
detection loop

Control
Room

Gas
Processing

Local Fire
Alarm System

Sprinkler

Serial
Communication link

HVAC



Fire & Gas System
800xA HI – Safety Certified Libraries

§ Supervision Library

§ Detector input

§ System control and
monitoring

§ Output handling

§ Overview presentation

§ Libraries enable significant
savings during engineering

Fire & Gas Library
Modules for monitoring and control

of protection systems
CO2
Deluge
Sprinkler

Override functionality built into the modules to
supervise the use of Force, Inhibit, Disable,
and Manual Mode
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Group overviewGroup overview

Area

Area

Area

Area

Area

Area

Site overview

Site
Overview

Group
Overview

Area
Ovreview

Detector
Faceplate

Fire & Gas System – F&G
800xA HI – Display Structure
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DCS
Controller

Emergency Off
Pushbutton

Operator
Workplace

BMS
Controller

Operator
Workplace

AC800M HI AC800M

Boiler Management System – BMS
800xA HI - Example System Configuration



BMS and Burner Library



DCS
Controller

Emergency Off
Pushbutton

Operator
Workplace

BMS
Controller

Operator
Workplace

AC800M HI AC800M

Boiler Management System – BMS
800xA HI - Example System Configuration



Burner Management Systems

§ Reduce engineering effort

§ Use of compliant building blocks

§ Increase consistency across applications

§ Increase flexibility and reduce documentation

§ Reduce certification effort over the installation
lifecycle

§ Library has Letter of Conformance by TÜV

§ Documentation is according to standard
§ Safety Manual

§ Improves operation

Benefits of Library



Burner Management System

§ AC800M High Integrity Burner Management
Library (BurnerLib) is fully integrated.

§ Contains five SIL 3 classified function block
types to implement complete Burner
Management applications.

§ Includes complete control over startup and
operation.

§ Has built in Alarm Handling, Faceplates and
Display Elements.

§ Satisfies most relevant standards.

§ Allows complete visualization of the process
(No more “black box”).

BurnerLib



Burner Management System, BMS

§ Burner

§ Start-up sequence and supervision of Burner

§ Complement.In

§ Monitor quality of Boolean inputs

§ Detect short-circuit and open-circuit

§ Lambda

§ Calculation of air/fuel ratio

§ Real.In2oo3

§ 2 out of 3 voting function for Real inputs

§ TightnessTest

§ Tightness test for gas supply valves

§ Datatypes and Connected Libraries

Function Block Types



§ What are the benefits of
ABB products and systems
for this application?

§ What is the benefit of using
a library for this application?

§ Can you describe the
technical benefits of this
approach?

§ Have you measured any
economic benefits of this
approach?

What does it mean for you?

§ A fully integrated burner
management system

§ Certified Function Blocks and
easier approval.

§ No need for “black box”
solutions or communication
interfaces.

§ This was the 1st installation,
we expect to benefit on
upcoming projects.

§ Easier cooperation with
assessor

AB Tändkulan – Interview



Summary

That Way



Summary

§ Reliable hardware is not enough
§ Need to look at

§ What is the risk, and how can it be reduced
§ How to avoid failures
§ Entire lifecycle to be considered
§ Work processes established for each phase in

the lifecycle
§ Importance of Competence
§ SIL is applicable for a function not for a

component alone



Questions & Answers



Where to find information?



§ www.abb.com

§ ABB’s Power of
Integration Knowledge
Center

Where to find information

§ Safety Channel on
Process Automation
YouTube site

§ Safety eGuides

Resources and Communication



Where to find information
Resources and Communication
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