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Registration Peer Group Survey
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Join the ABB DCS Users Group
Share, exchange, and connect with your peers!

- Website:

- Users of ABB control system products and services
in the power and water industries.

« Forum to: share experiences, learn and collaborate
with industry peers, measurably influence and improve ABg

- Top 5 reasons to join the group:

= Networking: true peer-to-peer forums

« Improvement suggestions: day-to-day challenges discussed and ideas exchanged
« News: related articles and information from the industry

« Events calendar: stay connected with users and ABB Power Generation

« Polls / surveys: express your opinion and make your voice heard

- “The value of a users group, and that in particular of ABB DCS Users Group, is that as a group
we have more access and leverage to change and improve the product than as individuals
acting alone. It also allows us to participate in discussions that bring the best ideas forward

and facilitates sharing information that helps everyone.” - Bill Ossman, ABB DCS Users Group STECO
member

© ABB Inc ADD
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ABB Power Generation Cyber Security Special Interest
Group

Agenda

- Welcome & Introductions

- ABB Security Solutions Overview
- MAINTAIN Demonstrations

- Response Polling

= Conclude

= Pop-Up Response Survey ( 5-minutes of your time)
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Today’s Panel

- Mike Radigan, Senior Advisor, Cyber Risk Management,
ABB PSPG

(614) 398-6241

- Joe Catanese, Application Engineer, ABB Power
Generation

(440) 585-2789

- Matt Virostek, Application Engineer, ABB Power
Generation

(440) 585-2789


mailto:Mike.Radigan@us.abb.com
mailto:joseph.p.catanese@us.abb.com
mailto:matthew.virostek@us.abb.com

ABB Power Generation Cyber Security Special Interest
Group

Agenda

- Welcome & Introductions

- ABB Security Solutions Overview
- MAINTAIN Demonstrations

- Response Polling

= Conclude

= Pop-Up Response Survey ( 5-minutes of your time)
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Security Workplace
Package Overview and Maintain Demonstration

C
April 24, 2015
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- Speaker name:
- Speaker title:

- Company name:
- Location:

- Phone:

- E-Malil:

Joe Catanese

Sr. Application Engineer — Cyber Security
ABB Inc.

Wickliffe, Ohio

440-585-2789

joseph.p.Catanese@us.abb.com
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Presentation Outline
Overview
- Package Overview

- Maintain Package

- Defend Package
- Comply Package
= Continuing Development

= Maintain Demonstration

© ABB
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Security Workplace
Package overview

DEFEND <

COMPLY <<

MAINTAIN =< -

Security Workplace
/--System Hardening
» User Access Control
« MS Patches, Anti Virus, Patch Disk
Centralized Microsoft Patching*
« Centralized Anti-Virus Management
« Automated Backup and Recovery
-_Secure File Transfer (ODI-X)*
/--Detect—in—Depth (Sophia)*
« NIDS (Network Intrusion Detection)
= Security Event Monitoring
« Application Whitelisting *
« Configuration Change Management
= |T Asset Management
==

» Automated Data Collection
« Automated Compliance Reporting

© ABB
April 24, 2015 Slide 14

= Workflow Automation Suite
\

=* Indicates product is in managed release "“====



Security Workplace
Package overview

Security Baseline Requirements** MAINTAIN DEFEND _

Automated back-up & recovery v v v

.S. ystem : and netw O rk hardenmg .................................................. | I S v
.c.: e m rahzed amlwus manage ment ............................................. v e P
.(.: e nt ra||zed |v|| Cr Osoft patCh management ...................................... | I S v

Proactive Security Measures

Electronic perimeter protection* v v

.S. ecumy evem manag ement* ...................................................... ‘/ ............................ ‘/ ..............
|Cs asset ma na geme m riweTTTsTvnrsrrrvserr B ‘/ ............................ \/ ..............
.C.: 0 nf |gu rat |on Cha nge m anagem ent* .............................................. ‘/ ............................ ‘/ ..............
.A Utomated d é.té co||ect| 6}%; ......................................................... ‘/ ............................ \/ ..............

NERC CIP Compliance

Automated compliance reporting* v
Policy management* v
Workflow Automation Suite 4

*Available for Fleet-Wide and Multi-Vendor Control Systems

**Active ServiceGrid contract required

v'= Included

©ABB AL ED D
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ABB Security Workplace
NERC-CIP version 5 Requirements

002 003

BES Cyber Security
System Management
Controls

Categorization

Impact Rating Cyber
Security
Policy

15 Month
Review

Management
Approval

Leadership

Delegation

004

Personnel
and Training

Awareness

Cyber
Security
Training

Personnel
Risk
Assessment

Access
Management
Plan

o

Access
Revocation

005 006

Electronic Physical
Security Security of
Perimeter CCAs

o

Electronic Physical
Security Security Plan
Perimeter
Remote Visitor Control
Access Program
Management
PACS
Maintenance
and Testing
Physical
Access
Controls

=Security Workplace assists in compliance of requirements marked by o

© ABB
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007

System
Security
Management

Test
Procedures

o

Ports and
Services

o

Security Patch
Management

&

Malicious
Software
Prevention

&

Security Event
Monitoring

&

System
Access
Controls

008

Incident
Reporting and
Response
Planning

Incident
Response
Plan

Implementatio
n and Testing

Review,
Update and
Communicate

009

Recovery
Plans for
CCAs

v

Recovery
Plan

Exercises

o

Change
Control

010

Change
Management
and
Vulnerability
Assessments

o

Configuration
Change
Management

o

Configuration
Monitoring

o

Vulnerability
Assessment

011

Information
Protection

o

Information
Protection

&

Media Reuse
and Disposal

AL EID D
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ABB Security Workplace
Maintain

Automated
Backup & Recovery

yanonw &3 Options»

-

.up plans and tasks
.the health of the backup plans and tasks existing on this machine.

JNew~ P Runv @ # edit X Delete [ Clone & Impor

Mame Executicn state Status Last finish time

1A ~/|an ~
ABBPM GFS Backup Plan Idle oK 2/10/2015 12:10:08
Navigatien [E) SPLUSCLY GFS Backup Plan  Idle oK 2/10/2015 1:17:48 £
Foiat Backup plans and tasks [E) SPLUSCL2 GFS Backup Plan_ Idle oK 2/10/2015 2:10:32 £
+ 3 ABBPMSWPDIMOkc  Chuck the hosth of e backup plans and taks 4isbeg o ths machenn SPLUSSRV GF{ [ Idle oK 2/10/2015 3:31:07 4
@ ' v P lne ’ X P 3t
8 Machoes mthgents | [ T ey Y Run b | B Monthly backup

YT I—— -~
i Votuad machines = =

Stop @ Daily backup

X %@ Vv

) Bachup plans and tacks e 0% 0518
e —
 Microsot Exange sened
B tncoing P s ek Edit ) Weekly backup
y N e /1172015 30000 A . )
b = Delete | ] Replication/cleanup (st location)
PO S
B Tape mansgemene - ) Dady backup Clone r
W Licenses. # Edn ) Weekly baciup p
Ay X Decte | () Rephic & Import

© ABB
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Grandfather — Father — Son

Centrally manages backup plans

Recovery plans

Conversion to VM



BB Security Workplace
aintain

System &
Network Hardening

Description Status Startu...
Enables th... Aukamatic (0.,

‘onnection Sharing {ICS) Properties {Local Computer)

éneral | Log On | Recover | Dependencies |

Service name:  Shareddccess

Dizplay name: Internet Connection Sharing (ICS]

Frovides network address translation, addressing, ;I

Description: ? : 5 5
name resolution andyor intrusion presention services =

Path to executable:
C:\wiindows\S pstem324svchost exe -k netsves

Genensl | Log 0n | Pescoveny | Diepercdancies |

Startup type: Disabled ﬂ
ervice

Secerame  Shusdcony Aulomatic[De\ayed Start]
P ] Help me configure | Antomatic

woe o — Manual
ot [Provaes natvos, dders e,
L o resckison s ce pinaen)

Service status:

P 10 exseutatie
€ windoves\S ystem s vehart sen 4 ntsves Start |

Stop) I Pause Fiesume,

Stap o

You can specily the start parameters that apply when you start the service
“am here

Sorvee st

| vameters |

Vo an spmcily e st passmmetess ha ol when you st e ssrvice
o hese

[ ] oo | o |

Trowde ¥ Pl
Enaties on Mansal
Frobies Mocud |

\ Extended A Sandard

- Y

e
& znopos

© ABB
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- Reduce surface area of vulnerability
Services

= Firewall

Applications

= Close unused networking ports

- System state documentation




ABB Security Workplace
Maintain

Centralized Anti-
Virus Management

Assigned Policies | Assigned Client Tasks | Group Details | Agent Dy

Quick

e [~ | system Name A | Managed
putchupdate Actrus Mansgenert | Bschup s Rscovery | Bach Teserg | WEAIC-C1 Aepertn | 1 Mansgemant | Deploy Agents
e v | © N ) ) ™ | spLuscL1 Manageq
" L - Modify Palicies on 2 Single System
™ | spLuscLz Managed

System Tree T — Managed ~ Modify Tasks on 2 Single System | M . .
- = Vlanage olICies
.- ot ok |_ G Dotate ’ Run Client Task Now i
" |

Set Description )
Choose Columns

Set Policy 8 Inheritance

, “reate Time-Based Password (Host 1PS 8.0)
Show Agent Log

ot Table
Show Client Events

- Manage DAT file deployments

Show Threat Events

Transfer Systems

Update ™

© ABB

A B
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ABB Security Workplace
Maintain

Dowrkad A Agproved Updates for bodeis)

[ iwtrmm oo securty Updates

i
# spu
W seu

M
WIDASM

ALUS_11

~i0ns  Action  Abaut

i spLuscL1

Operating System

Status

Collection Time

Quality
Scan Models) for Update Status
Delete Nods(s)
Reset Update Status Node(s)
Assign Profile »

Copy Patches to Remate Mode(s)

i Software

ymphony Bl
lersion
e

Install Patches on Remote Nods(s)

t Security Updater

Download Al Approved Updates for Hods(s)

approved updates a

2666365

e

In

2 Approved updates

Repository

© ABB
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Centralized Microsoft
Patch Management

PSPG developed and maintained

Reduces effort in deploying
Microsoft patching

Aligned with ABB Validation
Documents
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Defend Package




ABB Security Workplace
Defend

Electronic
Perimeter Protection

gesties Y
Basic Features

Advanced Routing

VPN

WAN Opt. & Cache

ey —— > | Edge Routing/Firewall

Intrusion Protection

Unified Threat Manager

IPSec / SSL VPN

A DD
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ABB Security Workplace

Defend

f
Event Distribution by Time  LastMoath  ~ i

Asset

o
Goup Al Assets = n‘;,’;,, Authentication =
..... ’
¥\
ER—
£
§ I3
2
£
= 1587
=0
4
| uin | B
Time Occured
N— = -
© ABB
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Security
Event Management

Improve situational awareness

Monitor system performance

Consolidate event logs

Detect anomalies
Triage alerts

Generate reports



ABB Security Workplace
Defend

ICS Asset
Management
— Asset Distribution by Operating System
[— — W | - Reduce cyber security risks

Windows 2003

| . Meet compliance requirements

Opetating System Type

Embedded 05

x - QN m— - Unified, single view of asset base

© ABB "l.l'
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ABB Security Workplace
Defend

Configuration Change
Management

Reduce manual activities by 80%

Improve change management

T

I Assat Distribution by Configuration Excaption
-

—
| |

Eliminate configuration drift

Report compliance effortlessly

Improve control system cyber
security

H £ =
3 H £
3 ] &
- L
|

©ABB AL ED D
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Comply Package




ABB Security Workplace
Comply

@

Automated Compliance Policy Workflow

Reporting Management Automation Suite
e

NERC-CIP compliance

INDUSTRIAL DEFEMDER A5M

Ports and services

Software inventory

WFFL-L1-3CADA-FW Uiser logn failure 1
Unir g faiure 1

'wﬂlﬂm-em—dﬂtm |Faied bogin: user name is correct but |11
e password is wrong

Faied login: user name i3 correct but ]
the pansword is wrong

Login fadure from 162 180,681,102 by =
VPPL-ASALT Login fadure from 10.11.0.210 by root o 1 vt | .
.Lawl':hneh-omm.ﬂ.l:l.zmbrm PR —meanes - Password p0||Cy

User accounts

Fansa b'll\: USEr NAME IS cormect but
e PABFAOIT IS Wrong

Faigd login: user name does not e
Failed login: usar name does net -

Faiad ogin: user name o8
Failed login; user nams

. AL ID D
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ABB Security Workplace
Comply

Automated Compliance Policy Workflow

Reporting Management Automation Suite

Policies Waiting for Promotion

Communicate new policies

INDUSTRIAL DEFENDER A5 iﬁnl’ o"‘. ﬁmw‘ — Mm.'mz
| Policy Group  Policy Draft \ Date Created Creat
fl s S— o Sumeas e [SE= : AlexsNERC  Detect

Group Policy-36

— B CIP default Permissive ‘Z,;lﬁl.llﬁll ASLSY admini | ] TraC k acce ptan Ce
policies Firewall Rules-60
ER! RC CIP-
’ m’;:l::y = :EASM :qus if:’o,m" 1A% admi

Manage conformance

Ve s e

Always be audit-ready

(o

. AL ID D
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ABB Security Workplace
Comply

Automated Compliance Policy Workflow

Reporting Management Automation Suite

INDUSTRIAL DEFENDER ASM

| Fome | diser  Cogamen  omest  Uws Rde RG I WaEAArea SN BRete)  SNE  ASTASNI | Sweems smeennd LalOf Tes e

- Initiate, track, approve, document
and report on workflows

Work Activities

= Document management

- Automated reporting

Initiate Change
!Amchcd Documents
Documcn_t Name
Approved Patch List.docx

Configuration.docx
RTU Configuration.pdf

. AL ID D
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Continuing Development




ABB Security Workplace
Continuing development

: (b=
Application USB/Media Disaster
Control Control Recovery

Application whitelisting

llllll

At-a-glance dashboard

wma: | = Easy policy creation

Fully integrated into AV management
console

Pilots shipped and running

© ABB AL EID HD
April 24, 2015 Slide 32 M iIPRp



ABB Security Workplace
Continuing development

© ABB
April 24, 2015

Application

Control

Potch Lpdste | Antrrus Mansgemert | Sacues snd Recavery | Baciup Testig | NESC-CIP Reportrg US8 Managener |

USB/Media
Control

..

sdixed files log of Odix Stations

show[15 ] entries

Slide 33

. Staton
name

Odixed files log of Odix Stations

abb-tema

Shuwlls ¥ | entries
- . ~  Station ~ A
D Timestamp E—— £ UsernameZ Scan codu
14173 2015-02-10 abb-demao Cybersec 611f3e2cb651
17:20:31
14172 = 2015-02-10 abb-dema Cybersec 611f3e2ch651
17:20:31
8| Ussmamet | Scamcose 14171 © 2015-02-10 abb-demo Cybersec 611f3e2cb65"
17:20:31
Cybersec 6111e2ch65 18efSbed 19)
14170  2015-02-10 abb-demo Cybersec 611f3e2chbr
17:20:31
14169 . 2015-02-10 abb-demo Cybersec 611f3¢
17:20:31
2 s | 20150210 abb-demo Cybersec
17:20:31
2 SPLUSHARDEs,
n abb-demo Cwh-

USTIOKE2  SPLUSHARDEING V2 Bl
2 SPLUSHARDENING_V2.exe. manifest

X62  SPLUSHARDENING V2.6xe.Conllg

oA
@ aiipms

DeLL

Apphssure JF

Disaster
Recovery

Control files entering your system
Scan for viruses

Prevents distributed attacks
Easy and fast to use

Files upload directly to share



ABB Security Workplace
Continuing development

© ABB
April 24, 2015

Application
Control

..............

Slide 34

: [==p=

USB/Media
Control

SERVOPA Recovery Points

Summary

Total Recowery Points: 15
Total Protected Data: 133,63 GB
Repositony: EOO0

Recovery Foints

o oo e ——————4
> 'al

o [Volume Labeled 'System Reservec”

~

1]

[Volume Labeled 'Systam P

fitalime 1"
e T

.

Disaster
Recovery

Alternative to Acronis
Dell OEM driver support
Tighter integration with SWP

Easier to manage
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Maintain Package

Walkthrough




BB Security Workplace
aintain - Demonstration

ABB Security Workplace
File
Patch Update | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reparting | LSB Management |
PatchDiskRepository ~ Options  éction  About

Computer

GENERIC Patch Upd Yy Report

W asesU

: ABEPM Microsoft Security Updates
APWIDASH

SPLUS 11 Unapproved Approved
- Computer updates updates (Not
W spuuscu (Installed) installed)

B srusa | ABBBU 116
W spuussry B see

W ApwIDASM

W spLuscia

) spLusc2

W sPLussRY

Approved
updates
(Installed)

N/A updates
(Installed)

Detail

‘ Updates that are installed but unapproved.

Missing Updates that are approved.

Updates that are installed but listed as N/A.

Approved Updates that are installed.

© ABB
April 24, 2015 Slide




ABB Security Workplace
Maintain - Demonstration

) ABE Security Workplace
Flle

" Patch Update | Antivirus Management  Backup and Recovery | Backup Testing | MERC-CIP Reperting | USB Management |
% Acronis Backup - Connected to AMS [ABBPM.SWPDEMO.local] as Cybersec@SWPDEMO [_[C]
@ J © Connect~ i Actions~ 5 Tools~ [ Navigationv € Options~ @ Help~ @ sk Acronis Acronis @
Navigation

Signin
Short list Full list Dashboard

4 [zl ABBPM.SWPDEMO.local The dashboard shows the summary of Acronis Backup Agents' activities and enables you to rapidly identify and resolve issues.
@ Dashboard

» B2 Machines with agents Recent alerts (2 of 2) viewsl
» B Virtual machines
Backup plans and tasks

© Backup not created: 'SPLUSCL2 GFS Backup Plan’ Troubleshoot. pt

©) Task failed: 'SPLUSCL2 GFS Backup Plan’ - 'Daily backup' Troubleshoot.
i Microsoft Exchange server

[l Dsta catalog

b B Vaults ACti\/iTy hiStOI’y

Storage nodes

2 Licenses e
¥ Aletts

With wamings:
% Reports

Wednesday, April 22, 2015

| Log

2627282930311 2 3456 7 8 91011121314151617 181920 21 P23 24 25 2 23829
Shortcuts Th Fr SalSu M TuW Th Fr SafSu M Tu'W Th Fr Sa|Su M Tu'W Th Fr Salsu M Tuld Th Fr Salsu M Tu W

March, 2015 April, 2015
IE| Local machine [ABBPM.SWPDE!

Machines Backup plans  Recovery tasks

With errors: Error: 1

Error: 0
With wamings Warning Warning 0
Online: Need interaction: Need interaction: 0
Offline: oK: 0

Running Running

Applications A

©] Current acti

© ABB
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ABB Security Workplace
Maintain - Demonstration

£ ABB Security Workplace
File

Patch Update | antvinus Mansgement | Backup and Recovery | Backup Testing | MERC-CIP Reporting | USB Hansgemert |
Patch Disk Repository  Options  Action  About.
Computer
GENERIC Patch Update Summary Report
W neseu
W aeerm il Computer
W spwoasm

~ Computer +

SPLUS_11

Organize ~  Eject  Propertiss
W spuuscu

W srusce
W spuussey

System properties  Lininstall or changs & program  Map nebwork drive  Open Control Panel

Favaries = Hard Disk Drives (1)

B Desktop Local Disk (C:)
4 Dowrloads

updates
(Installed)

116

115
369 GE free of 464 GB
| Recent Places

126
* Devices with Removable Storags (2)

102
Libraries E 101
- E ] BO-ROM Drive (E:)
[4 Documents 8
o) Music
i Pictures
SWPDEMOMedia (1:)
B videos

.4‘/ 183 GB free of 464 GB

112
 Network Location (1)

& Computer

&L, Local Disk ()

&% DVD RW Drive (D:) 20
¥ SWPDEMOMedia (M:)

i Nitwork

DD Rw Drive (D:) 2015_03_Mar_Master_.

Space free: 0 bytes
D Drive

Total size: 4,14 GB

File syster: UDF

2VAAD05443 MAR1

www.abb.com
© ABB Inc

Cyber security patch update
arch 2015 - Disc 1
© ABB
April 24, 2015 Slide




BB Security Workplace
aintain - Demonstration

1 ABB Security Work|
File
Pateh Update | Antivius Management | Backup and Recovery | Badup Testing | NERC-CIP Reparting | LISE Management |

Fatch Disk Repository | Options  Action  About

Tport a Disk... Patch Upd y Report

Visw The Patch Repository

Refresh

= ABEFH Microsoft Security Updates
APWIDASHM

SPLUS_11 Computer

W spuscy

W spLusaz | aBsBU

W spLussry § ABePn
W apwiDasM
@ spuscu
W spLusaz
§ spLussRY

Detail

Unapproved
updates
(Installed)

Approved
updates (Not
installed)

N/A updates
(Installed)

Approved
updates
(Installed)

116
115
126
102
101

‘ Updates that are installed but unapproved.

‘ Missing Updates that are approved.

‘ Updates that are installed but listed as N/A.

‘ Approved Updates that are installed.

© ABB
April 24, 2015 Slide




BB Security Workplace
aintain - Demonstration

& ABB Security Workplace
File

Patch Update | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Patch Disk Repository  Options  Action  About

Computer

GENERIC Patch Upd Y Report

W aessu
W aeerm
W apwioash

Microsoft Security Updates

Unapproved Approved Approved
SPLUS_11 updates updates (Nok "l’ “;‘I’I"Ztes updates
(Installed) installed) (Installed) (Installed)
W rLuscu

W spuuscle | AssU

W rLussry

Computer

8 116

) asePm 115

W ApwIDASM
) spLusa2

W sPLussry Please inseit the ABB Patch Update disk into the optical drivef

Detail D\ 2015_03_Mar_Master_Pateh_D1

Disk Date:  [\far/2015
Import

Updates that are installed but unapps

Missing Updates that are approved.

Updates that are installed but listed

Cancel

Approved Updates that are installed.

© ABB
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BB Security Workplace

aintain - Demonstrati

) ABB Security Workplace
File

on

Patch Update | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reperting | LB Management |

Patch Disk Repository ~ Options ~ Action  About.

Computsr

GENERIC Patch Upd y Report

W g0
W asePm

i Microsoft Security Updates
APWIDASM

SPLUS_11 G

W spLuscr

W spLusce ) ABBEU

W spuussry § neorn
) ApwIDASM
W seLuscy
W spLuscL2
) seLussry

Detail

‘ Updates that are installed but unappt

Missing Updates that are approved.

Updates that are installed but listed &

[Import to repository

Please insert the ABB Patch Update disk into the optical drivef

|
Disk Date:  [[i=/2015 L/

(Installed)

Approved
updates (Not
installed)

8

8
8
9
9
9

N/A updates
(Installed)

updates
(Installed)

116
115
126
102
101
112

ot
n

Creating new disk repasitory 2 %

Carcel

Approved Updates that are installed.

© ABB
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ABB Security Workplace
Maintain - Demonstration

© ABB
April 24, 2015

Slide -

& ABB Security workplace
File

Patch Lipdate: | Antivinus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Patch DiskRepository ~ Options ~ Action

Computer
GENERIC

W 2880

W aePm

W apwinasm

SPLUS_11

W spuscu
W spusce
W spLussry

About

Repository Summary

Patch Disks Database

24.11 GB total size.

In
Repository

3045049
3046049
3046049
3046049
3046049
3046049
3039066
3039066
3030066
3030066
3039066
3039066
3035132
3035132
3035132
3035132
3035132
3035132
3035131
3035131
3035131
3035131

NENENENENENE SENESENENENENENENENESENENENENES

KB Number

Mar 2015 - 97 updates. - 1.62 GBbytes. -

Affected Product

Server2008 No ServicePack x86
Server2008 No ServicePack R2 x64
Server2012 No ServicePack R2 x64
Windows7 No ServicePack x64
windows7 No ServicePack x86
Windows81 No ServicePack x64
Server2008 No ServicePack x86
Server2008 Ne ServicePack R2 x64
Server2012 No ServicePack R2 x64
Windows7 No ServicePack x64
Windows? No ServicePack x86
Windows81 No ServicePack x64
Server2008 No ServicePack x86
Server2008 No ServicePack R2 x64
Server2012 No ServicePack R2 x64
Wwindows7 No ServicePack x64
Windows7 No ServicePack x86
windows81 No ServicePack x64
Server2008 No ServicePack x86
Server2008 No ServicePack R2 x64
Server2012 No ServicePack R2 x64

Windows? Nn ServicePack x6d.

Notes

Windows6.0-KB3046049-x86.msu
Windows6.1-KB3046049-x64.msu
Windows8.1-KB3046049-x64.msu
Windows6.1-KB3046049-x64.msu
Windows6.1-KB3046049-x86.msu
Windows8.1-KB3046049-x64.msu
Windows6.0-KB3039066-x86.msu
Windows6.1-KB3038066-x64.msu
Windows8.1-KB3039066-X64.msu
Windows6.1-KB3039066-X64.msu
Windows6.1-KB3039066-x86.msu
Windows8.1-KB3039066-x64.msu
Windows6.0-KB3035132-x86.msu
Windows6.1-KB3035132-x64.msu
Windows8.1-KB3035132-x64.msu
Windows6.1-KB3035132-x64.msu
Windows6.1-KB3035132-x86.msu
Windows8.1-KB3035132-x64.msu
Windows6.0-KB3035131-x86.msu
Windows6.1-KB3035131-x64.msu
Windows8.1-KB3035131-x64.msu

Windows6.1-KB3035131-x64.msu
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ABB Security Workplace
File

Pateh Update | antvirus Management | Backup and Recavery | Backup Testing | NERC-CIP Reporting | USE Management |
Patch DiskRepository  Cptions  Action  About
Computer
GENERIC

| sPLUSSRV

W neesu
[
W arwiDasm Operating System
Status Idle
SPLUS_11 Collection Time 4/20/2015 11:30:34 AW
W spuscu Quality Gond
W srLuscz Detected Software ’ﬁ?:iﬁ%";’;;’i;i‘
Symphony Plus 1.1, Composer Melody 6.0, Camposer Harmony 6.0
4/2/2015

Server 2008 R2 5P1 64-bit

Profile
Profile Version
CAB Date

Microsoft Security Updates

Log

| & Repository

File Copy Status

Remote Installation Status

‘ & 0 Unapproved updates are installed.

‘ 9 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 112 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

Windows Update Log
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1 ABB Security Workplace
File:

Patch Update: | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |
Patch Disk Repository | Options | Action  Abouk

Computer Set Credentials...
GENERIC

£dd Computers.
W sese0
W aeeem

W apwDasm Operating System ‘Server 2008 R2 5P1 64-bit ‘ Log
Status

1de
SPLUS_11 Collection Time ‘

Enabie Legacy System Support

4/20/2015 11:30:34 AM
[T Quality Good

W sruosae Detected Software IntemetExplorerd x64 ‘

& Repository

Office2010 572 xB6
W sPLussry Profile Symphony Plus 1.1, Compaser Melody 6.0, Composer Harmony 6.0
Profile Version ‘

File Copy Status

Remote Installation Status
CAB Date

Microsoft Security Updates

‘ & 0 Unapproved updates are installed.

‘ 9 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 112 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

‘Windows Update Log
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£ ABE Security Workplace
File

Patch Update | antvirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reperting | USB Managemert |

Patch Disk Repository  Optians  Action
Computer
GENERIC
W Asesu
W neeem
W apwioasm

SPLUS_11

W spusa
W srusce
W sruussey

About

i sPLUSSRY

Set Global Credentials

Opera
Statu!
Collec Domain:

Qualit [SWPDEMO local

Detec Usernamne:

Profil Ingres
Profil
CABD Passward:

i

Microsa

m Cancel

[2008 R2 5P1 B4-bit ‘
Idle

Log

Good

& Repository

[retexpiorers 64 ‘

ls=r Melody 6.0, Composar Hamony 6.0

File Copy Status

22010 P2 x86

Remote Installation Status

‘ 9 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 112 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

‘Windows Update Log
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& ABB Securi
File

Patch Updats | Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIF Reporting | USE Management |

Patch Disk Repository  Options  Action  About

Computer
GENERIC

i sPLUSSRV

W asse0
W asePm
W apwioasm [Opciati System
Status

Collection Time

Server 2008 R2 571 6a-bit
1de
SPLUS_11 /2072015 11:30:34 AM
W spuusan (Qsakty Gw:
IntemetExplorers x64

W spLuscz TemfElEr Office2010 P2 xB6

Symphony Plus 1.1, Composer Melody 6., Composar Harmony 6.0
Scan Hode(s) For Update Status s
2/25/2015 6:23:35 PM

Delete Node(s)
Resek Lipdate Status Node(s)

Assign Profile

Copy Patches bo Remote Node(s) urity Updates
Install Patches on Remote Niodz(s)

Log

& Repository

File Copy Status

Remote Installation Status

ived updates are installed.

Dawrload Al Approved Updates for Mode(s)

‘ 9 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 112 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

Windows Update Log
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& ABB Security Workplace
File

Pateh Update: | antivirus Management | Backup and Recovery | Badup Testing || NERC-CIP Reporting | LISB Management |

Patch Disk Repository ~ Options  Action

Computer
GENERIC

[
W 2P
W apwinasm

SPLUS_11

W spLuscut
[

About.

SPLUSSRV

‘Operating System
Status

Collection Time
Quality

Detected Software
Profile

Profile Version
(CAB Date

¥ Active (Collecting)
AM
Bad

Symphany Plus 1.1, Composer Melody 6.0, Composer Harmony 6.0
4[2/2015

Log

& Repository

File Copy Status

Remote Installation

Status

Data Collection Status

4/22/2015 10:20:21 AM:
4/22/2015 10:20:26 AM:

4/22{2015 10:

- Agent messages -
4/22/2015 10:21:14 AM:
4/22/2015 10:21:14 AM
4/22/2015 10:21:14 AM:
4/22/2015 10
4/22/2015 10
4/22/2015 10
4/22/2015 10

Remote scan starting
Copying agent files to target system

: File transfer took 3s at 49.31 MB/s
4/22/2015 10:21:04 AM:

WMI launch success.

AGENT: Wua Version:7.5.7601.17514
AGENT: The windows update service is running
AGENT: Scanning Updates Status

: AGENT: Checking windows update agent version

: Checking WSUSSCN2.CAB file
: Configuration complete

: AGENT: Find Updates Where IsInstalled=0 or IsInstalled=1
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£ ABE Security Workplace
File

Pateh Update | antvirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reperting | USB Managemert |

Pateh Disk Repository  Optians  Action
Computer
GENERIC
W neezu
W aseem
W sPwiDasm

SPLUS_11

[
W spuusciz
W srLussry

About

i spLuUsSRV

Operating System
Status

Collection Time
Quality

Detected Software
Profile

Profile Version
CAB Date

Microsoft Security Updates

Symphany Plus 1.1, Composer Melody 6.0, Composer Harmony 6.0

Server 2008 R2 5P1 64-bit ‘ Log
e

Good

& Repository

IntermetExplorer® 64
Office2010 5P2 xB6

File Copy Status

‘ Remote Installation Status

‘ & 0 Unapproved updates are installed.

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

Windows Update Log
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Patch Updste | antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | Usg Management |

Fatch Disk Reposkory  Options  Action  About

Computer
GENERIC

17 Approved updates are not installed.

W neesy In
W neepn Repositery
W apvipasm

MS-ID KB Article Status Title

Qualified Security Update for Windows Server 2008 R2 x64 Edition

MS15-031 3046049 (KB3046049)

SPLUS_11 Mar-2015 Mark Approved

SPLUSCLE Qualified Security Update for Windows Server 2008 R2 x54 Edition
H SpLUSCLe '::'72015 MS15-029 3035126 (KB3035126)

) Tark Approved
W spLussry Qualified Security Update for Windows Server 2008 R2 x64 Edition

MS515-028 3030377 (KB3030377) Mark Approved

Qualified Security Update for Windows Server 2008 R2 x64 Edition
MS15-027 3002657 (KB3002657) Mark Approved

Quealified Security Update for Windows Server 2008 R2 x64 Edition
M515-025 3035131 (KB3035131) Mark Approved

v Qualified Security Update for Windows Server 2008 R2 x64 Edition

Mar201s | M0 et (kB3035132) Mark Approved

v Qualified Security Update for Windows Server 2008 R2 x64 Edition
Mar-2015 15023 54344 (KkB3034344) Mark Approved
v Qualified Security Update for Windows Server 2008 R2 x64 Edition

Mar201s | M0 a0z (KkB3032323) Mark Approved

v Qualified Security Update for Windows Server 2008 R2 x64 Edition
Mar-2015 We15-020 3033889 (kB3033889) Mark Approved
vy Qualified Security Update for Windows Server 2008 R2 x64 Edition
Maraois | NS00 2039060 (KE3039066)
< Qualified Cumulative Security Update for Internet Explorer 8 for Windows
Mar-2015 MS15-018 3032359 Server 2008 R2 x64 Edition (KB3032350)
v Qualified Security Update for Windows Server 2008 R2 x64 Edition

eboors VSIS a3 (KE3031432)
v Qualified Security Update for Windows Server 2008 R2 x64 Edition

eba0ts | MO0 004361 (kB3004361)
v Qualified Security Update for Windows Server 2008 R2 x64 Edition
Febaots | VSISO 3000483 (KE3000483)

Qualified Security Update for Windows Server 2008 R2 x64 Edition

Jan2015 MS15-005 3022777 (KB3022777)

© ABB
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BB Secur
File

y Workplace:

Patch Update | Antivius Management | Backup and Recovery | Backup Testing || NERC-CIP Reparting | UsB Management |
Patch Disk Repository  Options  Actian

GENERIC

W neee
W ngeem
W apwipasm

SPLUS_11

W sruusat
W spuusce

Computer

About

i sPLUsSRV

Operating System
Status

Collection Time
Quality Good
Detected Software IntemetExplorers x64

Server 2008 R2 5P1 64-bit
de
2015 10:21:14 AM

Scan Node(s) For Update Status
Delete Node(s)
Reset Update Status Nods(s)

#ssign Profie

Office2010 5P2 86
Symphony Plus 1.1, Composer Melody 6.0, Composer Harmony 6.0
4f2/2015

Copy Patches to Remote Node(s)

[t Security Updates

Install Patches on Remoke Nods(s)

Dowrload Al Appraved Updates for Nade(s)

Log

& Repository

File Copy Status

Remote Installation Status

approved updates are installed.

| 17 Approved updates are not installed.

| & 0 Updates marked Not Applicable to this product are installed.

| &9 108 Approved updates are installed

| & 14 Unapproved updates not installed.

Windows Update Log

© ABB
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1 ABB Security Workplace
Fll

Fateh Update | antivirus Management | Backup and Recovery | Backup Testing || NERC-CIP Reporting | UsB Managemert |
Patch Disk Repository Options  Action  About

i
GENERIC

il sPLUsSRY

W Asesu
W aesem
W apwipasm Operating System
Status 1de
SPLUS_11 Collection Time
W spuuscu QSaity
W spusce
W spuussey

Server 2008 R2 51 64-bit

4/22/2015 10:21:14 AM
Good
Detected sotwrs et

profile
Profile Version
CAB Date

Microsoft Security Updates

‘ Log

& Repository show

File Copy Status hide
« The last patch copy process completed successfully at 4/22/2015 10:39:27 AM

Copying Patches: 17 of 17 (100 percent).

Remote Installation Status

‘ & 0 Unapproved updates are installed.

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed

‘ & 14 Unapproved updates not installed.

Windows Update Log
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ABB Security Workplace
Fie
Patch Update | Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |

Patch Disk Repository  Options  Action  About

| Compoter
GENERIC
i sPLUSSRY
W aseBU
W aseem
Operating System Server 2008 R2 SPL 64-bit

W pwimasm
Status 1dle

SPLUS_11 Collection Time

W spuuseny Quality fm:
W srusaz Detected Software jpririiieg

Log

& Repository

4222015 10:21:14 AW

File Copy Status

Remote Installation Status

Scan Hode(s) for Update Status
Delete Mode(s)

Reset Update Status Nods{s)
Assign Profile

Capy Patches ta Remote Nods(s) rity Updates

Instal Patches on Remote Node(s)

d updates are installed.

Dowrioad All Approved Updates for Node(s)
17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

‘Windows Update Log
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& ABB Security Worky
File

Patch Update | Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |
Patch DiskRepostory  Options  Action  About

Computer

GENERIC

. | SPLUSSRV - (Installing updates)
AEEEU
W seeem

W aPwiDash Operating System

status
Collection Time
W srLoscL Quality

Good
W sPLusce Detected Software IntemetExplorer8 x64 ‘

Server 2008 R2 SP1 64-bit

@ Instaling Patches (1/17)
SPLUS_11

Office2010 5P2 86

+[22/2015 1021114 A0 ‘

‘ Log

& Repository

Profile

Symphony Plus 1.1, Composer Melody 6.0, Composer Harmony 6.0
Profile Version

File Copy Status

CAB Date 31252015 9:36:04 P

Remote Installation Status

« The remote patch installation was started successfully at 4/22/2015 10:42:54
AM

Installing Patches: 1/17

Microsoft Security Updates

‘ & 0 Unapproved updates are installed.

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed

‘ & 14 Unapproved updates not installed.

‘Windows Update Log
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& ABB Security Workplace
Fie

Patch Update | Anthvirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |
Patch DiskRepository  Options  Action  About
C
GENERIC

i spLUSSRY

W neeey
W azepmt -
W apwasm Operating System
Status

Collection Time | @ Repository
W spLuscl Quality Good

W srLusaz Detected Software IntemetExplorerd x64 |

Server 2008 R2 5P1 64-bit | Log

1de
SPLUS_11

4/22/2015 10:21:14 AM

Offca2010 592 xB6
W spLussey Profile

Profile Version Remote Installation Status
CAB Date /

File Copy Status
Symphany Plus 1.1, Compaser Malody 6.0, Composer Harmony 6.0

+ The last patch installation process completed successfully at 4/22/2015
12:03:16 PM

Installing Patches:

Microsoft Security Updates

‘ & 0 Unapproved updates are installed.

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

‘Windows Update Log
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SPLUSSRV

User Name:
Logon Domain:

CPU:
Memory:

QS Version:
Service Pack:

IP Address:
Free Space:

Boot Time:

McAfee DAT Date:

© ABB
April 24, 2015 Slide

Cybersec
SWPDEMO

Dual 2.13 GHz Intel Xeon(R) ES506
4096 MB

Windows 2008 R2
Service Pack 1

1721645
C:1216.95 GB NTFS
31312015 3:34 PM
2015103115

Windows Update

¥ Restart your computer to finish installing important updates

Windows cant update important files and services while the system is
using them. Make sure to save your files befare restarting,

Remind me in: 10 minutes h

a 12:14PM
A B s
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~ Preparing to configure Windows .
~ Do not turn off your computer.

A\ 1D
FAIDED
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Configuring Windows updates
35% complete
Do not turn off your computer.

A\ 1D
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& ABB Security Workplace
File

Patch Updats | Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

Patch Disk Repository  Options  ction

Computer

GENERIC

W se8B0
W aseem
W rewDasm

SPLUS_11

W sruusay
W suuscz

2bout

i sPLUSSRY

Operating System
Status

Collection Time 4/22/2015 10:21:14 AM
Quality Good
Detected Software IntemetExplorerd x64

Server 2008 R2 SP1 64-bit
de

Stan Node(s) For Update Status

Office2010 572 X85
Symphony Plus 1.1, Composer Melody 6.0, Composer Harmany 6.0

Delete Node(s)
Reset Update Status Node(s)
Assign Prefile

Copy Pakches to Remote Node(s)

Tnstall Patches on Remoke Nods(s)

Download All Approved Updates for Node(s)

fersion 4/2/2015
e

Microsoft Security Updates

‘ & 0 Unapproved updates are installed.

‘ Log

‘ & Repository

File Copy Status

Remote Installation Status

« The last patch installation process completed successfully at 4/22/2015
12:03:16 PM

Installing Patches:

‘ 17 Approved updates are not installed.

‘ & 0 Updates marked Not Applicable to this product are installed.

‘ & 108 Approved updates are installed.

‘ & 14 Unapproved updates not installed.

Windows Update Log

© ABB
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1 ABB Sec Workplace
File:

Pateh Update: | antivius Management | Backup and Recavery | Backup Testing | NERC-CIP Reporting | USE Management |
PatchDisk Repository ~ Options  Ackion  About.
Computer
GENERIC

il sPLUSSRV

W 6880
W agsem
W apwiDazm Operating System ‘Server 2008 R2 5P1 64-bit ‘ Log

Status W Active (Collecting)
Collection Time

SPLUS_11

015 12:24:07 P11
W spLuscu Quality Bad
W spwsae Detected Software IntemetExplarerd x64 ‘

‘ & Repository

Cffice2010 P2 86
Profile Symphony Plus 1.1, Composer Melody 6., Composer Harmony 6.0
Profile Version 212015 ‘

File Copy Status

Remote Installation Status
CAB Date ©)3/25/2015 9:36:04 P

Data Collection Status

4/22/2015 12:24:08 PM: Remote scan starting
4/22/2015 12:24:12 PM: Copying agent files to target system
4/22/2015 12:24:14 PM: File transfer took 25 at 59.88 MB/S
4/22/2015 12:24:52 PM: WMI launch success.

Agent messages -——
4/22/2015 12:25:11 PM: AGENT: Wua Version:7.5.7601.17514
4/22/2015 12:25:20 PM: AGENT: Starting the windows update service
4/22/2015 12:25:21 PM: AGENT: Scanning Updates Status
4/22/2015 12:25:21 PM: AGENT: Checking windows update agent version
4/22/2015 12:25:21 PM: AGENT: Checking WSUSSCN2.CAB file
4/22/2015 12:25:49 PM: AGENT: Configuration complete
4/22/2015 12:25:49 PM: AGENT: Find Updates Where IsInstalled=0 or IsInstalled=1

© ABB
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& ABB Security Workplace
File

Patch Update: | antivirus Management | Backup and Recovery | Backup Testing || NERC-CIP Reporting | LB Management |
Patch Dick Repository  Optians Action Abaut
Computer
GENERIC
i sPLUSSRV
W aeee0
W aeerm

W apwioasm Operating System Server 2008 R2 581 64t
Status

de
SPLUS_11 Collection Time /

W spuuscun [Quality
W spuusae
W spuussry

2015 12:25:06 PM
Good
D ey
Profile Symphony Plus 1.1, Composer Melody 6.0, Composer Harmony 6.0
Profile Version af2j2015
CAB Date &)3/25/2015 9:36:04 B

Microsoft Security Updates

| & 0 Unapproved updates are installed.

Log

‘ & Repository

File Copy Status

Remote Installation Status

| & 0 Approved updates are not installed.

| & 0 Updates marked Not Applicable to this product are installed.

| & 125 Approved updates are installed.

| & 14 Unapproved updates not installed.

Windows Update Log
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1 ABB Security Workplace
File:

Patch Update  Antivirus Management. | Backup and Recovery | Badup Testing || ERC-CIP Reporting | USB Management |

Log On to ePolicy Orchestrator
ePolicy Orchestrator 5.0 T McAfee

Language: English
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Patch Update  Antivirus Hanagement | Badup and Recavery | Backup Testing | NERC-CIP Reporting | USE Management |

Menu ¥ | @ Dashboards g SystemTree  @d] Queries & Reports 1| Policy Catalog Logoff | @ | ' McAfee

Reporting

Dashboards Dashboard Actions ¥

¥ | Repository Package Status ¥ | Systems per Top-Level Group ¥ | Quick System Search
The last master repository pull attempt was at 1/2/15 1:00:55 AM EST and was not successful. 5

Package Name Type My Repository Available

AT 7542.0000
Host Intrusion Pravention Hat Fix 8.0.0.803520

Host Intrusion Bravention Content AT

LinuxShield Hot Fix 1.9.0.28822.HFB72066
McAfee Real Time Content Gantent 1.0.0.235
StARevacation License 10
<90 Agent Key Updater Plugin 480841 15t Level Group Number of Managed Systems
My Grganization\SWP Management System\
My Organization\SPlus 1.1 Demo\
My Organization\SPlus 2.0.2\
Total
Use this text box to search systems by System Name, Description, 1P Address, MAC Address,
DNS Name, Agent GUID, User Name, Custom 1, Custom 2, Custom 3 and Custom

Malware Detection History v | mcafee Links

ePolicy Drchastrator Tutorials
tch video tutorials for select ePolicy Orchestrator tasks

Technical Support for Enterprise Products
Go to the McAfee Enterprise Support home page

Minimum Escalation Requirement Tool
Collect information for Support about your system

Clobal Threat Intelligence
Central resource for the latest data on current and emerging threats.

Number of Threat Events

McAfee, Inc. Home Page
02/23/15 03/9/15 2 Ga to the McAfes home page

© ABB
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) ABB Security workplace
File

Patch Update  Antivirus Management |Eackup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

Menu v | () Dashboards gy SystemTree  @i] Queries & Reports A policy Catalog

Logoif | @ | '@ McAfee

© ABB
April 24, 2015
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System Tree
Dashboards
Policy Discovery
Policy Catalog

Master Repository

= Master Repository

View and edit the packages in the
Master Repository.

PO Build: ePolicy Orchestrator 5.0.1
(Build: 228)

Server: ABBPM

Time: 4/22/15 10:46:20 AM EDT
User: Cybersec

Reporting

@ Dashboards
Queries & Reports
Threat Event Log
McAfee Labs
Host IPS 8.0
Salidcore Events

Solidcore Alerts

Software

= Product Deployment
" Seftware Manager
= Master Repository

@ Distributed Repositories

Extensiens

W Licensing
User Management
o Users

i@ Permission Sets

& Audit Log

Contacts

Systems
j'“;‘ System Tree
i) Tag catalog

Help Desk

%) Resl Time Questions

Automation

@] server Task Log

@ Server Tasks
Automatic Responses
Issues
Solidcore Client Task Log

Host IPS Policy Migration

Configuration

P server Settings
Personal Settings
Registered Servers
Agent Handlers
Registered Executables

Solidcore Rules

Policy
Policy Catalog
Policy Assignments
Policy Assignment Rules
Policy Comparison
Client Task Catalog
Client Task Assignments
Client Task Comparison
Host IPS Catalog

Data Protection

I.] ove policy

“=| DLP Incident Manager

= | DLP Operational Events

Application Control
Inventory
Image Deviation

Folicy Discovery

v | Quick System Search

Use this text box to search systems by System Name, Description, 1P Address, MAC Address,
DNS Name, Agent GUID, User Name, Custom 1, Custom 2, Custom 3 and Custom 4.

¥ | McAfee Links

ePolicy Orchestrator Tutorials
Watch vides tutorials for select ePolicy Orchestrator tasks

Technical Support for Enterprise Products
Go to the McAfes Enterprise Support home page

Minimum Escalation Requirement Tool
Collect information for Support about your system

Global Threat Intelligence
Central resource for the latest data on current and emerging threats.

McAfee, Tnc. Home Page
G to the McAfee home page
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ABB Security Workplace
File
Patch Update  Artivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USE Management |

Menu v | () Dashbosrds  gigs SystemTree @i Queries & Reports 1| Policy Catalog Logoff | @ | W McAfee

Software

Master Repository

Packages in Master Repository
(20 Al Branches

Status Version Minor Version Language Check-In Date Signed by Distribution Type Branch Actions

7542.0000 Neutral 3/1/15 10:38:47 AM McAfee Current Change Branch | Delete
PO Agent Key Updater Plugin c41 Nautral M AgEPM Licansed Current Chanae Branch | Delete
Host Intrusion Prevention Hot Fix 803520 Neutral 4/11/14 3:48:31 PM Mchfee Current Chanae Branch | Delete
Host Intrusion Prevention Install 2589 Nautral 11/14 3148114 PM MeAfes Licansed Current Chanae Branch | Delete
Host Intrusion Prevention Content DAT 3693 Neutral 4/11/14 3:45:40 P McAfee Current Chanae Branch | Delete
Linuxshield Hot Fix HF872066 English 11/14 3:49:44 P Mcafes Current Change Branch | Delete
McAfee Agent far Linux Install English 4/11/14 3:29:52 PM ABBPM Licensed Current Change Bronch | Delete
McAfee Agent for Mac OS X Tnstall : English 4/11/14 3:52:08 P AgBPM Licensed Current Change Branch | Delete
McAfee Agent for Windows Install English 4/11/14 3:30:33 PM ABBPM Licensed Current Chanae Bronch | Delete
McAfee Anti-Spam for McAfee Security for M Tnstall . Neutral 4/11/14 3:50:32 P Meafee Current Change Branch | Delete
McAfee Data Loss Prevention Install English 4/11/14 3:47:49 PM Mchfee Current Chanae Bronch | Delete
McAfee Endpoint Protection for Mac Tnstall 2 Neutral 4/11/14 3:48:55 PM Mchfee Current Change Branch | Delete
MeAfee ePO Deep Gommand Discovery Plugil Install Neutral 4/11/14 3:44:15 PM ABBPM Licensed Current Change Branch | Delete
McAfee Quarantine Manager Tnstall . Neutral 4/11/14 3:50:51 Mchfee Current Change Branch | Delete
MeAfee Real Time Client Install Neutral 4/11/14 3:51:32 PM EDT | ABEPM Licensed Current Chanae Branch | Delete
McAfee Real Time Content Content X Neutral 4/11/14 3:51:45 BM EDT | ABEPM Current Change Branch | Delete
MeAfae Security for Microseft Exchange (64, Install Neutral 4/11/14 3:50:15 PM EDT | McAfee Current Chanae Branch | Delete
MySQL for McAfee Quarantine Manager Tnstall . Neutral 4/11/14 3:51:12 BM EDT | Mckfee Current Chanae Branch | Delete
Product Improvement Program Install Neutral 4/11/14 3:29:45 PM EDT | McAfee Licansed Current Change Branch | Delete
SiteAdvisor Enterprise Tnstall . Neutral 4/11/14 3:47:21 BM EDT | Mckfee Current Change Branch | Delete
Solidcore Client for Windews Install Neutral 2/5/15 11:57:23 AM EST | ABEPM Licansed Current Change Branch | Delete
VirusScan Enterprise Install . Neutral 4/11/14 3:47:08 BM EDT | Mckfee Licensed Current Chanae Branch | Delete
VirusScan Enterprise for Linux Install English 4/11/14 3:49:25 PM EDT | McAfee Current Change Branch | Delete

Actions v | 23 ftams #; Check In Package
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BE Security Workplace
File

Patch Update ~ Antivirus Management | Backup and Recovery | Backup Testing | MERC-CIP Reporting | USB Management |

Menu v

Software

@) Dashboards

@ SystemTree @il Queries & Reports 1 Policy Catalog

Master Repository

Check In Packace

What package are you checking

1 Package

Log off | @ | W McAfee

Notes IF distributed repositories are set up to replicate only selected packages, your newly check-in package will be replicated by default. To avoid replicating a newly checked-in packege, deselect it from each distributed repesitory or disable the replication task before checking in the package.

Package type:

Organize v

@ Product or Updats
O Extra DAT (.DAT)
(O Super DAT (.EXE)

- Favorites
M Desktop
8 Downloads
51 Recent Places

A Libraries
[ Documents
I Music
i Pictures

B videos

B Computer
i Local Disk (Ct)

= Hame -

Date modified Type | Size

& 7736xdat.oxe
& 7741xdat.oxe
1) awvepo77asdat.an

3712{2015 2:00 A
311742015 2:00 AM
3/12/2015 2:01 AM

Applcation 73,804 KB

Application 75,599 KB

Compressed (zippe. 80,767 KB

File narme: | avvepaT741datzip

x| [ancies ¢

El

VA
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£ ABE Security Workplace
File
Patch Update Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | USB Management |
Logoff | @ | 'WMcAfee

Menu v | @) Dashboards gy SystemTree @) Queries & Reports | Policy Catalog

Software

Master Repository

Check Tn Packace 1 Package

What package are you checking in?

Note: If distributed repositories are set up to replicate only selected packages, your newly check-in package will be replicated by default. To avoid replicating a newly checked-in package, deselect it from each distributed repository or disable the replication task before checking in the package.

Package type: @ Product or Update (.Z1P)
O Extra DAT (.DAT)
© super DAT (EXE)

File path: [p:\Mcafee dat\avvepo7741dat.z

fext [ Cancel

RIpmwp
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ABB Security Workplace
Fils

Patch Update ~Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reporting | LIS Management |

Menu v | () Dashboards gy SystemTree i) Queries & Reports 1| policy Catalog

Log off | @ | 'WMcAfee

Software

Master Repository

Check In Package 1 Package 2 Package Options

Click "Save" to check in the selected package.

Package info: Name: iy

Version: 77410000
Minor Version:
Types DAT
Language: Neutral
Branch: ® current
Q) Evaluation

Another package (version 7542.0000) already exists in this branch. Checking in to this branch will overwrite the existing package.

Options: Move the existing package to the Previous branch

Package signing:

This package is signed.

Conflicting Packages that will be
removed:

Back | save | cancel
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ABB Secutity Workplace
File

Patch Update  Antivirus Management | Backup and Recovery | Backup Testing | MERC-CIP Reporting | USB Management |

Menu v | (D Dashboards gy SystemTree @i Queriesa.Reports | Policy Catalog Logoff | @ | W McAfee

Software

Master Repository

Packages in Master Repository
(B2 All Branches v |

Version Minor Version Language Check-In Date Signed by Distribution Type: Branch Actions

7741.0000 Neutral 4/22/15 10:54:29 AM EDT Mckfee Current Change Branch | Delete

7542.0000 Neutral 4/22/15 10:54:25 AM EDT McAfee Previous Change Branch | Delete
PO Agent Key Updater Flug 4.8.0 Neutral 4/11/14 3:25:34 PM EDT | ABBPM Licensed Current Chenge Branch | Delete
Host Intrusion Prevention Hot Fix Neutral 4/11/14 3:48:31 PM EDT | Mcafes Current Change Branch | Delste
Host Intrusion Prevention Install X Neutral 4/11/14 3:48:14 PM EDT | McAfee Licensed Current Chenge Branch | Delete
Host Intrusion Prevention Content AT Neutral 4/11/14 3:45:40 PM EDT | Mcafee Current Change Branch | Delete
LinuxShield Hot Fix 1.9.0.28822 English 4/11/14 3:49:44 PM EDT | McAfee Current Chenge Branch | Delete
McAfee Agent for Linux Install 4.8.0 English 4/11/14 3:35:52 PM EDT | ABBOM Licensed Current Change Branch | Delete
Meafee Agent for Mac OS X Install 4.8.0 English 4/11/14 3:52:08 PM EDT | ABBPM Licensed Current Change Branch | Delete
McAfee Agent for Windows Tnstall 4.8.0 English 4/11/14 3:30:33 PM EDT | ABBPM Licensed Current Chenge Branch | Delete
Meafee Anti-Spam for Mcafee Security for Mi Install £.0.0 Neutral 4/11/14 3:50:32 PM EDT | Mcafes Current Change Branch | Delste
McAfee Data Loss Prevention Install . English 4/11/14 3:47:43 BM EDT | McAfee Current Chenge Branch | Delete
Mcafee Endpoint Protection for Mac Install ¥ Neutral 4/11/14 3:48:53 PM EDT | Mchfee Current Change Branch | Delete
McAfee PO Deep Command Discovery Plugil Install Neutral 4/11/14 3:44:15 PM EDT | ABBPM Licensed Current Chenge Branch | Delete
McAfee Quarantine Manager Install Neutral 4/11/14 3:50:51 PM EDT | McAfee Current Change Branch | Delete
Meafes Real Time Client Install Neutral 4/11/14 3:51:32 PM EDT | ABEPM Licensed Current Change Branch | Delste
McAfee Real Time Content Content X Neutral 4/11/14 3:51:45 PM EDT | ABBPM Current Chenge Branch | Delete
Meafee Security for Micrasoft Exchange (x64 Install Neutral 4/11/14 3:50:15 PM EDT | Mcafes Current Change Branch | Delste
MySQL for McAfee Quarantine Manager Install Neutral 4/11/14 3:51:12 PM EDT | McAfee Current Chenge Branch | Delete
Product Improvement Program Install ¥ Neutral a/11/14 3:29:45 PM EDT | Mchfee Licensed Current Change Branch | Delete
SiteAdvisor Enterprise Install Neutral 4/11/14 3:47:21 PM EDT | McAfee Current Chenge Branch | Delete
Solidcore Client for Windows Install § Neutral 3/5/15 11:57:23 AM EST | ABBOM Licensed Current Change Branch | Delete

VirusScan Enterprise Install e Neutral Mcafea Licensed Current Change Branch | Delste

Actions v | 24 items i pull Now Check In Package
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Patch Update Antivirus Management | Backup and Recovery | Backup Testing | RERC-CIF Reporting | USE Management |

Menu v | () Dashboards gy SystemTree @4 Queries & Reports

Reporting

53] Master Repository

51, System Tree

@ Dashboards

@ Dashboards
@il Queries & Reports

@] Threat Event Log

D
iscovery McAfes Labs

A Policy catalog Host IPS 8.0

Salidcore Events

53 System Tree

Manage groups, systems; policy
assignments, and client tasks
assignments.

Solidcore Alerts

Software

ePQ Buil Policy Orchestrator 5.0.1
(Build: 228) =2 Product Deployment
Server: ABEPM

Time: 4/22/15 11:10:41 AM EDT

User: Cybarssc Software Manager

Master Repository
Distributed Repositories
Extensions

Licensing

Management
users
Permission Sets
Audit Log

Contacts

Policy Catalog

Systems

il System Tree
| Tag Catalog

@ Help Desk

Real Time Questions

Automation

@] server Task Log

@ Server Tasks
Automatic Responses
Issues
Solidcore Client Task Log

Host 1PS Policy Migration

Configuration

% Server Settings

~/@§ Personal Settings

== Registered Servers

& Agent Handlers
Registered Executables

Solideore Rules

Policy

Policy Catalog

Policy Assignments
Policy Assignment Rules
Policy Comparison
Client Task Catalog
Client Task Assignments
Client Task Comparison

Host IPS Catalog

Data Protection
I.! oLp policy
=

DLP Incident Manager

= | DLP Operational Events

Application Control
Inventory
Image Deviation

Policy Discovery

Distribution Type

Licensed

Licensed

Licansed

Licensed

Licensed

Licensed

Licansed

Licensed

Licensed

Licansed

ranch
Currant
Pravious
Currant
Ccurrant
Current
Currant
Current
Currant
Current
Current
Currant
Current
Currant
Current
Current
Currant
Current
Currant
Current
Current
Ccurrant
Current

Currant

Log off | @

Actions
Change Branch |
Change Branch
Chenge Branch
Change 8ranch
Chonge Branch
Change Branch
Change Branch
Change Branch
Change eranch
Chenge Branch
Change Branch
Change Branch
Chenge Branch
Change eranch
Chonge Branch
Change Branch
Change Branch
Change Branch
Change Branch
Chonge Branch
Change Branch
Change Branch

Change Branch |

Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delste
Delete
Delete
Delete
Delate
Delete
Delete
Delete
Delate
Delete
Delete
Delete
Delete
Delate
Delete

Delete

W McAfee

Hide Filter
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ABB Security Worky
File

Patch Update  Antivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Repotting | USE Management |

Menu v | (® Dashboards g SystemTree i) Queries&Reports A Policy Catalog Log off | @

W McAfee

Systems

System Tree

Assigned Policies | Assigned Client Tasks | Group Details | Agent Deployment
¥ My Organization

PR Tz Group only curtorn: [ oo I P ceo: | I Show selctad rovs
SPlus 1.1 Demo

SPlus 2.0.2 [ | system Name Managed State Tags 19 Address Last Communication
SWP Management System SPLUSCLL Managed Server 172.16.4.6 4/22/15 11:01:22 AM
Lost&Found spLuscLe Managed Server 172.36.4.7 4/22/15 10:54:18 AM

SPLUSSRY Managed Server 172.16.4.5 4/22/15 11:03:38 AM

Deploy Agents

Run Client Task Now

Set Description
Choose Columns
Set Policy & Inheritance

Export Table

Tag
Show Threat Events

Real Time
Transfer Systems
Application Control Update Now

Agent ke Up Agents
Directory Management

Actions v | 3of 3 selecad Wake Up Agents
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ABB Security Workplace
File

Pakch Update  Arkivirus Management | Backup and Recovery | Backup Testing | NERC-CIP Reperting | USE Management |
Logoff | @ | W McAfee

Menu ¥ @ Dashboards j‘;, System Tree @i/ Queries & Reports A Policy Catalog

Systems

System Tree

Select 2 task object from the list of Tasks or create a new task. To see the task results, go to the Audit Log and Server Log.

Product Task Type Task Name
Endpoint Protection for Mac 2.1.0:Anti-malware McAfee Agent Statistics POC - Content Update
Meafee Agent Meafee Agent Wakeup (Windows only) POC - Patch Update
Mcafee Security for Microsoft Exchange 8.0.0 Mirror Repositories (Windows only)

SiteAdvisor Enterprise Plus 3.5.0 Product Deployment

Solidcore 6.1.4 Product Update
VirusScan Enterprise 8.8.0
VirusScan Enterprise for Linux 1.8.0 or Create New Task

Number of Systems ( 3)

Agent Version

My Organization > SPlus 1.1 Damo > SPLUSCLL 2.8.0.641
My Organization > SPlus 1.1 Demo > SPLUSCL2 4.8.0.641
My Organization > SPlus 1.1 Damo > SPLUSSRY 2.8.0.641

Run Task Now [ Cancel
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& ABB Security Workplace
File

Patch Update Antivirus Management | Baclup and Recovery | Badkup Testing | NERC-CIP Reporting | LSE Management |

Menu v | (® Dashbo @ SvstemTree @l Queries & Reports 1| Policy Catalog Logoff | @ | W McAfee

Systems

System Tree

"Update in Progress" dialog box [] Show "Update in Progress"

alog box on managed systems
(Windows systems only):
[m]

Package selection: O All packages

(@ selected packages

Package types: Signatures and engines:

[ Host Intrusion Prevention Content

Patches and service packs:
[] =P0 Agent Key Updater 4.8.0
[ vinuxshield 1.9.0.28822
[] McAfee Real Time Content 1.0.0
[ Host Intrusion Prevention 8.0.0

Run Task Now M Cancel
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& ABB Security Workplace
File

Patch Update  Antivirus Management | Backup and Recovery | Backup Testing | MERC-CIP Reporting | USB Management |

Menu v | () Dashboards  gggy SystemTree @) Queries & Reports policy Catalog

Systems

System Tree

Logoff | @ '@ McAfee

Running Client Task Status
Running Task: Mcafes Agent > Product Update > McAfee Agent > Product Update

Initiated: 4/22/15 11:12:41 AM by Cybersac
System

Status
» My Organization > SPlus 1.1 Demo > SPLUSCLZ

» My Organization > SPlus 1.1 Dema > SPLUSCLL

-
» My Organization > SPlus 1.1 Demo > SPLUSSRY
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SPLUSSRV

User Name: Cybersec
Logon Dom SWPDEMO

cPU: Dual 2.13 GHz Intel Xeon(R)  E506
Memory: 4096 MB

VirusScan Enterprise + AntiSpyware Enterprise 8.8

o
MCAfee Copyright (C) 1995-2010 McAfee, Inc. Al Rights Reserved. QS Version: Windows 2008 R2
Service Pack: Service Pack 1

Anti-virus License Type: licensed

VirusScan® Scan Engine Version (32-bit) 5400.1158
Enterprise Scan Engine Yersion (54-bit): 5400.1158
—_— DAT Yersian:
ver. 8.8 DAT Created On: March 15 2015
Nurmber of signatures in extra dat:
Boot Time: 4122i20156 12:19 PM

:::1' 'Mﬂ"“"‘a;‘l’ Tiames of threats that extra, dat can detect
SRl | Euffer Overflon and Access Protaction DAT Yersion:

IP Address: 17216,

Free Spac C:1216.81 GB NTFS

Instaled Paiches: McAfee DAT Date: 2015103115
Instaled Modules:
Warning: this computer program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severs civil and criminal penaties,
and vill b prosecuted to e maximum extent possibls under the lav,

2:45 PM

2 1
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