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ADDITIONAL NERC CIP EDUCATIONAL
WEBINARS

NERC CIP Education Webinar Series -
http:/new.abb.com/us/about/nerc-cip-education

Cyber asset grouping for Power Generation — Tim Conway

Thursday, October 23, 2014 at 12:00 p.m.

(Power generation specific) Learn process approaches to CIP-002-5.1 R1 as it pertains to BES
cyber asset categorization.

Register now: https://wwwl.gotomeeting.com/register/774616816

Access management and malicious software controls — Joe Baxter

Wednesday, October 29, 2014 at 2:00 p.m.

Learn how to access control fits with CIP-004-5 and why account management is not effortless.
Register now: https://wwwl.gotomeeting.com/register/448008129

Low assets and future CIP versions — Tim Conway & Joe Baxter
Wednesday, November 5, 2014 at 2:00 p.m.

(Power generation specific) Learn the compliance requirements for entities with low assets and
audit worksheets as well as future standard activities.

Register now: https://wwwl.gotomeeting.com/register/872327665

Identification and review of critical transmission assets - Martin Shalhoub,
Wednesday, November 12, 2014 at 2:00 p.m.

Learn how to approach the guidelines and criteria highlighted by NERC to fulfill the risk
assessment goal.

Register now: https://wwwl.gotomeeting.com/register/639963169 .



http://new.abb.com/us/about/nerc-cip-education
http://new.abb.com/us/about/nerc-cip-education
http://new.abb.com/us/about/nerc-cip-education
http://new.abb.com/us/about/nerc-cip-education
http://new.abb.com/us/about/nerc-cip-education
https://www1.gotomeeting.com/register/774616816
https://www1.gotomeeting.com/register/774616816
https://www1.gotomeeting.com/register/448008129
https://www1.gotomeeting.com/register/448008129
https://www1.gotomeeting.com/register/872327665
https://www1.gotomeeting.com/register/872327665
https://www1.gotomeeting.com/register/639963169
https://www1.gotomeeting.com/register/639963169
https://www1.gotomeeting.com/register/639963169

AGENDA
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) WHAT HAVE WE COVERED
Session 1 and Session 2
.
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@ CIP V5 LOW REQUIREMENTS
.




REQUIREMENT MAPPING

CIP-002-5.1

R1-1.3 X
R2-2.1 X
R2-2.2

X

CIP-003-5

R2-2.1
R2-2.2
R2-2.3
R2-2.4
R3
R4

X | X | X | X | X | X




SUMMARY OF LOW REQUIREMENTS

o CIP-002-5.1
o Attachment 1 Section 3
o Update every 15 calendar months
o Have CIP Senior Manager approve every 15 months

(o) 3. Low Impact Rating (L)

BES Cyber Systems not included in Sections 1 or 2 above that are associated with any of the
following assets and that meet the applicability qualifications in Section 4 - Applicability, part
4.2 — Facilities, of this standard:

3.1. Control Centers and backup Control Centers.
3.2. Transmission stations and substations.
3.3. Generation resources.

3.4. Systems and facilities critical to system restoration, including Blackstart Resources and
Cranking Paths and initial switching requirements.

3.5. Special Protection Systems that support the reliable operation of the Bulk Electric
System.

3.6. For Distribution Providers, Protection Systems specified in Applicability section 4.2.1
above.




@ SDT ACTIVITY
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JULY COMMENT AND BALLOT
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CIP VERSION X BALLOT

IAC + Comm Net No Low + Transient Ballot for Deadline

CIP-003-6

Develop modifications to
the CIP standards to

address security controls
for assets containing low

1mpact BES Cyber
Systems.

Develop requirements that
protect transient
electronic devices.




LOW AND TRANSIENT ONGOING ACTIVITY
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LOW AND TRANSIENT ONGOING ACTIVITY
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OCTOBER COMMENT AND BALLOT
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FINAL BALLOT

o 10 day final ballot closes 8 PM Eastern 11/6/2014

o Standards under Version X are being balloted in
the final ballot not the CIP-003-6 and CIP-010-2
with Low and Transient

o If final ballot passes — these V6 standards
without Low and Transient will be submitted to

the NERC BOT and then filed with FERC by Feb
3, 2015

o This means continued work will proceed with the
remaining 791 directives and CIP-003-7 and CIP-
010-3 will eventually need to be industry

approved and NERC approved for submittal to
FERC




MAPPING
Standard Requirement Part Communication Identify Assess and New Requirement
Network Change Correct Removal
CIP-003-6 R2 X
R4 X
CIP-004-6 R2 X
R3 X
R4 X
R5 X
CIP-006-6 R1 X
R1.10 X X
R2
CIP-007-6 R1
R1.2 X
R2 X
R3 X
R4 X
R5 X
CIP-009-6 R2 X
CIP-010-2 R1 X
R2 X
CIP-011-2 R1 X
Summary 19 2 17 1




@ ToP 5 ITEMS TO TRACK
o




FERC RESPONSE

o FERC Order 791

* The Version 6 Standards submitted will directly
address the directive to remove IAC

o They directly address the modifications to VRF’s and
VSL’s
e They indirectly address the directive for a definition

of Communication Network, by modifying the
standards to address the reliability gap 1in protection

1dentified by NERC

« NERC also has proposed a modified plan to conduct
the industry survey that was directed by FERC on
the 15 min 1impact

o Await approval order and next steps for
remaining 791 directives




RELIABILITY ASSURANCE INITIATIVE
(RAT)

o Zero Tolerance and Zero Deficiency = Bad

o SDT developed a controls based approach in
which entities implement requirements in a
manner that Identifies, Assess, corrects
deficiencies = Industries Awesome, FERC = Nice,
but difficult to enforce

o FERC recommended NERC develop a compliance
and enforcement approach that would empower
NERC and the Regional Entities to exercise risk-
based enforcement discretion (RAI) = Awesome




RAI TERMS

o0 Inherent Risk Assessment (IRA) - AnIRA 1s a
review of potential risks posed by an individual
registered entity to the reliability of the BPS.

o Internal Control Evaluation (ICE) - the
process by which an evaluation of entity internal
controls takes place

o Monitoring Tools — RE determination of type
and frequency of compliance monitoring tools
warranted for a particular registered entity,
determined by IRA and ICE processes.

http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/Public_Final_Application_Risk-
Based_CMEP_Concepts_to_CIPV5_%2810-22-2014%29.pdf

http://www.nerc.com/pa/comp/news/Documents/RAI_Spotlight_Agenda%20Now%20Available%20for%20RAI
%20Industry%200utreach%20Workshop.pdf




LESSONS LEARNED

o Six Study participants — identified
o Impact of CIP V 5 to those participants
o Areas of Concern 1dentified
e Challenges in understanding the CIP Standards

e Challenges in implementing the Requirements
e Challenges in building resource capability

http://www.nerc.com/pa/Cl/tpvsimpmntnstdy/CIPv5_Implem_Study_Final Report_Oct2014.pdf




TOPICS OF INTEREST IDENTIFIED

—

CIP Version 5 c
Reference IP Version 5
w Topic
CIP-002-5
Determining B
CIP-002-5 ng BES Cyber Systems that .
BES within 15 minutes could adversely impact the
CIP-002-5 CIP-004-5 Personnel risk assessments
External routable connectivit - - :
CIP-005-5 vity as it applies to serially connected
CIP-005-5 devices
CIP-005-5 Routable communication used in substations
CIP-006-5
CIP-005-5 Intermediate systems
CIP-010-1 CIP-006-5 Response to unauthorized physical access within 15 minutes
CIP-006-5 Two-factor access control
CIP-007-5 Patch management process
CIP-007-5 Logging of shared access accounts
CIP-007-5 Read-only access
i ion relays
o075 | password mansgement or e PO el




RFI PROCESS

o NERC Standards Development Process contains
a formal Request for Interpretation component

o Historically slow
o With implementation of standing IDT — Fast
o With FERC issuance of Remand — Halted

o Questions remain on future of RFI process vs
lessons learned guidance




TRANSITION PLAN

o When to transition?
o When 1s your scheduled audit?
o Compatibility Tables and Audit Declaration

Applicability
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003-5 R1. Each Respensible Entity, for its high impact and medium impact BES Cyber Systems, shall review and X X 003-3 R1. Cyber Security Folicy — The Responsible Entity shall document and implement a cyber security policy
obtain CIF Senior Manager approval at least once every 15 calendar months for one or more documented cyber that represents management’s commitment and ability to secure its Critical Cyber Assets. The Responsible Entity
security policies that collectively address the following topics: shall, at minimum, ensure the following
1.1 Personnel & Training [CIP-004); R1.1The cyber security policy addresses the requirements in Standards CIP-002-3 through CIP-008-3, including
1.2 Electronic Security Perimeters {CIP-005) Induding interactive Remote Access; ision for emergency situations.
1.3 Physical security of BES Cyber Systems {CIP-006);
1.4 System security management (CIP-007); R1.3 Annual review and approval of the cyber security policy by the senior manager assigned pursuant to R2.
1.5 Incident Reporting and response planning [CIP-008);
1.6 Recovery plans for BES Cyber Systems (CIP-003);
1.7 Configuration change and ity (cir-010);
1.8 Information protection (CIP-011); and
1.5 Declaring and responding to CIP Exceptional Circumstances

http://www.nerc.com/pa/Cl/Documents/V3-V5%20Compatibility%20Tables.pdf




ASSET IDENTIFICATION APPROACH

Options provided to the Industry in Support of the Transition to Version 5

Continue to comply by maintaining a valid RBAM for Critical Asset identification Option 1
pursuant to CIP-002-3.
For Responsible Entities that have already adopted the CIP V4 Critical Asset Option 2

Criteria (CIP-002-4, Attachment 1), use the CIP V4 Critical Asset Criteria in its
entirety, with the exception of criterion 1.4 (Blackstart Resources) and criterion
1.5 (Cranking Paths), to identify assets subject to the controls in CIP-003-3 through
CIP-009-3.

Use the CIP V5 “High” and “Medium” Impact Rating Criteria (CIP-002-5.1, Option 3
Attachment 1) to identify assets subject to the controls in the CIP V5 Standards.

http://[www.nerc.com/pa/CI/Documents/V 3-
V5%20Transition%20Guidance%20FINAL.pdf




NEXT STEPS

o Survey participants to gauge need for additional
sessions on specific CIP V 5 Challenges

o Schedule additional sessions if needed depending
on survey feedback

o Hold as needed deep dive conversations with
customers who have specific questions or areas of
concern




JOIN THE ABB DCS USERS GROUP

o Website: www.adcsug.com

o Users of ABB control system products and services
in the power and water industries.

e Forum to: share experiences, learn and collaborate
with industry peers, measurably influence and improve ABB control products and services

o Top 5 reasons to join the group:

Networking: true peer-to-peer forums

Improvement suggestions: day-to-day challenges discussed and ideas exchanged
News: related articles and information from the industry

Events calendar: stay connected with users and ABB Power Generation

Polls / surveys: express your opinion and make your voice heard

o “The value of a users group, and that in particular of ABB DCS Users Group, i1s that as
a group we have more access and leverage to change and improve the product than as
individuals acting alone. It also allows us to participate in discussions that bring the

best ideas forward and facilitates sharing information that helps everyone.” - Bill Ossman,

ABB DCS Users Group STECO member

© ABB Inc.
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