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Determination Applicability
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BIG PICTURE

Does the
organization own
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acilities meeting
ection 4.

Obtain Entity Verify Entity falls Does the Verify facilities fall

functional . | under the CIP-002- organization under the CIP-002-
registrations from 5.1 Applicability meet the 5.1 Facilities

n applicability, ection -

Verify any facilities Does the

that meet CIP-002- organization
.1 Exemption meet the

applicability,

Identify the cyber
systems that are
required in Are any of the cyber assets
performance of the Externally accessible
real time reliability

Perform assessment of Identify the

attachment 1 criteria to Does the entity have any reliability based
determine if entity owns or assets identified that meet
operates any facilities that he High or Medium Criterig

GOTO High
Req

s the Cyber Asset a Is the cyber asset Rre any of the cyber assets shareQ Can the system be designed or
a Medium rated located at a generation and could impact 1500MW or more engineered in a way that eliminates
Facility facility at the facility shared cyber assets

Is the Cyber Asset at
a High rated Facility

Segment
and Goto
ow Reg

Impact

s the Cyber Asset @ Is the cyber asset Rre any of the cyber assets share Can the system be designed or
a Medium rated located at a generation and could impact 1500MW or more engineered in a way that eliminates
Facility facility at the facility shared cyber assets

Is the Cyber Asset at
a High rated Facility




ENTITY APPLICABILITY

i
- " - Z - e Does the . o
Obtain Entity Verify Entity falls Does the Verify facilities fall e gantzation oW Verify any facilities Does the
functional under the CIP-002- organization under the CIP-002- TR that meet CIP-002- organization
registrations from 5.1 Applicability meet the 5.1 Facilities Acilities mesting 5.1 Exemption meet the
NERC registry Section 4.1 applicability, Section 4.2 _ d Section 4.2.3 applicability,

NERC Active Compliance Registry Matrix as of 09/24/2014
Regional
NCR ID# Entity Name Compliance o\ 1o GO GOP IA LSE PA PSE RC RP RSG TO TOP TP TSP
Enforcement
Authority
=] ] HEEE BB BB BB BB BB B

NCR0O0068 [Seminole Electric Cooperative FRCC BA |DP |GO [GOP |IA |LSE |PA [PSE RP TO |TOP |TP |TSP
NCR00069 |Shady Hills Power Company, LLC FRCC GO [GOP
NCR10025 |Solid Waste Authority of Palm Beach County FRCC GO
NCR00070 |Southeastern Power Administration FRCC PSE
NCR00071 |Southern Power Company FRCC GO |GOP PSE
NCR0O0073 [Tallahassee, City of FRCC BA |DP |GO [GOP |IA |LSE |PA [PSE RP TO |TOP |TP |TSP
NCR00074 |[Tampa Electric Company FRCC BA |DP (GO [GOP |IA |LSE |PA [PSE RP TO |TOP |TP [TSP
NCR0O0076 [The Energy Authority, Inc. FRCC PSE
NCR10032 |US Operating Services Company - Indiantown FRCC GOP
NCR00078 |[Vandolah Power Company, LLC FRCC GO |GOP
NCR00079 |Vero Beach, City of FRCC DP LSE [PA RP TO [TOP |TP
NCR10185 [Wheelabrator North Broward FRCC GO |GOP
NCR10184 |Wheelabrator S. Broward FRCC GO |GOP
NCR0O0081 |winter Park, City of FRCC DP LSE
NCR00959 |Alexandria Light & Power MRO DP LSE TO
NCR00961 |Alliant Energy - East MRO BA |DP [GO |GOP LSE PSE RP
NCR00962 [Alliant Energy - West MRO BA |DP [GO |GOP LSE PSE RP
NCR00685 [American Transmission Co., LLC MRO PA TO |TOP |TP

http://[www.nerc.com/pa/comp/Pages/Registration-and-Certification.aspx




ENTITY APPLICABILITY

«»

Obtain Entity Verify Entity falls Does the Verify facilities fall
functional under the CIP-002- organization under the CIP-002-
registrations from 5.1 Applicability meet the 5.1 Facilities
NERC registry Section 4.1 applicability, Section 4.2

Verify any facilities Does the

that mest CIP-002- organization
5.1 Exemption meet the
Section 4.2.3 applicability,

or operate
facilities meeting

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional entity
or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider * Removed Specific Itemized list for this presentation
4.1.3. Generator Operator

4.1.4. Generator Owner

4.1.5. Interchange Coordinator or Interchange Authority

4.1.6. Reliability Coordinator

4.1.7. Transmission Operator
4.1.8. Transmission Owner ‘

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States




DISTRIBUTION PROVIDER LISTING

o

o

o

4.1.2.1. Each underfrequency load shedding (UFLS) or undervoltage
load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to one or
more requirements in a NERC or Regional Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a common control
system owned by the Responsible Entity, without human operator
initiation, of 300 MW or more.

4.1.2.2. Each Special Protection System or Remedial Action Scheme
where the Special Protection System or Remedial Action Scheme is
subject to one or more requirements in a NERC or Regional Reliability
Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is subject to one or
more requirements in a NERC or Regional Reliability Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial

switching requirements from a Blackstart Resource up to and including
the first interconnection point of the starting station service of the next

generation unit(s) to be started.




ENTITY APPLICABILITY

«»

Obtain Entity Verify Entity falls Does the Verify facilities fall
functional | under the CIP-002- organization under the CIP-002-
registrations from "1 5.1 Applicability meet the 5.1 Facilities
NERC registry Section 4.1 applicability, Section 4.2

Verify any facilities Does the

that mest CIP-002- organization
5.1 Exemption meet the
Section 4.2.3 applicability,

or operate
facilities meeting

4.2, Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1 above
are those to which these requirements are applicable. For requirements in this
standard where a specific type of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems and
equipment owned by the Distribution Provider for the protection or restoration of
the BES: * Removed Specific Itemized list for this presentation

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers:

All BES Facilities. ‘

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States




DISTRIBUTION PROVIDER LISTING

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to one or more
requirements in a NERC or Regional Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a common control system

owned by the Responsible Entity, without human operator initiation,
of 300 MW or more.

4.2.1.2. Each Special Protection System or Remedial Action Scheme where the
Special Protection System or Remedial Action Scheme is subject to one or
more requirements in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial switching
requirements from a Blackstart Resource up to and including the first
interconnection point of the starting station service of the next generation
unit(s) to be started.




ENTITY APPLICABILITY

Obtain Entity Verify Entity falls Does the Verify facilities fall urga[r:?iz?ti&euwn Verify any facilities Does the
functional .| under the CIP-002- organization under the CIP-002- e —— that meet CIP-002- organization

registrations from "1 5.1 Applicability meet the 5.1 Facilities facilities mee.:tin . 5.1 Exemption meet the
NERC registry Section 4.1 applicability, Section 4.2 _ i Section 4.2.3 applicability,

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.

Continent-wide BOT FERC
Acronym Approved Approved Definition
Term
Date Date

Bulk Electric System BES 11/21/2013 | 3/20/14 Unless modified by the lists shown below, all Transmission
(Becomes Elements operated at 100 kV or higher and Real Power and

[Archive] e Reactive Power resources connected at 100 kV or higher. This
7/1/2014) does not include facilities used in the local distribution of
electric energy.

Continent-wide BOT FERC

Acronym Approved Approved Definition
Term
Date Date

Facility 2/7/2006 3/16/2007 | A set of electrical equipment that operates as a single Bulk
[Archive] Electric System Element (e.g., a line, a generator, a shunt
compensator, transformer, etc.)

http://www.nerc.com/files/glossary_of_terms.pdf




ENTITY APPLICABILITY

Obtain Entity Verify Entity falls Does the Verify facilities fall mga[r):i:;?ug:?&wn Verify any facilities Does the
functional .| under the CIP-002- organization under the CIP-002- e —— that meet ClPt002- organization

registrations from 5.1 Applicability meet the 5.1 Facilities facilities mesting 5.1 Exemption meet the
NERC registry Section 4.1 applicability, Section 4.2 _ i Section 4.2.3 applicability,

4.2.3. Exemptions: The following are exempt from Standard CIP-002-5.1:

4.2.3.1. Cyber Assets at Facilities regulated by the Canadian Nuclear Safety
Commission.

4.2.3.2. Cyber Assets associated with communication networks and data
communication links between discrete Electronic Security Perimeters.

4.2.3.3. The systems, structures, and components that are regulated by the Nuclear

Regulatory Commission under a cyber security plan pursuant to 10 C.F.R.
Section 73.54.

4.2.3.4. For Distribution Providers, the systems and equipment that are not included
in section 4.2.1 above.

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States




ASSET DETERMINATION

Perform assessment of
attachment 1 criteria to Does the entity have any
assets identified that meet

he High or Medium Criterig

2.3,

2.10. Each system or group of Elements that

‘common control system, without hum 24,

implementing undervoltage load shed,
(UFLS) under a load shedding program
a NERC or regional reliability standard,
2.11. Each Control Center or backup Control
Rating (H) above, used to perform the
Operator for an aggregate highest rate
calendar months equal to or i

5.

Identify the

Each generation Facil
designates,
avoid an Ad

lity that its Planning Coording
and informs the Generator Owner or ¢
verse Rellability Impact in the planning
Transmission Facilities operated at
the collector bus for a Beneration plant is not cons
part of the generation interconnection Facility.

500 KV or highy

Transmission Facilities that are operating between
station or substation, where the station or substat
v-fcllagesm three or more other Transmission stati

q ighted value” ding 3000 accor

i

2.12. Each Control Center or backup Control
obligations of the Transmission Operat
above,

2.13. Each Control Center or backup Control
Rating (H) above, used to perform the
Authority for generation equal to or gr
Interconnection.

3. Low Impact Rating (L)

BES Cyber Systems not included in Sections 1 or

2 ighted value” for a single station or
summing the "weight value per line” shown in the
each outgoing BES Transmission Line that is conne
station or substation. For the purpose of this critel

plant is not idered a Ti
interconnection Facility.

less than 200 kV (not applicable)
200 kV to 299 kV
300 kV to 499 kv
500 kV and above

following assets and that meet the applicabili

4.2 - Facilities, of this standard: 2.6.

3.1. Control Centers and backup Control C¢

3.2. Transmission stations and substations.

2.7.

3.3. Generation resources.

3.4, Systems and facilities critical to syster i

Cranking Paths and initial switching e
3.5. Special Protection Systems that suppo
System.
3.6. For Distribution Praviders, Protection !

above. 29.

Generation at a single plant location or Transmissi
substation location that are identified by its Reliab
Coordinator, or Transmission Planner as critical to
Reliability Operating Limits (IROLs) and their assoc
Transmission Facilities identified as essential to
Requirements.

Transmission Facilities, including generation interc
generation interconnection required to _:armed ]
Systems that, if destroyed, degraded, m-sum_l::w
would result in the loss of the generation Facilities
as a result of its application of Attachment 1, critel

Each Special Protection System (SPs). Remedla:::
switching System that operates BES Elements,
otherwise rendered unavailable, would cause oné
Operating Limits (IROLs) violations for failure to of
reduction in one or mor&

rendered unavailable.

reliability based
tasks performed at
.

|ROLs if destroyed, degrins

Identify the cyber
systems that are

Are any of the cyber assets
Externally accessible

CIP-0025 - Attachment 1

. Imp3ct Rating Criteria
e criteria defined in Attachment 1d.
. 0 not constitute stand-alo i
but are criteria charocterizing the level of impact and are rekmﬂ":;";ﬁ:‘:’;:ﬂ“’:!m'"”r
ments.

1. HighImpact Rating ()
Each BES Cyber System used by and located at any of the following:

1.1. Each Control Center or backup Control Center used to perform the functional
obligations of the Reliability Coordinator.

1.2. Each Control Center or backup Control Center used to perform the functional
obligations of the Balancing Authority: 1) for generation equal to or greater than an
aggregate of 3000 MW in a single Interconnection, or 2) for one or more of the assets
that meet criterion 2.3, 2.6, or 2.9.

1.3. Each Control Center or backup Control Center used to perform the functional
obligations of the Transmission Operator for one or more of the assets that meet
criterion 2.2,2.4,2.5,2.7, 2.8, 2.9, or 2.10.

1.4 Each Control Center or backup Control Center used to perform the functional
obligations of the Generator Operator for one or more of the assets that meet
criterion 2.1, 2.3, 2.6, or 2.9.

2. Medium Impact Rating (M)
Each BES Cyber System, not included in Section 1 above, associated with any of the following:

2.1. Commissioned generation, by each group of generating units at a single plant location,
with an aggregate highest rated net Real Power capability of the plz(edln.' 12 X
nths equal to or exceeding 1500 MW in a single lmer(cmneﬂmln. For eac
yber Systems that meet this criterion are
ithin 15 minutes, adversely impact the
hat in aggregate equal of exceed 1500

calendar mol
group of generating units, the only BES C:
those shared BES Cyber Systems that could, wi
reliable operation of any combination of units t
MW in a single Interconnection. ‘
of resources at a single location (excluding .
ting of
eration Facilities) with an aggregate maximum Reactive Powz;::,:mesugyb:

5?“.00 MVAR or greater (excluding those at geﬂeumr; 2:::";;}‘ s s

i BE! 3 3

this eriterion are those shared ok

5?[’:\“_"‘15;"'::"’::‘ :dluer;elv impact the reliable operation of any combination
within .

R.
resources that in aggregate equal or exceed 1000 MVA

2.2. Each BES reactive resource or group

LT

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States




ASSET DETERMINATION

Perform assessment of Identify the Identify the cyber
attachment 1 criteria to Does the entity have any reliability based systems that are ] =
determine if entity owns or ssets identified that meet tasks performed at [Ealian ATE 8 e bf"?£ﬂ£’-'
operates any facilities that he High or Medium Criteri the identified Dﬁfﬂm'lﬂrm 'Uf_'l_hE Externally sible
i : real time reliability

Functional Entity — Generat

Definition
The functional entity that owns and maintains senel

Relationships with Other Functional Entities

1. Provides generator information to the Transt
Coordinator. Balancing Authority. Transmist

=]

Provides unit maintenance schedules and u
Operator. Balancing Authoriry. Transmissiol

3. Develops an interconnection agreement with

4. Receives approval or denial of transmission
Provider.

5. Provides reliability related services to Purcl

6. Reports the annual maintenance plan to the
and Transmission Operator.

7. Revises the generation maintenance plans as

Functional Entity — Generator Op

f

Definition
The functional entity that o
supplying energy and reliability related services,

Relationships with Other Functional Entities
Aliead of Time

1

(5]

Real Time

10. Provides Real-time operaring information 10 the Transn]

11. Adjusts real and reactive power

. Provides Balancing Authority and Transmission Operati

. Reports starus of automaric voltage or frequency regulaf

. Provides operational data to Reliability Coordinator.
. Receives reliability analyses from Reliability Coordinat
. Receives notice from Purchasing-Selling Entiry if Arrang

. Receives reliability alerts from Rehability Coordinator

. Receives notification of fransmission system problems

Perates generating umi(s) and perfa

Provides generation commitment plans to the Balancing
of reliability-relared services
Provides operating and availability status of generating

Transmission Operators for reliability analysis.

Operarors

denied.

Balancing Authority
as directed by the Balai

Operators.

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Reliability Functional Model
Function Definitions and Functional Entities
Version 5

Prepared by the Functional Model Working Group

by
Approved by Standards Committee: January
wzmumlﬁqMD

http://www.nerc.com/pa/Stand/Functional%20Model%20Archive%201/Functional_Model_V5_Final_2009Dec1.pdf




ASSET DETERMINATION

Perform assessment of |dentify the I:yes::z::r?am
attachment 1 criteria to Does the entity have any reliability based required in Are any of the cyber assets
determine if entity owns or assets identified that meet tasks performed at |— performance of the JExternaIIy‘ [ -
operates any facilities that he High or Medium Criterig the identified . S
mest the criteria r—— real time reliability
based tasks

(r?

o Interviews with SMEs to identify cyber systems
that are used to perform real time reliability
tasks

o Utilize system documentation and review system
configuration to develop logic diagrams




REQUIREMENT IMPACT

Goto Low
Req

s the Cyber Asset a
a Medium rated
Facility

Is the Cyber Asset at
a High rated Facility

Goto Low
Req

IS the Cyber Asset a
a Medium rated
Facility

Is the Cyber Asset at
a High rated Facility

Goto Med
Req

Is the cyber asset
located at a generation
facility

Is the cyber asset
located at a generation

facility

Rre any of the cyber assets sharel
and could impact 1500MW or more
at the facility

Goto Low
Req

Rre any of the cyber assets sharel
and could impact 1500MW or more
at the facility

Can the system be designed or
engineered in a way that eliminates
shared cyber assets

Can the system be designed or
engineered in a way that eliminates
shared cyber assets

The only difference between these two paths is
whether the identified cyber asset has External

Routable Connectivity




REQUIREMENT IMPACT

GOTO High Goto Low
Req Req

Goto Med
Req

Goto Low
Req

Goto Med
Req

No
No

s the Cyber Asset a Is the cyber asset Rre any of the cyber assets shared Can the system be designed or
a Medium rated located at a generation and could impact 1500MW or more engineered in a way that eliminates
Facility facility at the facility shared cyber assets

Is the Cyber Asset at
a High rated Facility

Segment
and Goto
ow R

* More to come on Requirement Mapping
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Req
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a Medium rated located at a generation and could impact 1500MW or more engineered in a way that eliminates
Facility facility at the facility shared cyber assets

Is the Cyber Asset at
a High rated Facility

Segment
and Goto
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Impact

s the Cyber Asset @ Is the cyber asset Rre any of the cyber assets share Can the system be designed or
a Medium rated located at a generation and could impact 1500MW or more engineered in a way that eliminates
Facility facility at the facility shared cyber assets

Is the Cyber Asset at
a High rated Facility




SEGMENTATION CONCEPT

o Generation aggregate of 1500MW or more
o Multiple units with shared cyber assets

o Segment to eliminate any shared cyber assets
that could impact 1500MW or more

o May not be ideal at some facilities

o Needs to address Operations Level assets and
Control Level assets




SHARED LOOP

Unit 1 Scrubber
Loop 11

Unit 2 Scrubber
Loop 21

Common
Loop 01

Unit 3 Scrubber
Loop 31

Waste Water
Loop 35




SEGMENTED LOOP

Unit 2 Scrubber
Loop 21

Unit 1 Scrubber Unit 3 Scrubber
Loop 11 Loop 31

New Unit 2 Common
Loop 01

Waste Water
Loop 35

New Unit 1 Common New Unit 3 Common
Loop 01 Loop 01




Oct 23 CIP DISCUSSION PART 2

o Cyber asset grouping approaches
o Requirements walk through for ERC vs non ERC

o Open discussion on cyber asset, programmable,
15 min criteria, and TFE’s
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