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ENTITY APPLICABILITY

http://www.nerc.com/pa/comp/Pages/Registration-and-Certification.aspx



ENTITY APPLICABILITY

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States

4.1.1. Balancing Authority
4.1.2. Distribution Provider * Removed Specific Itemized list for this presentation
4.1.3. Generator Operator 
4.1.4. Generator Owner
4.1.5. Interchange Coordinator or Interchange Authority 
4.1.6. Reliability Coordinator
4.1.7. Transmission Operator
4.1.8. Transmission Owner



DISTRIBUTION PROVIDER LISTING
 4.1.2.1. Each underfrequency load shedding (UFLS) or undervoltage

load shedding (UVLS) system that:
 4.1.2.1.1. is part of a Load shedding program that is subject to one or 

more requirements in a NERC or Regional Reliability Standard; and
 4.1.2.1.2. performs automatic Load shedding under a common control 

system owned by the Responsible Entity, without human operator 
initiation, of 300 MW or more. 

 4.1.2.2.  Each Special Protection System or Remedial Action Scheme 
where the Special Protection System or Remedial Action Scheme is 
subject to one or more requirements in a NERC or Regional Reliability 
Standard. 

 4.1.2.3. Each Protection System (excluding UFLS and UVLS) that 
applies to Transmission where the Protection System is subject to one or 
more requirements in a NERC or Regional Reliability Standard. 

 4.1.2.4. Each Cranking Path and group of Elements meeting the initial 
switching requirements from a Blackstart Resource up to and including 
the first interconnection point of the starting station service of the next 
generation unit(s) to be started. 



ENTITY APPLICABILITY

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States

4.2.1. Distribution Provider: One or more of the following Facilities, systems and 
equipment owned by the Distribution Provider for the protection or restoration of 
the BES: * Removed Specific Itemized list for this presentation

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers: 
All BES Facilities.



DISTRIBUTION PROVIDER LISTING



ENTITY APPLICABILITY

http://www.nerc.com/files/glossary_of_terms.pdf

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers: 
All BES Facilities.



ENTITY APPLICABILITY

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States



ASSET DETERMINATION

http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-
5.1&title=Cyber%20Security%20%E2%80%94%20BES%20Cyber%20System%20Categorization&jurisdiction=United%20States



ASSET DETERMINATION

http://www.nerc.com/pa/Stand/Functional%20Model%20Archive%201/Functional_Model_V5_Final_2009Dec1.pdf



 Interviews with SMEs to identify cyber systems  
that are used to perform real time reliability 
tasks

 Utilize system documentation and review system 
configuration to develop logic diagrams

ASSET DETERMINATION



REQUIREMENT IMPACT

The only difference between these two paths is 
whether the identified cyber asset has External 
Routable Connectivity



REQUIREMENT IMPACT

* More to come on Requirement Mapping
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SEGMENTATION CONCEPT

 Generation aggregate of 1500MW or more
 Multiple units with shared cyber assets
 Segment to eliminate any shared cyber assets 

that could impact 1500MW or more
 May not be ideal at some facilities
 Needs to address Operations Level assets and 

Control Level assets



SHARED LOOP



SEGMENTED LOOP



OCT 23 CIP DISCUSSION PART 2
 Cyber asset grouping approaches
 Requirements walk through for ERC vs non ERC
 Open discussion on cyber asset, programmable, 

15 min criteria, and TFE’s 




