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Power Generation Care
Cyber security patch delivery

ABB Power Generation Care delivers 
tested and validated control system 
security patch updates for power 
generation facilities.

Security has become a major concern for Power  
Generation owner/operators. ABB understands the 
need for our customers to maintain a secure, reliable, 
control environment with minimal time and effort  
expended.  
 
ABB’s cyber security patch delivery service delivers on 
a monthly basis all validated patches and associated 
documentation. McAfee VirusScan patches, scan  
engine and virus definition file updates are included 
along with ABB’s Microsoft security update testing. 
Information about the latest patch level, scan engine,
and virus definition file versions validated are  
published together with the Microsoft security  
update test results.

Cyber security patch updates are available as an 
option with all Power Generation Care levels.
 
Other security services are available including NERC 
CIP compliance services, assistance and consultation 
with update installations, and solutions for automated 
deployment of system patches through a dedicated 
server.
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The potential impact of a security  
incident includes endangerment  
of public or employee safety, loss of
production, violation of regulatory  
requirements, harm to the environment 
and equipment damage. ABB evaluates 
all Microsoft security updates for  
relevance and system compatibility  
and published validation status  
as they are released by Microsoft.
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Benefits 

•	 Provides protection from intrusion and malicious  
software

•	 Reduces potential for system disruptions due to  
implementation of maintenance security patches  
and settings by testing on an off-line system

•	 Insures security policy compliance with government  
or corporate objectives
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